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O AokymeHTe

B faHHOM JOKYMEHTE OMUCbIBAtOTCS BO3MOXHOCTU U HazHauveHue cepsuca ViPNet® MFTP un cogepxumtca
MHPOpPMaL s, HeobXxoaMMas A/ ero HaCTPOMKMW.

ﬂ'OKyMeHT npejgHasHa4dyeH Ana chelyroumnx KaTeFOpI/IVI nonb3oBaTesen:
¢ aAAMUWHUCTPATOPOB, BbIMOJIHAKOLWWX pa3BepTbiBaHNE N HaCTpOI‘/’IKy cetun ViPNet B cBOEW opraHunsauunu;

e onbITHbIX Noab3oBatenel MO ViPNet, B coctas kotoporo BxoauT ViPNet MFTP.

CornaweHmsa 40kyMeHTa

Hunxe nepeyncieHbl cornaweHna, NpuHATblie B 3TOM JOKYMEHTE A4 BblAeNEHNA I/IHq)OpMaLI,I/II/I.

Tabauya 1. O603HaveHUs, UCNO/Ib3yeMble 8 NPUMEYAHUSIX

0O603HaueHmne OnucaHue

/\g BHuMaHue! Yka3biBaeT Ha 0643aTesibHOe ANS UCMONIHEHVSA AW CNe0BaHNA AelCTBUe
AN nHopmMaLumio.

MprMeyaHue. YKasblBaeT Ha Heobs3aTeIbHOE, HO XKenaTeslbHOe AN UCMONHEHNUS UK
CnefoBaHNA JencTBue nan MHGopmMaLmto.

Cogert. Cofep>XnT AOMONHUTEIbHYIO MHPOPMaLIMIO 0bLLEero xapakrepa.

Tabauya 2. O6o3HaveHus, ucnosb3yemele 0415 8bldeseHUs UHPHOPMAyuu 8 mekcme

O603HaueHue OnucaHue

Ha3sBaHue Ha3BaHwe anemeHTa I/IHTequEI\/Ilca. Hanpleep, 3aros10BOK OKHa, Ha3BaHWe
nonsa, KHOMKU UAn KnaBuLLN.

KnaBuwa+Knaeuwia CoueTaHue knaBuLl. YTob6bl MCNOIL30BATL COUYETAHME KAABULL, cnepyet
Ha>aTb NepBYyrO KnaBuly K1, HE OTNYyCKadA €€, HaXXaTb BTOPYHO K/1laBULLY.

Metto > MogmeHto > WNepapxnyeckas nocnesoBaTe/lbHOCTb 31eMeHTOB. Hanpumep, MyHKTbl MEHHO
KomaHaa WAW pasgenbl Ha NaHean HaBUraLumu.
Kon Wwms daiina, nyTb, GparmeHT TekCToBOro daiina (Koga) imn KoMaHaa,

BblnoJsiHAEMadaA U3 KOMaH,ﬂ.HOIz CTPOKMW.
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O nporpamme

Cepsuc ViPNet MFTP npeactaBasieT coboi TpaHCMOPTHbLIM MOAY/b, KOTOPbIV ABASETCA KOMMOHeHTOM 10
ViPNet Client® for Windows (aanee — ViPNet Client) nam MO ViPNet Coordinator for Windows (aanee —
ViPNet Coordinator) HaunHas ¢ Bepcun 4.5. ViPNet MFTP obecneunBaeT HagexXXHyro 1 He3onacHyto
nepegauy TPaHCNOPTHbLIX KOHBEPTOB Mexay y3namu cetn ViPNet (cm. rnoccapui, ctp. 35).

MoapobHee o paboTe cepBuca cM. pasgen OnvcaHune paboTel MFTP (Ha cTp. 9).

ViPNet MFTP 4. PykoBoACTBO agMUHUCTpaTopa |
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ObpatHasa CBA3b

fononHuntenbHaa nHpopmauma

CBeseHus o npogyktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOCh! U Apyras nojesHas
MHPopmMaums cobpaHbl Ha cainte OAO «NHPoTeKC»:

e VIHpopmauwms o npoaykTax ViPNet https://infotecs.ru/product/.
e VIHpopMmauus o pewenmsax ViPNet https://infotecs.ru/resheniya/.
e Yacrto 3agaBaemble Bonpockl https://infotecs.ru/support/faqg/.

o ®opym nosnb3oBatenen npoayktos ViPNet https://infotecs.ru/forum/.

KoHTakTHaa nHpopmauma
Ecnm y Bac ectb Bonpocsl, cBaxuntech co cneunanamctamm OAO «MHpoTeKC»:
e EAVHbBIA MHOTOKaHaNbHbIN TenepoH:
+7 (495) 737-6192,
8-800-250-0-260 — H6ecnnaTtHbIN 3BOHOK 13 Poccun (kpome MockBbl).
e Cnyxba TexHuueckol nogaepxku: hotline@infotecs.ru.

®opma ana obpaleHuns B cyxby TEXHUYECKOW NOAAEPXKKMN Yepes canT
https://infotecs.ru/support/request/.

KoHcynbTauum no tenedoHy A8 KIMEHTOB C PaCLUMPEHHON CXEMOM TEXHUYECKOWN NOAAEPIKKM:
+7 (495) 737-6196.

e OTtpen npogax: soft@infotecs.ru.
Ecav Bbl 0BHapPYXXW/IM YA3BUMOCTM B MPOAYKTaX KOMMaHUK, COOBLLMTE O HUX MO agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHne nHpopmaumm 06 ya3BUMOCTAX NPOAYKTOB

OAO «NHPoTeKC» peryanpyetcs NOAUTUKOM OTBETCTBEHHOTO pasrialleHuns
https://infotecs.ru/disclosure.php.
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Onucaxune pabotbl MFTP

TpaHcnopTHbln Mogynb ViPNet MFTP obecneuvBaeT nepegayy KOHBEPTOB (CM. TUMbl KOHBEPTOB Ha CTP.
11) mexay y3namu. OH paboTaet Kak cnyxba Windows 1 aBTomaTnuecky 3anyckaeTcs npu 3arpyske
komnbtroTepa. ViPNet MFTP He nmeet rpaduueckoro nHtepderica. HacTporkun TpaHCMOPTHOIO MOAY s
BbINOJ/IHANOTCS B KOHPUrypaunoHHoMm danne (cm. OcobeHHocTn HacTponkmn ViPNet MFTP Ha cTp. 14).

PaccmoTpum paboty ViPNet MFTP Ha npumepe nepegayn KoHBepTa Nporpammbl «PainnoBbli 06MeH» ¢
OAHOrO CETEeBOrO y3/1a Ha APYror Yepe3 CBOW KOOPAMNHATOP, TO €CTb KOOPANHATOP, BbIMOAHAIOLWMNIA
dYHKLMIO TPaHCNOPTHOTO cepBepa (CM. Foccapuid, cTp. 35) 4ns AaHHOrO CeTeBOro y3na:

Ceresoit yaen Ceresoii yaen
()rnpdsmmm nanyJyarens
2 3 4
\ Koopawnatop KoopauHatop
= oTnpasuTens nonyJarens
's'-*f—__" e - ———
. S — - —
! 5 x == d x = |
.- 1 i
R _—
\

PucyHok 1. [Nepedaya koHeepma 4Yepe3 ceoli KoopOuHamop
1 Ha ceteBoM y3se oTnpasuTens:
o Cnomoubto npunoxeHus «dainoBbii obmeH» oTrnpasaeH dan.

o ®arn nomelyaeTcs B KOHBEPT, KOTOPOMY MPUCBAMBAETCA 3aroJIOBOK, COAepP>KaLLmi
MHGOpPMaLMIO A8 NPaBWILHON MapLIPyTU3aLMy KOHBEPTa B CETU.

o KOHBeprI nomMeLlarTca B nognanky OUT nanku KAHOYen AAHHOro CeTeBoro ys3na.

o [Manka ouT nposepsetca ViPNet MFTP kaxgple 3 cekyHabl. HalnaeHHble KOHBEPTbI
HanpaBAsHOTCS Ha KOOPAMHATOP, Ha KOTOPOM 3apPerncTpupoBaH AaHHbIA CETEBOM y3en.

2 Ha koopaunHatope oTnpasuTens:

o [puHATbIE KOHBEPTLI MOMELLAFOTCA B Nanky IN. Ha KoopAMHaTope aHanusmpyeTcs agpecHas
nHdOpMaLMs, Coaep>KalLllasncs B 3aro/loBKax KOHBEPTOB, U ONpesenseTcs AanbHENLINA MapLLpyT
nepezayn KOHBEPTOB Ha CETEBbIE Y3/Ibl:

e  Ec/nn KOHBEPT agpecoBaH KOOPAMHATOPY, TO OH 3a6MPaETCs COOTBETCTBYHOLLNM
npuaoxeHnem («PannoBbii OOMeH>).

e  Ec/in KOHBEPT afpecoBaH CETEBOMY Y3y, 3aperMcTpMpOBaHHOMY Ha JaHHOM
KoopguMHaTope, To OH ByAeT OTNpaB/eH, KOrja CETEBON y3e NoJsiyyaTtens yCTaHOBUT C HUM
coefuHeHNe.

e  Ec/im KOHBEPT afpecoBaH ApyroMy KOOPAWHATOPY AN CETEBOMY Y3y,
3aperncTpMpoBaHHOMY Ha APYroM KOOPAMHATOPE, TO JaHHbIV KOOPAMHATOP MbiTaeTcs
YCTaHOBUTb COEAVHEHME C APYTUM KOOPANHATOPOM.

ViPNet MFTP 4. PykoBoacTBO agMuHucTpaTopa | 9



Ha AaHHOW cxeMe KOHBEPT afpecoBaH CETEBOMY Y3y, 3aperncTprpoBaHHOMY Ha ApYrom

koopamnHaTtope cet ViPNet, no3ToMy KOHBEPT nepesaeTcs KOOpAMHATOPY NosydaTtens.

3 Ha koopanHaTope nosnydatens:

(¢]

AHanusmpyetcsa agpecHas MHGOPMaLLMS, COAEPIKALLANACA B 3arolOBKE KOHBEPTA.

Eciv KOHBEPT agpecoBaH 3aperncTpMpoBaHHOMY Ha aHHOM KOOPAMHATOpPE Y31y, TO OH
nepekaajblBaeTcs B nanky ouT. Korga Mexay KOOpAMHAaTOPOM M CETEBbLIM Y3/10M MoJyyaTtens
6yAeT yCTaHOB/IEHO COeAMHeHNe, KOHBePT ByAeT OTNpaB/eH MO Ha3HAYEHWHO.

4 Ha ceTeBOM y3/1e nonyyartens:

o

Korpa ceTeBoW y3en nonyyatens yctaHaB/aVBaeT COeUHEHMEe CO CBOMM KOOPAMHATOPOM, ero
MFTP ckaHupyeT nanky oUT KoopauHatopa. KoHBepThl, afpecoBaHHble 3TOMY CETEBOMY Y31y,
nepekaagblBatOTCA B Nanky IN CETEBOro y3na noay4darend. PacnmonoxeHve nanku IN, Takke Kak
W Nanku OUT, 3aBUCUT OT HacTPOeK B KOHPUrypaunmoHHoM darne mttpcont.xml (No
YMOJIYaHWIO 3TV Narnku HaXoAsATCs B MankKe KAtoYel CETEBOro y3a).

MpunoxeHune «PannoBbli 0OOMeH» CKaHWPYeT Nanky IN U MO Ha3BaHWAM KOHBEPTOB
onpeaensieT, ecTb AN B 3TOW Narnke npuHagaexaline eMy KOHBepTbl (CM. TuMbl KOHBEPTOB Ha
cTp. 11). lManka IN TakxXe NpoBepsAeTcs TPaHCNOPTHbIM Moaynem MFTP kaxable 3 cekyHAbl.

Ec/i BbINMO/IHEHBI COOTBETCTBYHOLLME HACTPOWKK, TO NOJIb30BaTeNb MOJyYaeT yBeAOM/IEHNE O
HoBOM Oaline.

ViPNet MFTP 4. PykoBoacTBoO agMuHuctpatopa | 10



T1Nbl KOHBEPTOB

TpaHcnopTHbln Moaynb ViPNet MFTP nepesaet nidopmaumio B Bue KoHBepToB. KOHBEPT dopmmpyeTcs
B O4HOM 13 cnegytownx nporpamm: ViPNet LieHTp ynpaBaeHus ceTbro, «enoBas nouta», «dannosbii
0bMeH». KOHBEPT COCTOUT M3 Tena KOHBEepPTa W1 3aro/ioBka. Teno KoOHBepTa NpeAcTaBaseT cobor dain ¢
nepesaBaeMol nHGopmaLmen. B 3aronoBok BktoUeHa agpecHas MHbopmMaLms (415 NpaBUIbLHON
MapLUpyTU3aL M KOHBEPTOB B CETU), MAEHTUDMKATOPBI OTNPaBUTENs U Noay4daTenen, n nHdopmauma ansa
paclwmdpoBaHmsa cayyariHoOro katoda. Ha ciydyainHoMm katode wndpyeTtcs Teno KOHBEPTa, a CiyYalHbIi
Katou WndpyeTtcs Ha katove obmeHa (CM. rnoccapuid, CTp. 34) 1 NOMeLLaeTcs B 3aro/sI0BOK.

KoHBepTbl MOryT BbIThb CeayHOLLIMX TUMOB:
e [lpuknagHon KoHBePT (CM. rnoccapuin, ctp. 34).
e [lpuknagHas KBUTaHLUMsA (CM. Fnoccapuid, cTp. 34).
e TpaHcrnopTHas KBUTaHLMA (CM. rnoccapui, cTp. 35).

e  Cny>xebHbI KOHBEPT (CM. Fioccapui, cTp. 35).

an/I/'IO)KeHVIFI pacno3HakoT NpegHasHa4yeHHbleE UM KOHBEPTbI MO MMEHWN. MmeHa KOHBEPTOB,
npuHaanexawmx npuioXXeHnro «,Cl,enosaﬂ noyTa», Ha4YMNHakTCA C:

e @ (NpuknagHol KOHBEPT);
e K (npuknagHas KBUTaHLMA O AOCTaBKe KOHBepPTa);

e R (NpuknagHas KBUTaHLMA O NPOYUTEHUN KOHBEPTA).

ViMeHa KOHBEPTOB, NPUHaANEXaLLMX NPUAoXKeHNI0 «DaiinoBbIi 06MeH», HauMHaTCA C:
e ~ (NpuKNagHOM KOHBEPT);

o K (npuknagHaa KBUTaHUMA O JOCTaBKe KOHBEPTA).

ViPNet MFTP 4. PykoBoacTBO agMuHuctpatopa | 11



Pexxnmbl paboTbl Moaynd MFTP

B 3aBucumocTm ot MO ViPNet, B coctaB KOTOPOro BXOAUT TPaHCNOpPTHbIN Moayab ViPNet MFTP, oH
MOXET paboTaTb B O4HOM M3 ABYX PEXNMOB:

e  KJINEHTCKUN;

® CepBepHbIN.

KAMEHTCKMIN pexnm paboTbl moayasa MFETP

B knuneHtckom pexume ViPNet MFTP pabotaeT Ha komnbtoTepe ¢ yctaHoBneHHbIM 10 ViPNet Client.
TpaHCNopTHLIV MOZYJ/Ib CETEBOTO Y3/1a YCTaHaB/IMBAET COEANHEHME CO CBOUM KOOPAMHATOPOM, TO ecTb
KOOPAMHATOPOM, Ha KOTOPOM 3aperucTpUpoOBaH AaHHbIli CETEBOW y3€eJ, U NMPOBEPSET, ECTb N KOHBEPTHI,
aApecoBaHHbIe aHHOMY CETEBOMY Y3J1y.

B knneHTCckOM pexnme MFTP moxeTt nepejasatb KOHBEPTbI APYTMM KAUEHTAM HanpaMyr Win 4yepes3
CBOW KOoOpAMHaATOP. Pexxum nepejayvyn KOHBEPTOB YEPE3 KOOpANHATOP ABJIAETCA PEXUMOM MO
YMOAYaHNIO U obecneunsaet HaAe>XXHYH nepeaadvy KOHBEPTOB.

CepBepHbIN pexmnm paboTel Moayas MFTP

TpaHcnopTHbIA Mogynb ViPNet MFTP, yctaHOBAEHHbIV Ha koopanHaTope B coctase MO ViPNet
Coordinator, paboTaeT B cepBepHOM pexunme.

ViPNet MFTP 3anyckaetca ogHoBpemeHHO ¢ 1O ViPNet, B cocTaB KOTOPOro BXOAUT, U OCTaeTcs
aKTVBHbIM B TeYeHWe BCero BpeMeHun paboTbl Nporpammei.

B cepBepHoM pexume MFTP B3aMMOAeNCTBYET C KAMEHTaMK, 3apermMcTpupoBaHHbIMU Ha AaHHOM
KOOpAWHATOpPeE, 1 C APYTMMMN KOOPAMHATOPaMK, CBA3b C KOTOPbIMU YCTaHaBANBAaETCA afgMUHNCTPATOPOM
ceTn ViPNet B nporpamme ViPNet LleHTp ynpaBaeHus cetbto. Korga KOHBEpTbI MONYyYeEHbI
koopauHaTopoM, ero MFTP onpezenseT fanbHeENWNA MapLUpyT UX Nepejaudn Ha ceTeBble y3/bl (CM.
rnoccapwui, ctp. 35). Mpumep nepesayn KOHBEPTOB Yepe3 KOOPAMNHATOP NPeACTaBiAeH B BUAE CXEMbI B
pasgene Yrnpas/ieHune kaHanamu nepegaun KoHeeptos (Ha cTp. 15). CornacHo 3aaHHORN Noruke, npu
Ha/MunmM KOHBEpPTa cepBep MO0 cam HauMHaeT yCTaHaBAUBATb COEMHEHNE C APYTM CEPBEPOM MU
KAMEHTOM (MO YMOAYaHMIO Takas JIorkKa yCTaHOBIEHa NpW OTrNpaBKe KOHBEPTa Ha Apyroi cepsep), Ambo
OXWAAET, KOrAa C HUM YCTaHOBUT COEAMHEHME Apyras CTOPOHa (Mo yMOAYaHWIO 3Ta forvka paboTtaer npu
HaN4YMM KOHBEPTOB ANS KNWNEHTA).

Ecav nuceMo nan dain agpecoBaH HECKOIbKMM MOJlyYaTensim, To popMUPYETCS MHOFOaAPECHbIN
KOHBepT. Teslo MHOTOaAPeCcHOro KOHBEPTa WKNdPYeTCH OAUH pa3 Ha ClyyalnHoM katoue. YTobbl Bce
roJlyyYaTenyn Morau pacumdppoBaTh TENO KOHBEPTA, 417 KaXKAOTO U3 HUX GOPMUPYETCA OTAE/bHbIN
3aro/IoBOK — YaCTHbIV 3aroloBOK KOHBEPTa. B KaX/bli1 YacTHbIN 3aro/I0BOK KOHBEPTa MOMELLAeTCs
CNyYalHbIN KAtOY, 3aliMbpoBaHHbI Ha Katouye obmeHa (cM. rnoccapui, cTp. 34).
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OcobeHHOoCTM HacTpoukm ViPNet
MFTP

TpaHCNOopPTHBIV MOAY/Ib UMEET ONTUMaJIbHbIE HACTPOMKM MO YMONYaHMIO, A0CTaTOUHbIE A4 PaboThl
nporpamm ViPNet. Ecan ctaHaapTHbIe HaCTPOWKM He MoAXoAAT Ans Bawwew ceTn ViPNet, Bbl MoxeTe
BHECTW HY>KHbl€ N3MEHEHMWS B ero KOHGUIypaLUMOHHbIN ¢alin mEtpconf.xml. [10 yMOAYaHWIO OH
PacnosioXeH B Nnanke KAto4en 1 CnpaBoOYHNKOB:

C:\ProgramData\Infotecs\<manka c umeHTudrraTopoMm y3ja>\

KoHdurypaumnmoHHbei dann cosgaercs npy nepBon ayTeEHTUPUKALIMN NONb30BaTENS U COAEPXKUT eMHble

HaCTPOWMKM TPaHCMOPTHOTO MOAYS A/ BCEX MOJIb30BaTENEN CETEBOTO Yy3/a.

MpumeyuaHue. Ecnv Ha y3ne 3aperncTpupoBaHoO HECKOJIbKO MOsb30BaTeNei U B Narnke Kitoyein
HeT KOHGUrypaumoHHoro ¢aina mftpconf . xml, nepesanyctute cnyxoy ViPNet
TpaHcnopTHbI moaynb (MFTP).

MNepeg pepakTMpoBaHneM KOHGUrypaunoHHoro daiina cnegyet octaHoBUTb ciyxby ViPNet
TpaHcnopTHbIW Mogynb (mftp), a nocne BHECEHUS U3MEHEHWIA 3aMyCTUTb BHOBb.

Ana ynpaBneHus coctosiHnem cnyxosl MFTP:

1 B meHto MNyck > CpeactBa agMuHuctpupoBaHua Windows (vav B MaHenun ynpasnenns Windows >

AAaMUHUCTpUpOBaHUe) Bbibepute Cayxobl.
3ateM B cnucke cnyx6 Boibepute ViPNet TpaHcnopTHbin Mogynb (mftp).

2 B koHTekcTHOM MeHto cnyx6bl MFTP BbibepuTte OcTaHOBUTL MM 3anyCTUTD.

ViPNet MFTP 4. PykoBoACTBO agMuHUCTpaTopa
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YnpaBaeHune kaHanamuy nepesadm
KOHBEPTOB

O6bmeH KOHBEPTaMUnN MeXAYy CETEBbIMU Y3JlaMN MOXET OCYLLECTBAATbCA MO pPa3inNYHbIM KaHasaM.
TpaHCFIOpTHbII?I MOAynb nNoaAep>XUBaeT ciejgyrouine KaHaibl nepejayvynt KOHBEPTOB:

e Kanan MFTP. lpwu cBs3un no kaHany MFTP yctaHaBameaeTcs TCP-coeamHeHme ¢ y3nom-nonyvatenem
KOHBEPTOB, NPOBOANTCA B3anUMHan ayTeHTUMKALLMA Y3/10B 1 OCYLLECTBAAETCA MpreM 1 nepejava
KOHBEPTOB Apyr Ana Apyra. [1pn BOCCTaHOBIEHNN COeANHEHMA MOCe pa3pbiBa KaHana cBA3n
TpaHCNopTHbIN Moaynb MFTP npogosixaet nepesayy KOHBEPTOB C TOrO Xe MecTa, YTO 0COBeHHOo
BaXKHO Ha IMHMAX C HeCTabnbHBIM COeAMHEHNEM.

Mo kaHany MFTP coeagnHeHne MOXET BbIMONHATLCA Yepes KOOPAMHATOP UAN MeXAy CeTeBbIMMU

y31amu Hanpsamyto.

e JlokasbHbIW KaHan. MNpwv cBA3M NO JI0KasbHOMY KaHay Ucxoasllme KOHBEepPTbl MOMELLAroTCsA B Marnky,
yKa3aHHYt0 B HacTpOWKax 3TOro KaHana. B kauecTse nanku J0KasbHOrO KaHana MoXeT
MCMo/Ib30BaTbCA CeTeBas Marnka Ha yAaneHHOM pecypce. Bxoaslme KOHBEPTbI 3abypatoTca 13 nanku,
yKa3aHHOW B KOHOUrypaLym TpaHCMOPTHOTO MOAYS.

Mo ymonuaHuto Bce KOHBEPTbI, MAYLLME UepPEe3 CETEBOM y3eN B paMKax CBOEW ceTw, ByayT NpoxoauTb no
kaHany MFTP yepe3 koopamHaTOp, Ha KOTOPOM 3aperncTpMpPOBaH AaHHbIV ceTeBOM y3en. To ecTb yepes
TPaHCMNOPTHbLIV CepBep CeTeBOrO y3a.

LieHTp ynpaenesua
CETLIO

KoopawHatop | Keopawnatop

: : — - o : : —_—

i

/ J =2 =T

B
Y
-
Knuewr 3 Knwent 1 KNWeHT 2

PucyHok 2. lMepedaya koHeepmos Yepes caoli kKoopOuHamMop
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B cnyuae, ecnn HacTpoOeHO MexXceTeBOe B3aUMOAENCTBIME, MO YMOYaHWIO Nepejayva KOHBEPTOB y31aM
APyrov cetn ocyuecteaseTcs no kaHany MFTP B cOOTBETCTBUM C MapLIpyTHbIMU Tabanuamu yepes
LU/IFO30Bble KOOPAMHATOPbI (CM. rioccapui, cTp. 35).

Ounwan A Dunwan b

n:n

; = Lmsgzoa0i HIRTEE AT !
[ HOOpAWHaTOR Koogyubatep i
! _I' * i
IR E ; EIE] .
s — - ! #
! .

A -“llenogan nouta”
0 - “afnoEwi ofimed”
UK - cnymalis i RoHBepT

PucyHok 3: ObmeH koHBepMamMu yepes wifto308bie KOOpOUHaAMOopsbI

OaHaKo MOXET BO3HUKHYTb HEOBXOAMMOCTb Nepesayn KOHBEPTOB MO APYrMM KaHanam, Koraa
ncnonb3oBaHne TCP-kaHan0B HEBO3MOXHO WAM eCTb NPO6eMbI C 4OCTYNOM K KOOpAUHATOPY. B Takmx
Clyyasx HaCTPOWMKM MapLUpyTM3aumm (CM. F1occapui, CTp. 34) KOHBEPTOB MOXHO M3MeHUTb. Bbl MoXeTe
NMPOW3BECTU OAHY U3 CeAYIOLWMX HaCTpPOeK nepesaym KOHBEPTOB:

e Hanpsamyto mexay yanamu (rno kaHany MFTP) (cMm. MNepegava KOHBEPTOB MeXAy y3/1aMu HanpsaMyro
Ha cTp. 16);

e yepes ceTeByto Nanky (cMm. [epesaya KOHBEPTOB Yepes nanky Ha cTp. 18);

® MNpu HEOBXOAUMOCTM KaHa/ nepegayn KOHBEPTOB MOXHO OTKAHOUMTL (CM. 3anpeT obmMeHa
KOHBEpTaMu Yepe3 KOOPAMHATOP Ha cTp. 22).

Hactpoiikn kaHas0B nepesaun KOHBEPTOB M NapaMeTpoB nepesayvn NPON3BOAATCA B
KOoHdurypaumoHHoM dawne (cm. Cekumsa Channel Ha cTp. 27).

[lepesada KOHBEPTOB MEXAY Y31aMM HaMPAMYHO

MNepegava KOHBepTOB NO KaHany MFTP no3sosiseT kiveHTam 06MeHUBATLCA JaHHbIMM, KOTAa
KOOpAMHATOpP Mo Kakor-nnbo npuumnHe HeZocCTyrneH. Tak)ke BO3MOXHOCTb Nnepesayn KOHBEPTOB MEXAY
y3/1aMu HanpsAMYH 1Cnoab3yeTcs Npu npobaemax nam c6osx B paccoblike obHoBaeHNA no cetn ViPNet, a
MMEHHO, Korfa OBHOBNEHUNSA Y>Ke BCTYNMUAN B CUAY Ha KOOPAMHATOpPaX, HO eLle He NOCTYNUAn Ha
kaneHTbl. Kak npaBuio, Takue CUTyaumm BO3MOXHbI NPY NepeHoce KAWeHTa 3a Apyrown
cepBep-MapLupyTM3aTop nam npu komnpometaumm B cetn ViPNet.

MpumeuaHwue. Mpu obHoBneHnn MO ViPNet ¢ Bepcun 4.3.x Ha Bepcuto 4.5.x Bce HacTpoeHHble
npsiMble KaHaibl aBTOMaTUYECKM 3aMEHSAIOTCA Ha COeMHEHME Yepe3 KoopanHaTtop. Mpu
HeobXxoAMMOCTH Bbl MOXeTe CHOBa HaCTPOWUTL MPAMYHO Nepesavy KOHBEPTOB MeXJy CeTeBbIMM

y3namu.
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LleHTD yNpaBneH1a

CETRID
MFTP MFTP
e O
ERETEETRAES AN RS _..‘_ - _..*
o
] I
| SR ”
OenoBan  PafnoBsIi Cnysedubin
ModTH abeH KOHBEDT

PucyHok 4. lNepedaya koHsepmMos Mexady y31amu Hanpsamyro

Ana HacTpoWiku NepeAayn KOHBEPTOB MeXAY ABYMS CETEBLIMMU Y3/1aMW HanpAaMYyHo:
1 OcraHoBuTe cnyxby ViPNet TpaHcnopTHbIi Moaynb (mftp).

2 Ha nepBoM y3ne OTKpONTe ANs pesakTMpoBaHUSA KOHOUIYPauMOHHbIA Gain mftpconf . xml. [0
YMOJIYaHWUIO OH PaCMoJIOXKeH B Marnke Katouen 1 CrnpaBoOYHNKOB:

C:\ProgramData\Infotecs\<manka c moeHTudmraTopoMm y3ja>\

3 B koHOUrypaunoHHom daine HalanTe CeKLMIO Channel C NapaMeTPOM Name, COBMaAAOLLUM C
MMeHeM BTOPOro y3/a.

4 [ns napameTpa Transit YKaXuTe TO Xe 3HauyeHue naeHTudrkaTopa BTOPOro y3/a, UTo 3a4aHo A/
napameTtpa 1. Mpu OTCYTCTBUM AaHHOTO NapameTpa Co3zalTe ero.

5 [na napameTpa Call flag yKaXuTe 3HaUeHWe true.
[na napameTtpa Call timeout yKaXute 3HaveHue 300.

CoxpaHuTe n3MeHeHus B darine 1 3anyctute cnyxby ViPNet TpaHcnopTHeii Mogynb (mftp).

o N o

BHecuTe aHanornyHble U3MeHeHWs B KOHOUIypaLMOHHbIN daia BTOPOro y3sia, KpoMe napamerpa
Call timeout, A/ HETO OCTaBbTe 3HaYEHWNE MO YMONYAHWIO ~1.

,U,OI'IyCTI/IM, Tpe6yeTc;1 HaCTpoOuTb nepegadyy KOHBEPTOB HanpamMyr MexXay y3namum Operator (ID —
2A15000D) U User (ID — 2A15000cC). Ans atoro:

1 Ha y3ne Operator B Gaine C:\ProgramData\Infotecs\2A15000D\mftpconf.xml HaKAUTE CEKLMIO
Channel CO CTPOKOW <Name>User</Name>.

2 CkonupyiiTe naeHTUdMKaTOP y31a U3 CTPOKM <ID>2A15000C</ID> U BCTaBbTe B CTPOKY

<Transit>2A15000C</Transit>.

3 [nda napameTtpa Call flag yKaxwuTe 3Ha4eHMWE true, Ad NapameTpa Call timeout — 300.
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(& c\ProgramData\InfoTeC S\ 24150000\ mftpconf.xml - Notepad-++ — O x

File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7 X

¢ = s & o |dh g | &% | BE|=
= mitpcont ml Ei]
26 [l] <Channel> ~

27 <ID>2A15000C</ID>

i <Name>User</Name>
|<:Transit:>2h15[)[lDC<:;’Transit:>
<Type>Mftp</Type>

31 <Ip>D0.0.0.0</Ip>

32 <Port>5000</Port>

33 <Off flag=false</Off flag>

3 e::l:all_flag:stmee::,:"Call_flag:s

35 <Call_timeout>300</Call_timeout>
36 - </Channel:> ]

length:. Ln:1 Cel:1 Sel: 0|0 Des\Windows UTF-8 w/o BOM INS

PucyHok 5. Hacmpotika npsmozo kaHana Ha y3ne Operator

4 Hay3ne User B paline C:\ProgramData\Infotecs\2A15000C\mftpconf.xml HAKANTE CEKLLUIO
Channel CO CTPOKOW <Name>Operator</Name>.

5 Ckonupyite naeHTudUKaTop y3na n3 CTPOKM <ID>2A15000D</ID> U BCTaBbTe B CTPOKY
<Transit>2A15000D</Transit>.

6 [Ana napameTpa Call flag yKaXuTe 3Ha4YeHWe true, ANA NapaMeTpa Call timeout OCTaBbTe
3HayeHune -1.

(& c\ProgramData\InfaTeCS\2A15000C mftpcanfaml - Notepad-++ - O X

File Edit Search View Encoding Language Settings Macro Run Plugins  Window 7 X
PYE= s B | g8 g & | EBEE|=1

[=] mftpcanf sml Eﬂ]
32 [ <Channel> A
35 <ID>2A15000D</ID>
40 <Mame>0Operator</Nams>
| <Transit>2A15000D</Transit>
<Type>Mftp</Type>
<Ip>11.0.0.3</Ip>
<Port>5000</Poxrt>
<0ff flag=false</0ff flag:>

16 |<:Call_flag3>tr‘ue<:;"Call_flag:> |

47 <Call timeout>-1</Call timeout>

48 I </Channel: v
length:-Ln:1 Col:1 Sel:0|0 Dos\Windows UTF-8 w/o BOM INS

PucyHok 6. Hacmpolika npsmozo kaHana Ha y3ne User

B pe3synbtaTe o6MeH KOHBEpTaMu MeXAy CeTeBbIMU y31aMu Operator U User ByAeT OCyLLeCTBAATLCA
Hanpamyto (6e3 yyactua koopanHaTopa).

[lepesaya KOHBEPTOB Yepes rnarky

I'Iepe,a,aua KOHBEPTOB Yepe3 CETEBYHO Narnky MOXeT ObITb NOJIE3HA B caefyroumnx caydasx:

e B KayecTBe pe3epBHOTrO KaHana, KorAa HejocCTyrneH koopauHaTop. MNocae ycTpaHeHWs HENONAZOK B
cetv ViPNet cregyeT yaanuTb HacTpolikn A obMeHa KOHBepTaMy Yepes narky, YTobbl BEPHYTLCA K
0bMeHy yepes KOOpANHaTOP.
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o /115 yMEHbLUEHUA HAarpy3KM Ha KOOPAMHATOP, KOraa TpebyeTcs opraHn3oBaTb 06MeH 60/bWKUM
KONMYeCcTBOM anioB MeXAY CETEBLIMMU y3aMu.

e [lna pa3meleHnsa koHBepToB MFTP (Hanpumep ¢alinos, nepecbiiaemMblx C MOMOLLbIO
aBTOMPOLLECCMHIa) Ha CeTEeBOM pecypce.

JlokanbHbIM KaHan Ha CETEBOM Y3/1e MOXHO HacTPOUTb Kak Ha MpPMeM, Tak U Ha OTrNpaBKy KOHBEPTOB
yepes ceTeBYHO Nanky. [as 3TOro ciefyeT HacTPOUTb Pa3peELLIEHS Ha JOCTYMN K CETEBOW Narnke Ans y310B,
y4acTBYHOLLMX B JIOKaJbHOM ObMeHe. A Takxke 3agaTb npaBa JOCTyna K CETeBON narnke Afs y4eTHON
3anucu System, Heobxogumble ans paboTbl cayxbel MFTP. 3ateM B KOHOUrypaumoHHoM danne cnepyet
yKasaTb MyTb K CETEBOV Marnke A5 OTNPaBKu WK NpremMa KOHBEPTOB.

MpumeyuaHue. Hactpoiika npae Ans yyueTHOM 3anucy System npegnonaraet MaMeHeHve
|i| MoANTUKM He30MacHOCTH ceTeBbIX Y3108, [103TOMY nepes HaCTPOWKON I0KaNbHOrO KaHana
ybeamnTech, UTo NoanT1Ka 6e30nacHOCTY Ballein opraHn3aLmMmn AonyckaeT JaHHbIe U3MEHEHUS.

i
E3

-

-
-
-
= -
-
-
~
LS

E

|

PUC_yHOK 7. BGpUGHmbI opeaHusayuu /10KkajaeHoeo kaHaia

Ha npvBeseHHON cxeme c/ieBa KJIMEHT «1» OTNPaBAsET 1 MPUHUMAaET KOHBEPTbI Yepes3 CeTeBYHO Narky.
KnveHTbl «2» 1 «3» OTNPaBAAOT U NPUHUMAKOT KOHBEPTbI OT KANEHTa «1» uepes ceTeByro Nanky, Mexay
coboit 06MeHMBaOTCS KOHBEPTaMU Yepes KOOpAUHATOP.

Ha cxeme cnpaBa KAneHT «1» oTNpaBAsieT KOHBEPTLI Uepes3 CETEBYHO Narnky, MPUHUMAaeT — yepes
KoopanHaTop. KnnmeHTbl «2» 1 «3» NPUHUMAaOT KOHBEPTbI OT KJMeHTa «1» uepes ceTeByto narnky,
OTNPaBASAOT KINEHTY «1» — uepes KOOpAMHaTOP.

Ans nepesaun KOHBEPTOB MO NOKaNbHOMY KaHasy co3jaliTe MPOU3BOJIbHYHO CeTeBYHO nanky. Joctyn K
3TOM Marke AoJ/KeH obecrneunBaTthCs B t060e BPeEMs, OTCYTCTBUE AOCTYNa MOXET NPUBECTU K
HenpaBuabHON paboTte Mmoayns MFTP. OTkpoiTe AOCTYN K CETEBOW Marnke Ha U3MEHEHWE 1N YTeHWe
HY>KHbIM NMO/b30BaTeNAM AOMEHA UK BCEM MoJib3oBaTtensam. [ns storo:

1 B okHe CBoKcTBa CO3jaHHOM Nanku BbibepuTe BKAaAKY [LOCTYN U HaXXKMUTE Ha KHOMKY
PacwmpeHHas HacTpolika. 3ateM ycTaHoBUTE daaxok OTKPbITb 06LWMI AOCTYN K 3TOW Nanke u
HaXXMuTe Ha KHomMky PaspelueHus.

2 B okHe Pa3peweHus gnsa rpynnel "Ha3BaHue nanku" HaxxmMuTe Ha KHOMKY [lo6aBUTb 1 ykaxuTte
HY>KHbIX No/b30BaTeneil. 3aTeM B cTonbue PaspelnTb yctaHoBuTe Gaaxkn MameHeHne n UteHwne.
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Pazpewennn gna rpynne "MFTP_Share" X

Paspewerua ona ofluero pecypca

DJ)'I'II'IbI WNK NONEZ0BATENN.

Domain Computers (DOMAIN\Domain Computers)

DofasnTs ... Yoanums
Pazpewenua ana rpynnes "Domain
Computers"” Pazpewnts 3anpemts
MonHen gocTyn | O
WameHeHre O
Yretme O

Omaena MpymeHnTs

PucyHok 8. Hacmpolika docmyna k cemesoli nanke

3 B okHe CBoiicTBa CO3aHHOM Nanku BblbepuTe BKAagKy besonacHOCTb 1 HaxXMuWTe Ha KHOMKY

MN3meHnTb. 3aTem B OkHe Pa3spelueHns gns rpynnbl "Ha3BaHue nanku” ycraHoBUTeE paspeLleHuns

ans rpynnel Mpoleawine npoBepky B COOTBETCTBMU C PUCYHKOM HUXKE.

Pazpewenna ana rpynnel "MFTP_Share" X
BesonacHocTe
Wmp ofvexta: DOAMFTP_Share

[pyNNEl UMK NeNk30BaTE NN

Mpoweaume Npoeepky

52, CMCTEMA
ﬂmuﬂncmampbl {COMP 2"\ AgmmnHncTpaToper)
.‘3?‘ Monesosatenm (COMP3\Nonssosatena)

DoasuT... Yoanum
PaspeweHnA AnA rpynnb
"Mpoweguwme npoeepky” Pazpewnte 3anpemits
MonHsi gocTyn O 0o »
WameneHie O
UreHWe 1 BEINONHEHWE O
CnncoK coaspMMora nankm [
YreHue O o

Cmmena MprmeHnTs

PucyHok 9. Hacmpotika napamempos 6e3onacHocmu cemesoli nanku

Mocne HacTpOWiKM cEeTEBON Manku 3ajaiTe Npasa Ha AOCTYN K HEN A1 YYETHOM 3anuncu System B
COOTBETCTBMU C MONUTUKON BE30MacHOCTM, MPUHATON B Ballei opraHn3auum.

3aTeM yKaxxuTe MyTb K 3TOV Mmarnke ¢ gobaBaeHneM nognanku local (CO3A4aeTcsd aBTOMATUYECKM) B
KOHOUIrypauroHHOM darie mftpconf . xml. [10 yMOYaHMIO OH PacnoJOXeH B Narnke Katouen u

CNPaBOYHUKOB: C: \ProgramData\Infotecs\<manka c uOeHTMOMKATOPOM y3ya>\
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YTo6bl yKazaTb NyTb K CETEBOM Narnke B KOHPUrypaLMoOHHOM daline:

1 OcraHoBuTe cnyxby ViPNet TpaHcnopTHbii Moaynb (mftp).

2 [ns oTnpaBku KOHBEPTOB MO JIOKaJbHOMY KaHany B KOHGUIypaLnMoHHOM danne HanamTte cekLmto
Channel C NapaMeTpPOM Name, COBMNaAatoLLMM C UMEHEM Y3713, KOTOPbIN ByaeT MpUHMMaTb KOHBEPTDI.

3 [Ana napameTpa Type YKaxuTte 3HauyeHue Local.

4 ,ﬂ,ﬂﬂ napamMeTpa Path yKaxute ceTeBoW nyTb K Nanke 4a4 obmeHa KOHBEPTaMu (C AO6aBJ’IeHVIeM

noznanku local). [pn OTCYTCTBUM AaHHOTO NapameTpa cosjanTe ero.

Q{ *ch\ProgramData\InfoTeCSH\ 24150000\ mftpconfxml - Notepad++ -
File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7

= mitpconf xml E3 l

O x

X

cEEHBRE G o2 || @ % BE =1 EDEL © @D

50 [l] <Channel>

51 <ID>2A15000F</ID>

52 <Name>Client 2-2</Name>

53 <Type>Local</Type>

54 <:Path:r\\ServerDl\Local_MFTP\loca1<:,-"Pat'_'1:>|
<ip>11.0.0.5</1p>

<Portc>»5000</Pore>

57 <:Off_flag}false{f'(}ff_flag}

8 <:Call_flag:>falsec:,-"l:all_flagb
<:Call_tirt.eo':lt:»—1<:,:"Call_tirr.eo':1t:>

r
o

i
ITa)

I </Channel:

o

length: 4790 lines: 184 Ln:54 Col:45 Sel: 0|0 Dos\Windows UTF-8 w/o BOM

INS

PucyHok 10. Hacmpolika 710kaaeH020 KaHAAa Ha 0mnpasky KOHeepmos

5 ,ﬂ,ﬂﬂ npvemMa KOHBEPTOB B CEKUUNN Directories ANA NapaMeTpa LocalPath yKaXute ceTeBoW nyTb K

narnke obmeHa KOHBepTamu.

Q{ *ch\ProgramData\InfoTeCSH\ 24150000\ mftpconfxml - Notepad++ -
File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7

= mitpconf xml E3 l

O x

X

cEEHBRE G o2 || @ % BE =1 EDEL © @D

[l] <Directories>

<InDir>in</InDir>

38 <OutDirront</OucDir>

39 <TmpDir>tmp</TopDir>

0 <TrashDir>trash</TrashDir>

41 <InvalidDir>invalid</InvalidDir>

12 <:ForKcDir:»ccc/for_kc{;"ForKcDir:»
<:FDrKcSent.Dir}c‘.cc/For_RC_S{,-"FDIKCSentDir:>
<From¥cDirscco/from ko</FromEcDiz>

| <:LocalPath:»\\Sewer[J1\Local_l-l]?TP\loc'.a1<:,s"]'_ocalPat'n:=| |

o

= </Directories>

length: 4784 lines: 184 Ln:145 Col:35 5el:0]0 Dos\Windows UTF-8 w/o BOM

INS

PucyHok 11. Hacmpolika /10Kka/bHO20 KaHaaa Ha npuem KoH8epmos

6 CoxpaHuTe U3MeHeHna B KOHPUrypaumoHHoM daine 1 3anyctute cnyx6y ViPNet TpaHcnopTHbIn

Mopaynb (mftp).

7 BbINONHWTE HAaCTPOWKM MpMeEMa UAN OTMPaBKM KOHBEPTOB Ha BCEX Yy3/1aX, y4acTBYHOLLMX B OOMeHe

KOHBEepTaMu Yepes NoKabHbIN KaHal.

ViPNet MFTP 4. PykoBoACTBO agMuHUCTpaTopa

21



B pe3ynbTate 06MeH KOHBEPTaMU MEXAY CeTEBbIMM y3namn byAeT MPOU3BOAUTLCS Yepes HaCTPOEHHYHO

ceTeByto nanky. Eciv ykasaHHbI ceTeBOW NyTb ByAeT HeAOCTYMNeH, TO HaCTPOMKM KOHPUIypaLMOHHOTO

danna byayT COpOLLEHbI B COCTOSIHNE MO YMOYaHUIO.

3anpeT obMeHa KOHBEPTaMM Yepes KOOPAMHATOP

3anpeT 06MeHa KOHBEPTaMM Yepe3 KOOPANHATOP MOXET MCMOJIb30BaThCA, KOTAa HY>KHO OrpaHuYmnTb
06beM Tpaduka MeXAY KIMEHTOM U KOOPAMHATOPOM. DTOT PEXUM TakxKe NMO3BOASET OrpaHMUYNTb NOTOK
HexenaTesIbHbIX KOHBEPTOB NMpu KakoM-anbo cboe.

Parfnoasi
ofmeH

sREEEy
] e,
o e
] *s
0

- _Cny,n%?ﬁHblh‘l
KgHBSpT

Oenosan Painosmi
nouTa ofiren

PucyHok 12. 3anpem obmeHa koHeepmamu depes KoopouHamop

HecmoTps Ha OTCYTCTBME CBA3M MEXAY KNMEHTOM U KOOPAUHATOPOM, KJIMEHT MOXET OOMEHMBATLCSA
KOHBepTaMu C ApYrMMn KaveHTaMu, Hanpumep, no kaHany MFTP.

[Ans 3anpeTta nepeAayn KOHBEPTOB OT CETEBOTO y3/1a Yepes KOopANHATOP:

1
2

Ha ceteBom y3ne octaHoBuTe cnyx6y ViPNet TpaHcnopTtHblii Mogyab (mftp).

OTkpoiTe ans pesakTMpoBaHNa KOHOUIypauUnoHHbIA dain mftpcont . xml. [10 yMOAYaHWIO OH
pacrnosioXeH B nanke Katoyen 1 CnpaBoYHUKOB:

C:\ProgramData\Infotecs\<manka c uneHTudmMraTopoMm y3ja>\

B koHbUrypaLmoHHOM dpaiine HanauTe CeKLMIO Channel € NapaMeTPOM Name, COBMNAAAMOLLMM C
MMeHeM KoopAnHaTopa.

Ana napameTpa Off_flag yKaXuTe 3Ha4YeHue true.
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[&f *c\ProgramData\InfaTeCS\2A4150000\mftpconf.xcml - Notepad++ - O X

File Edit Search View Encoding Language Settings Macro  Bun Pluging Window 2 X
cHEHEB R G&| 2|y 2% BEE| =1 EEEARI&ED
[&] mftpeonf xml Iﬂl
4 [l] <Channel> A~

5 <ID>2A15000A</ID>
<Name>Coordinator 1</Name>
<Type>Mftp</Type>
8 <Ip>192.166.42.137</Ip>
] <Port>5000</Port>
10 <0ff flag>true</Off flag>
11 <:Call_flag2>true<:f’l:all_flag:>
12 <Call timeout>300</Call timecut:
13 +  </Channel> v

length: 4764 lines: 184 Ln:10 Col:30 Sel: 0|0 Dos\Windows UTF-8 w/o BOM INS

PucyHok 13. Hacmpolika 3anpema obmeHa koHeepmamu Yepe3 KoopOUHamMop
5 CoxpaHuTe nameHeHus B darne n 3anyctmute ciyxby ViPNet TpaHcnopTHbii Mogynb (mftp).

6 [Mpv HeOBXOAMMOCTH BbIMOJHUTE TE Xe HaCTPOWMKM ANS APYTUX CETEBbIX Y3/10B.

B pe3synbtaTte kOoHBepTbl MFTP OT HaCTPOEHHbIX CETEBLIX Y3/10B He ByayT HanpaBasaTbCs Yepes
KoopAuHaTop.
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PaboTa C XXypHaiOM KOHBEPTOB

OnucaHme 1 HacTpomKa XypHana KOHBEPTOB

XypHan KOHBePTOB npegacTaBaseT cobor Hazy oTnpaBAeHHbIX U MOJNyYEeHHbIX KOHBEPTOB U COAEPXKUT
nHbopmaumto o:

® TONHOCTbHO MPUHATbIX KOHBEPTaX;
e OTMNpaBAEHHbIX KOHBEPTaX;
® YyJaJieHHbIX KOHBePTax;

® [OBpPeEXAEHHbIX KOHBEPTaXx.

Ecan nHdopmauma ob ncxogallem KOHBepTe COAEPXKMNTCA B XXypHane KOHBEPTOB, 3HAUMUT OH Bbin
OTNpaBJ/IeH Ha CETeBON y3es Nosyyatens (B OTMUMe OT KOHBEPTOB B OUepesM, KOTOpble OXUAaoT
OTnpaBKw).

Ans ynobcTBa NPOCMOTpa U aHanmn3a >XXypHana KOHBEPTOB CO3/at0TCA TEKCTOBbIE KOMUW (JaMrbl)

>KypHana. I"IapaMeTpu CO34aHnNA TEKCTOBbIX Konuin >KypHaJja Bbl MOXeTe yKa3aTb B KOHq)I/IpraLI,I/IOHHOM

darine. na storo:
1 OcraHosute cnyxby ViPNet TpaHcnopTHbii Moaynb (mftp).

2 OrtkpoWite a1 pefakTUpoBaHWs KOHOUIYPaLMOHHbIN Gain mftpconf . xml. [0 yMONYaHMIO OH
pacrnosioXeH B nanke Kjitouern 1 CrnpaBoYHUKOB:

C:\ProgramData\Infotecs\<manka c MOEHTUOMKATOPOM y3ja>\

3 B koHUrypaumMoHHOM ¢aine HalnguTe ceKUmio Journal M ybegutech, UTO ANAa NapameTpa
UseJournal YKa3aHO 3Ha4yeHUe true.

4 Tpn HeOBXOANMOCTU M3MeHNTe UMA daitna ANs TEKCTOBOW KOMWUW XYpPHana, 3afaHHoe Mo
yMonyaHuto. [lns aToro ykaxute umsa dalina ans napametpa JournalFile.

5 YtobbI YKa3aTb, CKOJIbKO lCI,HeI\/’I cnepyet XpaHuTb gamnbl, 3a,qa|71Te 3HayeHune AnAa napameTpa

MaxDumpArchDays.

6 YTO0ObI yKazaTb CyMMapHbIA pa3Mep JaMMOB, 3ajaliTe 3HaYeHWe Ans napamMeTpa
MaxDumpArchSizeMb.
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[ *c\ProgramDatatInfoTeCS\2415000D\mitpconfxml - Notepad-++ — O X

File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7 X
ciHH & oelléﬂ D|c_;’) |ﬁﬁ%ﬂ|<§ glh"."i_l.l":?I Z__'E._J@|@@E|
= mitpeonf ml I'El

<Journal>

160 <:U5eJ0‘.1rne.l:>tme<Z;"U5eJD'.:LIne.l::l

161 <Max5ize>1420000</MaxSize>
<JournalFilesmftpenv. log</JournalFile>
<MaxDumpArchDays>90</ MaxDunpirchDays>

<MaxDumphrchSizeMb>500</MaxDumplhrchSizeMb>

165 </Journal>

length: 4790 lines: 184 Ln:160 Col:34 Sel: 0|0 Dos\Windows UTF-8 w/o BOM INS

PucyHok 14. Hacmpolika napamempos gedeHus XypHana

7 CoxpaHuTte n3meHeHus B daiine n 3anyctute cyxby ViPNet TpaHcnopTHbii Mogynab (mftp).

[ 1pOCMOTP XYypHana KOHBEPTOB

MpocMOoTp >XXypHana KOHBEPTOB MOXET ObiTb MoONE3eH A/ aHann3a Tpadurka CETEBOrO y3/1a U COCTOAHMS
KaHana coeguHeHus. s NpocMOoTpa XXypHaia KOHBEPTOB BbIMOJIHUTE CleAytoLLne AeNCTBUS:

1 Tepergute B Nanky KArOYen Noab3oBaTens, No yMoa4YaHULO:
C:\ProgramData\Infotecs\<mnanka c moeHTudmraTopoMm y3ja>\

2 C noMoLubio TEKCTOBOIO peaakropa OTKpOIZTe ¢a|7m XypHana c Hy)KHOIZ JAaTon
mftpenv.log.YYYY.MM.DD.

KOHBEPTMPOBaHMeE XypHana Bepcun 4.3

B ViPNet MFTP Bepcum 4.5 nameHuncs dopmat xpaHeHUs XypHana KoHBepToB. [103TOMYy, UTOObI
NPOCMOTPETb XYpPHan 3a nepuog, korga bbina yctaHosneHa ViPNet MFTP Bepcuu 4.3 u Huxe, cneayet
BbIMOJHWTb €ro KOHBEPTALIMIO B TEKCTOBbIN Gopmar. 114 3Toro BbINOAHUTE Cieaytolime AeACTBUA:

1 OcraHosute cnyxby ViPNet TpaHcnopTHbii Moaynb (mftp).

2 lepergute B nanky yctaHoBkM ViPNet MFTP u 3anyctute yTUANTY mftp2 journal converter.exe
CO CcaeAyoWMMmM NapaMmeTpamm:

o -i [--input] — nyTb K dariny xypHana koHBepToB mftp_env.dat. 3ToT dalin HaxoanTCA B
narke Kitouen noab3oBaTens Ans Bepcun 4.3, Mo yMOAYaHUIO C: \Program
Files\InfoTeCS\ViPNet MFTP.

Ecavm Bam Heo6Xx0AMMO NPOCMOTPETL XYpHan KOHBEPTOB 3a HoJiee paHHUI Neproa, ykaxute
nyTb K Ppainy apxmea (*.enm) U3 Nanku Archive.

o -o [--output] — NyTb K Nanke KJtoYel nNonb3oBaTens 4NAa Bepcnun 4.5 (no yMO14aHuno
C:\ProgramData\Infotecs\<nanka c umeHTuduxaTopoM yszia>\), B Hel ByayT coOxpaHeHbl
CKOHBEPTUPOBaHHble daribl XXypHana KOHBEPTOB.
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3 Mocne koHBepTauum 3anyctute cayxby ViPNet TpaHcnopTtHbii Mogynb (mftp).

4 C nomoLLbtO TEKCTOBOTO pejaktopa OTKponTe dain xypHana C Hy>XHOW AaToMn
mftpenv.log.YYYY.MM.DD.

MprvMep KOMaHAbI 415 KOHBEPTaLMK XypHaia KOHBEPTOB:

mftp2 journal converter.exe -i"C:\ProgramData\InfoTeCS\296B000EO\mftp env.dat"
-o"C:\ProgramData\InfoTeCS\296B000EQ"

MprvMep KOMaHAbI A1 KOHBEPTaLMM apXmnBa >XXypHana KOHBEPTOB:

mftp2 journal converter.exe
-i"C:\ProgramData\InfoTeCS\296BO00EO\ARCHIVE\4CAB4C42 .ENM"
-o"C:\ProgramData\InfoTeCS\296B000EQ"

YT106bI NOCMOTPETL CNPaBKy NO KOMaHAaM YTUAWUTLI KOHBEpTaLLMK, 3anyctute gpain
mftp2 journal converter.exe C NAPAMETPOM -h [-- help]
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[ pynmbl HACTPOEK
KOHOUTYPALMOHHOIO Ganna MFETP

KoHdurypaumoHHbI $haiin TpaHCMOPTHOrO MOAYAS COCTOUT U3 HECKOJ/IbKUX CEKLIMM, Kaxzas 13 KOTOPbIX
COZLEPXKMT onpeaeneHHbln Habop Hactpoek MFTP. [1ns moayns MFTP MOXHO HacTpouTs:

e KaHanbl, N0 KOTOPbIM BYAET NPOUCXOANTE OBMEH AaHHbIMU Mexay y3namu cetn ViPNet (cm. Cekums
Channel Ha cTp. 27).

e PacnosioxeHwne TpaHcNopTHbIX Nanok (cm. Cekuunsa Directories Ha cTp. 29).
e [lapameTpbl perncrtpaumnm KoHBepToB B XypHane (cM. Cekuums Journal Ha cTp. 30).

e CeKkuumn Misc, Debug W Server ABAAIOTCA CNY>KEOHBIMU, M3MEHEHMWE 3TUX CEKLIMI MOXET NPUBECTY K
HapyLweHuto paboTtocnocobHocTn moayns MFTP u ceTeBoro y3na.

Cexupsa Channel

Cekumm Channel cofep>kaT HaCTPOMKM KaHanoB (CM. YnpaBaeHune KaHasamu rnepejaydv KOHBEPTOB Ha
cTp. 15), N0 KOTOPbIM MOXET OCYLLECTBAATLCA OOMeEH AaHHbIMKU Mexay y3anamu ViPNet. Kaxaomy kaHany
COOTBETCTBYET CBOSA CEKLMA Channel. KOAMYECTBO NapamMeTPoOB B KaXKAOW CEKLMU 3aBUCUT OT TMNa
BbIGpaHHOro kaHana. Mo ymonuaHuto npu cosgaHnm daina KOHPUrypaLmm Bce TUMbl KaHanoB
yCTaHaB/MBAKOTCA B 3Ha4YeHMe mftp, TO eCTb Bbibnpaetcs kaHan MFTP.

BHumaHue! [lobaBaeHve 1 yaaneHne cekumin Channel oCyLecTBAsETCA
/A\ aBTOMaTUYeCKn, MO3TOMY He ciesyeT f06aBAATb U YAANATb CEKLUN JaHHOTO TMNna
BPYYHYHO.

CeKuMn Channel COAepXKaT psj OBLMX NapamMeTpoB A4S KaHanoB nr6oro Tvna:

e ID— yHUWKanbHbIN 4-6aliTOBbIN MAeHTUMKaTOp ceTeBoro y3na ViPNet, c koTopbiM ycTaHaBAMBaeTCA
obmMeH Mo gaHHOMy KaHany. aeHTudrKaTop NpescTaB/ieH B LIECTHAALATEPUYHOM BUAE, HaNpUmep:
0x270e000a.

/A\ BHuMaHwue! [MapameTp ID Heb3A U3MEHATb BPYUHYIO.

e Name — MMs ceTeBOro y3na ViPNet. 3ToT napameTp HOCUT MHPOPMALMOHHBIV XapakTep.

e Type — TWUM KaHana. MoOXeT NpUHUMaTb CefytoLlime 3HauYeHus: Local (IOKaNbHbIA KaHan), Mftp
(kaHan MFTP). Mo ymon4aHuio 3HaueHne napameTpa Mftp AN BCEX Y3/10B.

e Transit — MapaMeTp, yKa3blBatOLLMIA, KAKOMY Y37y Ha CaMOM Jefie HeobXxoAMMO OTNPaBUTb
KOHBepT 414 AaHHOTO MapLupyTa (BO3MOXHa Lienouka nepeHanpaeaeHuni). Mo yMoayaHuo
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3HayeHVe NapameTpa 3aBMCUT OT MapLIPYyTOB, 3ajaHHbix B nporpamme ViPNet LieHTp ynpaBaeHus
CeTbto A1 TeKyLlero y3na. Hanpumep, ecav TpaHCNOPTHBIM MOAYAb paboTaeT B KavecTBe
KOOpAMHaTopa, TO Y BCcex kaHanoB Tekywen cetn ViPNet gaHHbI napameTp 6yaeT OTCyTCTBOBATh, a
NS Y3N0B APYTMX CETEN NapameTp Transit OYAET yKasblBaTb Ha LUAHO30BON KOOPANHATOP (CM.
rnoccapwvid, ctp. 35). lns y3noB Apyrux cetert HEO6XOAMMO yKa3blBaTb B NMOJE Transit agpec
KOOpZAMHAaTOpa B TOM Xe CeTH, YTOo 1 caM y3en. Ecnm TpaHcnopTHbIA Moaynb paboTaeT B KayecTse
K/IMEHTa, TO A5 BCEX Y3/10B NapaMeTp Transit OyAeT yKasblBaTb Ha COHBCTBEHHbIV KOOPAMHATOP.

Off flag — MPW3HaK OTKJIOYEHMA KaHana (true nan false). [1o ymon4aHuto 3HaveHve napameTpa
false. YCTaHOBKa NapameTpa B 3Ha4YeHWe true NO3BOJIAET BPEMEHHO OTKAKOUUTL KaHan. B Takom
Clyyae ncxoasiime KOHBEpPTbI, MepeZaBaemble MO 3TOMY KaHay, OyAyT ocTaBaThCs B OUepesm A0 Tex
nop, Nnoka KaHas He 6yAeT BKAKUEH AN MHULIMATOPOM COEAMHEHMS NO AaHHOMY KaHay He CTaHeT
yAaNeHHbIN cepBep-MapLUpyTusaTop (koopauHaTop). Ecam nHuumaTtopom coesmHeHns B JaHHOM
C/lyyae CTaHeT yAaneHHbIN KANEHT, TO NpejHa3HaueHHble eMy KOHBEPTbI HE OTMPAaBASAIOTCS, @ STOMY
K/JIVMEHTY NMepeaeTcs cneumnanbHas KOMaHZAa, KOTopas BbIKAHOUAET COOTBETCTBYHOLLMI KaHa B
HacTpoWKax ero TPaHCMOPTHOro Moays. Ecav gaHHbIN napamMeTp OTCYTCTBYET, TO UCMOb3YeTCs
3Ha4eHue No YMOAYaHWIO.

Call flag— NPW3Hak HeMeANeHHON nepejayn KOHBepToB Mo KaHany MFTP (true uan false). Mo
YMOJTHaHMIO 3HaYeHMe napameTpa true A9 KaHan0B 0bMeHa ¢ KoopAuHaTOpPaMK, N 3HauYeHne
false — ANA KaHanoB obMeHa ¢ kaneHTamu. [pn ycTaHOBKe 3HavyeHWs NapameTpa B true MOMbITKA
nepegayun KOHBepTa Mo AaHHOMY KaHany 6yAeT Npon3BOANTECA HEMEANEHHO (B MOMEHT NOJyYeHMs
1 GopMmMpoBaHMA KOHBEpPTa ANA AaHHOro MapLupyTa). B npoTnBHOM cnyyvae koHBepT byaeT
0CTaBaTbCA B ouepean J0 Tex Nop, noka He ByfeT yCTaHOBAEHO COoeAnHeHme: 1Mbo y3en cam
VNHULMMNPYET COeAMHEHME C KOOPANHATOPOM, B0 3TOT KOOPAMHATOP MHNLMNPYET COeANHEHNE
13-3a NeproAMYecKkoro onpoca (NapameTp Call timeout). ECIM faHHbIN NapaMeTp OTCyTCTBYET, TO
MCMOAb3YyeTcs 3HaYeHne No yMONUaHWIO.

ﬂ'ﬂﬂ Ka>a0ro U3 TnnoB KaHaloB CyLeCcTBYHOT CI'IeLI,I/Iq)I/Il-IeCKI/Ie napameTpbl.

[MapameTpbl gna kaHana MFTP

[nsa kaHana MFTP B cekuMM <Channel> AOMNOJHUTE/IbHO 33Jar0TCA CeytoLIne napameTpsbl:

Ip — IP-agpec yAaneHHOro ceTeBoro y3na. 3HaueHue JaHHOro napamMeTpa 3anpaLlvBaeTcs y cayXosbl
ynpasaeHus gpansepom 3awumtbl ViPNet. Ecan oHo no kakmmM-nnmbo npuymHam He 66110 coobLeHo
(paBHO 0.0.0.0), TO €ro MOXHO 3asaTb BPYUHYHO, @ 3aTEM Mepe3anyCTUTb TPAHCMOPTHBI MOAY/b.
[JaHHbIN NapameTp MOXET U3MEHATLCS B NpoLiecce paboThbl, MO3TOMY KOPPEKTUPOBATb €ro BPYUHYH
He pekoMeHJayeTcs.

Port — 3HauyeHue NopTa, MO KOTOPOMY OCYLLECTBAANOCL NociedHee yaauHoe MFTP-coeanHeHne.
3T0 3HaueHne ByaeT NCNOb30BATLCA NPY CieAytoLel NOoMbITKe COEANHEHUA C 3TUM Y3/I0M.

Call timeout — WHTEpBaJ OMnpoca (B CeKyHAaX) COOTBETCTBYIOLLErO YAaNEHHOIO CETEBOTO y3/1a.
Bpems cieaytoLero onpoca oTCUMTLIBAETCS OT MOMEHTa paspbiBa NMOCAEAHErO COEANHEHMS C 3TUM
y3/10M.

MNpwv 3HaYeHUN NapameTpa -1 oNpoc He NpousBoanTca. o ymMonuaHWto 3HaYeHne napameTpa -1
AN BCex y310B. ECan faHHbIA napaMeTp OTCYTCTBYET, TO UCMOJIb3YETCA 3HAUEHUE MO YMONUYAHUIO.
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A\ BHumaHwue! NapameTp Port Henb3a U3MEHATb BPYUHYHO.

MNapameTpbl s kaHana Local

[ns kaHana Local B cekymm Channel fOMNONHUTENBHO 3a4a€TCa NapameTp:

e Path — MOJIHbIA NyTb K Narke, B KOTOPYH NMOMELLAOTCA UCXOAALLME KOHBEPTbI A/1s JaHHOTO KaHana.
JTOT NapameTp 3aaeT MLb OCHOBHYHO nanky. B npouecce paboTbl TpaHCNOPTHbIA MOAYAb CO34aeT
B 3TOW Marke nognanky Local, B KOTOPYH NOMELLAOTCA UCXOASLLME KOHBEPTbI.

Cekuma Directories

[JaHHas ceKkUMs COAEPXKUT P NapaMeTPOB, ONpeAensoLLMX MyTW K TPAHCMOPTHBLIM Narkam, TO ecTb K
nankam, yyacTBytoLL MM B OOMeHe KOHBEpPTaMM U nx 0bpaboTke. 3TV NapameTpbl 3a4at0T NNLLb OCHOBHbIE
nanku. BcnomoratesibHble Nanku co34aroTcs TPaHCMOPTHLIM MOZY/IeM B MpoLecce paboTsl Kak nognanku
OCHOBHbIX. [Mpu co3gaHny KOHPUrypaumoHHoro dalina 3HauyeHWs NapamMeTpPOB 3TOM CeKLUW OMNpeseneHbl
MO YMO/YaHWIO OTHOCKTE/IbHO Markwu, CoOAepKallen CMPaBOYHUKN U KHOUM.

I'IpmmeuaHme. TpaHCI'IOpTHbIﬁ MOAY/ib MPU KaxXX40M 3anycke npoBepdeT
cylwiectsoBaHMe Nanok, 3ajaHHbIX 3TUMW NapaMeTpaMu, U npu HEO6XOAI/IMOCT|/1 co3jaet
nx.

Cekumns Directories COLEPXUT Cheayrolme napamMmeTpbl:

e InDir — MOJIHbIN NyTb K Manke, B KOTOPYH NOMELLatOTCA NOJIHOCTbHO NPUHATBIE KOHBEPTHI. Mo
YMOAYaHUIO 3Ha4YeHne napamMmeTpa basedir/in, rae basedir — MOJIHbIN nyTb K nanke, cop,epxau.l,eﬁ
CMNPaBOYHUKN N KNHOYWN.

e OutDir — MOJIHBIA NyTb K Narke, B KOTOPYH NMOMELLAOTCS CGOPMUPOBaAHHbIE KOHBEPTbI AS
oTnpaeku. Mo ymonuaHuto 3HauYeHne napamMeTpa basedir/out.

® TmpDir — MOJIHbIN nyTb K Nanke, cny>Kau.|,el7| AN BHYTPEHHUX LI,eJ'Ief/] TPaHCMOPTHOIo MOoAynsA. Mo
YMOAYaHUIO 3Ha4YeHne napamMmeTpa basedir/tmp.

e TrashDir — MOJIHbIA NyTb K Marnke, B KOTOPYH NOMELLAOTCA YCTapeBLUME KOHBEPTbI U3 ouepeam
NCXOAALLMX KOHBEPTOB — TakK Ha3blBaeMas «KOp3unHa». [10 yMOYaHWIO 3HaUeHWe napamMeTpa

basedir/trash.

e InvalidDir — MOJIHbIW MyTb K NarkKe, B KOTOPYH MOMELLAOTCA NOBPEXAEHHbIE (HEKOPPEKTHbIE)
KOHBepTbI. [10 yMOAUaHUIO 3HaYeHne napameTpa basedir/invalid.

e ForKcDir — MOJHBIA NyTb K Manke, B KOTOPYO nomeLlatotca ¢palibl * . sok € 3anpocaMm Ha
ceptndukatbl gna nporpammbl ViPNet YaoctoBepsaowmin n knroueBow LieHTp. Mo ymonvanumio
3HaueHne napameTpa basedir/ccc/for kc.
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e ForKcSentDir — MOJIHBIA NyTb K NMarnke, B KOTOPYH NOMELLAOTCA dalisibl * . sok C 3anpocamu Ha
cepTndukaThl, y>xe oTnpasaeHHble B ViPNet YgocToBepstowmin n knroueBon LeHTp. Mo ymonuaHuto
3Ha4YeHMe NnapamMeTpa basedir/ccc/for kc/sent.

e FromKcDir — MOJIHbIV NyTb K Narnke, B KOTOPYH TPAHCMOPTHBIA MOAy/b NoMelaeT daibl * . sok C
oTBeTamMu OT nporpammsbl ViPNet YaoctoBepsowmin n KntoueBom LLeHTp. Mo yMoayaHuto 3HayeHne
napameTpa basedir/ccc/from kc.

e TLocalPath — MOJIHbIN NyTb K Nanke, B KOTOPYH APYT1e CETEBbLIE Y3/1bl MOMELLAMT BXOASALLME
KOHBEpPTbI, NepesaBaeMble Mo okajibHOMY KaHany. [1o yMoa4aHWIo 3HaUeHWe napameTpa

basedir/local.

Cekuma Journal

Cekums Journal COAEPXKUT MapaMeTpbl HACTPOIKM XypHana KoOHBepTOB, 0bpabaTbiBaeMbix
TpaHCcNopTHbIM Mogynem MFTP. B npouecce paboTbl TPaHCMOPTHbIN MOAY/b 3anucbiBaeT MHPOPMaLMIO
06 obpaboTaHHbIX KOHBEPTaX B CneLmanbHyto 6a3y AaHHbIX, Ha3blIBaeMYHO XXypPHaaOM KOHBEPTOB. B
>KypHan 3aHOCUTCA MHbOpMaLus:

® O MOJIHOCTbIO MPUHATLIX KOHBEPTAX;
e 06 OTMpaBAEHHbIX KOHBEPTAX;
e 06 yJaNeHHbIX KOHBEPTaXx;

® O NOoBpeXAeHHbIX KOHBEPTaX.

ba3a fgaHHbIX XXypHasa KOHBEPTOB BeAeTCs B BUAE BUHApPHOro daina mftpenv.db, KOTOPbIN PaCiOAOXEH
B Manke KJrYel 1 CNPaBOYHUKOB: C: \ProgramData\Infotecs\<mankxa ¢ MIeHTUOMKATOPOM y3ja>\

Cekumns Journal COLEPXKUT Caeayrolme napaMmeTpbl:

e UseJournal — BKJOUYEHWE AN BbIKIOUYEHWE BEAEHWA XYPHaNa B TEKYLLEM ceaHce paboThl
TPaHCMNOPTHOTO MOAYAA (true WAK false). [0 yMOAYAHUIO 3HaUEHWe NapaMeTpa true. ECM AaHHBbIN
napameTp OTCYTCTBYET, TO UCMO/b3YeTCs 3HAUEHWNE MO YMONUAHWIO.

® MaxSize — MaKCMMasbHOE KOJIMYECTBO 3anucel B daine XypHana KOHBEPTOB. [py NpeBbILeHWN
yKa3aHHOro pa3Mepa OCyLLEeCTBASETCA 3aMNMCb NOBEPX CaMblX CTapbIxX 3anuncen. MNpu nameHeHun
MaKCMMabHOro pasMepa >XypHasa B npouecce paboTbl MPOUCXOAUT PEKOHCTPYKLMA dalina. B
C/lyyae yMeHbLUEHWs pa3Mepa Mo CPaBHEHMIO C NPeablAyLLIMM 13 daiina yAanstoTcs 3anmucn ¢
Havbosee cTapbiMy gaTaMu. [1o ymonuaHuio 3HaueHve napameTpa 1420000. Ecav gaHHbIA napameTp
OTCYTCTBYET, TO UCMOJIb3YeTCs 3HaUeHME MO YMOAYaHWIO.

e JournalFile — NpepuKC MMeHN TEKCTOBOrO daiina, B KOTOPbIA OCYLLECTBASETCA perynapHas
BbIFPy3kKa UHPOPMaLMKM U3 XXypHana KoHBepToB (gamn). o yMoa4aHMIO 3HaUYeHne napamMmeTpa
mftpenv.log. lNocTdukc nMeHn dpaiina onpegensercs Tekylen gaton. Hanpumep, dpaitn gamna
MOXeT UMETb UMA mftpenv.log.2018.09.18.

e MaxArchDays — MaKCUMaJIbHbIN CPOK XpPaHEHUs AamnoB, $pali/ibl CTapLle 3TOro Cpoka YAANAOTCS.

e MaxArchSize — MakCVMaJbHbIA pa3Mep CyMMbl amnoB. Ecin o6bem Bcex paiinoB npesbillaet
MaKCUMabHbIV pa3mep, TO gaMmrbl ¢ Hanbosiee CTapo AaTON YAANAIOTCS.
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BO3MOXHbIE HEMOAAAKN U
CNOCODbI UX YCTPaAHEeHUS
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He NPUMEeHArTCA CeTeBble
HaCTPOMKM Ha KOOPAMHATOPAX

Mpyn n3MeHeHUN LWNHO30BOro KOOpAMHaTOpa (CM. rnoccapuii, cTp. 35) Ballel uan AOBEPEHHOM CeTu
agmuHuctpatop LIYCa otnpaBnset obHOBAEHWA CNpaBOYHMKOB Ha y3abl cevt ViPNet. Mpu 3ToM Ha
KoopAnHaTopax B KOHGUrypaumoHHoM darine MFTP wnto30BOM KOOPANHATOP HE N3MEHAETCH
aBToOMaTnyeckun. YTobbl NPUMEHUTb U3MEHEHWS, Ha KaXXAOM 13 KOOPAMHATOPOB BalLel CeTU BbINOJIHUTE

cnesyoLLne AencTBus:
1 OcraHoBuTe cnyxby ViPNet TpaHcnopTHbii Moaynb (mftp).

2 Ypanute KOHPUrypaumoHHbli daiin mftpconf . xml. [10 yMOAYAHMIO OH PacrnoONOXeH B Narnke

KJIFOYel 1 CNpPaBOYHUKOB:

C:\ProgramData\Infotecs\<manka c moeHTudmMraTopoMm y3ja>\

3 3anyctute cayx6y ViPNet TpaHcnopTHbii Moaynb (mftp). Byaet co3gaH HOBbI
KOHOUIYypaLMOHHbIN daiin.

4 Y6eanTech, UTO B KOHOUIypaUMOHHOM daline B ceKLMAX Channel AN NapaMeTpoB Transit ykasaH
HOBBIN MAEHTUOMKATOP LLIHO30BOrO KOOPAMHATOPA.
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[ noccapui

ViPNet LleHTp ynpasneHusa cetbro (LLYC)

ViPNet LleHTp ynpaBaeHus ceTbto — 3TO NporpamMMa, BXoAsLLas B COCTaB NporpaMmMHoOro obecneyeHus
ViPNet Administrator. MNpegHa3HaveHa ANa cO34aHNA 1 yNpaBaeHNa KOHPUrypaLnen cetn n nossonset
peLnTb CefytoLme OCHOBHbIE 3ajauu:

e MOCTPOEHME BMPTYyasbHON CETU (CETEBbIE OOBEKTbI U CBA3M MEXAY HUMU, BKIKOUYAA MEXCETEBbIE);
e U3MeHeHWe KoHbUrypauum cety;

e (dopmMUpOBaHME 1 paccblika CrPaBOYHUKOB;

e paccbliika KJKOUel y3/10B U KAOUeln noab3oBaTenel;

e (dopmMuUpoBaHMe MHPOPMaLMK O CBA3AX Nosb3oBaTenen ans YKL

e 3aZaHuve NOJHOMOYUIA Noab3oBaTenel ceTeBbix y3108B ViPNet.

BMpTyaanaﬂ 3alimeHHaA CeTb

TexHonorns, NO3BOAALLIAA CO34aTb JIOrMYECKYH CeTb, YUTOObI 06ecrneynTb MHOXXECTBEHHbIE CEeTeBbIe
CoefMHEeHNA MeX Ay KOMMNbOTEPaMM UAN OKaNbHLIMW CETAMM Yepes CYLLEeCTBYOLLYHO GU3NYECKYHO CeTb.
YpoBeHb J0Bepus K TaKOW BUPTYasbHON CETW He 3aBUCUT OT YPOBHSA JOBepUA K PU3NYECKMM CETAM
6narogaps UCNob30BaHNIO CPeACTB Kpuntorpadum (WndpPoBaHUS, ayTeHTUPUKALMK N CPEACTB
MepCcoHaNbHOro N MEeXCeTeBOro 3KpaHMPOBaHMA).

[loBepeHHas ceTb

Cetb ViPNet, c yanamu koTopow y3nbl cBoelt cetn ViPNet ocyLlectBastoT 3alumLLeHHOe B3aUMOAENCTBIE.
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KnneHt (ViPNet-knnenT)

CeteBol y3en ViPNet, KOTOpbIN ABASETCA HAaYalbHOW UV KOHEYHOM TOYKOW Nepesaym gaHHbIX. KnneHt
B0KeEH BbITb 3aperncTpupoBaH Ha KoopAnHaTope. B oTanumne ot KoopaMHaTOpPa KANEHT He BbIMOAHAET
dYHKLUN MapLpyTm3aumm Tpadmka n cnyxxebHom nHdopmaumu.

Kntou obmeHa

CYMMETPUYUHBIW K1Y, M3BECTHBI OTNPaBUTENIO M Noay4YaTento 3awmdpoBaHHOW MHPopMaL My,
koTopoli obmeHumBatoTca y3abl ViPNet. Vicnonbsyetcs ana 3awmndpoBaHna n paclumppoBaHms
nepesaBaembiX JaHHbIX.

Koopgunnatop (ViPNet-koopaunHatop)

CeTeBOW y3en, NpeACTaBAAOWMA COBOM KOMMNbIOTEP C YCTAHOBAEHHBIM NPOrpaMMHbIM obecneyeHnem
koopaunHaTopa (ViPNet Coordinator) nam cneunanbHbii NpOrpaMMHO-annapaTHbI KOMMaeKkc. B pamkax
cetun ViPNet koopanHaTop BbIMOJHAET CEpPBEPHbIE GYHKLMY, a TakKe MapLipyTM3auunto Tpaduka v
cnyxebHon nHdopmMaumnu.

MapwpyTtursauns

Mpouecc Bbibopa NyTn AN nepegadm MHGopMaLMmn B CETH.

MexceTeBoe B3aMMOZAeNCTBME

MHbopMaumnoHHOe B3anMogencTBue, opraHmsoBaHHoe Mexay cetamu ViPNet. MNo3BosseT y3nam
pa3nnyHbix ceTein ViPNet o6MeHMBaTbCA MHPOPMaLMel NO 3aWwmLLEeHHbIM KaHanaM. [ns opraHusaumm
B3aVIMOAENCTBMNA MeXAy y3namu pa3nnyHbix ceten ViPNet agMUHUCTpaTOpBI 3TMX CeTeil obMeHMBatoTCA
MexceTeBon MHbopMaLmen.

Manka Karo4en ceTeBoro ysna

Manka, B KOTOPOM HaxoAATCA Katoum ceTeBoro y3na ViPNet n cnpaBoyHumku.

MpuvknagHas KBUTAHLUMS

<Da|7m, onoseu.l.arou.l,mﬁ oTnpasuTesa 0 JOCTaBke U (I/U'II/I) NPOYTEHUN NMPUKIAAHOTO KOHBEPTAa.

MpuknagHOW KOHBEPT

®aiin, bopmumpyemblin npunoxerHusmn ViPNet (Hanpumep, «[enosas nouta», «®annoBbli 0OMeH») ans
nepeaavun Apyrum CeTeBbiM y3/iam.

Ponb

HekoTopas QyHKLMOHaNbHOCTb CETEBOIO Y3/1a, NpeAHa3HauYeHHas 419 pPeLleHUNs LIeNeBbIX U CTy>KEBHbIX
3agay cetn ViPNet. Posib ncnonb3yeTcsa B IMLLEH3NPOBaHUN CETU C MOMOLLbHO daiia NNLEH3UU U
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onpeaensieT BO3MOXHOCTU CETEBOrO y3/1a 1 nporpaMmHoe obecneyeHune ViPNet, koTopoe MoxeT BbITb
YCTaHOBJIEHO Ha 3TOM Y3/e.

Poan MOTYT UMETb anI/I6yTbI B BUAE KOJIMYECTBEHHbIX XapakKTeEPUCTUK U FIOJ]HOMOL—IVII\/‘I, KOTOpble TakXe
BNAKOT Ha CI)yHKLI,I/IOHa}'IbHOCTb.

Habop posient ans KaxAoro ceTeBoro y3sa 3ajaetcs agMmmHucTpatopom cetn ViPNet B nporpamme ViPNet
LieHTp ynpaBneHus ceTbro.

CeteBowu y3en ViPNet

Y3en, Ha KOTOPOM YCTaHOBJAIEHO NporpammHoe obecneveHmne ViPNet, 3apernctpupoBaHHbIl B
nporpamme ViPNet LleHTp ynpaeaeHus ceTbto.

Cetb ViPNet

Jlornyeckas ceTb, OpraHnM3oBaHHas C MOMOLLLIO NporpammMmHoro obecneveruns ViPNet
npeacTaBastoLas cobon COBOKYNHOCTb ceTeBbix y310B ViPNet.

Cetb ViPNet nmeeT cBoto agpecaLyio, No3BOAAIOLLYH HaNaAWTb OBMeH MHPOopMaLMe MexXay ee y3naMu.
Kaxpas cetb ViPNet nmeeT cBOIM yHMKaNbHbIM HOMepP (MAeHTUdMKaTOP).
Cny>kebHbIVi KOHBEPT

®aiis, KOTOPbIN MOXET CoAep>KaTb OOHOBEHNE CNPAaBOYHUKOB U KAtOUer NN obHoBAEHME
nporpammHoro obecnievenns ViPNet. Cny>xebHbl KOHBEPT NpesHa3HaueH A1 3ajad
agMUHUCTPUPOBaHMA 1 popmupyetcs B nporpamme ViPNet LleHTp ynpaBneHus cetbto uam ViPNet
Network Manager.

TpaHcnopTHasa KBUTaHLMA

<Da|7m, OﬂOBeLLLaPOLLI,MVI OoTnpasuTesid O HEBO3MOXHOCTU AOCTaBKM KOHBepPTa.

TpaHcnopTHbIK Moaynb (MFTP)

KomnoHeHT nporpammHoro obecneverus ViPNet, npesHasHaueHHbIN 4na obMeHa nHdopmMaumen B ceTu
ViPNet.

TpaHCNOPTHbIN cepBep

CDyHKLU/IOHaﬂbHOCTb KoopauHaTtopa, O6eCﬂel-IMBaI-OLLI,aH MapLlpyTn3ayno TOaHCNOPTHbLIX KOHBEPTOB
mexay y3namu cetn ViPNet.

LLinto30BOM KOOPANHATOP

KoopgamnHaTop, yepe3 KOTOpPbI OCyLLEeCTBAAETCA OOMeH TPaHCMOPTHLIMU KOHBEPTaMU MeXAy CeTAMU
ViPNet, ycTaHOBMBLUMMY MeXCeTeBOe B3anMogencTeue. LLIno3oBble KoopaMHaTOPbl Ha3HaYakoTCs B
LIYCe kaxxaoi ceTu nNpu opraHv3au My B3auMoAencTBUS MeXAy ABYMs pa3inuHbiMu ceTamu ViPNet.
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