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O AokymeHTe

[aHHoe pyKoBOACTBO NpesHa3HayeHo A1 Nnosib3oBaTesien nporpaMmHoro obecrneyeHuns ViPNet Client®

for Windows (ganee — ViPNet Client). B HeM cozep>XnTcs MHPOPMaLMsA O Ha3HAYeHUM 1 COCTaBe

nporpammel ViPNet® Client, a Takxke pekoMeHAauMm No HaCTPOMKeE 1N NCMOJIb30BaHMIO BO3MOXHOCTEN

nporpammel ViPNet MoHuTop (cMm. Mporpamma ViPNet MoHuTop Ha cTp. 16).

MpymeyaHue. B saHHOM AOKyMeHTe BO3MOXHOCTU nporpammbl ViPNet MoHuTop onncaHbl ¢
|i| TOUKW 3pEHUA Noab30BaTeNs, MOJHOMOUNA KOTOPOrO He orpaHnyeHsl. Ecam ans Bac
. HeZOCTYMHbI Kakne-1mbo GyHKLMM UK HAaCTPOMKIN NporpamMmMbl, obpatntecs K
aaMuHucTpaTopy Bawwel cetn ViPNet.

MpeanonaraeTcs, UTO YMTaTENb JAHHOTO PYKOBOACTBA UMEET ObLLee NpesCcTaBieHe O CETEBbIX

TexHosorusx, IP-npotokonax, MexceTeBbIX 3KpaHax U MHbOPMaLMOHHON Be3omnacHOCTy.

CornaueHma 10KyMeHTa

Huxe nepeyncneHbl cornaweHuna, NpnuHATbIe B 3TOM AOKYMEHTE AJiA BblAENIEHNA |/|H¢op|v|a|_|,|/||/|.

Tabsuya 1. O603HaYeHUs, UCNOb3yeMble 8 NPUMEYaHUSAX

O603HaueHue OnucaHue

/\g BHuMaHwue! YkasbiBaeT Ha o0ba3aTenbHoe AN UCMOJHEHMA UAW CieflOBaHNSA AeNCTBUE
(I, W MHPopmaLmto.

MpuMeuaHue. Yka3biBaeT Ha Heobs3aTeNlbHOe, HO XenaTelbHOe /1S UCMONHEHNS NN
CnefioBaHUA AencTBue Nan MHPopMaLuto.

CoBeT. Coep>XUT JOMONHUTENBHYH MHDOPMaLUo 06LLero xapakrepa.

Tabauya 2. Obo3HaveHus, ucnosblyemeole 018 8bideneHus uHgopmayuu 8 mekcme

O603HaueHune

Ha3zBaHue

Knasnwa+Knasuwa

MeHto > MNogmeHo >
KomaHaa

Kon

OnucaHue

Ha3BaHwue anemeHTa I/IHTequEI‘/IICa. Hanpvlmep, 3aros10BOK OKHa, Ha3BaHWne
nona, KHONKW nam KnaBuLln.

CoyeTtaHue knaBumL. YTobbl MCMNOAB30BaTL COUETaHWe KNaBuLl, caesyeT
Ha>aTb NepBYyO KnaBully 1, HE OTNYyCKaA ee, HaXXaTb BTOPYHO KnasBuLly.

Nepapxuueckas nocnesoBatenbHOCTb 31€MEHTOB. Hanpumep, NyHKTbl MeHHO
WAW pa3genbl Ha MaHesn HaBuraumm.

Nms danna, nyts, dparmMeHT TekcToBOro daiina (Koga) nav KomaHaa,
BbIMO/JIHAEMAs U3 KOMaHZAHOWN CTPOKM.

ViPNet Client 4. PykoBoacTBO nosib3oBaTens
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O nporpamme

Ha3HaueHme 10 ViPNet Client

MporpammHoe obecneuyeHune ViPNet Client npegHasHaueHo ans ncnonb3oBaHus B ceTsax ViPNet,
ynpasasembix ¢ nomoLubto MO ViPNet Administrator. ViPNet Client BoinonHset ¢yHkumm VPN-kneHTa B
cetn ViPNet 1 obecneunBaet 3alUmTy KOMMbOTEPA OT HECAHKLMOHWPOBAHHOTO AOCTYNa Npu paboTe B
JIOKaNbHbIX MW rN06aNbHbIX CETAX.

MporpammHoe obecneueHne ViPNet Client MoxeT 6bITb YCTaHOBAEHO AN 3aLlMTLl TPaduka Ha 06oM
komnbtotepe ¢ OC Windows, 6yab TO cTalMOHapHbIW, YAaneHHbIR, MOBUABHBIN KOMMbIOTEP WK CepBep.

CoctaB 1O ViPNet Client

MporpammHoe obecneuerme ViPNet Client cocTouT 13 cieayowmx KOMMOHEHTOB:
e Hu3koypoBHeBbIV ApaliBep ceTeBoi 3awmnTel ViPNet-apaiisep.
o CepBWucC ynpaBaeHUs fpanBepom 3aLLmThbl.
e [lporpamma ViPNet MoHuTop.
e TpaHcrnopTHbIA Mogynb ViPNet MFTP.
e [lporpamma ViPNet KoHTposib MpuaoXeHUN.
e [lporpamma ViPNet lenoBas nouTa.
o Kpuntonposargep ViPNet CSP.
e Mogaynb paclumpeHHon GbuabTpaLmn.

e Cuctema obHoBaeHUa ViPNet.

Hun3koypoBHeBbi ViPNet-gpanBep ceTeBon 3ayumThl
ViPNet-gpariBep (cm. MpuHumn pabotsl ViPNet-gpaliBepa Ha cTp. 18) BbINOAHAET lWUMdpPOBaHME U
dunbTpaumto IP-Tpadurka. OH B3anMOAeNCTBYET C ApaiBepamu ceTeBbIX MHTEPHENCOB KOMMbIOTEpa

(peanbHbIX ¥ BUPTYyasbHbIX), YTO 0becneymBaeT He3aBUCUMOCTb NMPOrpaMMbl OT OMepPaLMOHHOW CUCTEMBI.
ViPNet-gpaliBep nepexsaTbiBaeT 1 KOHTPOANPYET BECb BXOAALLMI N ncxoaawwmi IP-tpaduk komnbroTepa.

Cepsuc ynpasneHus gpanisepom 3awmTtbl ViPNet

CepBuc ynpaBneHus — 370 cayxxba Windows, koTopas obecneumnsaer:
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e 3arpy3ky B ViPNet-gpaiBep cnpaBouyHON MHPOPMaLUKN O CTPYKTYPe CeTH, NpaBua GuabTpaLumn un
KArouen WwudposBaHus;

e MpUeM ¥ nepegauy Ha Apyrue CeTeBble y3/bl MHGOPMaLMM O COCTOSIHUM Y3/1a U NapameTpax JoCTyna;

e BeseHWe xypHana IP-naketoB (cm. PaboTa ¢ xypHanom IP-naketoB Ha cTp. 187) u XypHana cobbITUi
(cm. MpocMmoTp xypHaia cobbITiA Ha cTp. 221).

Mporpamma ViPNet MoHuTOp

Mporpamma ViPNet MoHUTOp NpeAocTaBaseT Noab30BaTeNbCKUIA UHTEPdENC ANA N3MEHEHNA HACTPOeK
ViPNet-gpariBepa, a Takxe NpuKiagHble N afMUHUCTPATUBHbIE BO3MOXHOCTU.

Ans pabotbl y3na ViPNet 1 obecrnieyeHmns 6esonacHoCT KOMMbrOTepa 3anyck nporpaMmbl ViPNet
MoHuTop He TpebyeTcs.

TpaHcnopTHbI Mmoaynb ViPNet MFTP

TpaHcnopTHbI Mogynb — 3T0 cy>xba Windows, ero GyHKUMM 3aBUCAT OT Ha3HaYeHWs NPOorpaMmbl, B
KOTOPYHO OH BXOAMT. Ha KNMEHTCKOM y3ne (CM. rnoccapuin, ctp. 416) TpaHCNOPTHbBIM MOAY b
obecneunsaet obMeH ynpaBasaOLWLMMY KOHBEpTaMu, KoHBepTamu nporpammel ViPNet [lenosas nouta u
darnamm c gpyrumm cetesbimm y3namum ViPNet. MoapobHee o nporpamme cM. gokymeHT «ViPNet MFTP.
PykoBogacTBO agMUHMCTpaTopa».

Mporpamma ViPNet KoHTponb npuaoxeHui

Mporpamma ViPNet KoHTpoab npuioxeHwWii sBaseTcs HeobszaTeNbHbIM MOAYIEM NMPOrPaMMHOTO
obecneyveHusa ViPNet Client.

Y106bl MMETb BO3MOXHOCTb KOHTPOAMPOBATb CETEBYH aKTUBHOCTb NMPUAOXEHUIA Ha KaXKA0M
KOMMblOTEpPE, HEObXOAMMa CneLmanbHas JULLEH3MOHHas 3anncb B perncTpauuoHHom daine Ha
nporpammy ViPNet.

Mporpamma ViPNet KOHTpO/Ib MPUIOXKEHWTI NO3BOASET:
e [lonyyaTb MHGOpMaLMO 060 BCEX MPUNOXKEHUAX, KOTOPbIE 3anpallnBanym 4OCTyn B CETb.
e PaspelwmnTb an 3aNpeTUTb 4OCTYN NPUIOXKEHUI K CETU.

e [lpocmaTpuBaTh XypHaa COBbLITUIA NO CETEBOWN aKTUBHOCTU MPUNOXKEHNN.

MoapobHee o nporpamme cM. AokyMeHT «ViPNet KoHTpoab npunoxeHnin. PykoBoACTBO NOAb30BaTENS».

Mporpamma ViPNet [lenoasa nouta

ViPNet [lenoBas nouyta — 310 nporpamma B coctase O ViPNet Client, npegHa3HauyeHHas gns obmeHa
3/IEKTPOHHOW NouToN Mexay nosb3osatensamu cetn ViPNet. C ee NOMOLLbIO MOXHO 6e30MnacHo
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OTNPaBAATb M NOAyYaTb COODLLEHNS C BAOXKEHHBbIMU dainamu, WndpoBaTb COOBLLEHNSA U BAOXKEHMS,
NOAMNUCHIBATb COOBLLEHWNS U BAOXKEHMWS 3NEKTPOHHOM NOANMUCHIO. B nporpamme npegycMoTpeHa cuctema
aBTOMaTMyeckon 06paboTkmM BXOAALLUMX cOObLLEeHMI 1 GaNoB B COOTBETCTBUM C 3aaHHbIMM NpaBuIamMm
(aBTONpPOLLECCUHT).

MoppobHaa nHpopmaums o nporpamme ViPNet lenosas nouta cogepxumrca B gokymeHTe «ViPNet
[JenoBas nouta. PykoBoACTBO Nonb30oBaTensi».

Kpuntonposangep ViPNet CSP

Mporpamma ViPNet CSP npeactaBaser cobor KpuntonpoBangep 1 obecrneynBaeTt Bbi30B
KpunTorpapuuecknx ¢pyHkumin yepes nHtepderic Microsoft CryptoAPI 2.0. 9To No3BoOASET MCMONL30BATb
KpunTorpadpuueckne GyHKLMK, peasn3oBaHHble B COOTBETCTBMMN C POCCUNCKMMU CTaHZapTamu, B
pasNYHbIX NPUAOXKeEHMsX, Hanpumep, B Microsoft Office.

C nomoubto kpuntonpoarigepa ViPNet CSP Bbl MoXeTe BbINOAHATL CedytoLlme onepauuu:
o ®dopmMmupoBaHMe 1 NPOBEPKa INEKTPOHHOM MOAMUCHI.
o LlndposaHue aaHHbIX, B TOM YMcae COOBLLEHMI INEKTPOHHOM NOYTbI.

o AyTeHTUdMKaLMA U 3aLliMTa COeamHeHMI No npoTokoay TLS/SSL.

BHumaHwme! Mpu yctaHoske nporpammbl ViPNet CSP B coctase MO ViPNet Client nogaepka

npotokosa TLS/SSL otkntoueHa. YTobbl BKIHOUMTL NOAAEPXKKY MPOTOKOAE, B MeHto Myck

BbibepuTe ViPNet > Hactpoiika komnoHeHToB ViPNet Client, B oTkpbiBLIEMCA OKHe BbibepuTe
/A\ M3MeHUTb COCTaB, B C/ieaytoLLLEM OKHe packponTe cnvcok Moaaepikka pabotbl ViPNet CSP
— uepe3 Microsoft Crypto APl n fo6aBbTe koMmnoHeHT Mogaep>kka npotokona TLS/SSL.

He Bkatouainte noaaepsxky npotokona TLS/SSL, ecan nnaHmpyetcs obHosneHue OC go
Windows 10.

MoapobHee 06 ncnosnb3oBaHum kpuntonposargepa ViPNet CSP cm. gokymeHT «ViPNet CSP.
PykoBoACTBO Nonb3oBaTensa».

MOAyﬂb paCUJI/IF)EHHOPI qmanpau,mm
Mogynb pacluiMpeHHo GuabTpaLMmn NpeacTaBaseT coboi cncTeMy 0bHapyXXeHNs BTOPXKEHWUIA 1
MO3BOISAET:

e co3zaBaTb GUALTPLI NPUKAAAHOTO YPOBHSA (cM. Co3zaHne GUabTPOB NPUKIALHOrO YPOBHS Ha
ctp. 150);

® B3aNMOZAENCTBOBaTb C aHTMBUPYCHbIM NPOrpaMMHbIM obecnedeHnem (cMm. Hactpoiika 610KMpPOBKK
Tpaduka npu obHapy>keHUn Brpyca Ha cTp. 218).
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Cuctema obHoBneHusa ViPNet

Cuctema obHoBneHus ViPNet obecneunBaet noayyeHme 1 yCTaHOBKY NPOrpPaMMHbIX OBGHOBAEHUN,
CNPaBOYHUKOB M Katouen ns nporpammbl ViPNet Administrator, a Takxke 06HOBAEHNI NOANTUK
6e3onacHocTn ViPNet Policy Manager. MNoapo6Hee o paboTe cnuctembl obHoBAeHMs ViPNet cm. B pa3gene
Cuctema obHoBneHus ViPNet (Ha cTp. 83).

[TprHUMn paboTsl ViIPNet-apariBepa

Alnpom nporpammHoro obecnevenns ViPNet asasetca ViPNet-gpanBep, ero ocHoBHas GyHKLNSA —
bunbTpauus, wndposBaHme 1 paclwndpoBaHme BXOAALLMX U ncxoaawmx IP-nakeTos.

WHuunanuzaums ViPNet-apaiisepa v katouelt wundposarmsa ViPNet BbinosHAeTCA nepes BXO40M
nonb3oBatens B Windows, To ecTb 40 3anycka OCTajbHbIX Cy>K6 1 ApaiBepOB OnepaLnoHHON CUCTEMBI.
B MomeHT 3arpy3ku onepaumoHHon cuctembl MO ViPNet npoBepseT cob6CTBEHHbIE KOHTPObHbIE CyMMBb,
rapaHTUpyoLLme LLesoCTHOCTb NPorpaMMHOro obecneyeHuns, HabopoB KIKOUEN 1 CNncKa NPUNOXKEHNI,
KOTOPbIM pa3peLueHa ceTeBas aKTUBHOCTb.

ViPNet-gpariBep nepBbIM NosyYaeT KOHTPOJIb Hag cTekom npoTokonos TCP/IP. K MmomeHTy
WHWLMan3aumm gpaliBepoB ceTeBbIX MHTEPHENCOB OH NOATOTOBJ/EH K WNGPOBaHWIO N GUAbTPaLLMK
Tpaduka. 310 obecneunBaeT 3alyMLLEHHOE COeNHEHNE C KOHTPOJJIEPOM JOMEHA, KOHTPO/Ib CETEBOW
aKTVBHOCTW 3anyLLEeHHbIX Ha KOMMbOTepe MPUIOXeHU U BAOKMpOBaHWE HeXXenaTeslbHbIX MakeToB
n3BHe.

Kaxgabii ncxoaawwmii naket obpabatbiBaetca ViPNet-gpanBepoM ogHUM M3 cnegyroLmx cnocobos:
e LIMdpyeTCs U OTAPaBAAETCS;
e OTNpaB/seTcs B UCXOAHOM Buze (6e3 wndposaHus);

. 6J'IOKVIpyeTCFI (B cooTBETCTBUM C YCTaHOBAEHHbIMU CETEBBIMU q)VIJ'IpraMVI).

Kaxabii BXoAAW M nakeT obpabaTbiBaeTcs Cieayowmm obpasom:

e nponyckaeTca (ecn OH He 3alIMPPOBaH 1 3TO paspeLleHO ceTeBbIMU GUabTpaMu And
HelwnppoBaHHOro Tpaduka);

e pacwndpoBbiBaeTca (ecau nakeT 661 3aWMdpPoBaH);

. 6J'IOKVIpyeTCFI (B cooTBETCTBUM C YCTaHOBAEHHbIMU CETEBbIMU q)VIJ'IpraMVI).

ViPNet-gpariBep paboTtaeT Mexay KaHafbHbIM 1 ceTeBbIM YypoBHeM mogenn OSI, uto no3sonset
obpabatbiBaTh Bxoaalwme |IP-nakeTtbl 4o nx obpaboTkm ctekom npotokonos TCP/IP n nepesaum Ha
npukaagHon ypoBeHb. Takmm obpa3om, ViPNet-gpaiiBep 3awmiaet IP-Tpaduk Bcex NpUAOXKeEHWI, He
HapyLlas NpWBbIYHbIA NOPAAOK PaboTbl MoAb30OBaTENEN.
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HagesHan QocTaBka
OaHHEIX

OnpefeneHle MaplpyTa
1 NOTMUYECKaAA apecaLma

'i'l'l ViPNet-gpaiieep

| S

|

KaHanbHBIA YpoREHE

(ceTb Wi-Fi) Du3necKan agpecaumna

HenocpencTeeHHanA nepegaya
OaHHbIX B PH3MUeCKoi cpege

PucyHok 1. ViPNet-Opalisep 8 modesau OS/

Bnarosaps TakoMy noaxoay BHegpeHue TexHosormm ViPNet He TpebyeT U3MEHEHM S COXKMBLUNXCS
6U3Hec-npoLLeccos, a 3aTpaThl Ha pa3sepTbiBaHne ceTh ViPNet HeBennku.

MpumeuaHne. Ha npuseaeHHoN cxeMe Mogenn OSI gonyueHsl creaytowine
YNpOLLEeHUs:
e TpaHCNOPTHBIA N CEaHCOBbIV YPOBHW 06beAMHEHbI B TPAHCMOPTHBIA YPOBEHD.

e [pvknagHOWM ypoBeHb 1 YPOBEHb MpeAcTaBieHNs 06beanHEHbI B MPUKAaAHOM
YPOBEHb.

Cnepytolan cxeMa mantoctpupyet paboty ViPNet-gpalisepa npu o6paboTke 3anpoca Ha NPocMoTp Beb-
cTpanuubl. CTpaHuua pa3melleHa Ha |IS-cepBepe, koTopbili paboTaeTt Ha komnbroTepe b.
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Mpocromp Omnpaexa

aelf-CrmpanuLs AeG-CIMPantiiper
Janpoc HE NPOCMOmp
aebc bt Jampoc ebpaboman
Mocmowon TCP
Hononssosanue nepedaem UNBOPMALLIO
npomoxona TCP KO EABIYICA M YPORets
MNpomowa IP Mpomokan 1P
nepedaem sonpoc Mepedaemn UHBOpMaLII

nocemu

no Lemu

Hufopsayus . . T HnghopMauus
obpaameweaemca Bl ViPNet-gpaitsep : *l I'I ViPNet-ppaisep : | ofipefamusaemca
ViPNet-dpadeepom : H 1) ViPNet-dpadeepom

E ﬂep;ﬂawmpom H
nHTepdeRcon ‘ {‘Wﬂ”“‘m uHTepdeicos * Coolkuense nayieso
Komnbiotep A Komneiotep b

PucyHok 2. Cxema pabomel cemu TCP/IP, 3awuujeHHol 1O ViPNet

Komnbrotep A oTnpasaseT Ha koMmnbtoTep b 3anpoc no npotokony HTTP. 3anpoc nepegaeTca Ha HUXKHKE
ypoBHu cteka TCP/IP, npy 3TOM Ha Kaxz0M ypoBHe K HeMy fobaBaseTca cnyxebHas nHpopmaums. Koraa
3anpoc gocturaet ViPNet-gpaliBepa, oH 3awmdpoBbiBaeT 3anpoc 1 JoHaBAfET K HEMY COBCTBEHHYHO
nHdopmauuto. ViPNet-apaiisep, paboTatowwuii Ha KomnbroTepe b, NMpUHMMaeT 3anpoc 1 yaanaeT U3 Hero
cnyxebHyto uHpopmaumto ViPNet. 3atem ViPNet-gpaliBep paclumdpoBbiBaeT 3anpoc 1 nepesaet no
cteky TCP/IP Ha npuknagHon ypoBeHb Ans 06paboTku.
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HoBble BO3MOXHOCTM BepCm 4.5

B 3TOM pa3gene npeacraBieH 0630p nameHeHuin B sepcun 4.5.1 no cpaBHeHuto ¢ 4.5.0. iHdopmauums ob

N3MEHEHUAX B NPEAbIAYLLNX BEPCUAX COAEPXKMUTCA B MPUAOXKEHUN VIcTopuns Bepcuid (Ha cTp. 373).

B cocraB nporpammbl ViPNet Client go6asneH Rollout Client

Mpwu yctaHoBke ViPNet Client no ymonuanuto 6yzet yctaHoBneHa nporpamma ViPNet Rollout Client.
OHa npesHa3HayeHa AN aBTOMaTUUYECKOro MOJyUYeHUs 1 YCTaHOBKU KJKOYEW U CMPaBOYHNKOB (CM.
YcTaHOBKa CMpaBOYHNKOB 1 KIHOUYEn Ha cTp. 52). 9To BO3MOXHO, eciv agMuHuctpaTop cetn ViPNet
BbINOJ/IHWA NpeaBapuTensHble HacTponku B ViPNet Rollout Center n otnpasua BaM No 31eKTPOHHOM
noyTte NnpuraaweHne ans nHnymanmnsagmm nporpammel ViPNet Client.

ViPNet Rollout Client He BxoaunT B coctaB cepTudmumpobaHHon Bepcun ViPNet Client.
3awmTta AUcTpUbYTUBA KIIOUEN C NOMOLLbIO cepTuduKaTta

[ns 6e3onacHol nepegavn ANCTpUOYTMBA KNOYEN N CMPaBOYHMKOB MO OTKPbITbIM KaHanaM CBA3N
agMmuHuncTpatop cetn ViPNet moxeT 3awmdpoBaTth ero Ha BaweMm cepTudukaTe. YcTaHOBKa
3aWndpoBaHHOro AUCTpUbYTMBa (Paitn *.enc) BbIMOJAHAETCS TaK Xe, Kak U He3alnppoBaHHOIO
(bann *.dst). NMoapobHee cM. B sokyMeHTe «PaboTa ¢ 3awmieHHbiMy DST. BbicTpbIl CTapT».

N3meHeHns B HacTpolikax obpaboTiku Tpaduka

an HeO6XOAI/IMOCTI/I B peXnme ajMMHNCTpaTopa Tenepb MOXHO OTKJAHOUYUTb MHCNEKUMIO NakKeToB C
XpaHeHNeM COCTOAHUA.

Noppep>xka Windows 10 Bepcun 1809 (c6opka 17763)
OTkas ot nogaep>xkn kaHana SMTP/POP3 B TpaHcnopTtHom moayne MFTP

Kanan SMTP/POP3 npesgnonaraet nepesady KOHBEPTOB Uepes NOYTOBbIE CepBepbl U UMEET HU3KYHO
3P PEeKTMBHOCTb MO CpaBHEHWUIO ¢ kKaHanom MFTP. KaHan SMTP/POP3 pa3pabatbiBancs asis ceTei, rae
6bI10 HEBO3MOXHO MCMOJ/Ib30BaHMeE ApYrMx NPOTOKo0B Ha 6a3e TCP. MNoapobHee 06
NCMOAb30BaHUM 3TOrO KaHana B NPeXHMX Bepcmsax nporpammbl cMm. «ViPNet MFTP. PykoBogcTeo
agMuHUcTpatopa» Bepcun 4.5.0 n Hnxe, pasgen «MNepesava KOHBEPTOB Yepes NOUTOBbIE CEPBEPbI».

Ecaun kaHan SMTP/POP3 6bin yka3aH B HacTporikax moayns MFTP nau B daline KoHpurypauum
mftpconf.xml, TO NPV OOHOBJEHUN NPOrPaMMbl OH aBTOMaTU4YeCKn 3ameHuTca Ha MFTP (cm.
«ViPNet MFTP. PykoBOACTBO agMUHWUCTPaTOpa», pa3sen «YnpasaeHue kaHanamm nepesauu
KOHBEPTOB»).

Ecnv nocne obHoBaeHua MO ViPNet Client HabatogatoTcs nepeboun B paboTe 3alLMILEHHOW CETU Ha
HeKOTOpbIX y3/1axX, NpoBepbTe HacTpoukun Moayns MFTP Ha 3Tux y3nax n BMecTo kaHana SMTP/POP3
ykaxuTe kaHan MFTP. Mogpo6bHee cm. [ocne o6HOBAEHNS NporpaMmbl HabatogatoTca nepebon B
paboTe 3aluMiLeHHON ceTu (Ha cTp. 278).

BbisBneHa HecoBMecTUMOCTb ogHoBpeMeHHoM paboThl ViPNet Client ¢ HP Velocity

Mpwn coBmecTHOM ycTaHoBKe uaun ncnonbzoaHum ViPNet Client n HP Velocity Bo3HukatoT npo6aemsl,
npueoasLme K HepabotocnocobHoctu MNO. Ans obecneueHuns koppekTHon paboTsl ViPNet Client
nepes ero yctaHoskon Ha MK cneayet yaanutb HP Velocity.
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HP Velocity — 370 ycTapeBLas cay>xxebHas nporpaMma AAs NOBbILLIEHUS CKOPOCTU COEAVHEHUS B
HeHagexHbIx ceTsx. HP Velocity He cosep>Xut nonesHbix GyHKLMIA Aia paboTbl B COBPEMEHHbIX CETAX
N He noaaepxunsaetcs npounssoantenem Hewlett-Packard.

¢ ViPNet [lenoBas nourta paboTtaer To/1bko COBMeCTHO ¢ nporpammoi ViPNet MoHuTtop

HoBas Bepcus nporpammbl noaaep>xmeaet paboty MO ViPNet Jenosas noyTta TOAbKO Ha
3aLUMLLIEHHOM ceTeBOM y3e. DyHKLMIO 3aLmTbl ceTeBOro Tpaduka BoinoaHsaeT nporpamma ViPNet
MoHuTop. MNoatomy ecan y Bac yctaHosaeHa ViPNet [lenosas nouta 6e3 ViPNet MoHuTtop, Bbl He
cmoxkeTe ycTtaHoBUTb HOBYHO Bepcuto ViPNet Client. PekomeHgyeM nonb3oBaTtbCs TekyLen Bepcueit
nporpamMmbl Ao Bbixoga HoBoi coBMecTumoin Bepcum ViPNet Client. Ecan o6HoBieHne TpebyeTcs
HemeANeHHO, 0bpaTuTech B CyXby TEXHNYECKOrO CONPOBOXAeHMA KoMnaHun «NHPoTeKC».
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CuncTeMHble TpeboBaHMA

TpeboBaHuWaA K KOMMbIOTEPY ANs ycTaHOBKM nporpammbl ViPNet Client:

e T[lpoueccop — Intel Core 2 Duo nan aApyron CxoXxmnin No NPOn3BOANTENBHOCTU X86-COBMECTUMBbIN
MpoLLeccop € KOANYECTBOM sifep 2 v bonee.

e O6beM onepaTUBHOM NamsaTy — He MeHee 1 [6anT.
e (CBODOOAHOE MECTO Ha XeCTKOM Ancke — He meHee 500 MbawT (pekomeHayetca 1 [6anT).
o CeteBoil HTEepdelic (He bosee 10 IP-agpecoB Ha OAHOM CETEBOM NHTEPdENCE) AN MOAEM.
e OnepauunoHHas cuctema:
o Windows Server 2008 R2 (64-pa3psgHas);
o Windows 7 (32/64-pa3psagHas);
o Windows 8 (32/64-pazpsagHas);
o Windows 8.1 (32/64-pa3psgHas);
o Windows Server 2012 (64-pa3psgHas);
o Windows Server 2012 R2 (64-pa3psgHas);
o Windows 10 (32/64-pa3psigHas) cnesyroLlmx Bepcuii n cbopok:
e Bepcua 1607, cbopka 14393,
e Bepcua 1703, cbopka 15063,
e Bepcua 1709, cbopka 16299,
e Bepcua 1803, cbopka 17134,
e Bepcua 1809, cbopka 17763;
o Windows Server 2016 (64-pa3psagHas), cbopka 14393.

e [lns onepaLMOHHON CUCTEMBI LOKEH ObITh YCTAHOB/EH CaMblii MOCAEAHUIN HAKOMUTE/bHBIN NaKeT
OBHOBAEHUI.

Ona OC Windows 7 n Windows Server 2008 R2 Ha komnbtoTepe HeobxoaMM nakeT obHOBeHMS
yacoBbix noacos KB2570791, a takxke KB3033929 mnam KB3125574 n Microsoft .NET Framework
Bepcun 4.5.

Ona OC Windows 10 (Bepcus 1803 v Boiwe) B nporpamme ViPNet CSP 2o/1kHbl ObITb BbIKJFOUEHbI
BHeLHWe ycTpolictea JaCarta nam yctaHosneH naty ana MO «EamHbii KnveHT». 3anpocnTb naTy Bbl
MOXeTe B Cy>K6e TEXHNUYECKON NoAAep KK KOMMAaHun «AnaaanH P.J.».

MoapobHee o paboTe C BHELWHUMM yCTpoUCcTBaMM CM. AoKyMeHT «ViPNet CSP. PykoBoactBo
noJsb3oBaTens», pasgen «HacTpoika cnucka onpatlunBaeMblX yCTPONCTB».

e [lpw ncnonb3osanuu Internet Explorer — Bepcus 11.

e Ha KomnbtoTepe He Jo/IKHbI BbITb YCTaHOBAEHbI ApYrne ceTeBble 3KpaHbl (Takxke Ha3biBaemble
6paHamayapamu), nporpammHble NAT-yctpoiictaa, MO HP Velocity n ViPNet CSP Bepcun 4.2.11.
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BctpoeHHbiM 6paHamayspom Windows Ha Baliem KOMMbrOTEPE yrnpaBaseT aiMUHUCTPATOP CETU

ViPNet, nostoMy ero oTkatoueHune He TpebyeTcs.

BHumaHue! Ecam nnaHnpyetcs obHosneHne OC go Windows 10, nepes o6HOBAeHMEM
ybeantecs, uto B nporpamme ViPNet CSP oTkitoueHa nogaep>kka npotokona TLS/SSL. [ns
3TOrO:

1
2
3

B meHto Myck BbibepuTe ViPNet > Hactpolika komnoHeHToB ViPNet Client.
B okHe YnpaBneHue coctaBom ViPNet Client Bbibepute M3meHuUTb cocras.

B okHe UN3meHeHue coctaBa komnoHeHToB MO ViPNet y6eauntech, 4to B cnucke
MNoapep>kka pabotbl ViPNet CSP uepes Microsoft CryptoAPI komnoHeHT Moaaepkka
npotokona TLS/SSL He ycTaHOB/IEH. B MPOTMBHOM C/lyYae CHUMUTE COOTBETCTBYHOLLMIA
bnaxok 1 HaxmuTe KHomMky [Janee.

Mepe3arpysvTe KOMMbLIOTEP, UTOOLI U3MEHEHWS BCTYMUAN B CUY.

ViPNet Client 4. PykoBoacTBO nosib3oBaTens
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KOMMAeKT MOCTaBKU

KomnnekT nocraBku ViPNet Client Bknatoyaert:
e YCTaHOBOUYHbIV dain Nporpammbl.
e MSI-nakert areHTa (32- 1 64-pa3pagHasn Bepcun) ana yctaHosku 10 uepes rpynnoBbie NOAUTUKW.

o ®dannbl HacTpoek ans yctaHoBkM MO yepes rpynnoBble NOJUTUKWN: parameters.xml, commands . xml,

Infotecs.RolloutClient.exe.config.
e [lokymeHTaumio B popmate PDF:
o «ViPNet Client 4. PykoBogCTBO nosb3oBaTens».
o «ViPNet Client. bbicTpbI/ cTapT».
o «Paborta ¢ 3awmieHHbIMK DST. BbICTPbIA CTapT».
o «ViPNet [lenoBas nouta 4. PykoBOACTBO NOAb30BaTENS».
o «ViPNet MFTP 4. PykoBOACTBO agMUHNCTpaTOpa».
o «ViPNet KoHTposb npunoxeHnin 4. PykoBOACTBO NoJsib30BaTeNfA».
o «ViPNet CSP 4.2. PykoBOACTBO NOJ/Ib30BaTENA>.
o «Knaccndukauma nonHomoumin. MpunoxkeHme K gokymeHtauum ViPNet».

o «Otanums ViPNet Client u ViPNet Coordinator Bepcuii 4.x oT 3.x. [puaoxeHne K JOKyMeHTaLum
ViPNet».

o «ViPNet Client/Coordinator 4. JInueH3NOHHble CorfalleHns Ha KOMMOHEHTbI CTOPOHHUX
NpoV3BOANTENEN».

o «ViPNet CSP 4.2. /InLeH3NOHHbIe COrNalleHns Ha KOMMOHEHTbI CTOPOHHUX MPON3BOANUTENEN».
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BapuaHtel ncnoanenma ViPNet Client

MporpammHoe obecneyveHne ViPNet Client MoXeT NocTaBAATbCA B TPeX BapuaHTax UCMNOJAHEHWS B
3aBUCMMOCTU OT TPEbYEMOro Kaacca 3aLmThbl:

e BapuaHT ncnonHeHus 1, COOTBETCTBYHOLLMIA Knaccy 3awwmeHHoctn KC1.

e BapuvaHT UcnoNHeHus 2, COOTBETCTBYHOLLMIA Kaaccy 3awmiieHHoctn KC2 npu coBMecTHOM
NCMNO/Ib30BaHWM CO CpeacTBOM 3awmTbl oT HC/, TMna «3/1eKTPOHHbIN 3aMOK».

e BapuaHT ncnonHeHus 3, cCOOTBETCTBYHOLLMIA Kaaccy 3awmiieHHoct KC3 npu coBMecTHOM
NCMOAb30BaHNN CO CPeACTBOM 3awmTbl oT HC/ Tvna «31eKTPOHHbIA 3aMOK» 1 YCTaHOBAEHHOMN Y
HacTpoeHHon nporpammoi ViPNet Syslocker.

CooTBeTCTBMeE K1accaM 3allmTbl JOCTUIAeTCA 3a CHET BbINOJIHEHUA HACTPOEK COMNacHO JOKYMEHTY
«MporpammHbivi komnaekc ViPNet Client 4. Mpasuna nonb3oBaHus» (PPKE.00116-03 99 01 MMNM).

MoapobHoe onucaHne nepeyvncieHHbix BapnaHtoB noctasky MO ViPNet Client npueeseHo B dopmynspe
®PKE.00116-03 30 01 ®O.
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ObpaboTtka NepcoHanbHbIX AaHHbIX

MporpammHoe obecneyvenHune ViPNet Client coaep>xut HeCKONbKO KOMMOHEHTOB, KOTOPble paboTatoT ¢

nHbopMaLmen o KOMMbIOTEPE NOb30BATENS:

Y1nnauta Lumpdiag — 3anyckaeTcs BpyUHyto NoJsib3oBaTeneM, cObMpaeT 1 COXpaHseT B narnke
MHbopMaumto o KomnbtoTepe. Micnonb3yeTtcs B cydae Henonagok B pabote nporpammbl ViPNet ans
OTMNPaBKW CBEAEHWI O CUCTEME B CNY>XKDOY TEXHMUYECKOTO CONPOBOXAEHMs KomnaHun «NHdoTeKC».

Y1nauta Lumpdiag cobupaet cieayrolyro nHbopmaumto:

o cBeAeHWs 06 onepaunoHHOM CUCTEME;

o CeTeBble HAaCTPOVKM KOMMbIOTEPS;

o WHPOpMauua O cepTUdUKaTax 1 Kato4ax;

o OMNuCaHWe N HacTPOWKM yCTaHOBAEHHOTO Ha komnbtoTepe MO ViPNet;
o XypHanbl cobbiTnii n ownbok Windows n MO ViPNet.

MoapobHee o paboTe 1 napameTpax 3anycka Lumpdiag cm. C6op gnarHoctnyecko MHbopmaLmm
Npw BO3HUKHOBEHWM Heronagok (Ha cTp. 274).

AreHT ans B3anmogenctems ¢ MO ViPNet StateWatcher — 3anyckaeTcs aBTomaTnueckm n pabotaet B
¢boHoBOM pexxmme. PaboTaeT ¢ nHGOpPMaLMen TOIbKO MPU HaMuMKn B BalLeN CeTn KOMMaeKca
MoHuTopuHra ViPNet StateWatcher. Cobupaet 1 otnpaensiet agmuHuctpatopy ViPNet StateWatcher
cnefyroLyro nHGOpMaLuio:

o Tekyllee COCTOAHME KOMMbIOTEPA U ONEPaLMOHHON CUCTEMBI;

o OMUCaHWe U HacTPOWKM YCTaHOBAEHHOTO Ha KommbtoTepe MO ViPNet;
o CeTeBble HACTPOWKM KOMMbHOTEPS;

o >XypHanbl cobbiTnii 1 owmnbok Windows v MO ViPNet.

MNMoapobHee 06 nHdopmaumm, koTopas nepegaercsa B nporpammy ViPNet StateWatcher, cm. B
AokyMeHTe «[TporpaMMHbIA KOMMJIEKC MOHUTOPUHIa 3alnieHHbIx cetelt ViPNet StateWatcher. APM
MOHUTOPWHra. PykOBOACTBO MoJb30BaTens», npuaoxerHune D «KoHTposvpyeMble napameTpbi».

MoapobHee o ViPNet StateWatcher cMm. gokymeHT «[TporpamMmHbIi KOMMIEKC MOHUTOPUHTA
3awmieHHbIx ceten ViPNet StateWatcher. Obuiee onuncaHue».

MporpammMa «MoHWUTOp» — paboTaeT NoCTOsHHO, B GoHOBOM pexxume. CobupaeT u nepesaeT Ha
apyrve yanbl ViPNet cnesyrolyto HGopMaLmio: Bpems NoCaeAHel akTUBHOCTU MOJIb30BaTeNs Ha
KOMMbOTEPE, UMS KOMMbLOTepa, Ha3BaHue n Bepcuto OC, Bepcnto ycTaHoBaeHHoro M0 ViPNet
Client.
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ObpatHasa CBA3b

fononHuntenbHaa nHpopmauma

CBeseHus o npogyktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOCh! U Apyras nojesHas
MHPopmMaums cobpaHbl Ha cainte OAO «NHPoTeKC»:

NHdopmaumsa o npoaykrax ViPNet https://infotecs.ru/product/.
NHdopmaums o peweHunsax ViPNet https://infotecs.ru/resheniya/.
Yacrto 3agaBaemble Bonpockl https://infotecs.ru/support/faqg/.

®opym nonb3osatenen npoaykToB ViPNet https://infotecs.ru/forum/.

KoHTakTHaa nHpopmauma

Ecnm y Bac ectb Bonpocel, cBaxuntech co cneunannctamm OAO «MHPoTeKC»:

EaVHbBI MHOTOKaHaNbHbIN TenedoH:

+7 (495) 737-6192,

8-800-250-0-260 — H6ecnnaTtHbIN 3BOHOK 13 Poccun (kpome MockBbl).
Cnyxba TexHnueckor nogaepxku: hotline@infotecs.ru.

®opma ana obpaleHuns B cyxby TEXHUYECKOW NOAAEPXKKMN Yepes canT
https://infotecs.ru/support/request/.

KoHcynbTauum no tenedoHy A1 KAMEHTOB C pacLUMPEHHON CXEMOWN TEXHUYECKOM NOoAAEePXKKMU:
+7 (495) 737-6196.

Otaen npogax: soft@infotecs.ru.

Ecan Bbl 06Hapy>XUnmn ya3BMMOCTY B NPOAYKTax KOMMaHWK, coobLiuTe o HUX No agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHne nHpopmaumm 06 ya3BUMOCTAX NPOAYKTOB
OAO «NHPoTeKC» perynnpyetcs NOAUTUKOM OTBETCTBEHHOTO pasrialleHuns
https://infotecs.ru/disclosure.php.
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YctaHoBka ViPNet Client

BHumanue! Ha komnbtoTepe, rae ycraHasameaetcs MO ViPNet Client, He goxHbI 6b1Tb
YCTaHOBJ/IEHbI CTOPOHHUME MEXCETEBbIE 3KPaHbl U MPWUIOXKeHWs, obecneunBatoLme
/ﬁ\ npeobpasosaHue cetesbix agpecos (NAT). Micnonb3oBaHue ViPNet Client
~ O/|HOBPEMEHHO C TaK/MK NPOrpamMMamit MOXET MPUBECTU K KOHMMKTaM 1 Bbi3BaTb
npobaembl ¢ JOCTYNOM B CETb.

Mepeg ycraHoskon ViPNet Client ybeautech, UTo Ha KOMMbIOTEPE BbIMNOJHEHbI CTaHAAPTHbLIE CETEBbIE
HaCTPOMKM ¥ NPaBWAbHO 3aaHbl YaCOBOW MOAC, AaTa U BPEMS.

Ecam ViPNet Client yctaHaBAMBaeTcs Ha KOMMbIOTEP C onepaLoHHon cuctemont Windows, nokanunsaums
KOTOPOW OT/IMYAETCA OT PYCCKOW, A1A MPaBUAbHOTO OTobpaxkeHns knpuanuubl B uHTepdeiice ViPNet
Client Hy>XHO U3MeHWTb permoHasnbHble HacTponkn Windows (cMm. PermoHanbHble HacTporiky Ha cTp. 340).

YcTaHOBKY AO/IKEH BbINOAHATL NMOAb30BaTeNb, 0bnagarownii npasamm agMmHuctpatopa 8 OC Windows.

Ans yctaHoskm ViPNet Client Tpebyrotcs:
e YcraHOBOYHbIA EXE-dain nporpammbl.

o  [nctpnbyTns kntouen (cMm. rnoccapui, ctp. 415) ansa ceteBoro y3na (dain C paclumpeHvem *.dst nam
* enc). Ecv Ha y3ne nnaHupyetcs paboTa HECKOJIbKMX MOJIb30BaTeNeN, AN KaXA0ro N3 HUX HY>XXeH
OTAENbHBIN ANCTPUBYTUB KNHOUEA.

e [laposnb Nnonb30oBaTeNA CETEBOrO y3/1a WKW BHELLIHEE YCTPOWCTBO ayTeHTUdMKaLmmn (cM. BHelwHre
yCTpOKCTBa Ha cTp. 349).

AnctpnbyTnB kntouel 1 Naposib Nosb3oBatess (IMH60 BHeLIHEE YCTPOMUCTBO) MOXHO MOMYUUTb Y
agMuHucTpaTopa cetn ViPNet.

Ans ycraHosku MO ViPNet Client BeinonHUTe cregytoline geAcTBus:

=1
1 3anycTute yCTaHOBOYHbIN (aitn .

2 O3HaKOMbTECh C YC/IOBUAMM NINLEH3UOHHOTO COrNaLleHus. B cayyae cornacus yctaHoBuTe
COOTBETCTBYHOLLMI HNAXKOK.

3 B 3aBMCUMOCTU OT TOFO, Kakme KOMMOHEHTbI U MapaMeTpbl CieayeT ykasaTb Npu yCTaHOBKE,
BbIMOJIHUTE OJHO U3 AENCTBUI:

o HaxmuTe KHOMKY YCcTaHOBUTb, UTOObI YCTAaHOBUTL BCe KOMMNOHeHTbI nporpammel ViPNet Client ¢
napamMeTpamu Nno yMOoaYaHUIo.

o HaxmuTe kHOMKy KOMMNOHEHTbI N NapameTpbl, 3aTeM yKaxuTe:
e  komnoHeHTbl ViPNet Client, koTopble HeO6X0AMMO YCTaHOBUT;
e MyTb K Nanke yCTaHOBKM NPOrpaMMbl Ha KOMMbOTEpE.

3aTtem HaxmuTe KHOMKY ,Cl,anee N yKaXXnte AONONHUTEIbHbIE NapaMeTpbl YyCTaHOBKW!

ViPNet Client 4. PykoBoacTBO nosb3oBatens | 30



e CospaTb Ap/ibIKM KOMMOHEHTOB Ha pabouem cToe;
e  ABTOMaTMUeCKM NepesarpysvTb KOMMNbIOTEP NPU HEOBXOANMOCTN.
3aTeM HaXXMuTe KHOMKY YCTaHOBUTb.

4 Ecnv nossunocb okHo O6Hapy>eHbl Npo6eMbl COBMECTUMOCTH, BbINOJHUTE PEKOMEHAALNN,
npeaioXeHHbIe B 3TOM OKHE.

5 Ecav nocne ycTaHOBKM NOTpebyeTcs nepesarpy3ntb KOMMbIOTEpP, MOABUTCA COOTBETCTBYHOLLEE
coobLueHue. BbinonHnTe nepesarpysky.

6 B 3aBMCMMOCTU OT HaNNUMSA Ha KOMMbIOTEPE CMPaBOYHMKOB U KIHOUEN, YCTaHOBJIEHHbIX PaHee,
BbIMOJIHUTE OJHO U3 AENCTBUI:

o Ecan cnpaBOYHMKM M KNOUK elle He YCTaHOBAEHbl HA KOMMbIOTEPE, BbINOAHUTE UX YCTaHOBKY
(cM. YcTaHOBKa CMpaBOYHMKOB U KJtOYel Ha cTp. 52).

o Ecnm Ha komnbtoTepe yxxe umeetca MO ViPNet, ans koToporo paHee 6b1an yCTaHOB/EHbI
CNPaBOYHUKN W KAKOUK, Npy 3anycke nporpammbl ViPNet MoHUTOp ykaxkunte nyTb K nanke
K/toYeln nNonb3oBaTens v nanke KAtoYen ceTeBoro y3na (cM. cnonb3oBaHune CrpaBoOYHUKOB U
K/OYen, yCTaHOBJ/IEHHbIX paHee Ha cTp. 61).

He pekoMeHayeTcs noayyats y agMuHucTpatopa cetu ViPNet n yctaHaBavBaTb HOBbIN daiin
AMCTPUBYTUBA KIFOUEN. ITO MOXET NpuBecTn K cbosam B pabote MO ViPNet.

Mpun nepsom 3anycke nporpammbl ViPNet MoHuTop cTaHzapTHbIN ceTeBOM 3kpaH Windows MoxeT 6biTb
OTK/FOYEH B 3aBUCMMOCTM OT HacTpoek, 3afaHHbIX agMuHmnctpatopoM cetn ViPNet. He pekomeHgyeTcs
BK/ItOYaTh ceTeBol akpaH Windows Bo Bpems ncnonb3osanus MO ViPNet Client, Tak Kak 3Tv nporpaMmbl
MOTyT KOHGANKTOBATB.

g BHumaHwme! Mpu ycraHoske MO ViPNet Client Ha BUpTyanbHOM MaluMHe He pekoMeHAyeTcA
MCnosb3oBaTh PeXnM ceTeBbIX MHTepdelicos Bridged.

ViPNet Client 4. PykoBoacTBo nosb3oBatens | 31



YCTaHOBKA B HEWMHTEPAKTMBHOM
pEXMME

B HemHTepakTMBHOM pexxmme npouiecc yctaHoBkn nporpammel ViPNet Client He oTobpaxaetcs Ha
3KpaHe KOMMbLOTepa. YCTaHOBKY B JaHHOM PeXunMe MOXHO BbIMOJHUTL C MOMOLLbH KOMaHAHOW CTPOKM
Windows, 3anyLueHHON OT MeHU agMuHKUCTpaTopa. lNapamMeTpbl, KOTOpble 06bIYHO MOTYT bbITh 3aaHbl B
npovecce yctaHoBku (cM. YctaHoska ViPNet Client Ha cTp. 30), B HeMHTEpakTMBHOM pexume caegyeT
yKasaTb 3apaHee B KOMaH/HOW CTPOKe.

Vicnonb3oBaHme HENMHTEPAKTVBHOMO PeXxvMa No3BO/SET BaM BbINONHATL YAaneHHyr yctaHosky MO nan
co3faBaTtb NPOrpamMmbl, KOTopble obpalLaroTcs K KoMaHaHoM cTpoke Windows 1 3anyckarot
aBTOMaTM4eckyto yctaHoBky MO ¢ 3agaHHbIMK NapaMeTpamu.

Hanpumep, Bbl MOXeTe co3aaTb CLieHapuii Bxoga B cuctemy (logon script), KoTopblid 3anycTuT
aBTOMaTMueckyto yctaHoBky O nocne 3arpyskm cuctemMbl. MHpopmaLmio 0 co3gaHum cLeHapueB BXoAa
B CMCTEMY MOXHO HalTK Ha cainTe komnaHum Microsoft https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/cc753404(v=ws.11). Mpwn yctaHoske MO
MOXeT NoTpeboBaTbCA NOATBEPXKAEHME B OKHE KOHTPOIS YUETHbIX 3anunceit nonb3osatenen Windows.

YT0bbI 3aMycTUTh Nporpammy yctaHoBku MO B HEMHTEPAKTUBHOM pexXuMe, B KOMaHAHOM CTpoKe
Windows BbInonHNTe KOMaHAy:

<IyThb K YyCTaHOBOYWHOMYy Gamnny> —-q

I'Ipvl HEO6XOAI/IMOCTI/I MO>XHO 3a/aTb AOMNOJHUTENIbHbIE MapaMeTPbl YCTaHOBKW!

e -SkipStartingMonitorAfterInstall="yes" — He BbIBOAWUTb NPeANOXeEHNE 06 yCTaHOBKE
kntouen. PaboTaeTt, ecv He BK/IOUEHA aBTOMaTMUeCKas nepesarpyska KoMnbroTepa nocie
3aBepLUEHUS YCTaHOBKM.

® -—autorestart="yes" — aBTOMaTU4YeCKU Nnepe3sarpy>xatb KOMMNbHOTEP NOC/N€ 3aBepLUEHNA
yCTaHOBKMW.
e -installfolder="<nyTe k Hanke ycCTaHOBKM>" — U3MEHWUTb MYTb K Manke yCTaHOBKM

KoMnoHeHToB nporpammsl ViPNet Client.

® -x:"<OyTep K NalkKe pacnaxkosku>" — U3MEHWUTb MNYTb K Nanke Ana XpaHeHUA BPEMEHHbIX ¢a17|nos
yCTaHOBLUKa nporpamMmmsl.

Mocne Hauana YCTaHOBKU U3MEHUTb NapaMeTPbl YCTaHOBKU Yy>Ke HeNb34.

Mo ymonuaHuto B HemHTepakTnBHoM pexxnme ViPNet Client yctaHaBavBaeTca B ciegytoLme nanku:
e Ecan ViPNet Client ycTaHaBAMBaeTCA Ha AaHHbIN KOMMbIOTEP BrepBbIe:

o Bmnanky C:\Program Files\InfoTeCS\ViPNet Client MPW MCMONb30BaHUN 32-pa3paaHbiX
Bepcui OC Windows.

o B nanky C:\Program Files (x86)\InfoTeCS\ViPNet Client MPM UCNOJb30BaHNN 64-
pa3psagHbix Bepcuii OC Windows.
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e B cywecTBytowyto nanky ycraHosku, ecam MO ViPNet Client y>e 6bi10 ycTaHOBEHO Ha
KOMMbIOTEpE.

Mpumep koMaHAbl ans yctaHoBkM ViPNet Client B HeMHTepakTMBHOM pexume 6e3 nepesarpysku:

<IIyThb K YyCTaHOBOWHOMy ®amny> —-q -autorestart="no"

Mpumeuanue. Ecav nporpamma ViPNet Client He 6bl1a ycTaHOBAEHA B HEMHTEPAKTUBHOM
pexume:

e Yb6eautech, UTO KOMMbIOTEP COOTBETCTBYET CUCTEMHbIM TpeboBaHMAM (cM. CcTeMHble
TpeboBaHus Ha CTp. 23).

e 3anycTuTe yCTaHOBKY NMPOrpaMmMbl B UHTEPAKTUBHOM pexxume. Ecam npw yctaHoBke ByayT
0bHapy>KeHbl NPO61EMbl COBMECTUMOCTH, BbIMOJHUTE NMPEAIOXEHHbIE PEKOMEHAALMMN 4SS
BCEX KOMMbIOTEPOB, Ha KoTopsble ycTaHaBamBaeTcs ViPNet Client.

e O6paTnTeCh B CAYXDBY TEXHUUECKOTO CONPOBOXAEHWA KOMNaHuK «HboTeKC» (cm. Coop
AMnarHoctnyeckon MHGopMaLmm Npu BO3HUKHOBEHUN HENoAajoK Ha cTp. 274).
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YctanoBka ViPNet Client ¢ nomoLbro
rOYMMOBbIX MOANTUK

MpumMeuaHue. C NOMOLLBIO FPYNNOBbLIX MOANTUK Bbl MOXeTe ycTaHoBMuTb O ViPNet Client 1

MO ViPNet Coordinator. Ecan y Bac B ceTn ecTb Rollout Center, Bbl MOXeTe aBTOMaTU3MpOBaTh

yCTaHoBKY kntouen ans pabotsl MO ViPNet Client. YctaHoBka katouelt gns ViPNet Coordinator
BbINONHAETCA TONbKO B PYYHOM pPeXnme.

MoapobHee 06 ycTaHOBKE NMPOrpaMMHOro obecreveHns ¢ MOMOLLIbIO FPYNMOBbIX MOANTUK CM.
Ha caWite Microsoft https://support.microsoft.com/ru-ru/kb/816102.

Bbl MOXeTe aBTOMaTM3MpPOBaTb YCTaHOBKY nporpamMmHoro obecneuenms ViPNet Client Ha koMnbroTepb!
BalLeil KOPNOPaTUBHOMN CETU C MOMOLLLIO FpyrnnoBbix Noantuk Active Directory. 1ns aToro Bam
noTpebytoTcs cnegyroimne pannbl U3 komnaekta nocrasku MO ViPNet:

e MSI-nakert areHTa ans ycraHosku 10 (32- n 64-paspsagHas sepcun);
e yCTaHOBOUYHbIN EXE-daiin nporpammsi;
e dainbl HacTpoek:

o parameters.xml — 3aAaeT pacnosoxeHne GpannoB Aas yCTaHOBKM W Nanku 418 pernctpaumm
cobbITNIN BO BpeMs yCTaHOBKMY;

o commands.xml — COAeP>XMUT Habop komaHa ana yctaHoBku ViPNet Coordinator n ViPNet Client
6e3 ViPNet Rollout Client;

o Rollout Client\commands.xml — COAePXUT Habop komaHa ansa yctaHoBku ViPNet Client ¢
ViPNet Rollout Client;

o Rollout Client\Infotecs.RolloutClient.exe.config— napameTpsbl yctaHoBku ViPNet
Rollout Client.

[JononHnTenbHo noTpebyeTcs ckavatb ¢ caiita Microsoft:

e ycraHoBmK .Net Framework 4.5 (https://www.microsoft.com/ru-
ru/download/details.aspx?id=30653);

e o6HoBneHMe KB3033929 ana Windows 7 n Server 2008 R2:
o 32-pazpsgHas Bepcus (https://www.microsoft.com/ru-ru/download/details.aspx?id=46078),
o 64-pazpsagHas Bepcus (https://www.microsoft.com/ru-RU/download/details.aspx?id=46148);

e nporpammy ansa cosganHmsa MST-¢pannos ORCA MSI Editor (https://docs.microsoft.com/en-
us/windows/desktop/msi/orca-exe).

ﬂ'flﬂ YCTaHOBKM Mo c NMOMOLLUBKO FpynnoBbIX MOJANTUK BbINMOJIHUTE NpeABapUTEJibHbIE ,Cl,eVICTBI/IﬂZ

1 B npoun3Bo/bHON CETEBOW Marke, AOCTYMHON BCEM KOMMbIOTEPAM, Ha KOTOpble TpebyeTcs
yctaHoBuTb MO ViPNet, co3galite nanku Distributives U logs.
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B ceteByto nanky nomectute ¢pannbl parameters.xml U commands.xml (415 yctaHoBkM ¢ MO ViPNet
Rollout Client nnn 6e3 Hero), B nanky Distributives — ycTaHoBouHble pannbl ViPNet Client n .Net
Framework 4.5, MSI-nakeTbl areHTa g1 yctaHoBKM, daiiabl ¢ obHoBAeHMAMK KB 1 daiin

Infotecs.RolloutClient.exe.config.

o1 L s ] viPNet - a X
naeHas MogenuTbea Bug o
“— v L s Cers » 19216842760 » ViPNet » v | O Monck: ViPMet el
Mran [Jata nsmeHenns Tun Pazmep
7 Beictprii goctyn
Distributives 22,08.2018 15:52 Manka c parnnamn
3 3rot komnsroTep legs 20,08.2018 12:34 Manka c pardnamn
i 20.08.2018 12:13 Jokyn KM y
o Cems 2 commands 18121 Jokyment XML 1KB
= parameters Jokyment XML 3 KB
*& flomawuman rpynna |_'| vpnagent.mst 20.08.2018 16:50 ®aiin "MST" 20 KB
I [ = | Distributives - O X
naeHas MogenuTbca Bug o
L v < 192,168.42.160 » ViPNet » Distributives v Mownck: Distributives o
Wran Jlata uzmMeHeHus Tun Pazmep
# Beictpriii goctyn
Lt}_) client_RUS_4.5.1.53035 01.08.2018 14:58 MpunoseHne 146 895 Kb
& 310t komnbioTep |_'| Infotecs.RolloutClient.exe.config  20.08.2018 1212 @aiin "CONFIG" 1KB
2 DO 49173 K
o Cems % net_framework_4.5 Mpnaoserne 49173 KB
ﬁ! vpndagent_RUS_1.0.0.8 0 MakeT ycTaHoBWM, . 5768 Kb
*& Jomawman rpynna ﬁ%’ vpndagent_x64 RUS_1.0.0.8 0 [MakeT ycTaHoBLLM. . 6 496 Kb
Windowsg.1-KB3033529-x64 20, MzonuposanHeli .. 44 843 KB
Windows6.1-KB3033529-x36 MzonuposanHelii . 27043 Kb
3nementos: 7 =

Pucyrok 3. [anku ¢ ycmaHo804YHbIMU nakemamu

2 C nowmouwpto nporpammbl ORCA MSI Editor co3galite dain TpaHcdopmaumm MST (cm. CozgaHune
darina TpaHchopmaumm MST Ha cTp. 40) ana MSI-nakeTa areHTa HYy>KHOI pa3pagHocTu. NMomecTuTte
Co3AaHHbIN Gann MST B Ty XXe ceTeByrO Marky.

3 OtkpoWiTe Ana pefakTMpoBaHus dalin parameters.xml K 3aMeHUTe NyTb \\DC1\Shared Ha MyTb K
Ballleli ceTeBOM Mnarike.

3aTem ybeauTtech, UTO Ha3BaHWsA YCTaHOBOYHbIX (aliNoB, yKa3aHHbIX B parameters . xml, COBMaZaroT
C Ha3BaHWAMU GaiNoB B Balllel nanke Distributives.

4 [1nsa nepsuuHol uHngmanmsaumm MO ViPNet Client ¢ nomoubto ViPNet Rollout Client oTkpoiite ans
peaakTMpoBaHus ¢ain Infotecs.RolloutClient.exe.config U YKaXute B HEM CleaytoLime
napameTpsbil:

roc_server="<ampec cepBuca ayreHTuduxauvmu NSMS>"

dst server="<anmpec cepeepa Rollout Center>"

Mocne 3Toro cosgante o6bekTbl rpynnosol noantmkm (GPO) ansa yctaHoskm MO ViPNet Ha komnbroTepsl
Baluel ceTw. [lna 3TOro BbINOAHWTE CledytoLne AeACTBUS:
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MpumeuaHme. OnucaHre Noab3oBaTeNbCKOro MHTepdeica B AaHHOM pasgene
oTHocutcs k Windows Server 2012 R2. NHTepdetic apyrux Bepcmin Windows Server
MOXeT He3HaUNTENIbHO OTANYATLCS.

1 B pomeHe Active Directory co3gainte ofHy WAN HECKOBbKO TPy, BKAKOYatOLWMX KOMMbIOTEPbI, Ha

KoTopble Bbl XoTuTe ycTaHoBUTL ViPNet Client ¢ nomoLeto rpynnoBbix noantuk. MNapameTpsl

cOo3gaBaeMbIX rpynn OoCTaBbTe MO YMOAYaAHUIO.

YneHs! rpynnes:

CeoWctea: Protection computers

=

Dfwme | HneHs! rpynsi | YneH rpynn I Ynpaenaetca |

Wmn

i vanovpe
1A Komarov-pc
1 Popov-pe

MNanka pomennsn: cnyxG Active Directory
infotecs local /Computers
infotecs local /Computers
infotecs local \Computers

YoanuTe

| OK | | Omaera | | MpumeHnTs

Pucyrok 4. Cocmas 2pynnel KOMNeromepos

2 Co3pgaiiTe HOBbIN 06BbEKT rpynnoBon noantnkmn (GPO) n cBaXMTE ero ¢ AOMEHOM.

YnpaeneHwe rpynnosoi Noax

g
5l ®ain  [feiictene  Bug  Owkno  Cnpaska
= B EE-

4 [ZL fomensl

|5, ¥npaenexue rpynnoecii noanTikoi
] _ﬁ Nec: infotecs.local

infotecs_local

CocToAHME | CERSEHHLIE OB LEKTE rp

4|3

COB,II,ETb obBeKT I'p}fI'II'IOBOﬁ MNOAWTUEN B 3TOM JOMEHE W CEAZATE EMND... |

o
=

L..
-UEHVVVV
G 2

[l

Co3gaHue obwe

CeA3aTe CyLECTBYHLLMIA 0BBEKT rpynnoBei NoANTHEN...

EﬂOKHpOBETb HacnejoeaHNe

MacTep MogennpoeEaHUA FpYNINCEoH NoAWTHKN. .
Co3jaTe NogpasgensHne

Haiitu...
CMEHNTE KOHTPONAER ACMEHE..
¥aanute

Active Directory - NoAe30BaTENN M KOMMBHOTEREL.

Bug

Hosoe okHo oTcroga
OBHoBuTE
CeoiicTea

Crnpaeka

PucyHok 5. Co30aHue H08020 06bekma 2pynnosoli NoAUMUKU
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OTKpoWTe OKHO CBONCTB OBBbEKTa rpynnoBOW NOANTUKM U Ha Bkaagke O6nactb B pasgene PunbTpbl

6e3onacHOCTM HaXxXxMuUTe KHomMky flo6aButb, UTobbl 06aBUTHL CO3aHHbIE paHee rpynnbl

KOMMbHOTEPOB.

¢

2L Qaiin  feiicteme Bua  Owno  Crpaska

= =p| & =H X HE

= YnpaeneHwe rpynnosor NOAUTAKOR

(= [= |

(5l Ynpasnenwe rpynnosoil noauTiioil
4 _ﬁ Jec: infotecs.local
4 (55 Jomensl
4 F3 infotecs.local
5/ Default Domain Palicy
5| Yeranoeka ViPMet Client 4.5
4 2] Domain Controllers
s/ Default Domain Controllers Policy
4 [ 5 OBbekTsl rpynnesoii noauTn
'=[ Default Demain Controllers Policy
=/ Default Demain Policy
=/ Ycranoska ViPMet Client 4.3
b [ Gunetpel WMI
[ m HauaneHele 0BLekTEl rpynnoeci NoanTkn
I @ Caitel
56 MogennposaHue rpynnos il NoanTHKK
4 PesyneTatel rpynnoeoii noanTuim

YcraHoeKa ViPNet Client 4.5

OBnacts |CBBJJ.EHHH | MNapameTpel Iﬂenernposaﬁne I CocTostme |

Censn

MokasaTs CEASKM B PACMIoNoXKEHA: |infotecs Jocal

C GPO ceRzaHel chemyolre caiTsl, AoMEHE! W NOAPAZAENEHUA:

PasmewBhue MpuHymmtensHel  CeAsk sapeicT... Mys
Ei5infotecs Jocal Her Oa infotecs local
PunsTpis GezonacHocTM

[apameTpil faHHoro ofibeKTa rpyNNosoi NoNMTMKK NPMMEHAIOTCA TOMLKO A7
CNEAyHOLLMX MPYTN, NONL30B3TENSN W KOMMLIOTEPOE:

Wms -

53_, Protected computers (INFOTECS"\Protected computers)

| OogzenTs. .. | |

Yoanute | | CeoiicTEa |

PucyHok 6. Ceolicmea ob6bekma 2pynnogoli noumuku

U.l,eﬂKHVITe obbekT prI'II'IOBOIZ MNONTUKKN ﬂpaBOI7I KHOMKOM MbILLIN U Bbl6epI/ITe NYHKT N3meHunTb.

B okHe peaakTopa rpynnoBbIX NOANTUK Bbl6epI/ITe pasaen KOHq)I/ﬂ'yan.VIﬂ KoMmnbroTEpa >

MNoantukm > KoHdurypauma nporpamm > YcTtaHoBKa nNporpamm.

LLlenkHWTe NpaBoli MbILLKON pa3gen YcraHoBKa nporpamm, Bbibepute Co3aatb > MakeT u ykaxuTe
ceTeBOl NyTb K MSI-nakeTy areHTa Hy>XHOW pa3psAHOCTU. HaxkxmuTe KHOMKY OTKpPbITh.

B okHe Pa3BepTbiBaHMe NporpamMm BbibepuTe MeToZ pa3BepTbiBaHUA Ocobbli.

ViPNet Client 4. PykoBoacTBO nosib3oBaTens
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Main  Jdelictene
I IEEEEN?

Monutnka Ycranoexa ViPNet Client 4.5 %86 || Hazeanue Bepc... Coctosune pa.. Wcroununk

A KoHdurypauma kemnstotepa
a ] Monwrikm
4 [T Kondurypauma nporpamm
v,
p [ Kow | Cozpate 3
b Agm Bug

Bua  Cnpaeka

iy

Het 3nemenToe 4na OToﬁpa)KEHHH E 3TOM EWNJE.

I [ Hactpoi
4 4% Konpurypa Bcrasute
b ] ToawTi OBHoBWTE

BriGepuTe MeTog pasEEpTEIESHUA:

I+ [ ] Hactpoi SkcnopTMpoEaTe ©

G

Cnpaexa

() nyBnMuHBIA

() HasHa4EHHLIA

COBAEHHE HOEOMD 3.

BoifepuTe 3T0T NapameTp ANA HACTPOIKK NapaMETROE
AYBAMKSLMA MAK HESHAYEHMA W ANA BHECEHWA MSMEHEHUA B
naKeT.

0K || Omera

PucyHok 7. [lobassieHue ycmaHo804HO20 hakema

8 B okHe CBOWCTB YCTAaHOBOYHOrO nakeTa Ha Bkiagke Moaudunkaumm ykaxmTte ceTeBon NyTb K
cooTBeTcTBYtOWEMY dariny MST.

Ofiwwme | Passepbisatue I DEHOEneHMA
Kateropim | Mo grgmraim | BezonacHocTs

MOII,HEPMKELI,HH WnK1 I'IpeOﬁpaSOEIEHHﬂ MOSBONAKDT HACTPAWMEaTE NAKET K
MPMMEHA TCA K HEMY B ¥K333HHOM HWXE NOPAOKE

Mommdmicarym:
WdcOTWIP Metl

|Qoﬁam1'h... | | YoanuTe

Brumarve! He Hamamvaiime knomky "OK" oo Tex nop, noka sce
npaeuna npeopasosaHA He 0oBaBNeHs! M He ynopAaoueHs!. [na
nonyyeHnA Gonee NogpobHeX CESOSHWIA WENKHNTE MPAE0A KHOMKOM
MEIWA Ha crivcke " MoguduKawm” v B NOABMELISMCH MEHID
BrIBepWTe KomaHay "YTo aTo?"

oK || omew |

PucyHok 8. lobasneHue ¢alinos Hacmpoek MST

9 Ha Bknagke OB6HOBAEHUA yaannTe BCe CTPOKN M3 cnncka MpunoxkeHns, obHoBAseMble AaHHbIM
nakeTom.

10 Ha Bknagke Pa3BepTbiBaHME HaXMUTe KHOMKY [LlONOAHUTENbHO, 3aTEM B OKHE JOMONHUTENbHBIX
napameTpoB:
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o

o

ycTtaHoBUTe dpaaxkok He ncnonb3oBaTh A3bIKOBbIE YCTAaHOBKM NPU pa3BepTbiBaHUK;

cHumnTe dnaxok Caenatb 310 32-paspsagHoe X86 npusioxkeHne JOCTYNHbIM Ans
KOMMbIOTEPOB ¢ apxutektypon Win64.

[ononHWTeNLHbBIE NapaMeTpel pa3sBepTeIBAHWA -

[pnonHMTEnNEHBIE NapaMETPbl PASEEPTHIEEHHA MaKeTa:
He Wcnone=oeats BSLIKOBLIE YCTAHOBKW MPX PASEEpTLIESHMM

D;Cu,gnam 370 32-pazpagHoe XB6 NpUNoXEHME ADCTYMHEIM ANS |
KOMMboTEpos ¢ apmTeTypoi Wing4,

[] BniouaTs mwhdopmawmio of OLE knacce w npoaykTe.

[ononHMTENEHBIE AMArHOCTMYECKME CEEASHWA:
Koanpoaykra: {ESADEED5-255A-4BAD-94E5-24B95F4E22E 3}
PazeepHyTo: 0

Wme cuenapus:  \iinfotecs local\SysVolinfotecs local
“Policies
\{3DBCEFEF-D5EA-43AA-BBE5-B40298720D4ER}
“WMachine“\Applications
\{61805815-5091-4A75-BEET-45AGBECATE 13} aas

| oK || Omvera |

PucyHOK 9. lonosiHumensHeole napamMmempesl pazgepmeledHUA

11 MNpw HeobxoaumocTn noeTopuTe Warn 6-10 ans MSI-nakeTa areHTa Apyro paspsgHoOCTy.

12 Ec/vn Bbl XOTUTE OTK/IOUNTL XYpPHasMpoBaHue npoLecca yctaHosku nporpamm ViPNet Client,

BbINOJIHUTE Caeayrowne Ael‘/’ICTBI/IFII

12.1 LLlenkHUTe NpaBoi KHOMKOW MbILLN CO3/aHHbIA O6BbEKT rPYMNNOBON NOAUTUKMN U BbibepuTe

KOMaH4y N3meHnTb.

12.2 B okHe pefakTopa rpynnoBbIX NOANTUK Ha NaHENN HaBUraymnm Bbl6epI/ITe pasaen

KoHpurypauusa komnbrotepa > Moantnkm > AgMUHUCTPaTMBHbIE WabaoHbl > KOMMNOHEHTBI
Windows > YcraHoBwmk Windows.

12.3 Ha naHenun NPOCMOTpPa ABa>XKAbl LLENKHUTE NapaMeTp OTtkntoueHue BeAeHuA XXypHaaa C

NMOMOLLbIO NMapaMeTpPoB NnaketTa N B OTKPbIBLUEMCA OKHE YCTaHOBUTE NEPEK/IFOYaTE b B
noaoXeHne BkaroueHo.

13 Mocne TOro Kak Bbl co3pgaante 0b6beKkT I'pyI'II'IOBOl‘/II NOJINTUKW ANA aBTOMaTMYeckomn YCTaHOBKM

HeO6XOAVIMO nepesarpysntb KOMNbHOTEPDI nosib3oBaTenen.

MpumeuaHune. O6HOBAEHWE FPYNMOBbIX MOANTVK Ha KOMMbOTEPAX MoJib30BaTeNe MOXeT
MPONCXOANTbL He Cpa3y, eCIMN Ha KOHTpOoJIepe JoMeHa 3aZaH 60o/bLLIOV UHTEPBaN BpeMeHU Ans
06HOBEHNA NOANUTKK (MO yMonUaHno — 90 MUHYT). B 3TOM Ciiyyae Bbl MOXETe MHULMUPOBATH
HeMea/eHHOe OBHOBEHWE TPYMMOBLIX MOANTUK, A5 STOFO B KOMaHAHol cTpoke OC Windows
BbINONHNTE KOMaHAy gpupdate, a 3aTeM rnepesarpysnTe KOMMbIOTEPbI NOJib30BaTeNel.

[ng OTNOXEHHOro O6HOBAEHUA rPYMMNOBbLIX NOAUTUK B Paiifie parameters . xml yKkaxuTe gaTy
1 BpeMms A/1f napameTpa StartTime M BPeMs OTCPOUKM B CEKYHAAX ANA NapameTpa

CheckForNewCommandsMinutes.

ViPNet Client 4. PykoBoACTBO nosib3oBatens |

39



Ha komnbtoTepax nonb3osatenei yctaHoBka ViPNet Client 6yaeT BbINONHATLCA B HEBUAUMOM A5

NoJIb30BaTeNs PeXXMMe BO BPEMS 3arpy3Ku OrnepaumoHHON cuctemsl. [Nocie ycTaHOBKM MPOrpaMMHOro

obecneueHms ViPNet Client 1 3arpy3kun OC Ha KaXaoM CETEBOM Y3/1e NOABUTCA COObLLEHNME C
npea/soXKeHNeM YCTaHOBUTbL ANCTpUBYTMB Kkatouer ViPNet.

[E9 viPNet Client [==3a]

e Ha Bawew koMnetoTepe yoranosneHo MO ViPNet, Ho nporpaMMa He MoeT BbiTe 3arpyMeHa No NPH4MHE OTCYTCTENA KIIKYER,

KOTUTE YCTAHOBMTE KIKOHM Ceit4ac?

Na ] | Het

Pucyrok 10. lNpednoxeHue ycmaHo8uUMs KA4U

Ans yctaHoBKkM ancTpubyTmBa kntover ViPNet B okHe ¢ coobluieHnem Haxmute kHonky fa. OTkpoetcs
OKHO MPOrpaMMbl YCTAHOBKW K/tOUEW, CiesyinTe MHCTPYKLUWAM B pasgese YCTaHOBKa CPaBOYHUKOB U

KAHOUen ofHOro nosb3osatens (Ha ctp. 53). Npy HeO6XOANMOCTN Bbl MOXETE 0TKa3aTbCs OT YCTaHOBKM

AVICTpI/I6yTI/IBa KJHOUYEN 1 BbIMOJHUTD e Mo3Xe, ANA 3TOro B OKHe C COO6LLI,€HVI€M Ha>XXMUTe KHOMKY Her.

Co3zpaHve dpanna TpaHchopmauimm MST

®ainn TpaHchopmanmm MST no3BonseT 3agaTb NapaMeTpbl 415 yCTaHOBOYHOro naketa MSI. Ans

ycraHosku MO ViPNet c nomoLpsto rpynnosbix noanTuk areHTy ViPNet Tpebyetcs ykasatb nyTb K daiiny ¢

napametpamu ycraHoBku 10 ViPNet (parameters.xml). [TOCKONbKY 3TOT NyTb 3aBUCKT OT CETEBbIX

HacTpoek B opraHusauum, To cosgaHue danna MST cnesyeTt BbINOAHATL aAMUHUCTPATOPY 3TOM
opraHusauun.

Ans cozpaHna dainna TpaHchopmaumm MST:

1
2

YcraHoBuTe nporpammy ORCA MSI Editor.

B nporpamme ORCA B meH1o File BbibepuTe nyHkT Open nan HaxmuTe codeTaHme knasumi Ctrl+0,
3aTeM ykaxuTe nyTb K dainy areHTa (vpndagent RUS xxxx.msi) HY>XHOWN pa3psagHOCTY.

B meHto Transform Beibepute nyHkT New Transform.

B cnucke Tables Bbibepute Tabaunuy Property 1 HaxxmuTe couetaHune knasuw Ctrl+R.
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& vpndagent_RUS_1.0.0.8.msi (transformed by Untitled) - Orca = =] =

File Edit Tables Transform Tools View Help

O = o

Tables A i —— ~
FeatureComponents Add Row -_m
File
lcon
InstallExecuteSequence
InstallllSequence ?PMDBW PARAMETERS
LaunchCendition
ListBox
LockPermissions
Media
MsiFileHash
Property
RadicButton 24B93F4E;
Reglocator
Reqistry Calumn

RemoveFile Value - Localizable Sting[0], Required
RemoveRegistry

Shortcut \WDCOTWiPNe] |
Signature
TextStyle
UlText [ ok | [ cened |
Upgrade
_Validation

Name Valus

Value

Wil < m >

Tables: 40 Property - 6% rows Property - String[72], Key

PucyHok 11. fJobasneHue ceolicmea Parameters 0aa ¢patina MST

5 B okHe Add Row ans napametpa Property BBeanTe 3HaueHne "PARAMETERS", ana napametpa Value
— ceTeBOW nyTb K Nanke c ¢aI7IJ10M parameters.xml.

6 B meHto Transform BbibepuTe nyHKT Generate Transform v coxpanute pain TpaHchopmauun B
yKa3aHHOW Bbille CeTEBOW Marnke noj MMeHeM vpnagent .mst.

7 TMpw HeobxoammocTn cosganTte darn MST ana MSI-nakeTta areHTa Apyron paspagHOCTW.
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YnaneHHas yctaHoBka ViIPNet Client

ApamuHuctpatop cet ViPNet MOXeT BbINMONHUTL YCTaHOBKY UM OOHOB/IEHWE MPOrpamMMbl
ANCTaHLMOHHO, MOAKIHOUMBLLNCD K YAa/eHHOMY KOMMbrOTEPY No npoTtokosy RDP.

BHumaHue! Ha yaaneHHOM KOMMNbloTepe A0MKHO ObITh paspeLleHo NoAKAroYeHe K

yAaneHHOMy paboyemy CTOY U HAaCTPOEH BXOZ, B cMcTeMy 6e3 HaxaTus KnaBuLL

Ctrl+Alt+Del. MogpobHee cm. HacTpoiika aBTomaTnueckoro Bxoga B OC Windows (Ha
//A\ cTp. 208).

[ns nogxntoUeHns Ha yaaneHHOM KOMMbIOTEPE CedyeT UCMO/b30BaTh YUYETHYHO 3amnnch
Windows, obnagaroLyto npaBamuy agMUHUCTPATOPa W 3aLLMLLEHHYHO MNapOoseM.

[ns AMCTaHUMOHHON yCTaHOBKM nNporpammHoro obecnedeHus ViPNet BbinosHWTe creayrolme AencTBus:

1 CkonupyWTe Ha yaaneHHbl KOMMNbOTEp Nporpammy yctaHosku ViPNet 1 Habop kiatouen ans
ceTeBOro y3na (ban *.dst Uam * .enc).

2 C nomoupto cTaHaapTHoM nporpammbl Windows «[MogkatoueHune K yaaneHHoOMY pabouemy CTony»
yCTaHOBUTE JOBEPEHHOE MOAK/IOYEHNE K YAaEHHOMY KOMMbIOTEPY, Ha KOTOPbI TpebyeTcs
ycraHoBuTb MO ViPNet.

3 B ceaHce yganeHHon pabotbl BbinoaHuTte ycraHoBky MO ViPNet (cm. YcraHoska ViPNet Client Ha
cTp. 30).

4 Tlo 3aBepLUEHNM YCTaHOBKM NMPOrPaMMbl OTKPOETCA OKHO C NMPeaioXKeHNeM YCTaHOBUTb Habop
Katouen. Haxxmute kHonky fla, ykaxkuTe pacnonoxeHve Gana *.dst (*.enc) U cneaynTte yKkasaHUAM
MacTepa yCTaHOBKM K/toUew.

Mocne 3aBepLUEHNS YCTAHOBKW, €C/IN HEOBXOAMMO, Nepe3arpysmnTe yaaneHHbI KOMMbHOTEp.
YaaneHHbii ceTeBoin y3en ViPNet rotos k paborte.
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O6bHoBneHre ViPNet Client

Mpw BbINYCKE HOBOW Bepcumn nporpammbl ViPNet Client, Bbl MOXeTe 06HOBUTL NMporpamMmy,

YCTaHOBJIEHHYIO Ha ceTeBOM y3ne. [epes obHOBEHWEM Nporpammbl ybeamnTecs, YTo cobarogatoTcs

cnepyrowmne ycioBus:

KomnbroTep cOOTBETCTBYET CUCTEMHbBIM TpeboBaHMsAM (cM. CuctemHble TpeboBaHUs Ha cTp. 23), Ha
HeM He yCTaHOBJ/IEHbl CTOPOHHWE MeXCeTeBble 3KPaHbl 1 NPUAOXKeHWs, obecneymBatoLime
npeobpasoBaHue ceTesbix agpecos (NAT).

Ecnv KoMnbrOTEP HE COOTBETCTBYET YKa3aHHbIM TPebOoBaHMsAM, TO NPW YCTaHOBKE MPOrpamMmmMbl C
NOMOLLbIO MacTepa NosSBUTCSA COObLLLEHNe O npobaemax coBMecTuMocTu. Mpu gpyrix cnocobax
YCTaHOBKM COOBLLEHME HE MOABUTCA, MPOrpamMma yCTaHOBJ/IeHa He byaeT.

Ha komnbroTepe yctaHoBAEeHa nporpamMma Bepcum 4.3.2 v Bbilwe. Ecn y Bac yctaHOB/IEHa
nporpamma 6osee paHHeln Bepcum, TO CHayana obHoBUTe Nporpammy ao Bepcumn 4.3 (2.37273).
3aTeM 3akpoiTe nporpaMmmy 1 o6HoBUTE ee A0 Bepcun 4.5.x.

Ha komnbroTepe ycraHoBaeHa nporpamma ViPNet MoHutop. Ecamn y Bac yctaHoB/ieHa TONbKO
nporpamma ViPNet [lenosas nouta 6e3 ViPNet MoHMTOp, TO OGHOB/EHWE HA HOBYHO BEPCUIO
nporpamMmbl HEBO3MOXHO.

JnueHsuns Ha ceTb ViPNet pa3peluaet ncnoab3oBaTb HOBYHO BEPCUIO NMPOrpaMMHOro obecneyeHms.
Ecan Bbl ycTaHOBMTE Ha CETEBOM Y3/1€ HEAOMYCTUMYHO BEPCMIO MPOrpaMMHOro obecneyeHus, ero
HEeBO3MOXHO ByzeT 3anycTuTb. B aToM cayuyae ans BOCCTaHOBAEHWA PaboTOCNOCOBHOCTH CEeTEBOrO
y3/1a yAanmTe HOBYHO BEPCUIO NPOrpaMMHOro obecneyeHuns, 3ateM yCTaHOBUTE BEPCUIO,
MCNo/ib30BaHMe KOTOPOI pa3peLLeHo NAULLEH3NEN.

Ecan Ha komnbroTepe ycTaHoBeHbl nporpammebl ViPNet IDS HS n Wireshark, To nepea o6HoBaeHnem
BbIMOJIHATE BOCCTAaHOBJIEHWE Nporpammbl. s 3toro B MeHto Myck Bbibepute ViPNet > HacTtpoiika
komnoHeHToB ViPNet Client.

Ecam Ha komnbloTepe ycTaHoBAeHa nporpamMma SafeDisk-V, BeinonHWTe pekomeHgaumm pasgena
O6HoBNEHME NpU NCNoAb30BaHMKN Nporpammbl SafeDisk-V.

Mpw 06HOBAEHMM NpOrpamMMbl € Bepcum 3.x cHadana obHosuTe MO Ha KoMMbtoTEpE
agMmuHncTpatopa cetn ViPNet (Ha ceTeBoM y3ne ¢ nporpammoit ViPNet LieHTp ynpaBaeHus ceTbto).
3710 HeobxoAMMO AN Toro, UTobbl B LIYCe npaBuabHO oTobpaxkannch pesyabTaTbl PacChbiakm
OBHOBNEHN CNPABOYHMKOB U KIHOUEN.

Mpw o6HOBAEHMM NpOorpamMMbl € Bepcum 4.3 cHauana obHosumTe MO Ha BCex KOMMbOTEPaxX CeTH
ViPNet, a 3aTem Ha koMnbtoTepe ¢ nporpammolt ViPNet LleHTp ynpaBieHus ceTbto.

Bbl MOXeTe BbINOJIHNTL OOHOB/IEHNE HECKONBKUMW CrOCcobamMu;

Mprem 06HOBAEHWSA, OTMPABAEHHOIO LIEHTPaNM30BaHHO Ha CeTeBble Y3/bl aAMUHNUCTPATOPOM CETU
ViPNet c nomowbto nporpammsbl ViPNet LleHTp ynpaBaeHus cetbto. Takoe obHOBAEHME
npuHMMaeTcs aBToMaTnyeckn (cM. O6HoBeHMe, oTnpasaeHHoe 13 ViPNet LleHTp ynpasaeHus
CeTbio Ha CTp. 44).
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o (OO6HOBNEHME C MOMOLLBIO TPYMNMOBbLIX MOAUTUK (Ha CTP. 44) "nbo OBHOBIEHNE C MOMOLLBHO LIeHTpa
obHoBseHns Windows (Ha cTp. 44). O6HOBNEHUS AAHHOIO TMMa LeHTPaM30BaHHO OTNPAaBASIOTCA Ha
ceTeBble y3/bl agMUHUCTpaTopoM ceTn ViPNet ¢ noMoLLbio CpeACTB CO34aHMA rpynnoBbIX NOAUTUK
Windows.

o (O6HOBAEHME BPYYHYHO C MOMOLLbHO HOBOFO YCTaHOBOYHOIO darina (cM. O6HOBAEHME C MOMOLLBH
yCTaHOBOYHOTO (aina Ha cTp. 45).

ObHoBeHMe, otnpasneHHoe 13 ViPNet LleHTp
YMPAaBAEHNA CETbHO

O6HoeneHue ViPNet Client, otnpaeneHHoe 13 ViPNet LleHTp ynpaBaeHus ceTbto, MOXHO NPUHATL Ha
ceTeBOM Yy3e ¢ nomoupto nporpammbl ViPNet Cuctema obHoBaeHus (cm. O nporpamme ViPNet
Cuctema obHoBAeHUA Ha cTp. 84). B 3aBUCMMOCTN OT HacTpoek, O6HOBAEHME NPUHNMAETCA
aBToOMaTnyecku, NMHo BaM HEOOBXOANMO MPUHATL €ro BPYUHYHO (CM. YCTaHOBKa OBHOBAEHWIA BPYUYHYHO Ha
cTp. 86).

Mocne o6HoBneHus ViPNet Client nepesarpy3ute komnbtoTep.

Ecav HoBas Bepcua nporpammebl He Obina yCTaHOBJ/IEHA, BOCMONb3YNTECh PEKOMEHaLMaMMN 13 pa3gaena
He npoxogunt obHoBneHwme MO, oTnpaBieHHoe 13 LleHTpa ynpaBaeHua ceTbio (Ha cTp. 288).

OBOHOBEHME C MOMOLLBHO FPYMMOBbLIX MOANTUK

AamuHuctpatop cetn ViPNet MoxeT oTnpaBuTtb Ha Ball ceTeBoli y3en o6HoBaeHue ViPNet Client B Buge
06HOBAEHUA FPYNMNOBbLIX NOAUTUK. MNonyyeHHble Takum obpazom obHoBaeHus ViPNet Client
YCTaHaB/IMBAKOTCs aBTOMATUYECKN U He TPeBYHOT OT Bac Kakmx-1Mbo LOMOJHUTENbHBIX AEACTBUA.

MoppobHee cm. B pasgene YcraHoska ViPNet Client ¢ nomoLLbro rpynmnoBbix MOAUTUK (Ha CTp. 34).

OBbHOBEHME C MOMOLLBHO LleHTpa 0bHOBAEHMS
Windows

AamuHuctpatop cetn ViPNet MmoxeT oTnpaBuTb Ha Ball ceTeBol y3en obHoseHme ViPNet Client,
yCTaHaB/IMBaeMoe ¢ nomoubto LieHtpa obHoeneHns Windows. [lns 3Toro agMmMHUCTpaTop UCnosiblyet
CpeAcTBa ynpaBnaeHus obHoBaeHUAMU (Hanpumep, Microsoft System Center Essentials).

YTobbI YCTaHOBUTb NOJIy4Y€HHbIE O6HOBJ'I€HI/IH, BbINOAHUTE Caeayrowne Ael‘/IICTBI/IFIZ

1 B meHto Myck BbibepuTe Bce nporpammebl > LieHTp o6HoBAeHns Windows (wav MapameTpsbl >
LleHTp o6HOBAEHUSA).
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2 B otkpbiBweMcs okHe LieHTp o6HoBAeHMa Windows npoBepbTe Hasnume obHoBAeHWI. [pu
HaAnuMm obHOBAEHUI ByaeT OTOGpaXaTbCs KHOMKa YCTaHOBUTb O6GHOBEHUS.

3 Boibepute s yctaHoBKM 06HOBAEHMSA nporpamMy ViPNet. 3aTemM HaxxMuTe KHOMKY YCTaHOBUTb
o6HoBNEHMA.

4 [loxautech 3aBeplueHmMs npouecca 0bHoBAeHUS. [Tpn HEOBXOANMMOCTM Nepe3arpy3nTe KOMMNbIOTEP.

OBHOBNEHME C MOMOLLBHD YCTaHOBOYHOTO dakna

MonyunTe yCTaHOBOUHbINV Pailn HOBOM BEPCUM NPOrpaMMbl. 3aTEM BbIMOJHUTE CleAytowmne AeCTBIA:

=]
1 3anycTute ycTaHOBOUYHBIN daiin Y n goxantecs 3aBepLueHuns NpoBepkn Ha COBMECTUMOCTb
Ballero komnetotepa v nporpammel ViPNet Client.

2 Ecau Bbl xoTuTe, uTOBLI Nocie ob6HoBAeHUA ViPNet Client 6bl1a aBTOMaTUUYECKW BbIMOJAHEHA
nepesarpyska KOMMNbHOTEPaE, YCTAaHOBUTE COOTBETCTBYHOLWMIA dnaxok B okHe ObHoBneHune ViPNet
Client.

3atem Haxxmute kHonky O6HOBUTB.

3 Ecam ¢ HekoTopbIMK NpuaoxeHuamm ViPNet pabota He Bbina 3aBepLueHa, MOXET MNOABUTLCA
coobLueHre 0 HEBO3MOXHOCTM NX 0BHOBAEHWMA. B 3TOM cnyvae 3aBeplumnTe paboTy C HUMW, Nocse
yero Bbl CMOXeTe NPOAOCIKNTL OBHOBAEHME.

4 Ecav B npouecce 06HOBEHMA NOABUAOCH cOObLLeHne «OBHapyXeHbl Npo6emMbl COBMECTUMOCTM,
BbIMOJIHUTE NPEeA/IOXKEHHbIE PEKOMEHAALUN U NMPOJOIXKNTE YCTAHOBKY MPOrpamMMbl.

5 TMocne o6HOBAEHWs Nepe3arpy3ute KOMMbIOTEP, ECAN Nepe3arpyska He BbIMoJHMAACh
aBTOMaTUYECKM.

MpumeyaHue. Eciv B Ballel onepaumoHHON cucteme BKIOYEHa GYHKLMS BbICTPON 3arpysKku
Fast Startup, ans 3aBeplieHns obHosneHMs ViPNet Client He0CTaTOUHO BbIKAHOUWTL U CHOBA
BKJIHOUNTb KOMMbLOTEp. Heo6x0AMMO BbIMOAHWUTL €ro nepesarpysky.

YnaneHHoe obHosaeHme 10 ViPNet Client

Ecnm Tpebyetca BbinonHuTb ob6HoBAeHMe 10O ViPNet Client Ha yaaneHHOM KOMMbIOTEPE, aAMUHUCTPATOP
cet ViPNet Mo>eT BbINONHUTL OBHOBAEHME ANCTaHLMOHHO, MOAKAKOUMBLUNCE K YAaJNEHHOMY
KoMnbroTepy no npotokoay RDP. Ans ancraHumoHHon yctaHoBkK MO ViPNet Client ¢ aBTomaTmnueckom
nepesarpyskou yAaseHHOro KoMnboTepa BbIMOAHUTE cheaytolime AeCTBUA:

1 C nomoubto ctaHgapTHon nporpaMmbl Windows «[loakntoueHmne K yaaneHHoMy pabouemy ctony»
yCTaHOBMTE 3alUULLEHHOE NMOAKIHYEHME K yAaNeHHOMY KOMMbIOTEPY, Ha KOTOPOM TpebyeTcs
BbINoHUTE 0b6HoBAeHMe MO ViPNet Client.
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BHumaHue! Ha yaaneHHOM KOMMbloTepe JOAXKHO ObITb pa3peLleHO NOAKAOUEeH e K
yAaneHHOMy pabouemMy CTO/ly U HaCTPOEH BXOA B cucTemy be3 Haxatus knasuw Ctrl+Alt+Del.
A\ MogpobHee cMm. HacTpoiika aBTomatunueckoro Bxoga B OC Windows (Ha cTp. 208).

[ns nogxntoueHns Ha yaaneHHOM KOMMbroTepe CeAyeT NCMOb30BaTh YYETHYHO 3anunch
Windows, obnagatoLlyro npaBamMmu agMUHUCTPATOPa W 3aLLMLLEHHYHO MapOosIEM.

B ceaHce ypaneHHon pabotbl Bonamte B nporpammy ViPNet MoHMTOp B pexnme agMuHUCTpaTopa
(cm. PaboTa B nporpamme B pexume agMMHUCTpaTopa Ha cTp. 212).

Y6epunTech, UTO B OKkHe HacTpolika napameTpoB 6e3onacHOCTM Ha Bkaagke AgMUHUCTPaTop
yCTaHOBAEeHbI GaaxKky Pa3pelunTb coxpaHeHUe Naposia B peectpe 1 ABTOMaTUUECKN BXOAMUTb B
ViPNet (cMm. lonoaHnTelbHble HaCTPOMKK NapamMeTpoB 6e30MmacHOCTM Ha cTp. 219).

3ateM HaxkmuTe kHornky OK.
B okHe nporpammbl ViPNet MoHuTOp B MeHto ®Paiin Bbibepute NyHKT CMEHWTb NOJIb30BaTeNs.
B okHe Bxoga BBeAWTE Naposib U ycTaHoBUTe daaxok CoxpaHuTb naponb. HaxxmuTe kHomnky OK.

B ceaHce ypaneHHol paboTbl BbinosHnTe obHoBaeHne ViPNet Client (cm. O6HOBAEHME C MOMOLLBLO
yCTaHOBOYHOrO daiina Ha cTp. 45).

B npouecce obHoBneHus MO ViPNet Client B okHe O6HoBneHue ViPNet Client (Ha cTp. 43)
ycTaHoBUTE Giaxkok ABTOMaTUUECKU nepesarpy3ntb KOMMbIOTEP Nocie 06HOoBAeHMS (Npuy
HeobxoanmMocTn).

B NPOTUBHOM C/lydae AN4 3aBepLueHunA 06HOBAEHWSA Bbl AOJ/KHbI BbINMONHUTL Nepe3arpysky
HenocpeaACTBEHHO Ha y3/.1€, Ha KOTOPOM BbINOJIHANOCH ObHOBANEHME.

g BHumaHue! B npouecce ob6HoBneHus MO ViPNet Client Ha yaaneHHOM KOMMblOTepe
coegunHeHune no npotokony RDP 6yaeT npepsaHo.

OBHOBNEHME MPU NUCTMONB30BAHUM MPOrPaMMb

SafeDisk-V

ViPNet Client Bepcum 4.5 He noafep>KMBaeT COBMeCTHYHo paboTy ¢ nporpammoit SafeDisk-V. Moatomy Bbl
He cmoxkeTe ycTaHoBUTb MO ViPNet Client Ha kOoMMbrOTEp C yCTaHOBAEHHOW nporpammMolt ViPNet

SafeDisk-V. Ecam Bbl niaHMpyeTe 0TKasaTbCs OT PaboThbl € 3aLUNLLEHHBIMU KOHTEAHEPaMM U YCTaHOBUTb

HoByto Bepcuto ViPNet Client, BbinoaHWUTe cneaytolime AeACTBUS:

MepeHecnTe faHHble 13 koHTeliHepoB SafeDisk-V Ha KOMNbIOTEP UAN BHELLHEE YCTPOMCTBO.

2 Ypanute nporpammy SafeDisk-V.

ﬂ'flﬂ nepeHoca AaHHbIX U3 KOHTeVIHepOB BbINOAHUTE Cheayrouimne AEVICTBMHZ

3anycTtute nporpammy SafeDisk-V.
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BbibepuTe KOHTEHEP, COAEPIKALLMIA HY>XKHYHO MHOOPMALMIO U HAaXXMUTE KHOMKY MoakaounTb
|
. I'l.

" B okre Mogxatouenme KOHTelHepa 3ajalTe napameTpbl NogkatoueHns n Haxmmte OK.
ABaxapl WeNKHUTE NOAKIOYEHHBIN KOHTEHEP, B OTAE/NbHOM OKHe OTKPOEeTCA ANCK KOHTehHepa.
Ckonupyiite € AUcCKa KOHTeHepa Hy>XXHble dalibl Ha KOMMbIOTEP WAW BHELLHEE YCTPOMCTBO.
MosTopwuTe Wwarn 2-4 ansa Bcex koHTeHepoB SafeDisk-V.

3aBepwunTe paboty ¢ nporpammoit SafeDisk-V n ybeanTech, UTo nepeHeceHHas 13 KOHTeMHepoB
WMHPpOpMaL s BaM JOCTYrMHa.

Mocne 3toro yaanute nporpammy SafeDisk-V ¢ Bawero komnbtoTepa. s 310r0:

1
2

6

3aBepLmTe paboTy C NpOrpaMMoin.

B meHto Myck Bbi6epuTe NyHKT MaHenb ynpaBneHus. B MNaHenn ynpaBneHnsa oTKponTe aneMeHT
MporpaMmbl 1 KOMMOHEHTbI.

B cnucke ycraHoBneHHbIx nporpamm Bbibepute ViPNet Client n HaxxmuTe kHOMKY
Ypanutb/N3meHutb. byset 3anyuieH mactep JobaButs/Yaanuts.

YcTraHoBuUTE nepeknoyvatenb B NONOXKEHNE Yp,anmb BC€ KOMMOHEHTbI N HaXXMuTe ,Cl,anee.

Ha ctpaHuue MoarotoBka 3aBeplueHa HaxxMuTe KHornky FoToBo. B okHe coobuyeHme 06 ocTaBLINXCS
darinax 1 nankax nNoJsib3oBaTeNs Haxmmute KHonky Aa.

Y106kl 3aBeplumnTb Npouecc yaaneHuns ViPNet SafeDisk, nepesarpysute komnbtoTep.

Tenepb Bbl MOXeTe ycTaHOBUTL HOBYtO Bepcuto [0 ViPNet Client (cm. YctaHoBka ViPNet Client Ha
ctp. 30).

BoccTaHOBAEHME AaHHbIX M3 KOHTENHEPOB
SafeDisk-V

Ecnn nocne ueHTpannsosaHHoro obHoBaeHuns MO ViPNet Client Ha Bepcuto 4.5 Bbl noTepsaan goctyn K

BaXkKHbIM ZaHHbIM 1 nporpamma SafeDisk-V He 6blna yaaneHa, JaHHbIE N3 KOHTEAHEPOB MOXHO
BOCCTaHOBWTb. [pn 3ToM HekoTopble HacTpoiku MO ViPNet Client 4.5 moryT 6bITb cOpoLLeHbl B
COCTOSIHWE <O YMONUAHMIO>.

,ﬂ'flﬂ BOCCTaHOBNE€HWA AaHHbIX BbIMOJHUTE CejyroLline AEI‘/JICTBVIFIZ

1
2

Yaanute nporpammy ViPNet Client 4.5 6e3 yaaneHvs nonb3oBaTeNbCKNX AaHHBIX.

YcraHoBuTe nporpammy ViPNet Client 4.3. Hy>XHbIN AUCTPUOYTMB Bbl MOXETE 3anpocuTb B Ciyxbe
TexHMYeckomn noaaepxku (cM. ObpaTtHas cBsA3b Ha CTp. 28).

3anyctute nporpammy ViPNet Client, 3atem nporpammy SafeDisk-V.
MoAKNOYNTE KOHTENHEP U CKOMUPYITE HYXKHbIE Gaiisibl Ha KOMMbIOTEP AN BHELLIHEE YCTPOWCTBO.

3aBepwunTe paboty ¢ nporpammoit SafeDisk-V n ybeanTech, UTO NepeHeceHHas 13 KOHTeNHepoB
nHbopmMaL s BaM AOCTyrMHa.
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6 Ypanute nporpammy ViPNet Client 4.3 6e3 yaaneHus nonb3oBaTenbCkUX JaHHbIX U YCTaHOBUTE
Bepcuto 4.5 (cm. Ycranoska ViPNet Client Ha cTp. 30). MNpun He0bXx0AMMOCTW, HacTpoKrTe NporpaMmmy
Ans pabotbl B Bawwei cetn ViPNet.

Tenepb Bbl MOXeETe NPOAOMIXNUTL paboTy ¢ HoBoW Bepcumeli nporpammbl ViPNet Client.
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[lobasneHve, yaaneHume v
BOCCTAHOBJ/IEHME KOMMOHEHTOB

Mpy HEOBXOANMOCTIN Bbl MOXETE YCTaHOBUTL UK yAanuTb koMmnoHeHTbl ViPNet Client, a Takke
BOCCT@HOBWTb NpOrpaMmy npu obHapy>XxeHun noepexaeHnin. [na atoro:

1 B meHto Myck Boibepute ViPNet > Hactpolika komnoHeHToB ViPNet Client uaun 3anyctute
=]
YCTaHOBOUHbII (aiin &
2 B okHe YnpasneHue coctaBoMm ViPNet Client BbibepunTe HYy>XKHOe AeNCTBUE U HAXXMUTE KHOMKY
Danee.

jﬂ)’craHomca ViPMet Client EI = @

Ynpaenexue coctasoM ViPNet Client

9 |AzMeHuTE cocTae

BoCCTaHOBUTL

ViPNet

[ Janee > J [ OTMmeHa

PucyHok 12. iameHeHuUe ycmaHoeieHHbIX KOMNOHEHMOo8

3 Ecau Bbl ycTaHaBAMBaeTe MK yaanseTe KOMMNOHEHTbI MPOrpaMMbl, YKaXMUTe HY>KHble KOMMOHEHTbI Ha
CTpaHuue Bbibopa. 3aTeM HaxXmuTe KHonky Janee.

[ns aBTOMaTMUeckon nepesarpysku nocne 3aBepLieHns naMmeHeHui B NO ycraHoBuTe
COOTBETCTBYHOLLUMIA GAaXKOK. 3aTeM HaxmuTe KHonky MpumeHnTs.

4 Jloxautech 3aBeplueHns n3MmeHeHmi B nporpamme ViPNet Client.

Ecav Bbl He ycTaHOBMAW diaXkok aBTOMaTUUECKON nepe3arpysku, nepesarpysunte KOMMboTep
BPYUHYH, UTOObI M3MEHEHWs BCTYMUAN B CUIY.
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Ynanenme 10O ViPNet Client

Mpn HeOHXOAMMOCTU Bbl MOXETE MONHOCTLIO YAanuUTb C KoMnbloTepa nporpammy ViPNet Client n Bce ee
KOMMOHEeHTbI. [1py 3TOM Bbl MOXETe COXPaHUTb NOb30BaTeNbCKMNE JaHHble, COOPMUPOBaHHbIE U
ncnosb3yemble BO BpeMst paboTbl: cnpaBoYHMKN U katoun ViPNet, HacTponkin napameTpoB paboTl
nporpammel, n1ucbma nporpammbl ViPNet lenosas nouta v gpyrue.

BHumaHune! HaunHas c Bepcuu 4.5, B nporpammy ViPNet Client Bxoaut komnoHeHT ViPNet IDS
/A\ HS. Ecnm y Bac yctaHoBneHa nporpamma ViPNet IDS HS AreHT, 4to6bl He HapywuTb ee paboTy
He yaananTe MO ViPNet Client.

Y106kl nonHocTbio yaanute MO ViPNet Client ¢ koMnbroTepa, BbINOAHUTE Cleytolne AeNcTBUS:

-

B meHto Myck BbIbepuTe ViPNet > Hactpoiika komnoHeHToB ViPNet Client.
2 B okHe YnpaBnenue coctaBom ViPNet Client Bbibepute Yaanutb n Haxxmute kHornky [anee.

3 Ecau Bbl xoTUTE y4ananTb NONb30BaTE/IbCKMNE AaHHbIE, CHUMUTE ¢na>|<0|< COXpaHVITb
noJsib3oBaTte/ibCKne AaHHble.

4 [ins aBTOMAaTM4ECKOW Nnepesarpysku nocae yganeHus MO ycTaHOBWTE COOTBETCTBYHOLLMIA HNAXKOK.

5 [lna npoAosIKeHNA HaXMUTE KHOMKY YAanuTb Bce KOMMOHEHTbI.

Mpumevanue. Ecam npu yaaneHnm MO ViPNet Client Bbl Takke Bbibpanu yaaneHune
NoJIb30BaTeNIbCKUX AAHHbIX U MPU 3TOM JaHHble NCMOAb3YHOTCA 3anyLeHHbIMU MPUIOXKEHNAMM

ViPNet, nosBMTCA COOTBETCTBYIOLLEE NpeaynpexaeHme. B 3Tom ciyyae 3akpoiiTe Bce
npunoxenuns ViPNet n HaxxmuTe kHonky MoBTop.

6 ,ﬂ,O)KAI/ITer yAaneHna nporpaMMHOro obecneyeHus.

Ecan paHee Bbl Bbl6paf||/| aBTOMaTM4eCKyto nepesarpysky KoMnbroTepa, To Nocsie 3aBepLlieHns
yaaneHuma no KOMMbHOTEP 6yAET aBTOMaTM4YeCKn nepesarpy>xeH. NHaue nepesarpysnte KOoMnbkoTepP
BPY4YHYHO, yTO6bI U3MEHEHWS BCTYNW/n B CUy.

YnaneHve B HEMHTEPAKTUBHOM pPeXMME

UTo6b1 yaanuTe nporpammy ViPNet Client 6e3 oTobpakeHus npouecca Ha 3KpaHe, B KOMaHAHOW CTpoke
Windows BbINoaHUTE KOMaHAY:

<IyTb K YyCTaHOBOUWHOMYy o®arry> -gq -uninstall
|_|pl/l HGO6XO,£I,I/IMOCTI/I YKaXXunTte JONONHUTEIbHbIE NapaMeTpPbl:
® -autorestart="yes" — aBTOMaTh4yeCKU nepesarpy>xatb KOMNbHOTEP MO 3aBEPLUEHNN YAaNeHNA;

® -deleteuserdata="yes" — yAa/IUTb NOJIb30BaTENbCKMNE JaHHbIE.
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YCTaHOBKa M OOHOBEHME
CMPABOYHMKOB U KJTHOUEN

YcTaHOBKa CNpaBOYHMKOB W KNtOYENn

Vicnonb3oBaHue CNpaBOYHNKOB “ KJ'II-OHGIZ, YCTaHOBJ/IEHHbIX paHee
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YaaneHue cnpaBoOYHNKOB U KJIKOYEN

[elnicTBus npu kKoMnpomeTaumm Karyemn
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YCTaHOBKa CrpPaBOYHMKOB W KJIKOUeM

YcTaHOBKa CrpaBOYHMKOB U K/tOUel BbINOAHAETCA Npu pa3sepTbiBaHumM MO ViPNet Ha ceTeBOoM y3ne,
npw gobasneHnm HOBbIX NoJsib3oBaTesnen ViPNet Ha ceTeBOI y3es, a Takxke B APYrnx caydasx, Koraa
CNPaBOYHNKN N KNHOUW, YCTAHOB/IEHHbIE Ha y3/e, Bblv MOBPEXAEHbI AN ABAAIOTCA YCTapeBLUVMU.

Ecnu Bbl XOTUTE BbINOAHUTL NEPBOHaYaNbHYH YCTaHOBKY CMPaBOYHUKOB W KAKOUE Ha CETEBOM Yy3e C
O/HWM MOAb30BaTENEM, BbINOJHUTE PEKOMEHAALMN pasaena YCTaHOBKa CrPaBOYHUKOB U KJOYel
OAHOro nosib3oBaTens (Ha cTp. 53).

B cnyuasx, onucaHHbIX HUXeE, Nepes YCTaHOBKOW AOMNOAHWUTENbHO 03HAKOMbTECh C COOTBETCTBYHOLLMMMU
pasgenamu:

e Ecan Bbl XOTUTE OpraHn3oBaTb PaboTy HECKO/IbKMX NOJIb30BaTe/Ieil Ha OJHOM CETEBOM Y3/1e Uan
£806aBNTb HOBOTO MOJIb30BaTENA Ha CETEBOW Y3e/1, Ha KOTOPOM Yy>e paboTaroT Apyrve noab3oBaTeny,
CM. pa3gen YctaHOBKa CNpPaBOYHUKOB U KHOYEN AN HECKONbKMX NMosib3oBaTesel (Ha cTp. 55).

e Ecan Bbl XOTUTE CAaMOCTOATENBHO 3a4aTb Nanky, B KOTOPbIX ByAyT XpaHWUTLCA CNPABOYHUKN U KJIHOUW,
CM. pa3gen PaclunpeHHbI PeXxXMM YCTaHOBKM CPaBOYHMKOB 1 kKatoyer (Ha cTp. 56).

e Ecan Ha ceTeBOM y3/1e MMeeTCs HeCckobko nporpamm ViPNet, HO HU A1 O4HOW U3 HUX He
YCTaHOBAEHbI CMPABOYHNKN 1 KNKOUK, CM. pasgen YCTaHOBKa CMPaBOYHUKOB U KNHOYEN Ha CeTEBOM
y3/1e C HECKONIbKMMM YCTaHOBAEHHbIMM nporpammMamu ViPNet (Ha cTp. 58).

e Ecan Ha y3ne yxe ycTaHOBJ/IEHbI CMPABOYHUKN U KIHOUM A8 KaKoW-n11mbo nporpammel ViPNet,
BbINOJIHWTE yKa3aHuA pasgena /cnonb3oBaHme CpaBOYHUKOB U KAKOYEW, YCTaHOB/IEHHbIX paHee (Ha
cTp. 61)

e Ecau Bbl XOTUTE YCTAHOBUTb CMPaBOYHUKMN U KAKOUMN C UCMOIb30BAHUEM KOMaHAHOM CTPOKMU
Windows, cm. pa3gen YcTaHOBKa CMpaBOYHUKOB U KAKOYEN B HEMHTEPaKTUBHOM pexkimMe (Ha cTp. 58).

e Ecau B pesynbTate NpOrpamMMHOro UM CMCTEMHOro c6os Bbl He MOXeTe BONTU B nporpammy ViPNet
MOHMTOP 1 HEOBXOAMMO BbINOJHUTL NOBTOPHYHO YCTAHOBKY CPAaBOYHUKOB U KJHOUEN, CM. pasgen
lNoBTOpHasA ycTaHOBKa CNPaBOYHMUKOB M KNtOUYen nocne cbos nporpammsbl (Ha cTp. 59).

/\\g BHuMaHue! He pekoMeHayeTcs ycTaHaBAMBaTb Ha OAMH KOMMbIOTEP KoUMW, NpefHa3HayveHHble
[N pa3HbIX CETEBbIX Y3/10B, 3TO MOXET HapyLnTb paboTy nporpamm ViPNet.

B cetn ViPNet, ynpasasemoi ¢ nomolbto nporpammbl ViPNet Administrator, B coctaBe
nepBOHa4aAbHOro ANCTPUOYTUBA KJHOUEN KaXKAOoMY NONb30BaTeNto NepeaaeTca pesepBHbId Habop
nepcoHanbHbix katouen (PHIMK) (cm. rnoccapuis, ctp. 419). dalin, B KOTOPOM COAEPKNTCA pe3epBHbIN
Habop kAtouen, nMeeT BUA AARA . pk (rae AAAA — naeHTUdUKaTop noab3osatens B cet ViPNet). Bo
BPEMSA YCTaHOBKM CMPaBOYHMKOB W KAHOUEN OH MOMeLLaeTca B nanky Kjatouer noab3osatens (CMm.
rnoccapui, ctp. 418).

W3 coobpakeHni 6e30MacHOCTV NOC/Ie NEPBUYHON YCTaHOBKYM CMPABOYHUKOB U KJHOYEN PEKOMEHAYETCH
nepemMecTuTb dain pesepBHOro Habopa 13 Nanku KIYen Nob3oBaTes Ha BHELLIHEE YCTPOWCTBO A
XpaHeHus B 6e30MacHOM MecTe, He AOCTYMHOM A MOCTOPOHHUX AnL, (Hanpumep, B ceinde). Mocne
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noJlyyeHus pesepBHOro Habopa kitouen nonb3osatenu cetv ViPNet HecyT IMUYHYHO OTBETCTBEHHOCTb 3a
€ro XpaHeHue.

BHumaHwme! Eciv obHapyxeH dbakT A0CTyna NOCTOPOHHUX NIUL, K BalLEMY Pe3epBHOMY
/A\ Habopy kntoueit MO0 eCn Bbl MOAO3PEBAETE, UTO TakoM GakT MMen MecTo, cieaynTte
pekoMeHaaumaM pasgena [eliictrs npu KoMnpomMeTaLnmm kitodei (Ha cTp. 66).

YCTaHOBKa CMPaBOYHMKOB M KAKOYEN OAHOTO
NoAb30BaTeNS

,ﬂ'flﬂ YCTaHOBKW CMpPaBOYHUKOB U KJHOYEel BbIMOAHUTE caepyrowne AGVICTBVIFIZ

1 Monyunte ancTpmbyTmB KNtouer y agmuHuctpatopa cetn ViPNet (dann ¢ pacwumpeHnem *.dst nam
*.enc).

2 3aBeplumnte paboTy Bcex koMmnoHeHToB nporpammebl ViPNet Client (cm. 3aBepLueHune paboThbl ¢
nporpamMmMon Ha cTp. 77).

3 3anyctute nporpammy yctaHoBku kiatoven cetu ViPNet ogHMM m3 aByx cnocoboB:
o [ABaxgpl WenkHnTe dann AucTpnbyTBa KAtoUen (ecim ANCTprMbyTrB nMeeT paclumpeHmve *.dst).
o 3anyctute nporpammy ViPNet MoHuTOop (cM. 3anyck nporpamMmbl Ha cTp. 69). 3aTem B OkHe

e ~
BBOZA Mapo/s LUeSKHUTE 3HaYOK :] crnpaea oT KHomnku HacTpoiika v B MeHto BbIGepute nyHKT
YcTaHOBUTb KAOUMN.

[E9 ViPNet Client (=23
Cnocof ayTeHTHduKaLMM: Mapone v]
Wnma: [CBﬂTMH Anexcei NIEOHUL0BMY ']
Maponk:
QK Hactpoiika...

Manka kntodeil nonesosatend...

Manka kntodeil ceTesoro y3na...

¥ CTaHOBMTE KUK

PucyHok 13. 3anyck npozpammel ycmaHoeku Kroueli

4 Ecav npw 3anycke NporpaMMbl YCTaHOBKM Kitouei 6yayT obHapy>KeHbl paboTatoLme npuaoxeHus
ViPNet, 6yzeT BbiBegeHO coObLLEHNE O HEOBXOAVMOCTY 3aBEPLLNTL X PaboTy. 3aKpoWTe yKasaHHbIe
NPWAOXKEHUSA 1 HaXKMKTe KHonMKy MoBTop.

5 Ecnum Ha cTpaHuue Ykaxkute dain AncTtpubyTrBa KatOUelr He yKa3aHO MecTonosioxeHue danna
ANCTpMbYyTUBa, 3aJanTe ero ¢ NoMoLLbo kHonkn O630op.
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6 Ybeautech, uto BbibpaH ANCTPUOYTUB KIKOUEN, NpeAHa3HaUYeHHbIN UMEHHO /18 TEKYLLErO CETEBOIO
y3na. VIMs ceTeBOro y3/ia 1 UMs MoJIb30BaTENs OTOBPAXKAKOTCA HUXKE NMOAA A/ YKasaHWs NyTn K
danny anctpnbytmea. MNpn HEOBXOANMOCTM YKaxKUTe APYron ANCTPUBYTUB KIKOUeN.

=l

l\-jl ## Yeranoeka knrovei cetn ViPNet

YkaxwuTe daiin anctpubyTrea Kitouei

3Ta NporpaMMa NossonAeT YCTIHOBWTE KMoun ViPNet, koTopele Heofixonumsl Ang pabioTel ceTesoro yana B
COCTEBE 3aWMWEHHDH ceTh ViPNet, OucTpubyTHe knkodel cnegyeT nony4nTe v Bawero agmuHucTpaTopa
CETH ViPNet.

Z:\shared'keys\MunaHos NeoHua Axosnesud\abn_000a.dst Ofzop...

YKa3aHHEI hain ConepHMT KNKOHM CETeBoro yana "Munaros NeoHna Axkosnesmd” nonbsosatens "MunaHos
MNeoHUa AKoENEBMY”.

[ Pacumpenteni pesm (Tonske ana skaiepros);

¥ ETaHOBWTE KMHIUK ]I OTmena

PucyHok 14. Beibop cbalina ducmpubymuea karoyeli

Mo YMOAYaHUNIO CNPaBOYHUKKN U KNHOYW yCTaHaBAMBaKOTCA B OA4HY nanky

C:\ProgramData\Infotecs\<manka c umeHTudmraropom yzja>\.

Mpun Heo6XO0AMMOCTU Bbl MOXeETE yKa3zaTb APYryto nanky (Maun ABe nanku) AN Ux yCTaHOBKM (CM.
PaclunpeHHbIV peXuM yCTaHOBKM CMPaBOYHMKOB W KtOUen Ha cTp. 56).

7 Haxmute KHOMKY YCTaHOBUTb KAtOUM.

Mpumeuanne. KHonka YcTaHOBUTL KIHOUM MOXKET BbITb CKpbITa B TOM Cly4ae, ecav Ha

CEeTEBOM Y3/1e YCTaHOBJEHO Heckonbko nporpamm ViPNet (cm. YcTaHoBka
CMPaBOYHUKOB W KJIOYUEN Ha CETEBOM Y3/l C HECKONbKUMMW YCTaHOBIEHHbIMU
nporpammamu ViPNet Ha cTp. 58).

8 Ecmm yCTaHOBKa KAouen npoiwna ycnewHo, noAaBnTCA COOTBETCTBYHOLEE coo6u.|,eH|/|e.

9 [na npocMmoTpa UHGOPMALMMN O BbIMOJIHEHHOW YCTaHOBKE KAOUEN LWesKHUTE ccblaky MNMoapobHee o

npou3BeAeHHbIX AeUCTBUAX. [NA 3aBepLUEHMA YCTAHOBKM KAOUEN HaXXMUTE KHOMKY 3aKpbIThb.

Ec/iv BBIMOIHUTL YCTAaHOBKY K/HOUYEN HE YAaN0Ch, 03HAKOMbTECH C COOBLLEHMEM O BO3HUKLLMIX
owmbkax n obpaTtnTech K agMuHUCcTpaTopy cetn ViPNet ans ux yctpaHeHus.

MpumeyaHwue. Ecav npu yctaHOBKe Katouel 6yayT HalfieHbl paHee YCTaHOB/IEHHbIE KNHOYMN AN
3TOro y3na, HOBble KUK ByAyT yCTaHOBAEHBI B Ty Xe Nanky noBepx npeAblayLumX.

ViPNet Client 4. PykoBoACTBO nosib3oBatens |

54



Mocne ycnewHom ycTaHOBKK katouer MoxHo 3anyctuTb MO ViPNet Client.

BHumaHue! Ecan B nporpamme ViPNet yxxe 6b111 3aperncTpupoBaHbl gpyrve nosb3oBarteny, To
nepej nepsbiM BXO40M B NporpaMmmy:

1  Bongute B nporpammy VIPNet, ucnonb3sys faHHble Ans ayTeHTUGMKALUK yKe
/A\\ 3aperncTpMpoBaHHOro Noib3oBaTes.
2 [loxautecb NpuHATAA OOHOBAEHMI Ha y3ne. Kak npaBuao, 31o 3aHMMaet 5-30 MUHYT.

3 3aBepuuTe paboTy C NporpaMMon 1 BOMAUTE CHOBA, MCMOJIb3ys AaHHbIE ANS
ayTeHTUdUKaLMM HOBOTO MOJIb30BaTENs.

YCTaHOBKa CMPaBOYHMKOB M KAKOUEN AN
HeCKObKMX NONb30BaTeiein

Ecnn Ha ceTeBOM y3ne naaHunpyetca pa60Ta HECKOJIbKMX MOJib30BaTesien, YCTaHOBUTE KNHOYW ANA
Ka>XXAoro nosb3oBaTtend.

Ecnm Ha ceTeBOM y3ie yxe paboTatoT Nosib30BaTENN, U Bbl XOTUTE A06aBUTb Ha Y31 HOBbIX

ﬂOﬂb3OBaTe}18|z, AnAa yCTaHOBKW BaM I'IOHaAO6ﬂTCﬂ TONIbKO KJIFOUM HOBbIX MOJIb30BaTeNeN.

MpumeyaHne. CNPaBOYHUKM W KNKOUN HECKOJIbKUX MOJIb30BaTENEN 13 PasHbIX CeTel
ViPNet He MoryT 6bITb YCTaHOBJ/IEHbI HA O4HOM KOMIMbIOTEpE.

[LJ'IFI YCTaHOBKU CMpaBOYHUKOB U KJHOYEelr HeCKONbKUX NOJ/Ib30BaTeNen Ha O4HOM KOMMbHOTEpPE

BbINOAHUTE Cheayrowmne AEVICTBMHZ

1

,U,J'IFI KaxXa0ro HoOBOro noab3oBaTtesa noayyunte AVICTpVI6yTI/IB KArOYen Y aAMUHUCTPaTopa CeTn
ViPNet.

BbinosHuTe YCTaHOBKY CMMpaBOYHUKOB U KJrOUen Ana OAHOro nosb3oBatena (cm. YcTaHoBka
CMNpPaBOYHUMKOB U KArOYel O4HOro nonb3oBaTtena Ha CTp. 53)

3atem BoWgmTe B nporpammy ViPNet (cM. 3anyck nporpammbl Ha €Tp. 69), MCNOAb3ys AaHHble Ans
ayTeHTMdMKaLMM 3TOro Nosb3oBaTens.

BbinosHuTe YCTaHOBKY CrpaBOYHUKOB U KArouen Ana cnepgyroulero noab3oBaTend.

Bongute B nporpammy ViPNet, ncnosb3ys gaHHble aas ayTeHTUGMKAL UM NepBOro noJib3oBaTess.
JoxanTtecb NpUHATMA 06HOBAEHWI Ha y3/1e. Kak npaBuao, 37o 3aHMMmaeT 5-30 MUHyYT.

3aBepwmTe paboTy C MPOrpaMMoii N BOWAWTE CHOBA, UCMOJIb3Ys AaHHble 417 ayTeHTUdUKaLmMn
BTOPOrO MOJib30BaTeNs.

Mpun Heo6xoaMMOCTU NOBTOPUTE WarK 3-4 AnA YCTAHOBKW CMPaBOYHNKOB U KIKOUEN ANA ApYTnxX
nojsb3oBaTenen.

B pesysnbTaTe B OKHE BXOZAa B Mporpammy (CM. 3amyck nporpamMmbl Ha CTp. 69) B CNCKe YUYeTHbIX 3anuncen

6yAyT OTO6pa)KaTbCFI NOb30BaTeNN, CNPABOYHUKN N KNHOYN KOTOPbIX Bbl YCTAHOBUIN.
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PaclUMpeHHbIN pexXnm YCTaHOBKM CMPaBOYHMKOB
M KJroYem

Mo yMOYaHUIO CNPaBOYHMKM 1 KIFOUYM YCTaHaBANBAOTCA B NarnkKy yCTaHOBKM NMPOrpaMMbl.
PaclumMpeHHbI pexxMM yCTaHOBKM MO3BOJISIET BaM CAMOCTOATE/IbHO 3a4aTh Nanku A1s YyCTaHOBKM
CMPaBOYHUKOB U kAtouel. Takas HEOBXOAMMOCTb MOXET BO3HUKHYTb, €C/N:

e U3 COO6pa)KEHI/Il\/‘I 6e30MacHOCTA Bbl XOTUTE XPaHUTb CMNPaBOYHUKU U KJTHOYN Ha cneynasbHOM

CbeéMHOM HOCUTENE,
e Yy BaC HeT npaB Ha U3MeHeHNe U 3anncb Cl)al‘/‘lﬂOB B rnarike yCtaHOBKW nporpamMmebl. Mo YMONYaHUIO:
C:\Program Files\ WUAMN C:\Program Files (x86)\.
Mankw, B KOTOpPble MPOVU3BOAUTCA YCTAHOBKA CMPAaBOUYHMKOB U KAtOUEeW B PacLUMPEHHOM pexvme
yCTaHOBKVI, AO/DKHbI OTBEYaTb Cflep,yl'OLLl,VlM Tpe6OBaHV|F|M:
e B mankax He JO/KHbI HAXOAWTBLCS CNPABOYHWUKM M KAOUM Apyroi nporpammsl ViPNet.
e YBac AONDKHO ObITb npaBoO Ha U3MEHEHNE U 3anncb ¢a|7|nos B AaHHbIX Mankax.

e lHdopMmaLmoHHas 3almTa NanokK AoXKHa oTBeYaTbh TpeboBaHMsAM 6e30nacHOCTA Ballel

opraHusaLuu.

e [Iporpamma ViPNet Client 40/1KHO MMeTb MOCTOAHHBIN JOCTYN K AaHHBIM Nankam.

BHuMaHuve! HenpaBnabHO 3aZaHHble NapaMeTpbl YCTaHOBKM MOTYT NMPUBECTY K CHOAM B
/ﬁ\ paboTe nporpammsbl. He pekomeHayeTcsa NCnonb30oBaTh JaHHbIA pexunm be3
HeobxoanMocCTH.

717 yCTaHOBKM K/tOUel B pacLUIMPEeHHOM PEXVME BbIMOJHUTE CledytoLne AercTBus:
1 TMonyunte HOBbIA AUCTPUBYTUB KItOUen Y agMuHucTpaTopa cetn ViPNet.

2 CHEAyVITe yKasaHuAM pa3sjena YcTtaHoBKa CMpPaBOYHNKOB U KArouen O4HOro nNnosib3oBaTenA (Ha

cTp. 53).

Ha ctpaHuue ykasaHua painna anctpmbytmsa katouelt (cM. PucyHok 14 Ha cTp. 54) yctaHoBUTE
dnaxkok PacliMpeHHbI peXxuM (TOIbKO ANA IKCMEePTOB) 1 HaxmuTe kHonky [flanee.

3 Ha cneaytoleli ctpaHmLe MacTepa:

o B none Manka kntouel ceTeBOro y3na ykaxuTe nanky A8 yCTaHOBKM CMPaBOYHUKOB U KJIHOYEN

CeTeBoro ysa.

o B none Manka katouen nosnb3osatens (CM. rnoccapun, cTp. 418) ykaxkute nanky Ana yCTaHOBKM

KJIFOYelr noab3oBaTens.
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@ @ ¥cTanoeka knwodei cetn ViPMet

YKaxxuTe nanky ANA YCTAHOBKK KNKOUeH (PacluMpeHHbIR pEXnM)

YCTEHOBKS KIKOHER B PACLUMDEHHOM DEXMME TPEDYET 3HAHMA aaMMHMCTpaTopa ceTh ViPMNet 1 maweT
HapYlWWTE pabioTy ceTesoro yana. Ecnu Bel He yBEPEHE! B MPABUNEHOCTH CEOWMX AeACTEWH, BEPHUTE: B
OBEIMHEI PEXIMM Ha NEPE0A CTPaHMLE MacTepa.

Nanka knYel CeETEBOro yana:

Nanka knouei NoNbL30BaTENA:
Ci\¥Keys\user_0001 OBzop...
| lanee | | Crrmena

PucyHok 15. YkazaHue nanok 0115 ycmaHoeku Karodel y3/1a u Karoydeli Nosb308amess 8 pacluupeHHoM
pexume

,ﬂ,ﬂﬂ Ha4yana yCTaHOBKW Ha>XXMUTE KHOMKY YcTaHOBUTDb KJIHOUN.

Ecam ycTaHOBKa KtOUel NpoLuaa ycrneLwHo, B 3aBepLuatoLLeM okHe 6yaeT BbiBEAEHO
cooTBeTcTBYytOLLEe coobLieHue. s NpocMoTpa MHbOPMaLMK O BbINMOJHEHHOW YCTaHOBKE KAtOUel
WwenkHuUTe ccbiiky MoapobHee o NpousBeaeHHbIX AeUcTBUAX. [Ns 3aBepLUEHMS YCTaHOBKM KAtouel
HaXXMWTe KHOMKY 3aKpbiTh.

Ecv BbINOAHUTL YCTAHOBKY K/HOYEN He YAan0Ch, 03HAKOMbTECH C COOBLLEHNEM O BO3HUKLLIMX
olmbkax n obpaTnTech K agMuHuUcTpatTopy cetn ViPNet ans nx yctpaHeHums.

Mpw nepeom 3anycke nporpammebl ViPNet Client ykaxkute nanku, B KOTopble 6blIM yCTaHOB/EHbI
KJIFOUM CETEBOTO Y3/1a M NOb30BaTeNs:

b ~
o B okHe BBOZa Napons LesKHUTe 3HaYOK :l crnpaBa OT KHoMku HacTpoiika 1 Bbibepute nyHKT
Manka katoueli ceTeBoro ysna. B okHe O630p Manok ykaxuTte MyTb K Nanke Kitoyewn y3na.

il ~ ~
o CHoBa e IKHUTe 3Ha4oK :| cnpaBa OT KHOMKM HaCTpOVIKa n Bbl6epI/ITe NYHKT Manka kntouen
nonb3oBaTtens. YkaxuTe nyTb K Nanke KJtouel nonb3osartens.
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YCTaHOBKa CMpaBOYHMKOB M KJIKOUEM Ha CETEBOM
y3/71€ C HECKONbKMMUK YCTaHOBAEHHbIMM
nporpammamm ViPNet

Ecan Ha ceTeBOM y3/1e yCTaHOB/IEHO HeckobKo nporpamMm ViPNet, HO Npu 3TOM HUK A8 OAHON N3 HUX He

YCTaHOBJ/I€HbI CMPAaBOYHUKN N KNHOUN, TO HeO6XOAI/IMO yKa3aTb Npuno>XXeHne, B narnke ycraHOBKU

KOTOpOro 6yayT XpaHUTLCA CMPaBOYHUKN U KJTKOUMN.

BHumaHwue! Ecan Ha y3ne yxe MMerTCs CPaBOYHNUKN U KNKOUN 415 KaKOon-anbo 13

/\g nporpamm ViPNet, yctaHaBAMBaTh HOBbIE CMIPABOYHUKM W KAOUM Heb3s. B 3Tom

C/lyyae BbINONHNUTE yKa3aHWAa pasgena /lcnonb3oBaHve CrpaBOYHUKOB U KIHOYEN,
yCTaHOBJ/IEHHbIX paHee (Ha cTp. 61).

[ns yCTaHOBKW CMPaBOYHMKOB 1 KJIKOUEN BbIMOJHWUTE CEAYIOLIMNE AeCTBUIS:

1

HauHunTe ycTaHOBKY CMPaBOYHUKOB W KAtOYel (CM. YCTaHOBKa CMPaBOYHWUKOB U KNFOYeN OLHOTO
nosib3oBaTens Ha ctp. 53). Mocne ykasaHnusa danina gucTprbyTmBa KNtoUeln Haxmute KHonky Janee.

B okHe Bbibopa npunoxeHns ViPNet Boibepute ViPNet Client. B pesynbTate ans ycTaHOBKM
CNPaBOYHUKOB N KJtOUel ByAeT ncronb3oBaHa nanka ycraHosku nporpammbl ViPNet Client.

MprmeyaHue. B paclumpeHHOM pexxmme yCTaHOBKM Kitouel (CM. PacLluvpeHHbI
PEeXMUM YCTaHOBKMN CMPaBOYHMKOB U KAtOUel Ha cTp. 56) fJaHHOe OKHO He
oTobpaxaetcs.

Ecam ycTaHOBKa KtOUel MpoLuaa ycrneLwHo, B 3aBepLuatoLLeM okHe 6yaeT BbiBEAEeHO
cooTBeTcTBYytOLLEe coobLieHue. s NpocMoTpa HbOPMAaLLMM O BbIMOJHEHHOWN YCTaHOBKE KAtOUei
wenkHUTe ccbiiky MoapobHee o NpousBeaeHHbIX AeUcTBUAX. [Ns 3aBepLUEHMS YCTaHOBKM KAtouel
HaXMWTe KHOMKY 3aKpbiTh.

Ecv BbINONHUTL YCTAHOBKY K/IHOYEN He YAan0Ch, 03HAKOMbTECH C COOBLLEHNEM O BO3HUKLLIMX
olumbkax n obpaTutech K agmMuHucTpatopy cetu ViPNet ans nx yctpaHeHus.

Mpw nepBoM 3anycke gpyrux nporpamm ViPNet, ycTaHOBAEHHBIX Ha y3/1e, B Ka4eCTBe Nanku Karo4vewn
y3n1a ykaxute nanky ycraHoku nporpammbl ViPNet Client.

Mocne ycnewHon ycTaHOBKM Katoue MOXHO 3anyctuTb nporpammy ViPNet Client.

YCTaHOBKa CMPaBOYHMKOB M KNKOUEN B
HEVNHTEPAKTUBHOM pEXMME

B HenHTepakTMBHOM peXxrMe NpoLLecC YCTaHOBKM CMPABOYHMKOB U KIKOUen He oTobpaxkaeTcs Ha dKpaHe

KOMMbIOTepa. YCTaHOBKY B JaHHOM PEXMME MOXKHO 3amnyCTUTb C MOMOLLbH KOMaHAHOW cTpokn Windows.
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MapameTpbl yCTaHOBKM, KOTOPble O6bIYHO MOTYT HbITh 3aAaHbl B MPOLEcce YCTaHOBKW (CM. YCTaHOBKa
CMPaBOYHMKOB U KJIHOUEN OZHOrO MoJb30BaTess Ha CTp. 53), B HEMHTEPAKTUBHOM pexume ciegyeT
yKasaTb 3apaHee B KOMaHAHOMN CTPOKe.

Vcnonb3oBaHve HEMHTEPaAKTUBHOIO pexXrMa No3BOJSET BaM BbINOAHATb YAaleHHYH YCTaHOBKY
CNPaBOYHNKOB W KJIOUEW MK cO3iaBaTb NPOrpaMMbl, KOTOPblE 06paLLatoTCs K KOMaHAHOM CTpoke
Windows v 3anyckatoT aBTOMaTUYeCKyH YCTaHOBKY CMPaBOYHWMKOB W KJHOUEN C 3afiaHHbIMMU
napameTpamu.

Hanpumep, Bbl MOXeTe co3aaTb CLieHapuii Bxoga B cuctemy (logon script), KoTopblin 3anycTuT
aBTOMATMYECKYHO YCTaHOBKY CMPaBOYHUKOB M KJIFOUEN nocse 3arpy3ku cuctemsl. MIHGopmauuio o
CO3/,aHNK CLIeHapueB BXOAa B CUCTEMY MOXHO HaWTW Ha caliTe komnaHum Microsoft
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-
2008/cc753404(v=ws.11). Mpwn ycTaHOBKE CNPaBOYHNKOB 1 KNrOUE MOXET NoTpeboBaThCs
NOATBEPXKAEHME B OKHE KOHTPOJIA YUETHbIX 3anucel noab3soBatenert Windows.

YT0o6bI 3aMyCTUTL MPOrpPaMMy YCTaHOBKM CMPABOYHMKOB U KJFHOUEW B HEMHTEPAKTMBHOM PEXMME, B
KomaHaHou ctpoke Windows BbINOsHWTE KOMaHAY:

keysetup <bamnm *.dst> /td <nyTb K namnke ojigd yCTAHOBKM CHPABOUHUKOB M KJouen> /term
/check

Hanpwumep:

"C:\Program Files (x86)\InfoTeCS\ViPNet Client\keysetup" "C:\keys\abn 0002.dst" /td
"C:\ProgramData\InfoTeCS" /term /check

BHumaHme! YcTaHOBUTB TaknMM 06pa3omM MOXHO TONbKO AUCTPUBYTUBBI C
paclumpeHunem *.dst. YctaHoBKa 3alndpoBaHHbIX AUCTPUOYTMBOB *.enc He

/\E NnoAAepP>XMBaETCA.

B kauecTBe nanku /19 yCTaHOBKMN CMPaBOYHMKOB U KJIHOUEN MOXHO YKa3blBaTb TONbKO
CyLLeCTBYHIOLLYHO Nanky. Mpun yKazaHWKM HecyLL,eCcTBYHOLLEN Narnkn yCTaHOBKa Katouei
npovsBseseHa He byger.

Mocne ycnewHoro BbIMOAHEHWS JaHHON KOMaHAbl MOXHO 3anyctuTb ViPNet Client.

Cosert. YT06bI Y3HaTb 60/1blle O BO3MOXHOCTAX UCMO/Ib30BaHUsA KOMaHAHOVI CTPOKN
Windows ANA YCTaHOBKU CMPaBOYHNKOB U KJ'IlOl-IEI‘/JI, BbIMOJIHNTE KOMaHAY:

keysetup /?

[TOBTOpPHas YCTaHOBKA CMPaBOYHMKOB M KIHOUEN
nocsae cbos NpPorpamMmbl

Ecnun B pe3synbTate NporpaMMHOro Man CUCTEMHOro c60s Bbl He MOXeTe BoMTK B nporpammy ViPNet
MoHuTOp, pekoMeHayeTCA 06paTUTLCA B CAY>XXOY NoAAepP XK A8 BOCCTAaHOBIEHMA JOCTyNa K
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nporpamme. B ncknroumTebHbIX Cyyasx Bbl MOXETE NOAYyUnUTb y agMuHucTpatopa cetn ViPNet HoBbIN
ANCTPUBYTUB K/IHOYEN U BbINMOJHUTL MOBTOPHYHO YCTAHOBKY CMPaBOYHMKOB U KJIHOUEN.

BHumaHue! KpaiiHe He pekOMeHAyeTCs MPOBOAUTL MOBTOPHYH YCTaHOBKY
CMpPaBOYHMKOB 1 ktoueli 6e3 0coboit He0BXOANMOCTH, MOCKONbKY B 3TOM C/lyyae He
/A\ rapaHTMPYeTCA COXPaHHOCTb MOJIb30BATE/IbCKUX aHHbIX, COOPMUPOBAHHBIX
~ komnoHeHTamu MO ViPNet Client (Hanpumep, nrcem nporpamMmbl ViPNet [lenosas
nouyra).

Ecnm ¢ MOMeHTa yCTaHOBKM K/tOYeln 40 MOMEHTa C60s Mean MecTo CMeHa MacTep-K/touel B CeTu
ViPNet nan komnpomeTtaums Karoyer, Npy NOBTOPHOW YCTaHOBKe Katouen byaeT noTepsiH AOCTyn K
3awmndposaHHbIM NcbMaM nporpammbl ViPNet lenosas noyta (B TOM Uncie B apXuBax), 3alMLLEHHbIM
COOBLEHNAM U APYTMM MONb30BaTENLCKUM AaHHbIM, chopMmnpoBaHHbIM KomnoHeHTamu ViPNet Client.

Ecnn nepeuncneHHbix Bbille COBbITUA HE MPOUCXOANIO, TO MOBTOPHAas YCTaHOBKA Katouen byaet
BbIMOJIHEHA Kak OBHOBJ/IEHME CMPAaBOYHMKOB W KIHOUEN C MOMOLLbHO AUCTPUOYTMBA Katouel (Ha cTp. 63),
1 NO/NIb30BaTENbCKME AaHHble COXPaHATCA.

[lns NOBTOPHOM YCTaHOBKMW CMPaBOYHUKOB U KAHOUEN Ha CETEBOM Y3J/1€ BbIMOJHUTE CledytoLme
AencTBus:

1 Monyuute y agmunnctpatopa cetv ViPNet HOBbIN ANCTPUOYTUB KAtOYEN.

2 YcTaHOBWTE CMPaBOYHUKN U KAKOUM (CM. YCTaHOBKA CMPaBOYHWUKOB W KJIKOUYEN O4HOrO
noJsib3oBaTens Ha cTp. 53), ncnonbsys nonyyeHHbIl ANCTPUOYTUB.
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IcCNonb30BaHMe CrNpPaBoOYHKMKOB M
K/FOYEN, YCTAHOBJIEHHbIX paHee

B MomeHT ycTaHoBku nporpammbl ViPNet Client Ha ceTeBOM y3/1e MOTyT NpUCYTCTBOBATb Apyrue
nporpammel ViPNet, Ans paboTbl KOTOPbIX YCTaHOBAEHbI CMPABOYHMKM, KIHOUN CETEBOTO Y3Na U
TpaHCNopTHLIV Mogynb MFTP. B aTom ciyyae 3agaiite B nporpamme ViPNet Client nanky katouei
CEeTeBOrO y3/1a, KOTOPYH MCMOJb3YHOT YCTaHOBEHHble paHee nporpammel ViPNet.

Hpmmeanme. Ecnn Ha ceTeBOM y31€e He YCTaHOBAEHbl CNPaBOYHUKN N KNHOUYN HU aNnAa

oaHor n3 nporpamm ViPNet, BbInosHUTe ykaszaHua pa3gena YcTaHOBKa CNpaBOYHNKOB
W KAtoYel Ana Heckonbkux nporpamm ViPNet (cMm. YcTaHOBKa CNpaBOYHMKOB U KAtOYen
Ha CETEBOM Yy3/1e C HECKO/IbKMMW YCTaHOBAEeHHbIMWU nporpammamu ViPNet Ha cTp. 58).

YT0bbI yKa3aTb Nanky KAOYel CeTEBOrO y3/1a, BbINOAHWTE CedytoLme AeACTBUS:
1 3anyctute nporpammy ViPNet MoHuTop (cM. 3anyck nporpamMmmbl Ha cTp. 69).
-
2 B okHe BBOZa Mapons LWeNKHUTE 3HaUOK :] cnpasa OT KHomnkn HacTpolika u BbibepuTte NyHKT
Manka kntoueit ceTeBoro ysna.

3 B okHe O630p nanok ykaxuTte nyTb K Hy>XHOM nanke Karo4uen ysna.

MpuMeuaHume. Mo ymonyaHMIo Nanka Karouei CeTeBOro y3na coBnagaet C nankom
yCTaHOBKW nporpammHoro obecneuenus ViPNet.

Mocne 3afaHuns Nanky KIOYEN CETEBOTO y3/1a Bbl MOXETe NpUCTynaTh K paboTe ¢ nporpammoit ViPNet

Client.
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OBHOBEHME CMPAaBOYHMKOB,
KJTFOYer 1 MNoamMTUK Be3onacHoOCTU

Ans noaaepxxaHns paboTocrnocobHOCTH y31a ciesyeT peryaspHoO 06HOBAATL CMPAaBOUHMKM, KIHOUN U
NOANTUKMN BEe30MNacHOCTM.

Ecnv agmununctpaTop cetn ViPNet BHOCUT Kakne-n1mbo N3MEHEHUS B CTPYKTYPY CETU UAN HACTPOWKM
OTAeNbHbIX CETEBbIX Y3/10B, HAMPUMep, CO34aeT HOBble CBA3W MeXy CETEBbIMUN y31aMu, TO
aBTOMATMYECKM U3MEHAIOTCA CNPABOYHUKN U KAHOUN A1A ceTeBbIX y310B. OBHOBEHWA CNPaBOYHMKOB U
KNtOUen co3aatoTca agMuMHUCTpaTopom cetn B nporpamme ViPNet Administrator.

Mpwn n3meHeHMsAx Npasua 6esonacHocTn B ceT ViPNet agMuHmcTpaTop 6e30MacHOCTN pacchliaeT Ha
ceTeBble y3/1bl OOHOBAEHHbIE NOANTUKN Be3onacHocTU. MNMoanTrka 6e30NacHOCTH, NONyYeHHas CeTeBbIM
y3n10Mm u3 nporpammsbl ViPNet Policy Manager, onpegenset TekyLyto NoanTnky 6esonacHocTu y3na,
COBMECTHO C CeTeEBbIMN GUIbTPaAMK, HACTPOEHHBIMW Ha caMOM y3ne (cm. ObLume cBeaeHMs O CeTeBbIX
bunbTpax Ha cTp. 131). Tekylwas noantrka 6e3onacHOCTV y3na AelCTBUTENbHA ANS BCEX MNOAb30BaTeNeN,
3aperncTpuMpoBaHHbIX Ha y3Ae, U Ana Bcex KoHdurypaumii nporpammbl ViPNet Monutop. Mpu
fo6aBNEHNN HOBbIX MOAb30BaTeNEN MW KOHOUTYPaALMIA K HUM TakKe NPUYMeHAEeTCA TeKyLwas noamTmka.

O6HOBNEHNA CNPaBOYHUKOB, K/IOYEN 1 NOANTUK 6€30MacHOCTN MOTYT BbITb MPUHATLI Ha CETEBOM Y3/€ C
nomotybto nporpammel ViPNet Cuctema obHosneHus (cm. O nporpamme ViPNet Cuctema obHoBaeHMS
Ha cTp. 84). Ecv no kakMM-Anbo npuynHam O6HOBAEHWE CPAaBOYHWNKOB U KJOYEN C MOMOLLbIO CUCTEMBI
O06HOB/IEHUNA HE MOXeET ObITb BbINOJHEHO, Bbl MOXETE BbINOJHUTL €0 BPYYHYHO C MOMOLLbHO
anctpubyTtmnea karouen (cM. O6HOBIEHWE CMPABOYHUKOB U KJHOYEN C MOMOLLbI AUCTPUOYTUBA KAOUER
Ha cTp. 63).

[lpueM LeHTPaM30BaHHbIX OOHOBIEH WM

O6HOB/IEHNA CMPAaBOYHMKOB W KJFOYEN MepeaaroTcs Ha ceTeBble y3/bl U3 nporpammbl ViPNet
Administrator, a o6HoBAeHNA noanTnk 6esonacHoctn — u3 nporpammbl ViPNet Policy Manager.

O6HOB/IEHNS CMPABOYHMKOB, KAOUYEN U NONUTMK HE30MaCHOCTM MOXHO NPUHATL Ha CETEBOM Y3/1e C
nomoLpto cuctembl obHoBneHus ViPNet (cm. Cuctema obHosneHuns ViPNet Ha cTp. 83). B 3aB1ucvmocTtu
OT ee HacTpoek, OBHOBAEHMA MOTYT BbITb MPUHATEI HA CETEBOM Yy3/1e aBTOMaTMUECKM cpasy Nnocsie ux
nosy4yeHus, aMbo 31o NoTpebyeTcs BbIMOAHUTL BPYUHYHO.
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OBHOBNEHME CMPABOYHMKOB M K/IFOUEN C
MOMOLLBFO ANCTPUOYTUBA KKOYEN

Ecnv no kaknm-amnbo npruymHam OBHOBJIEHWE CMPaBOYHMKOB U KHOUEN HE MOXET ObiTb MPUHATO NO CETU

(cM. O6HOB/IEHME CMPABOYHNKOB, KJIFOYEN U NOANTUK 6E30MacHOCTU Ha CTp. 62), Bbl MOXETE BbINOJHUTb

O06HOB/IEHWNE BPYUYHYHO C MOMOLLBIO ANCTPUOYTUBA KItOYEN.

Mpumeyanwue. MNMoanTrkn 6€30MacHOCTY, BKIHOUYEHHbIE B ANCTPUBYTHB, ByayT YCTaHOB/EHbI,
€C/IN Ha y3/1e HET NOANTUK:
® YCTaHOBJIEHHbIX MPUW NEPBUYHON UHMLMAAN3aALNY;

® nosy4YeHHbIX 13 nporpammel ViPNet Policy Manager.

[ns o6bHOBNEHWA KNtOYEN C MOMOLLbBHO ANCTPUOBYTMBA:

1

Monyunte HOBbIV ANCTPUBYTUB KatoUel Y agmuHucTpatopa cetn ViPNet.

Cnepyvite ykasaHusaM pasgena YcTaHoBKa CpaBOYHUKOB U KAHOUEN OAHOrO nosib3oBatess (Ha
CTp. 53) ¢ ncnosnb3oBaHMEM HOBOFO ANCTPUBYTUBA.

Mpw ykaszaHun gnctpmbytuea katouen (cM. PucyHok 14 Ha cTp. 54) aBToMaTMyecky npoBepseTcs
COOTBETCTBME MEXAY YCTaHOBNEHHbIMU paHee KAtoYaMn 1 HOBbIMU KJHOYaMU, KOTOPble HaxoAAaTCA B
yKasaHHOM daiine gnctpnbyTrBa Ktouel (HanpruMep, YTo kKatoun cGopMMpPOoBaHbl C MOMOLLbHO
O/IHOTO 1 TOrO e MacTep-Kaua).

Mpw ycTaHOBKe KAtOUel B paclUMpeHHOM pexmnme (CM. PaclumpeHHbIn pexxrM yCTaHOBKM
CMPaBOYHUKOB U KAHOYEN Ha CTP. 56) JONOAHUTENBHO NPOBePAETCs, NpeaHa3HaueHbl v AaHHble
KNFOUM 1 OJHOTO M TOTO >Ke CeTeBOro y3na.

[ns ycTaHOBKM CMPaBOUYHUKOB U KAOUEN HAXKMUTE KHOMKY YCTaHOBUTb KJIHOUM
(cM. PucyHok 14 Ha cTp. 54).

Ecam kHonMka HeAOCTYyMNHa, 3TO 3HAYUT, YTO 06Hapy)KeHbI HECOOTBETCTBUA MeXAYy HOBbIMU U
YCTaHOBJNIEHHbIMW paHee KH4YaMun. ﬂ'ﬂﬂ nojaydyeHuA I/IHq)OpMaLI,I/II/I O BblABJIEHHbIX HECOOTBETCTBUAX
Ha>XMUTE KHOMKY Ll,anee. B 3aBucmmoctu ot XapaKTepa HECOOTBETCTBUNA MOABUTCA COO6LLI,EHI/Ie
OAHOTO U3 ABYX TUNOB!:

o Ecnu BbIBpaHHbIN ANCTPUBYTUB COAEPXKMUT KJIHOUMN APYrOro CEeTEBOro y31a, Gopmart Katouen B
ANCTPUBYTUBE OT/IMYaeTCs OT hopmaTa TEKYLLMX KIHOUel, a TakxKe B paje APYyrux ciyyaes byaert
BbIBEJEHO MPeaynpexaeHne, cofepKalllee onvcaHne BbisiBIEHHOTO HECOOTBETCTBUS.
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@ s« Y¥eranoeka kntodel ceti ViPMet

Cornawesme c NOCNeaCTEMAMM YCTAHOBKW

BHHMAHMWE! BrifsneHsl HECOOTEETCTEMA MERAY AMCTOMBYTHMBOM KIKOYEA W YCTAHOBNEHHEIMK DaHEE
KMHOYEMW, ¥ CTEHOBKE NOBNEYET noTepio VIPNet ceazi 1 BE3E0ZEPaTHYIO NOTEPKD AaHHEX, Ecnn Bl He
YEEpeHbl B NPasiNbHOCTH ASHCT B, SaKpoiTe 3To okt n obpaTuTecs k Baweny
agMuHUCT paTopy ceTn ViPlet.

ObHapy™eHbl HECOOTBETCTEHA:
CeTesoil yzen B dst He COBNaAEET C CETEBEIM Y3NOM, ANA KOTOPOro paHes BEINK YCTSHOBNEHE! KIHUM,

MNocneqcTBna yCTaHOBKI:

1, ByayT saMeHeHb! CIPasoHHAKK W KoK ceTesoro ysna Tletp Myctota”

2, BYAST HEBOSMOMHO MPOYMTATE WMPOBSHHEIS MMCEMA CIEAYIOWMX Nonss0EaTensi: TeTp MyctoTa”
3. MoXeT HapYWHTECA CBASE C HEKOTOPEIMM CETEBLIMM Y3NaMH,

Pexomenamm:
Mepea ycTaHoBKoM AaHHOro AMCTPHOYTHES KIKOHER peKoMeHa yeTcA pacumdposaTe NuceMa Jenosoi
MoYTEl BCEX NOMb30BaTENER CETEEOrO Y3Ma.

A 0ZHAKOMHNCH W COrMAaceH C nocneqcT BHAMA YCTaHOBKA

JCTAHOENTE KHXHK OTmena

PucyHok 16. O6HapyxeHo Hecoomeemcmeaue Mexdy ducmpubymugom U mekywumMu Ka4amu
Ha y3ne

L] YTobbl OTKa3aTbCs OT YyCTaHOBKMU K/'II-Ol—Iel\;L Ha>XXMWUTE KHOMKY OTmeHa, 3aTeM B OKHe
NOATBEPXAEHUNA HAXXMUTE KHOMKY ,D,a.

BHumaHme! Ecnv Bbl XOTUTE MPOAOIKNTE YCTAaHOBKY, O3HAKOMbTECh C MHPOPMaLel O
BO3MOXHbIX NMOCNEACTBMAX U NMPOKOHCYNbTUPYITECh Y aAMUHMCTPATOPa BaLLEN CeTu
/A\ ViPNet. MNepes nposoiKeHNEM YCTaHOBKM PEKOMEHAYETCA 3aBepLUnTb paboTy MacTepa
© C NoMOLLbH KHOMKM OTMeHa, pacwmndposatb NncbMa nporpammbl ViPNet Jenosas
moyTa 1 3aTeM MOBTOPHO 3anyCTUTb MacTep YCTaHOBKM K/HOUeW.

. [LJ'IFI npoao/KeHnAa yCTaHOBUTE ¢na>|<0|< fl o3HaKOMMACA N cornaceH ¢ nocneacTtBUAMA
YCTaHOBKMW, 3aTEM HaXXMUTE KHOMKY YcTaHOBUTDB KJIHOUMN.

o Ecau BbIBpaHHbIN AUCTPUBYTUB HE MOXKET BbITb YCTaHOBJEH (HaNpPUMep, OH CO3aH ANs ApYrou
nporpammbl ViPNet), 6yzet BbiBegeHO cooblieHne 06 ownbke, 1 anbHerllas yctaHOBKa byaeT
HeBO3MOXHa. O3HaKOMbTeCh C MHPOPMaLMen O BbiISBAEHHOM HECOOTBETCTBUUN U HaXMUTE
KHOMKY 3aKpbIThb.

B cnyuae oTkasa OT yCTaHOBKM B pe3y/ibTaTe HECOOTBETCTBUIA HOBbIX U YCTaHOB/IEHHbIX paHee
K/touen obpaTtuTech 3a NOMOLLbBIO K agMuHucTpatopy cetn ViPNet.

3 3aBepLumnTe YCTaHOBKY COFNacHO yKa3aHWAM pa3jena YCTaHOBKa CNpPaBOYHUKOB U KOYEN OAHOro
nosab3oBaTtena (Ha cTp. 53).

Mocne ycnewHoro obHoBAEHMA KaroUen MoXHO 3anycTuTb O ViPNet.
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YaaneHme CrnpaBOYHMKOB U KIHOYEM

YaaneHvie cnpaBoOUHMKOB U KItOUe MOXeT NoTpeboBaThCs Npw nepegade KOMMbHOTEPA Ha TEXHUYECKOE
obcny>KMBaHWE NN MPU MepeHoCce CETEBOTO Y3/1a Ha APYroli KOMMbOTEP.

YT0b6bI yAanWTb CNPaBOYHNKN 1 KAOUK, 3aBepLunTe paboTy ¢ NporpamMmmon (cM. 3aBeplueHne paboTbl ¢
nporpammoit Ha cTp. 77), 3aTeM B KOMaHgHoOW cTpoke Windows BbIMOHUTE KOMaHAY:

keysetup /clean /td <mamnka, B KOTOPOM HAXOOATCSH CHPABOYHMKM M KIIOUM>

Mo YMOJIYaHNIO KHOUYKM N CMPaBOYHNKM HaxoaATCA B Nanke C: \ProgramData\Infotecs\<manka c

unenrudmkaTopoMm yzija>\.
Hanpwumep:

"C:\Program Files (x86)\InfoTeCS\ViPNet Client\keysetup" /clean /td
"C:\ProgramData\InfoTeCS\2A15000D0"

B pe3sysbTaTe BbINOJHEHWS JaHHOW KOMaH/bl BCE CMPABOUHMKM U KJIHOUM, HAXOAALLMECS B YKa3aHHOMN
narnke, 6yayT yaaneHsbl.
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[lencTBua npm KOMMNpoMeTaLym
KNHOUeM

Moz KoMNpoMeTaLmelt Kntouen nogpasyMeBaeTcs yTpaTta JOBEPUs K TOMY, UTO UCMOJIb3yeMble KUK
obecneunsaroT 6e30MacHOCTb MHPOPMaL MM (LENOCTHOCTb, KOHPUAEHLIMANBHOCTD, NOATBEPXKAEHNE
aBTOPCTBA, HEBO3MOXHOCTb OTKa3a OT aBTOPCTBA).

PaznnyaroT ABHYHO M HESIBHYHO KOMMPOMETALIMIO KJIHOYEN:

e fIBHOW Ha3bIBalOT KOMMPOMETaL NI, GaKT KOTOPOM CTaHOBUTCS U3BECTHBIM B TEUEHWE CPOKa
AEeVCTBUA JaHHOTO KJItouYa.

e HeABHOW Ha3bIBaAKOT KOMMNPOMeTauuro Kiroua, q)aKT KOTOpOI;I OCTaeTCA Hen3BeCTHbIM Ana and,
ABNAOWNXCA 3aKOHHbIMW NMONb30BaTENIAMN AAaHHOIO KAKO4a. HesBHas KOMnpomMeTaynA
npeacrasadeT HaI/I6OI'IbLIJyI'O OMNacHOCTb.

OcHoBHble cobbITUSA, NpPn KOTOPbIX KDY MOXXHO CHUTAaTb CKOMMNPOMETUPOBAaHHbIMUK, NepeyncieHbl
HWXe:

1 TOoCTOPOHHMM AWLLaM MOT CTaTb AOCTYNHbIM dalrin AncTpnbyTrnBa KIOYen.
2 TOCTOPOHHWM /MLLAM MOFJIO CTaTb AOCTYMHbIM BHELIHEE YCTPOWCTBO C KAHOYaMM MOJib30BaTeNs.

3 rlOCTOpOHHVIM JmuaM MOr CtaTb 4OCTYNHbIM MapoOab NOAb30BaTe A, U 3TU InL.a MOTAN UMETb A0CTYyN
K KOMMbHOTEPY NOJIb30OBaTENIA.

4 TlocTOpOHHWE ANLA MOV MOJYUYNTb HEKOHTPOINPYEMBbIA GU3NUECKUI JOCTYN K KtOUYaM
MoJIb30BaTeNs, XPaHALLMMCA Ha KOMMbOTepe.

5 Ha komnbtoTepe, NOAKAHOUYEHHOM K CETU, He ycTaHoBAeHa nporpamma ViPNet MoHutop namn B
nporpamme 6blna oTk/OYeHa 3awuTa Tpadmka. Mpu aTom:

o B JIOKa/bHOW CETU BO3MOXHO MPUCYTCTBME MOCTOPOHHUX ALY,
o Ha rpaHuLe NOKaNbHOW CETU OTCYTCTBYET (OTK/IFOUEH) MEXCETEBOW 3KPaH.
6 bBbin yBONIEH COTPYAHMK, UMEBLUMIA JOCTYM K KJIHOUaM.

7 Bxopawmi JOKYMEHT NOAMMCaH aHHYAMPOBaHHbLIM CEPTUPUKATOM, HAXOAALLMMCS B CMINCKE
aHHY/IMPOBaHHbIX CEPTUPMKATOB (CM. rnoccapuid, cTp. 420).

8 Cnyuaw, Korfa HeNb3s JOCTOBEPHO YCTaHOBWTb, YTO MPOW3OLLIO C BHELHMMM YCTPOMCTBaMU
(HanpuMep, BHELLHEEe YCTPOWMCTBO BbILWO U3 CTPOS, U CyLLECTBYET BO3MOXHOCTb TOTO, UTO 3TO
NPOM30LLNO B pe3y/ibTaTe HeCaHKLMOHUPOBaHHbIX AeUCTBUW 310YMbILLNEHHWNKA).

K cobbitnsamM, TpebyowyM NpoBeAeHWs pacciesoBaHNA U MPUHATUA peLleHns o GakTe KOMMIpoMeTaLmy,
TaKk)Ke OTHOCUTCH BO3HUKHOBEHWE NMOAO3PEHNI B yTeuke MHbOPMaLUM WIN ee NCKaXKEeHWe B CUCTEME
KOHOWAEHLMaNbHOW CBA3MN.

Mpwn HacTynaeHun Ntoboro 13 nepeyncaeHHbIX Bbllle COBbITUI:
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o HemepaneHHo npekpaTuTe PaboTy Ha CETEBOM Yy3/e 1 coobLmTe 0 dhakTe KOMNpoMeTaLumn (Mam
npegnonaraemomM dakte KOMNpPoOMeTauumn) agmmHucTpatTopy cetn ViPNet.

e Ecam ckoMnpomeTupoBaHbl TONbKO KAKOUM NMOAMUCK, NPeKpaTUTe NCMOb30BaHMe 3TUX KtoYen ans
NOAMNCY JOKYMEHTOB W cOobLWMTE agMuHuUcTpaTopy ceth ViPNet.

e ECiv ecTb NOAO3PEHMNE, YTO NMOCTOPOHHME AL MOTYT 3HaTb Naposib nosb3oBatens ViPNet, HO 3Ti
NMOCTOPOHHME JINLLA HE UMEIOT JOCTyMNa K KOMMbOTEPY, CMEHUTE NapoJib U NPOAOAXKaNTe paboTy.
Ecam goctyn NocTopoHHMX NL, K KOMMbIOTEPY MOJ/Ib30BaTeNA BO3MOXEH, TO CefyeT cumTaTb KAKoum
CKOMMPOMETUPOBaHHbIMMU.

B cetun ViPNet, ynpasasemoii ¢ nomouwpto MO ViPNet Administrator, Ha caydan komnpomeTauum Kntouen
nosb3oBaTens npeaycMoTpeHa BO3MOXHOCTb ANCTaHLMOHHOIO O6HOBAEHNSA KAOYEW C MOMOLLbIO
pe3epBHOro Habopa nepcoHanbHbIX kKatoven (PHIK). ®ainn pesepsHoro Habopa (AAAA.pk, rae AAAA —
naeHtTndmkatTop nonvlosatens B cetn ViPNet) BXognT B cOCTaB NepBOHayaabHOro ANCTpmMbyTuBa Katouen
M NPV yCTaHOBKE CMPaBOYHMKOB M KFOUEN NoMeLLaeTcs B Nanky Kjatoven noab3oBatens (CM. YcTaHoBKa
CNPaBOYHMKOB 1 KAtOYelr Ha cTp. 52).

Ecau TekyLmi NnepcoHabHbIR KNKOY NOAb30BaTeNs OKa3aiCs CKOMNPOMETMPOBaH, aMUHUCTPATOP
nporpammel ViPNet Ya0cTOBEpPAOLWNIA 1 KAHOUEBOW LLEHTP BbICLIIAET NMOJIb30BATEN0 HOBbIE KAHOUMY,
3alLMLLEHHblE C MOMOLLbIO OYepPesHOro BapmaHTa NepCcoHanbHOro Kao4a, KOTOPbIN He HYXXHO
nepegasatb MO CETH, TakK Kak OH y>e COAep>XMTCA B pe3epBHOM Habope. Ecim npu obHoBAeHWN dain
pe3epBHOro Habopa He HaigeH, TpebyeTcs ykasaTb NyTb K 3TOMY danny. Ecim pesepBHbIn Habop
NepCcoHaNbHbIX KIOYEh OTCYTCTBYET UM He MOAXOAWT Napob, OTKaXMTeCb OT BBOAA AaHHbIX U
obpaTnTech K agMuHUCTpaTopy nporpammel ViPNet YaoctoBepsatowmii n kK1toueBom LEeHTpP, HYTOObI
NONYYNTb €ro KOMuto.
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3anyCcK NporpamMmel

ViPNet-gpaiiBep aktueupyet GpuabtpaLmio Tpadrka BO BPEMS 3arpy3ku onepaumoHHON CUCTEMBI
Windows eLue go ayteHTudukaumm B nporpamme ViPNet MoHutop. MNpw atom paboTta ViPNet-gpaiisepa
onpezenseTcs npesycTaHOBAEHHbIMWU GUAbTPaMU 3aLUMLLEHHON CETU U GUABTPaMU OTKPLITON CETH,
KOTOpble MCMOJIb30BaANCh B NMPeablayLiemM ceaHce paboTbl. [osHyo 3alumTy Tpaduka, BKIHOUAOLLYHO ero
windposaHme, ViPNet-gpansep obecneumBaet nocne ayteHtudpukauum B nporpamme ViPNet Client.

Jo Bxoga B Windows nossutca okHo Bxoga B nporpammy ViPNet Client. [lns 3anycka nporpammel
BBEAUTE NapOo/ib MW NMOAKIOUNTE BHELLIHEE YCTPOWUCTBO ayTeHTUGMKaumm (cm. Cnocobbl
ayTeHTMMKaLmm nonb3osaTens Ha cTp. 70).

Mpumeuanwue. Ana ayteHTndukaumm B nporpamme ViPNet Client Bo Bpems 3arpysku
Windows, Bbl MOXeTe 1CMo/b30BaTh 3KPaHHYHo kKnaBuatypy. s 3Toro HaxmuTe
coyeTaHue knasnw Win+U 1 B MeHI0 BbIbepuTE NYHKT DKpaHHas KnaBuaTtypa.

YTtobbl 0TKa3aTbca oT 3anycka nporpammbl ViPNet Client, HaxxmuTe kHonky OTMeHa, B 3TOM C/lyyae
3awwmTa Tpadurka byAeT OTKIHOUEHa.

BHMaHMe! B 3aBMCMMOCTU OT YPOBHSA MONHOMOUMI NOJIb30BaTeNs, KOTOPbIV OnpeAenseTcs B

ViPNet UeHTp ynpaBaeHus ceTbto (cM. Vicnonb3oBaHue nporpammel ViPNet MoHutop B

YCOBUAX OrPaHUYEHHbIX MOJTHOMOUNIA Ha cTp. 81), BO3MOXHOCTb OTKa3a oT 3anycka ViPNet

Client n otkntoueHns wmdposaHua Tpadrka MoOXeT BbITb HegocTynHa. 3arpyska Windows He
/A\ 6yaeT 3aBepLUeHa, NOKa Bbl He BbINOJAHWTE BXOA B nporpammy ViPNet.

B cnyyae ecan Bbl 3a6b1nn Naposb BxoAa B nporpammy ViPNet MoHUTOp Man BHelwHee
YCTPOMCTBO ayTeHTUdMKaLumn noBpexzaeHo, obpatntech K agMuHUCTpaTopy Ballen cetn ViPNet
3a AMCTPMOBYTMBOM KAtOUER, 3arpy3ute onepaunoHHyto cuctemy Windows B 6e3onacHomM
pexvMe 1 NMOBTOPHO YCTaHOBWTE KKOUM NoAb3oBaTens (CM. YCTaHOBKa CMpaBOYHUKOB U
Knroyer Ha cTp. 52).

Ecau BbI BbILWIM U3 NporpaMmel (CM. 3aBeplueHne paboTbl C MporpamMMon Ha CTp. 77) uavm oTkasaancb oT
ayTeHTUdUKaLmmn npwm 3arpyske Windows, 1o ans 3anycka ViPNet Client:

1 B meHto Myck HauHuTe BBOANTL «ViPNet Client» nan agBaxabl WenKHUTE ApAbIK D Ha pabouem

cToNe (ApAblk OTOHBpakaeTcs, ecnn Npu ycrtaHoOBKe NporpaMmbl 6bi1a BeibpaHa COOTBETCTBYHOLLLASA
onums).

OTKpoeTCa OKHO BXOZa B MpOrpammy.
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ViPNet Client (==

Crocob ayTeHTrdMKawm: Mapone VI

Mgz ICsﬂTMH Anexceit NeoHMaosny Y‘

Mapone: |

[] CoxparnTe napons

PucyHok 17. OkHo 8xo0a 8 npozpammy

BbibepuTe cnocob ayTeHTUdMKaLUM Ans BXoga B nporpaMmmy (cM. Cnocobbl ayTeHTUdmKkaLmm
nosb3oBaTens Ha cTp. 70) 1 B 3aBUCMMOCTY OT BbIbpaHHOro cnocoba BBeAWTE Naposib NoAb30BaTeNs
NMB0o NogktounTe BHELLHee YCTPorcTBo 1 BBeanTe MNH-koa.

Ecam Ha Balwem KoMnbroTepe paboTtaeT Heckoabko noab3osaTenelt ViPNet Client n ans
ayTeHTMdMKaLMK Bbl UCNOb3yeTe Naposb, B cnucke Mima BbibepuTe Balle MMA NOJ/Ib30BaTENS.

MNMocne BBOZa HEOOXOANMBIX ANA ayTeHTUOUKALMU JaHHBIX HaxkMUTe KHOMKY OK. OTkpoeTcs OKHO
nporpammebl ViPNet MoHutop (cm. ViHTepdeic nporpammbl ViPNet MoHuTOp Ha cTp. 78).

Cnocobbl ayTeHTUOMKALMM NONb30BaTENA

B nporpamme ViPNet MoHMTOp NpeaycMoTpeHo Tpu cnocoba ayTeHTudmKauum:

Maposb (Ha cTp. 72). Ans BXxoza B NporpaMmMy Bam cnefyeT BBECTU CBOM Naposib. Kaxablin pa3 nocne
BBOZA Napo/is BbIUMCAAETCA NAPOJIbHBIA KNHOU, KOTOPbIA UCMOAb3YeTCs ANs AOCTyMNa K BalleMy
nepcoHaNbHOMY KJHOYYy.

Maposb Ha ycTpoicTBe (Ha cTp. 72). Ans BXoda B NporpamMmy BaM CiesyeT NOAKIOUNTb YCTPOUCTBO
n Beectn NMNH-koa.

Wcnonb3oBaHue 3Toro cnocoba ayteHTUdMKaLmm npeanonaraet, Y4To Ball Napob XPaHUTCA Ha
YCTPOWCTBE 1 BaM He n3BecTeH. OZHaKo ecaun Bbl 3HaeTe NapoJib, TO A5 BXOZa B MPOrpaMmy MOXHO
MCMNOAb30BaThb M ayTeHTUdMKaLMIO NO Napoto. JaHHas BO3MOXHOCTb obecrneumBaeT BXOj B
nporpammy B cly4ae HEMCNPaBHOCTU BHELIHEro YCTPOICTBa (414 3TOro BaM NOHaj06uUTca y3HaTb
CBOW Naposib y agMuHncTpatopa cetn ViPNet).

BHumaHume! Cnocob ayteHTndmnkaumm MNaponb Ha ycTpoCTBe He OoTBeYaeT
TpeboBaHMAM 6e30MacHOCTM U UCMOb3YETCA A1si COBMECTMMOCTM C MPOrPaMMHbIM
/A\ obecneueHmnem ViPNet paHHux Bepcuin. Ecin Bepcus nporpammel ViPNet — 3.2 v Bbiwwe
1B Heil MCNONb3yeTCA AaHHbIN CNOCO6 ayTeHTUdWKALMM U3MeHUTe ero Ha Maposb nan
YcTpolicTeo.

YcTporicTBo (Ha cTp. 73). ns BxoAa B nporpaMMy BaM ciesyeT NOAKNOUUTb YCTPOMCTBO U BBECTM
MNH-kog (M B HEKOTOPbLIX CayYasx Naponb).
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Mo ymonuaHuto yctaHoBAeH cnocob ayteHTUduKaumm Maponb. 13MeHUTb cnocob ayTeHTUdMKaumm
MOXHO Npu Bxoge B nporpammy. Kpome Toro, cnocob ayreHTUdnKauum yaaneHHO MOXET U3MEHUTb
agmuHuctpatop cetn ViPNet, otnpaBvB Ha Bal y3en noanTuky 6esonacHocTu u3 nporpammel ViPNet
Policy Manager.

Mpun ncnonb3oBaHnn cnocobos Maposib Ha yCTpoUcTBe 1 YCTPOMCTBO ayTeHTUdMKALMA NONb30BaTENS
OCYLLECTBIAETCA C MOMOLLbHO BHELLHWX YCTPOWUCTB (CM. BHellHVe ycTpoiicTBa Ha cTp. 349). YTo6bI
MCNoab30BaTb Kakoe-NMbo yCTPOMCTBO A/1A ayTeHTUdMKALMM, HAa KOMMbIOTEP HEOHBXOAMMO YCTaHOBUTb
ApariBepbl 3TOrO YCTPOMCTBA M 3aTEM 3anmncaTb Ha HEro K4, 3anmncatb KAKOUYM Ha BHELLHEe YCTPOMCTBO
MOXHO NpW n3MeHeHUn cnocoba ayteHTMdMKaLMM Noab3oBaTena nam B nporpamme ViPNet
YAOCTOBEPSIOWMNIA 1 KNFOUEBOW LIEHTP MPU CO34aHUN ANCTPUOYTMBA KAHOYEN.

BHumaHue! Ecam npu ucnonb3osaHum cnocobos ayteHTUMKaLun Maponb Ha
YCTPOMCTBE UM YCTPOMUCTBO BHELLHEee YCTPOMCTBO ByeT OTK/IOUEHO, MOXeT

‘& NPOU30MNTH aBTOMaTUYeckas 610KMpPOBKa KOMMblOTEPa — B COOTBETCTBUM C
HacTpovikamu, 3agaHHbIMU B pexuMe agMuHucTpaTtopa. s npogoakeHns paboTsl
Heob6X0AMMO BHOBb MOAK/IOUUTL 3TO BHELLIHEE YCTPOMCTBO.

YpoBeHb 6e30nacHOCTM MpW BXOAe B NpOorpaMMy onpegenserca KomyecTBom GakTopos
ayTeHTUdMKaLmn. Yem oHo 6oblue, TeM Bbile ypoBeHb Be3onacHocTu. HynbdakTopHas
ayTeHTMdUKauma He obecrneynBaeT 6e30MacHbIN BXOA B MPOrpamMmy 1 He peKoMeHAyeTca K
NCNONb30BaHMIO.

Ha cxeme Hmxe npeacraB/ieHbl BO3MOXHbIe crnocobsl ayTeHTI/ICI)I/IKaLI,I/II/I n nx q)aKTOpHOCTb.

Cnocobbl ayTeHTUhMKaL MK

.-'-'-FFFF e
.-"-'-FFH--- )
—
Naponk Ha YCTPORCTES
Napont YerpoiicTao (N7 COBMECTUMOCTH C PAHHWMA
Eepcuann MO ViFMNet)
e e de e e e e e e g e
opHoaKTopHan: MepCcoHanbHeIA Koy Ceprudukar

TONLKD Naponk
Mcnoneayemca MUWH-kod ?

A

AByXpaKkTOpHAaR: ofHOhakToOpHAR:
MAH + knioy, CepTWMEET TONBKD KN, CEPTUGWKET
WK NEPR0Ne Ha YCTPOACTEES WNK NAPaNL Ha YCTROWCTEE

;\\ CoxpaHenne B peectpe Windows MiMH-«xo0aa wnw napana npw cnocofe YeTpoRcTBO Nnpespawyaer
.ﬂl}, ayTeHTUdUEALMID B oAHODaxToOpHY D, a npu cnocobe Maponk — B HY NbaxToOPHY .

PucyHok 18. Cxema coomsemcmaus Mex0dy ghakmopamu u cnocobamu aymeHmugukayuu
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[Maposb

Ans Bxosa B nporpammy ViPNet MoHUTOpP ¢ NOMOLLBHO NapoAs B OKHE ayTeHTUDUKALUN BbINOJHUTE
cnegyroLine AencTBuUS:

1 B cnncke Cnocob ayteHTUdUMKaumm Bbibepute Maponb.

[E3 viPNet Client (=30
Criocof ayTeHTUdMKaLYM: Mapons v]
[40EH ’CEHTHH Anetcel NeoHMaosHd ']
Maponb:  sesssess|
E [] CoxparnTs napons
o] [Come )

PucyHok 19. Cnocob aymeHmudgpukayuu «llapone»

2 T[pw HeobxoammocTn B cnucke Umsa BoibepunTe Bawe nmsa nonb3osatens ViPNet.

MpumeyaHue. B faHHOM Crivcke OTOBpaXKatoTCa MeHa BCeX NONb3oBaTeNel, KNHoum
KOTOpPbIX BblN yCTaHOBAEHbI Ha JaHHOM CETEBOM y3Je (CM. YcTaHOBKa CNpaBOYHNKOB
1 KAtouer Ha cTp. 52). Ecaun Ha y3ne He yCTaHOB/EHbI KJIFOUM HW OLHOTO NOAb30BaTeNs,
cnuvcok byaet nycr.

3 B none MNaposnb BBeANTe Ball Napob.

Ecnm coxpaHeHue naposisi B peecTpe paspeLleHo HacTponkamu nporpaMmbl (cM. lononHuTenbHble
HacTpoVikM NapaMeTpoB 6e30MacHOCTY Ha cTp. 219), AN coXpaHeHWs Napoas MOXHO YCTaHOBUTH

COOTBETCTBYHOLLMNIA PAAKOK.

4 Haxmwute kHonky OK.

Maponb Ha ycTponcTee

BHumanue! Bo n3bexaHne Henonagok B pabote MO ViPNet He cnesyeT ncnonb3oBaTtb

>

cnocob ayteHtndmKaLmmn Maponb Ha ycTpoicTee. [Npy MCNOb30BaHUN JaHHOTO
cnocoba ayTeHTUdMKaLMN PEKOMEHAYETCA ero U3MeHUTb Ha Maposb nan YcTpoicTeo

(cMm. N3meHeHne cnocoba ayTeHTUGUKALMNU Nonb30BaTeNs Ha cTp. 220).

Ons Bxoga B nporpammy ViPNet MOHWUTOP ¢ MOMOLLbIO Mapois Ha YCTPOWCTBE B OKHe ayTeHTUdMKaLmum

BbINOAHUTE Cheayrowime Ael;lCTBI/IFIZ

1 B cnvcke Cnocob ayteHTUdMKauum BbibepuTte Maposb Ha ycTpolicTBe.
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[E1 viPNet Client (==
Crnocob ayTeHTuduMKawm: [I'Iaponb Ha YCTponcTBe V‘
JOMNONHUTENBHEA MHADOPMELIMSA LNA XPEHEHWA Napons:
BrifepiTe yCTPORCTED! leToken Aladdin(00617327 ) ']
EBeeauTe MH-+oa: LLITT1]
Coxpanuts MAH-+«on
—

PucyHok 20. Cnocob aymeHmugbukayuu «[lapone Ha ycmpolicmee»

2 |_|O,£I,KJ]I-O'«II/ITe BHelWHee yCTpOl‘/‘ICTBO, Ha KOTOPOM HaxOoAUTCA Ball Mapob.

3 B cnucke Bbibepute ycTponcTBO BbibEpPUTE BHELLIHEE YCTPOWCTBO.

4 Beepute MNH-kop, ecnn Tpebyetcs. HeobxoammocTs BBoga MNMMH-koaa 3aBucKT ot Tna
NCMOJIb3YEMOro BHELLHEro yCTponcTtaa (cM. PucyHok 18 Ha cTp. 71).

Y106kl coxpaHuTb MNH-kOA 1 B fanbHelllem He BBOAUTL €ro Npu ayTeHTudmKaLmm, yctaHoBumTe

COOTBETCTBYHOLLUNIA GNAXKOK.

5 Haxmure kHonky OK.

YcTpounctso

[Ans Bxoga B nporpammy ViPNet MOHMTOP € MOMOLLbIO YCTPOMCTBA B OKHE ayTeHTUOMKALMW BbINOAHUTE

cnegytouine AencTBus:

1 B cnucke Cnocob ayteHTUUKaL MM BbibepuTe YCTpOIiCTBO.

ViPNet Client

5

Crnocob ayTeHTudMKawm: YoTpoicTEo

7]

Mapone:

ﬂDI'IDJ'IHMTEJ'IbHﬁﬂ MHdJDDNﬁLU-ﬂﬂ ANA ¥PaHEHWA KNDYa NoNb30ESTENA:

BrifepiTe yCTpoicTED: IeToken Aladdin(00617327

)

BeeawTe MWH-+oa: LLITTL]
CoxpanuTe MH-+«oa

MPOM3B0AMTE AYTEHTHAMKELIMIO NP MOMOLLM:

@ CepTudMKaTa:

Indminist'ator {no 23 asr 2017)

)

MepcoHanbHOro KikYa

[ QK ] I OTHeHa I

PucyHok 21. Cnocob aymeHmugpukayuu «Ycmpolicmao»

2 TogkntounTe BHELLHEe YCTPOMCTBO.

3 Eowm Tpe6yeTc5:|, B CMNCKe HMXe Bbl6epI/ITe Balle NMA Noab30BaTena n B nosae Flaponb BBeaguTe CBOW

napoJib. HEO6XOAVIMOCTI: BBOJa Napo/iad 3aBUCUT OT TUMa UCMNOJIb3yeéMOro BHELWHEro yCTpOVICTBa

(cm. PucyHok 18 Ha cTp. 71).
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4 B cnuncke YcTpoiicTBO BbibepuTe BHELLHEE YCTPOMNCTBO, Ha KOTOPOM HaxOAMTCA Ball MNepPCOHasIbHbIM

KN4 Unm ceptudumkar.

5 Beegute MNMNH-koa, ecnin Tpebyetcs. Heobxoanmocts BBoga NMUH-koaa 3aBucKuT ot TMna

NCMOJ/Ib3yeMOro BHeLLHero yctponcrea. Ytobbl coxpanuts NMNH-koa n B ganbHelLeM He BBOAUTD

€ro Npv ayTeHTUdMKaLLMK, YCTaHOBUTE COOTBETCTBYHOLWMNIA h1axKoK.

6 B cnucke Flpomssop,mb ayTeHTI/Iq)VIKaLI,I/ﬂO npun noMmoLwmn yCtaHOBUTE nepekaryartesb B O4HO U3

CNefyoLLNX NONOXKEHWIA:

o CepTVIq)I/IKaTa — AnAa ayTeHTVIq)I/IKaLI,I/II/I C NOMOLWbHO CepTI/ICI)VIKaTa, KOTOprI7I XPaHUTCA Ha BalleM

ycTpoictae. B cnucke ceptudukaTtoB, obHapy>KEHHbIX Ha YCTPOMCTBE, BbIGEPUTE HYXXHbIN
cepTudukar.

TpE6OBaHI/Iﬂ, npeabaBadaemMblie K CepTI/ICI)I/IKaTaM Aanda ayTeHTVICI)VIKaLI,VII/I, npeacraBsieHbl B pasjene

OcobeHHOCTM ayTeHTUdMKaL MM C MOMOLLbIO cepTudukaTa (Ha cTp. 74). B cayyae

BO3HMKHOBEHWA 3anyAHeHI/1I7I CM. pa3gen He YAA€ETCA BbIMONHNTD ayTEHTI/Iq)I/IKaU,I/II-O C NOMOLWbHO

ceptudukara (Ha crp. 278).

o I'Iepcouaanoro K/AtoYa — yTOb6bl BbINOAHUTD ayTeHTI/Iq)I/IKaLI,I/II-O C NOMOLLbHO NepPCoHalIbHOIro
KJ1Ko4va (KOTOprIz BXOAUT B COCTaB KAtouel nonb3osartens u XPaHUTCA Ha BalleM yCTpOI7ICTBe).

7 Haxmute kHonky OK.

OcobeHHOCTU ayTeHTUdMKaLMM C MOMOLbIO cepTudmKaTa

Ans ayteHTndmkaumm B nporpamme ViPNet Client ¢ nomolubo ceptrdumkata A0MKHbI ObITb BbIMOAHEHDI

cneayroLine ycioBus:
e BHewHee ycTponctBo noaaepxunsaet ctaHgapt PKCS#11.

e AyteHTUdMKaLMsA ¢ nomoLybto cepTudumkata FOCT BbINOAHAETCA C MOMOLLbHO YCTPOMCTBA, Ha
KOTOPOM peasiM3oBaHa annapaTtHas noggep>ka anroputmos [OCT.

MpumeyaHue. IHGopMaLms O TOM, Kakve BHELLHWE YCTPOMCTBA 06eCcneyumnBatoT annapaTHyo
noagaepxky aaroputmos FOCT n nogaepxky ctaHgapta PKCS#11, cogepxutca B pasgene
ANTOpUTMBI U GYHKLUK, MOAAEPXKMBAEMbIE BHELLHUMMN YCTPOUCcTBaMM (Ha cTp. 354). B tabauue
Takve YCTPOWCTBA Bbl MOXETE HaMTWN MO COAEP>XKMMOMY CTON6L0B AnnapaTHas nojaepikka
poccuiAickmx KpunTorpapuueckmx anroputMoB (Ha yctpoiictee) u MNMoaaep>kka PKCS#11.

e 3aKpbITbIN KoY, cOOTBETCTBYIOLWMI cepTudmkaty FTOCT, KOTOpbIA UCNONb3YyeTCA ANs
ayTeHTMdUKaLmm, chopMmpoBaH € NomolLLbto kpunTonposangepa ViPNet CSP.

o Ceptudukat nMmeeT HazHaueHue «LLindpposaHne kntouen» B none NcnonbloBaHue Kiaroua.
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Ceptudukar

l Obuwme | Coctas ] MyTb cepTudMKaLym ‘

MokasaTb: [ <Bce> > ]

Mone 3HaueHne 2

.5_! MaeHTuduKaTop KMtoYa cy... 4cc89116005ccf 1926da ...
‘;I\ MaeHTuduKaTop KntoYa ue... MaeHTudukaTop kniova=fe ...
'i‘ TouKwM pacnpocTpaHerus an... [1]Touka pacnpeaenequs cu...
;5_1 OocTyn K uHdopMawm o ue... [1]JocTyn K cBEAEHUAM LEHT. ..
2=

[ vcnonssosarme ivosa__ Windposarve kvoveit (20) |

[:\ ANropuTM OTNEYaTKA shal ‘ £
[l oTnevarox 45548589 43bd 31eef32a... —
I LLinbposaHme Kntouel (20) ]

CeoiicTsa KonuposaTk B daitn...

MoapoBHee o cocTase cepTudMKaTa

PucyHok 22. lposepka Hanu4vus HasHaqeHus «lLlugpposarue kroyeli» 8 cepmugukame 0ns
aymeHmugukayuu

e B KOHTeliHepe Ha yCTPOMCTBE HAaXOAUTCS 3aKPbITbIM KU, KOTOPOMY COOTBETCTBYET UCMONb3yeMbll
ceptudumkar.

o CepTtuduKaT AeCTBUTENEH, TO €CTb CPOK €ro AEUCTBUS HE UCTEK, OH HEe HAaXOAMUTCA B CMINCKE
aHHYJMPOBaHHbIX CepTUHNKATOB LOBEPEHHOIO YOCTOBEPSAIOLLETO LLEHTPa, COOTBETCTBYHOLLAN eMY
uenouka cepTuduKaLLMm NoJiHa, U BCE BXOAALLME B HEE CEPTUDMKATBI TaKKe AeACTBUTENbHBI.

e B xpaHuauLLe onepauyoHHON CUCTEMbI YCTaHOB/EHbI COOTBETCTBYHOLLMUIA CMMCOK aHHYIMPOBaHHbIX
cepTudMKaToOB 1 BCe cepTUdMKaTbl U3 LLEMOUKM CepTUdMKaLIMM, BKIOYAs KOPHEBON cepTudukar.
[Ans ayteHTndurKaLmm B nporpamme o Bxoga B OC cepTudukathl 1 CMMCOK aHHYIMPOBAHHBIX
CcepTUdMKaTOB YCTaHOBJ/IEHBI B XPaHWJIMLLE JIOKANbHOrO KOMMbHOTEPA.

MpumeyaHue. Mpu HEOBXOAMMOCTH YCTAaHOBKM KOPHEBOTO cepTudurkaTa 1 cnucka
aHHYNNPOBaHHbIX cepTUdMKATOB B XpaHuauLLe JlokanbHbI komnbtotep OC Windows 7 nan
Windows Server 2008 cnepyet 3anyckatb nporpammy ViPNet CSP oT umeHn agMuHmcTpaTopa
OC (c nomoLbto KOMaHAbl 3anyck oT UMeHW agMmuHuctpatopa (Run as Administrator)
KOHTEKCTHOro MeHo ApJblka). NMogpobHee cM. B sokymeHTe «ViPNet CSP. PykoBoacTBO
no/sb3oBaTeNs» pasfen «YcTaHoBKa cepTudukata, He JOHABAEHHOTO B KOHTENHEP KItOUe».

B cayyasx ¢ gpyrumum Bepcusmn OC Windows MOXHO Takxe BOCMOJ/1b30BaTbCs MPOrpaMMor
ViPNet CSP 1160 BbINOAHUTL YCTaHOBKY KOPHEBOTO cepTUdUKaTa 1 Cncka aHHYAMPOBaHHbIX
cepTdUKaTOB CTaHAAPTHBIMU cpeacTBamu Windows.

Y1066l nonyuntb ceptudukat FOCT, noaxoaawmin ana ayteHtuoukaumm B MO ViPNet MoHuTop,
BbINONHWTE ClefytoLLme AeNCTBUS:

1 Cospgainte 3anpoc Ha cepTudmKart. Npu 3TOM coxpaHUTe KOHTENHEP KAtOYel Ha BHELLHEee YCTPOMCTBO
(cm. OBHOBIEHWE KNHOUa 31EKTPOHHON NOAMUCU U cepTUdMKaTa Ha CTp. 246).
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2 [pepynpeaunte agMUHNCTPaTOPa YAOCTOBEPSIOLLENO LIEHTPa O TOM, YTO NpW n3gaHuu ceptnudurkara B

Hero HeobxoaMMO f06aBWTb Ha3HaueHue «[poBepka NOAJMHHOCTM KnneHTa». Ecam o6paboTka
3aMpoCoB Ha cepTUdMKaTbl MPON3BOANUTCA B aBTOMaTUYECKOM PEXMME, aAMUHUCTPATOPY cieayet
OTK/IOUYUTB 3TOT PEXMM 1 0H6paboTaThb Ball 3arpoC BPYUHYHO.

YcTaHOBUTE M3JaHHbIN cepTUdUKaT B KOHTEMHEP KAKOUEW, COXPAHEHHbIA Ha YCTPOMCTBE (CM.
YcTtaHOBKa CepTUOUKATOB B XpaHWUAMLLE ONEPALMOHHON CUCTEMbI Ha CTp. 241).

CMeHa Noab3oBaTend

Ecav Ha ceTeBOM y3/1e 3aperncTpmpoBaHO HECKO/IbKO MOJib30BaTeNel, CMEHWUTb NOJIb30BaTeNA MOXHO, He
BbIXoAA 13 nporpammel ViPNet MoHuTOp. [118 3TOro BbINOAHUTE CleAytoLine AencTBUS:

1

B rnaBHOM MeHIo nporpaMmsbl BbibepuTe NyHKT @aiin > CMeHUTb noJsib3oBatens. OTKPOeTcsi OKHO
BXOZa B Nporpammy (CMm. 3anyck nporpamMmel Ha cTp. 69).

BbibepuTe cnocob ayteHTUdUKaLumM ans BXxoga B nporpammy (cM. Crocobbl ayTeHTUdmKaLmm
nosib3oBaTens Ha cTp. 70) U B 3aBUCMMOCTM OT BbIBpaHHOro cnocoba BBeAMTE MNapob NoJsib30BaTeNs
AMbo noakoumTe BHELHee ycTpoicTeo v Beeaute MNH-koa.

Ecam Ha Balwem koMnbroTepe paboTaeT Heckoabko noab3osaTenelt ViPNet Client n ans
ayTeHTMdMKaLMK Bbl UCNOb3yeTe Naposb, B cnucke Mima BbibepuTe Balle MMA NOJ/Ib30BaTENS.

MpumeuaHue. Ha ceTeBOM y3ne fOMXKHbI ObITb NPeABaPUTENIBHO YCTaHOBEHbI KNHOUM
nosib3oBatess (CM. YCTaHOBKa CNPaBOYHUKOB M KJIKOYEN Ha cTp. 52), OT uMeHu
KOTOPOrO BbINOAHAETCA BXOZ B MPOrpammy.

3 Haxmure kHonky OK.
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3aBeplleHne paboTbl C NPOrpPamMMon

CyuiecTByeT HECKONbKO CNocoboB 3aBepLueHus paboTsl ¢ nporpammoi ViPNet Client:
1 YT06bl CBEPHYTH OKHO NPOrpamMmbl, BbINMOJHUTE OAHO U3 AEUCTBUI:
o HaxmuTe KHOMKY 3aKpbITh Es s NpaBOM BEPXHEM YTy OKHa.
o Haxmute couetaHue knaeuw Alt+F4.

YTtobbl CHOBa pa3BepHYTb OKHO MPOrpamMMbl, LLIEAKHUTE 3HAYOK B 061aCTV yBEAOMIEHUN Ha
naHenu 3agau.

2 YTO6bl BBIMTU M3 NPOrpamMMbl, B I1aBHOM MEHIO NporpamMmbl Bolbepute nyHKT ®ann > Boixog anbo B
ob6nacTv yBelOMAEHNI B KOHTEKCTHOM MeHo nporpammbl ViPNet Client BoibepuTe nyHKT Bbixog. B
OKHe MOATBEPXAeHUA HaxxmuTe [a.

Mpumeyuanwme. Mocne Bbixoga n3 nporpammbl ViPNet Client pabota ViPNet-aparisepa
NPOAOKAETCA: OH BbINOAHAET PuabTpauuio IP-Tpaduka B COOTBETCTBUM C
HaCcTpoliKaMun MHTErpMPOBaHHOrO CETEBOro 3KpaHa.
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NHTepdenc nporpammel ViPNet
MoHKTOP

OkHo nporpammsbl ViPNet MoHUTOp NpescTaBaeHO Ha cneaytoLlemM pUCyHke:

|'_| 2 —3 — 4
3 /_ a /
| .' ,

|
B Chient
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5 || i i — - »
= = 9 | s = E L] kJ
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a AgMUHRCTRATOR
a! TMownk -

Fl 1 13
Ceme NE 10773 IP-agpeca 169 254-.1'-"-93f CQCHOBHAA KW HIypayeEs f
6 5
PucyHok 23. OkHo npoepammel ViPNet MoHumop

Lindpamn Ha prcyHke 0603HaYeHbI:

1 [naBHOE MeHIO Nporpammbl.

2 [laHenb MHCTPYMeHTOB. YTO6bl 0TOBPa3nTb MW CKPbITh NaHeNb MHCTPYMEHTOB, B MeHo Bug
BbI6epuTe NyHKT MaHenb MHCTpPYMeEHTOB. [106aBUTL NAK YAANUTb KHOMKU Ha NaHe b MHCTPYMEHTOB

Bbl MOXETE C MOMOLLbIO KHOMKM _T.YTO6bI M3MEHWUTHL PACMONOXEHNE KHOMOK Ha MaHenm
WHCTPYMEHTOB, MEpeTaLLMTE X Ha HYXXHOE MecTo, yaep>kuBas knasuuy Alt.

3 Mawnenb HaBuraumun. Coaep>XuUT NepeyveHb pasfenos, NpeaHa3HauYeHHbIX 419 HaCTPOWKM Pa3InyHbIX
napameTpoB ViPNet MoHuTOp:

e} 3aLIJ,VILIJ,eHHaﬂ ceTb (3TOT pasaen Bbl6paH no ymonanmo) — COAEPXUT CMNCOK CETEBLIX Y310B

ViPNet, koTopble cBAi3aHbl C AaHHbIM ceTeBbIM y3/710M B nporpamMe ViPNet LieHTp ynpaBaeHua
ceTbto. MNoapobHee cM. PaboTa co cnnckom 3almieHHbix y3nos ViPNet (Ha cTp. 80).
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o

CeteBble dpunbTpbl. CoaepXnT nogpasaenst ¢ dpuabtpamu IP-tpadmka:

e OuUAbTPbI 3aLWMLLEHHON CEeTU — NpegHa3HaueH ANs HacTPOVKM GUABTPOB 3aLLMLLLEHHOTO

Tpadmka (cMm. Co3gaHne GUAbLTPOB A5 3aLUULLLEHHOW CeTu Ha cTp. 146).

e OUAbTPbI OTKPLITON CETU — NMpeAHa3HaueH As HACTPONKM GUILTPOB OTKPLITOro Tpadurka

(cm. Co3gaHne GUAbTPOB A5 OTKPbLITOM ceTn Ha cTp. 148).

e ®OUAbTPLI NPUKNAAHOTO YPOBHA OTKPLITOW CETU (JOCTYMHO, €CN YCTaHOBNEH MOZAY/b
pacLmpeHHOW GunbTpaLmmn) — npeaHasHayeH Ans HaCTPONKM GUABLTPOB NPUKNAZHOTO
ypoBHsa (cM. Co3gaHne GuabTpOB NPUKIaZHOro ypoBHa Ha cTp. 150).

Mpynnbl 06bEKTOB — COAEPXKUT CMNCKN O6BEKTOB, KOTOPbIE MOTYT BbITb NCMOJ/Ib30BaHbI MPK
co3gaHum cetesbix GpuabTPOB: rpynnel y3nos ViPNet, rpynnel IP-agpecos n Tak ganee (cm.
Vcnonb3osaHue rpynn obbekTos Ha cTp. 135).

Cratuctuka n >XypHasbl. COAep)KVIT noapasjenbl:

e XypHan IP-nakeToB — npeaHasHauveH A8 Noucka 3anucel B XypHase IP-naketos (cm.
Pabora c >xxypHanom IP-nakeTtoB Ha cTp. 187).

e Cratuctmka — npegHasHayeH Ana NpocMoTpa CTaTUCTUKKM duabTpaumn IP-naketos (cm.
MpocmoTp cTatuctukm puastpaummn IP-naketos Ha cTp. 198).

KoHdurypaumm — npegHasHayeH Ana ynpasaeHna KoHGurypaumamm nporpammel ViPNet
MoHuTop (cM. YnpasneHne KoHpUrypaumamu nporpammbl Ha cTp. 200).

ApMUHUCTpaTOp — OTOBPaXKaeTCA TONbKO MOC/AE BXOZa B MPOrpaMmy B pexnme
aAMUHNCTPATOPa U CAYXKUT AN HACTPOMKMN AOMONHUTENbHbIX NapaMeTpoB NporpamMmMbl (CM.
PaboTa B nporpamMmMe B pexumMe agMUHUCTpaTopa Ha cTp. 212).

I'IpmmeuaHme. Konnuectso n nopAaAoK pacnosioXXeHUA pa3aenoB Ha naHenan HaBuraumm

3aBUCUT OT YPOBHS MOJIHOMOUMIA NO/b30BaTeNs, KOTopsblili onpesensetcs B ViPNet

LleHTp ynpaBneHusa cetbto (cM. Vicmonb3osaHue nporpammbl ViPNet MoHutop B
YC/I0BUAX OrpaHMYeHHbIX MONHOMOUNIA Ha cTp. 81).

4 TaHenb npocmoTpa. NpesHa3HayeHa Ans 0TobpaxKeHWs pasjena, BboiIbpaHHOrO Ha naHenun

HaBurauum (3).

5 Crpoka novcka. OTobpaxaetcs B pasgenax 3awmweHHas cetb, CeTeBble GuabTpbl 1 Mpynnbl
06beKkToB. 15 noucka no paszeny BBEAUTE B 3TOM CTPOKE YacTb afpeca, MMeHW CEeTEBOTO y3/1a UK

Apyrvie napameTpbl.

B paspene 3awuLeHHas ceTb MNOUCK BbIMONHAETCA MO caiegyrownMm napamMeTpam:

o

Nms y3na (oTobpaxkaeTtca B pasgene 3awmuieHHas cetb 1 B okHe CBOMCTBa y3/1a Ha BK/ajKe
O6uwume).

Nmsa komnbroTepa (okHo CBoiicTBa y3na, Bkiagka Obwume).

PeanbHble n BupTyanbHble IP-agpeca (okHo CBOWUCTBa y3na, Bknagka IP-agpeca, cnvcok IP-
appeca).

DNS-ums (okHo CBoWcTBa y3na, Bknagka IP-agpeca, cnmcok DNS-ums).

NaeHTndunkaTop y3na (okHo CBolcTBa y3na, Bknagka Obuwme).
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YT0bbI OUMCTUTL CTPOKY MOMCKa, HaxkmuTte kHornky MokasaTk Bce.

6 Crpoka coctosHuaA. CopepXuT cnegytowmne ceegenms: Homep cetn ViPNet, IP-agpeca, HasHaueHHble

y31y, ¥ TekyLlas KoHburypaums nporpaMmmbl. [Mpu nameHeHun ceteBbIX GUALTPOB WM TPy

06bEKTOB BMECTO YKa3aHHbIX CBeAeHVIVI B CTPOKe COCTOAHMA NOoABAAETCA coo6u.|,eH|/|e O TOM, 4TO

bUABLTPLI UAK TPYNMbl O6BEKTOB ObIIN U3MEHEHDI, HO HE MPVMEHEHDI.

YT10obbI NOKa3aTb UM CKPbITb CTPOKY COCTOSHMA, B MeHI0 Bug Boibepute nyHKT CTpoKa COCTOAHMA.
Mpw M3MeHeHN GUABTPOB UK TPYNN 06BEKTOB CTPOKa COCTOAHMUA OTObpaXaeTca BCeraa, gaxe

€C/IV OHa bblna paHee CKpbITa.

PaboTa co cnmckom 3atumileHHbIX Y3108 ViPNet

Pazgen 3awmueHHan cetb (cM. ViHTepdeiic nporpammel ViPNet MoHMTOp Ha cTp. 78) cogepXut cnmcok

3alymLLeHHbIX y310B ViPNet, koTopble CBfizaHbl C JaHHbIM ceTeBbIM y310M B nporpamme ViPNet LieHTp

yrpaB/eHUsl CETbIO.

3Hauok pPAAOM C UMEHEM CETEBOIO Y34, a TaKXe UBET UMEHU 0603HayaroT T!MN CeTEBOrO y3na u ero

TeKyLMI CTaTyC:

Tabauya 3. Obo3HayeHUe cmamyca cemegbix y3/108

3Hauok  LiBeT nmeHm

CraTyc ceTeBOro ysna

Cepebiin

) droneToBbIii

Cepbli nnn
duroneToBbIN,
MONY>XXVNPHBIN

Ak Cepblii nam
duroneToBbIN,
MONY>XXVNPHBIN

Cepebiin

| ®uronetoBsbiin

KnneHt B AaHHbII\/'I MOMEHT OTK/JIHOUEH OT CeTU ANBO HeT AaHHbIX O
€ero cratyce

KnneHt B AaHHbII\/’I MOMEHT NOoAK/NIHOUEH K CeTU

HoBbI KNWEHT, ¢ KOTOPbIM Bblia co3AaHa CBA3b

HoBbIlh koopanHaTop, ¢ KOTOPbIM Bbl1a CO34aHa CBA3b

Koop,qleaTop B rCI,aHHI:aII‘/ll MOMEHT OTK/IFOUEH OT CeTU NBO HeT
AaHHbIX O €ro cratyce

Koop,qleaTop B ,a,aHan?] MOMEHT NOoAKNHKOUEH K CeTn

MpumMeuaHne. YTobbl HaCTPOUTL MapaMeTpbl BHELLHErO BMAA pa3jena 3aluieHHas
|i| ceTb, Bblbepute B okHe nporpammebl ViPNet MoHnTOop B MeHto CepBUC MyHKT

Hactpolika npuaoxkeHus v ganee nepengute K pasgeny Obuue.

Ans ynobcTtBa NpocMOTpa CivcKa M NMoncka ceTeBble Y3bl B pa3gene 3almieHHas ceTb MOXHO

CrpynnupoBath Mo nankam:
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e YT06bI CO3aaTb HOBYO Manky, B OkHe nporpammbl ViPNet MoHWTOp Ha NnaHenn HaBUraLmm Uan Ha
naHe/s M NPOCMOTPa B KOHTEKCTHOM MEHHO 3/1leMeHTa 3aluuiLeHHas ceTb BbibepuTe nyHKT Co3gaTthb
nanky.

HoBas nanka nosBUTCA Ha MaHeNM HaBUrauMm 1 B pasgee 3aluiLeHHas cetb. [1o yMoa4YaHuio B
3TOM paszgene NpucyTcTByeT oAHa nanka Us6paHHoe.

e Yrobbl nepeHecTn ceTeBble y3/bl B KaKyI-O-J'IVI6O nanky, B pasgene 3aLIJ.I/lI.IJ,eHHa$I CeTb Bbl6epI/1Te
OAVH NN HECKOJIbKO CETEBbLIX Y3/10B U NEepPeTanTe X B Hy>KHYHO narky.

e YT0bbI MEperMeHOoBaTb Marnky, WeaKHUTE ee NPaBoi KHOMKON MbIWW U B KOHTEKCTHOM MEHHO
BbI6bepuTe NyHKT MepenmMeHoBaTb.

e YT10bbI YAaNWTb Nanku:

o y6eAVITer, UYTO Nankun, KOTopble Tp66yeTCﬂ YAannTb, HE coAdep>XaT CETEBbLIX Y3/10B. B NpPpOTUBHOM
ciyvyae nepeHecuTe ceTeBble y3/ibl B ApYyrMe nanku.

o Bb|6ep|/|Te O4HY AN HECKOJIbKO ManokK Ha naHenan Haeuraynm nan B pasjene 3aLIJ,VILIJ,eHHaﬂ
CeTb.

o Haxwmute knaeuwy Delete nnbo Bocrnosb3yinTech NyHKTOM YAanuTb B KOHTEKCTHOM MEHHO.

[ns novcka ceTeBOro y3na B CNUCKe BBEAWTE B CTPOKY MOMUCKA YacTb MMeHW, IP-agpeca nam apyrve
napameTpsbl y3na.

Ana npocMoTpa CBOICTB CETEBOrO y3na ABaXKAbl WWEJKHUATE NMA Yy3Aa. OTKpOETCﬂ okHo CBolcTBa y3na, B
KOTOPOM npuBeLEHDbI O6LLJ,VI€ CBeAeHUA O CETEBOM Yy3/1ie N cogepxXaTca NapaMeTpbl 40CTyNa K y3ay.

YT0bbI NPOBEPUTL COEAMHEHME C APYTUM Y3/I0M, HayaTb ceaHC 0OMeHa 3alMLLEHHbBIMU COOBLLEHNAMMY,
oTnpasuTb Gaiin MM UCNONb30BaTh APYrne BCTPoeHHble GyHKUMM nporpaMmbl ViPNet MoHutop (cm.
BcTpoeHHble cpeAcTBa KOMMYHUKALMKX Ha cTp. 165), BbINOSHWUTE OAHO N3 AENCTBUIA:

L] Bb|6ep|/|Te ceTeBol y3en B CNUCKe N HaXXMUTe COOTBETCTBYHOLLYHO KHOMKY Ha naHe/n MHCTPYMEHTOB.

e Bbibepute COOTBETCTBYHOLLMIN MYHKT B KOHTEKCTHOM MEHKO CETEBOTO Y3/a.

Ilcnonb3osaHue nporpammbl VIPNet MoHWTOp B
YCNOBMAX OTPAHUYEHHbBIX MOJHOMOUMI

Bo3MoxxHOCTM ncnosb3oaHua nporpaMmmel ViPNet MOHUTOpP 1M M3MeHeHUA ee NapamMeTpoB Ha y3nax
ceteli ViPNet, ynpasnsembix ¢ nomolsto nporpammbl ViPNet Administrator, MoryT 6b61Tb orpaHuyeHb!
YPOBHEM NoJIHOMOUYN Nosib3oBaTens. Kpome atoro, nHTepderic nporpammel ViPNet MoHuTop MoXeT
6bITb OrpaHMyeH B pexxume agMrUHUCTpPaTopa ceTeBoro y3na (cM. PaboTta B mporpamme B pexvime
agMUHMCTpaTopa Ha cTp. 212).

Ecnv nonaHoMouMs nonb3oBaTens orpaHUYeHbl, MOTryT HbiTb CKPbITbl ONpeAeNeHHble 31eMEHTI
nHtepderica nporpammbl ViPNet MoHuTOp, MOXeET HbITb 3a610KMPOBaHO M3MEHEHWE NapaMeTpPOB
nporpammel, ceTeBbix GUABTPOB U Tak Aanee. [Npu BXoge B NporpamMmy B pexmnmMe agMUHUCTpaTopa BCe
OrpaHNYeHUs CHUMaKOTCA.
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B saHHOM flOKyMeHTe BO3MOXHOCTU nporpaMmbl ViPNet MoHUTOpP onmcaHbl C TOUKU 3peHus
nosb30BaTeNs, NOJHOMOYMNSA KOTOPOro He orpaHnyeHbl. ECan ana Bac HeAOCTYMHbI Kakmne-ambo dyHKLMM
WM HaCTPOWMKMN NporpamMmbl, obpaTutech K agMuHUcTpaTopy Bawew cet ViPNet.

MNMoapobHas nHopMaLma O MOAHOMOUMAX NONb30BaTENA COAEPXKMUTCA B AOKyMeHTe «Knaccndumkauma
noaHoMouni. MpunoxeHne Kk gokymeHTaumm ViPNet».
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O nporpamme ViPNet Cncrema
OOHOBIEHWA

ViPNet Cnctema ob6HOBAEHMs 0becneymBaeT NosyYeHme U yCTaHOBKY OBHOBIEHNIA CesyoWwmnx TUMNOB:

e o6HoBneHus ViPNet Client, nonyueHHble n3 nporpammbl ViPNet Administrator;
e OBHOB/IEHUA CNPaBOYHMKOB W KAtOYeR, MoayyeHHble n3 nporpammel ViPNet Administrator;

e 06HOB/NEHUA NOANTMK Be3onacHOCTK, monyyeHHble U3 nporpammel ViPNet Policy Manager.

YcTraHOBKa OBHOBAEHWI MOXET OCYLLEeCTBAATLCA Kak B aBTOMaTUYEeCKOM pexkmmMe (CM. ABTOMaTtnyeckas
yCTaHOBKa 06HOB/IEHMI Ha CTp. 85), Tak 1 BpPy4YHyto (CM. YcTaHOBKa 06HOBIEHMIA BPYYHYO Ha cTp. 86).

Ecnn Ha y3ne HacTpoeHa ycTaHOBKa O6GHOBAEHWUI BPYUYHYHO, TO MpW NocTynaeHun dainos obHOBAEHWA B

obnactv yBegomMmneHunii otobpaxaetcs 3Hauok ViPNet Cuctrema o6HOBAEHMA 1 COOTBETCTBYHOLLAA
NHPopmMauma.

d JocTynHel HoBbIE 0BHOBAEHMA NpoaykTOB ViPNet.

o'
= Haxcmunre ANA NpOCMOTRa CAWCKE A0CTYNMHBX oBHOBAEHI.

PucyHok 24. OmobpaxeHue Haau4yus obHosneHul 8 obacmu ygedomaeHull

3Hauok ViPNet Cuctema o6HOBAEHUA B 06/1aCTV YBEAOMIEHNA MOXET MPUHUMATL CAeAYHOW NI BUA;
e » — OCTYNHbI HOBbIE O6HOBNEHMS;
e % — ODHOBJEHWNS YCMELIHO YCTaHOB/EHbI;

o M — obHOBREHMS yCNeWwHO YyCTaHOBNEHbI, Heo6xo,qmma nepesarpyska.

Mocne ycTaHOBKM OBGHOBIEHUI, eCan He TpebyeTca nepesarpyska, 3Ha4oK cMCcTeMbl NepecTaeT
oTO6paxKaTbCs B 061aCTV yBEJOMAEH WA

Ecnv e Ha y3ne HacTpoeHa aBToMaTnyeckas ycTaHoBKa 06HOB/IEHUH, TO Bce onepaumn ViPNet Cuctema

06bHOBAEHUA ByAEeT MPOM3BOANTD B «TUXOM» pexXnme 6e3 kakux-1mbo coobueHnin. B obnactu

yBep,OMJ'IeHVIl‘/JI 3Ha4YOK CUCTEMBbI 6y,£|,6T OTO6pa)KaTbCFI, TOJIbKO eC/in Tp66yETCFI nepesarpyska KoMmnbroTepa

(3HayoK byaeT UMeTb BUg i),
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ABTOMaTMYeCKaa yCTaHOBKA
OOHOBIEHUM

Ecau Bbl XOTUTE, UTOOBLI OBHOBNEHUS YCTaHABAMBAIWUCDH Ha Yy3/1e aBTOMAaTMUECKW, BbIMOJHUTE Cleaytollme
AencTeus:

1 B meHto MNyck Bbibepute Bce nporpammsbl > ViPNet 1 3anyctute ViPNet Cuctema o6HoBeHNs OT
UMeHW agMUHUCTpaTopa.

2 B OTKpbIBLLEMCA OKHE Ha BKJ/lagKe I'Iapameprl yCTaHOBUTE cbna>|<0|< YcraHaBAnBaTb 06HOB/AEHUSA
aBTOMaTU4ecCKu.

3 Ecau Bbl XOTUTE, UTOBBI, KOTAA 3TO HEOBXOAMMO, NOC/Ie OBHOBEHUS Mepe3arpysKka BbiMOJHAAACh
aBTOMAaTUYECKM, YCTAHOBUTE COOTBETCTBYHOLLMI (GIadXOK.

4 [ina coxpaHeHma HacTpoek HaxxmmTe kHonky OK.

Cucrema oBHoeneHua ViPNet @

MapameTpel | #ypHan ofHOEREHMil

YCTAHABNMEETE 00HOBNEHMA SETOMaTMHECKM

[¥]7Ipu HeOBXOAMMOCTM, BEINOMHUTL NEPE3ArDY3KY KOMMBIOTEDS SETOMATMUECKM

[ OK H OTMeHa ” Cnpaska

PucyHok 25. Hacmpolika asmomamudyeckoli ycmaHosku 0b6HoseHul

Tenepb, Npy NOCTyNAEHNM OBHOBNEHWUI NOSABUTCA cOObLLeHMe 06 06HOBAEHUN Nporpammbl ViPNet.
Mporpamma ViPNet MOHUTOpP aBTOMaTUUECKMN BbIFPYXXAETCA U3 MaMaTU KOMMbOTEpPa, U HauMHaeTcs
npoLecc 06HOBAEH M.

Ecnv nocne 3aBeplueHns 06HOBNEHNA HEOBXOAUMO BbIMOAHUTL Nepe3arpysky, To B 3aBUCUMOCTN OT
HacTpoekK, nepesarpyska NPou3orAeT aBTOMaTUYECKN UM COOTBETCTBYIOLAA HOPMaLMA NOABUTCA B
obnactv yBeJOMAEHWNIA.
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YCTaHOBKa OOHOBIEHUIN BPYUHYHO

Ecav Bbl XOTUTE CaMOCTOATENBHO KOHTPOANPOBATL YCTaHOBKY OOHOBJ/IEHWIN Ha CETEBOM Y3/1€, OTK/IHOUUTE

aBTOMAaTMYECKYHO YCTaHOBKY OOHOBEHUN. N5 3TOro BbINOAHUTE CAeAyroLmne AeiCTBUS
(c™m. PucyHok 25 Ha cTp. 85):

1 B meHto Myck BbibepuTe Bece nporpammel > ViPNet 1 3anyctute ViPNet Cuctema o6HoBieHUs OT

VMEHV agMUHMCTpaTopa.

2 B oTkpbiBLEMCS OKHe Ha Bkaagke MapameTpbl CHUMUTE daaxok YcraHaBAMBaTb 06HOB/EHMS
aBTOMaTUYECKM.

3 Ecav Bbl XOTWTE, UTODLI, KOTAa 3TO HEOBXOAMMO, NOC/Ie OBHOBAEHMS Nepe3arpy3ka BbIMOIHANACh
aBTOMAaTUYECKW, YCTAHOBUTE COOTBETCTBYHOLLMIA (AadKOK.

4 [ina coxpaHeHna HacTpoek HaxkmmTe kHonky OK.

Ecnn aBTOMaTnueckas yctaHoBKa OGHOBJIEHUIA OTK/HOYEHA, TO MOC/IE NOJYyYeHUs OBHOBAEHWI
BbIMOJIHUTE UX YCTaHOBKY BPYYHYHO:

1 B obnacti ysefoMAeHWii wenkHuTe 3Hauok »2 ViPNet Cuctema 06HOBAEHNS NPaBOi KHOMKOVA
MBILIN U B KOHTEKCTHOM MEHHO Bbi6epuTe NyHKT JocTynHble 06HOBNEHMS.

2 B OTKPbIBLLEMCS OKHE MPOBEPbLTE CMMCOK YCTaHaAB/IMBaEMbIX OOGHOBNEHUIN (OHN OTMEYEeHbI

dnaxkom). Ecim kakoe-1mb60 obHOBAEHME yCTaHaBAMBaTb He HY>XHO, CHUMWUTE COOTBETCTBYIOLLMIA
dnaxok.

JoctynHele oBHosnenus npogyktos ViPMet EI =] @

HocTtynxo obHoBneHMit: 2.
I\Lﬂ| PEKOMEHAYETCA YCTAHOBMTE AOCTYMHEIE 0BHOENEHUA,

Tun  OBHoBREHKE

Cratyc [aTa nony4eHHs
LY _E'_ OBHOBMEHME CIPABOUHHMKOE W KMHoueR YenewHo 21.01.2013 13:40
L4 _E_ OBHOBMEHHE CNIPAB0HHHKOE W KIHDHER YonewHo 22,01,2013 11:14
g OBHOBNEHWE CIDEB0HHMKOE M KIKOHES 05.02.2013 11:13
() OBHoBneHue nporpaMmHoro obecnedeHus ViFNet

05.02,2013 11:36

I ¥CTaHOBMTE 0BHOBNEHWUA J [ 3aKpbITh ] l Cnpaeka

PucyHok 26. [Tpocmomp nosydeHHbIx 06Ho8/1eHuUL

3 HaxmwuTe KHOMKY YCTaHOBUTb O6HOBAEHNS.

Ecam ana npopomkeHns ycTaHOBKM OBHOBAEHWI AOMKHBI ObITb 3aKPbIThl Kakne-11bo paboTatoLue
npunoxeHus ViPNet, B okHe YctaHoBKka o6HoBaeHun npoaykToB ViPNet nossutcs
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cooTBeTCTBYyOLLEe cooblieHune. HaxmuTe kHonky MpoaomkuTe. MNpu 3TOM HyXXHbIe MPUIOXKeHUs
OyayT aBTOMaTMUECKM 3aKpPbITbl, U YCTAHOBKA OGHOBAEHUI ByaeT NpoAoIXeHa.

Mocne 3anycka yctaHoBKM nporpamma ViPNet MoHWTOp BbIrpy>KaeTcs U3 naMsTi KOMMbroTepa, 1
HaulHaeTcs npoecc obHoBAeHUS. [pun 3TOM B 061acT yBEAOMIEHNN OTOBpaXkaeTcs
COOTBETCTBYHOLLAA NHGOpMaLms.

g‘ﬂ] OBHOBNEHWA B npoLuecce YyCTaHOBKW.

I Hasure gan NPoCMOTPa CMCKE YCTaHAENNEAEMEIX
oBHOBNEHMI

PucyHok 27. OmobpaxeHue ycmaHosku obHosseHuli 8 obaacmu ygedomaeHull

Ecam nocne 3aBeplueHvs 06HOBAEHNS HEOBXOAMMO BbIMOHUTL Nepe3arpysKy, COOTBETCTBYHOLLAs
nHbopMaumsa NosBMTCA B 061aCT YBEAOMAEHNN.

BHumaHue! O6HoBAeHWe MO MOXeT 3aHATb 3HaUNTeIbHOE BpeMs. He npepbiBalite
/\\ npoLiecc obHOB/IEHMS N He BbINOJIHANTE Nepe3sarpysky KOMMboTepa 40 OKOHYaHMSA
A npouecca obHOBAEHNS.

Mocne o6HoBneHua MO ViPNet Client nepesarpysute KomnbroTep.
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[ ToOCMOTP XypHana yCTaHOBIEHHbIX

ODOHOBEHUN

ﬂ'}'lﬂ npocMoTpa I/IH(I)OpMaLI,I/IM 06 YCTaHOBJIEHHbIX OBHOB/IEHUSAX BbIMNOJHUTE caiepgyrouine AEIZCTBMHZ

1 B meHto MNyck Bbibepute Bce nporpammsbl > ViPNet > ViPNet Cuctema o6HoBieHuMsA.

2 B nosBwuBLlemcsa okHe BbibepuTe BKagKy JKypHan obHOBAEHWA.

Cuncrema ocbrosneqna ViPMet

MypHan obHosneHMiA

sl

Hata ycTaHoBKH

10.07.2013 16:39
10.07.2013 16:39
10.07.2013 17:17
10.07.2013 17:07
10.07.2013 17:16
10.07.2013 17:07
10.07.2013 17:16
10.07.2013 17:07
10.07.2013 17:07
10.07.2013 17:17
11.07.2013 08:52
10.07.2013 21:11
11.07.2013 08:59
11.07.2013 10:50
11.07.2013 10:50
11.07.2013 10:50

OaTa nony4edma  Tun

10.07.2013 16:42 g
10,07.2013 16:42 g
10,07.2013 17:17 oia
10.07.2013 17:11 gia
10.07.2013 17:16 gig
10.07.2013 17:07 gig
10.07.2013 17:16 ()
10.07.2013 17:07 g
10,07.2013 17:11 g
10,07.2013 17:17 gia
11,07.2013 08:52 g
10.07.2013 18:50 gig
11.07.2013 08:59 gig
11.07.2013 10:49 g
11.07.2013 10:4% g
11.07.2013 10:49 g

ObHosneHe

CBHOBNEHWE CPSBOYHUKOE W KNHOYEH
OBHOBNEHME CPEBOHHMKOE W KNHOYER
OBHOBNEHWE CNPEBOHHUKOE W KNHOHEl
OBHOBNEHWE CNPEBOHHUKOE W KNHOHEN
OBHOBENEHWE CNPAB0YHMKOE W KNHOYEN
OBSHOBNEHWE CTIPSE0YHUKOE W KNFOYEH

»

CocroaHue
YenewHo
YonewHo
YnewHo

m

YnewHo
YonewHo
YonewHo

OSHOBNEHWE NporpaMMHoro ofednedeHka VIPNet. .. YonewHo

OBHOBNEHWE CIPSBOYHUKOE W KNHOYel
OBHOBNEHME CPEBOHHMKOE W KNHOYER
OBHOBNEHWE CNPEBOHHUKOE W KNHOHER
OBHOBNEHWE CNPEBOHHUKOE W KNHOHEN
OBHOBNEHWE NONMTHK

OBSHOBNEHWE CTIPSE0YHUKOE W KNFOYEH
OBSHOBNEHWE CTIPABOYHUKOE W KNHOYE
OBHOBNEHWE CIPSBOYHUKOE W KNHOYel
CBHOBNEHWE CPSBOYHUKOE W KNHOYEH

YenewHo
YonewHo
YnewHo
YnewHo
YonewHo
YonewHo
YonewHo
YenewHo
YenewHo -

OK

] [ OTmena ] [ Crnpaexa

PucyHok 28. XKypHan obHosneHul

PazHble TMNbl OOHOBAEHWI 0H6O3HAUAOTCA CIeAY MMM 3HAUKAMM:

ﬁﬁﬁ — OBHOBNEHME CMPaBOYHUKOB U KAKOUEH, OBHOBAEHME NOAUTUK Be3onacHOCTK.

L — obHosneHue MO ViPNet.
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[10OTOKONBI COEAMHEHU B
3aLUMLLEHHOW CETU

Cetesble y3abl ViPNet MoryT pacnonaratecs B cetax At060oro tmna, noagepxmearowmnx IP-npotokon.
Cnocob nogkarUeHuUs K ceTn MoXeT BbiTb Ntoboli: ceTb Ethernet, PPPoOE uepe3 XDSL-noaknroueHune, PPP
yepe3 nogxntoueHune Dial-up naun ISDN, cetb coToBor cazm GPRS nan UMTS, ycrpoiictea Wi-Fi, ceTu
MPLS uan VLAN. MO ViPNet nogaepxunBaeT pasHo0bpa3Hble NPOTOKO/bl KaHaAbHOTo YPOBHSA. Ans
CO3/aHMNA 3aLUMLLEHHBIX COEANHEHWIA MEXAY CETEBbIMMU Y31aMu NCMOAb3yroTCA |IP-NpoToKObI Tpex TMNoB
(IP/241, UDP n TCP), B KOTOpble yNakoBbIBatOTCsA NakeTbl Jt0bbIX Apyrux IP-npoTtokonos.

Mpw B3anmogericTBMmn Ntobbix y3nos ViPNet mexxay coboi, eciv OHM pacnosoXeHbl B OJHOM CErMeHTe
NOKasIbHOW CETU 1 AOCTYMHbI NO WMPOKOBELLATENbHbIM aapecaM, UcnosblyeTcs npotokon IP/241. 1ot
npoTokon 6onee 3KOHOMUYEH, Tak kak He nmeeT UDP-3aronoBka pasmepom 8 6aiT. MicxogHblin naket
nocne WnppoBaHMA ynakoBbiBaeTca B nakeT IP-npoTtokona Homep 241.

ViPMet Client ViPMet Client
Pucyrok 29. Cemesele y3/16l pacnosioxeHel 8 00HOM cezmeHme J10Kaab6HoU cemu

Ecnv y3nbl ViPNet pacnonaratotcs B pa3HbIX CErMEHTax CeTu, TO aBTOMaTUYeCK UCMOJb3yeTCs MPOTOKO
UDP, koTopbiin no3BoaseT IP-naketam NpoxoanTtb Uepes MexceTeBble 3KpaHbl. VIcXxoAHbIN nakeT nocne
wnpposaHusa ynakosbiBaeTca B UDP-naker.

A 3KpanH, NAT ViPMet Client

ViPMet Client MemceTes
PucyHok 30. Cemesble y3/1bl COEOUHAOMCA Yepe3 Mexcemeaoli 3KpaH

Ecaun Ha nytn cnesoBanus IP-naketa pacnonoxeHo yctpoiicteo NAT, Ha 3TOM YCTPOWCTBE AO/KHbI ObITb
HacTpoeHbl AHaMUYecKre an cTaTuyeckne npasuaa TPaHCAALMMN afpecoB, KOTOPble pa3peLuatoT obMeH
UDP-tpadukom c yanamum cetv ViPNet. Mpwn HacTporike cTaTUyeckmx npaBua JosxeH bbiTb ykasaH nopT
nukancyasauumn UDP-naketoB. Mo ymonyaHuio ncnonbsyetcs nopt 55777, HO npy HEOBXOAMMOCTM OH
MOXeT BbITb M3MEHEH Ha Ntobol Apyroi. Eciv nakeTbl NPOXOAAT HaNPsAMYHO Yepe3 KOOPANHATOpP, TO
HOMep MopTa Y3/10B, PacMONOXEHHbIX 3@ 3TUM KOOPAMHATOPOM, 3HaueHus He nmeer. [ocne
NMPOXOXAEHNA Yepe3 KOOPAMHATOpP NakeTam nNpucBamsaroTca IP-agpeca cOOTBETCTBYHOLLLErO CETEBOTO
nHTepdelica KOopAMHATOPa, TO CTb OCYLLECTBASETCA TPAHCAALMA aZpecoB.

bbiBatOT cayyan, Korga B3anMoZAenCTBUE 3aLluLLeHHbIX y3a10B no UDP-npoTokony HeBO3MOXHO,
nepegaya UDP-nakeToB NpoBaiigepom ycayr 3anpelieHa. HanpymMep, npu yaaneHHOM NoAgKAHUYeHUN K
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cetn ViPNet 13 rocTuHUL, nam apyrux obLLecTBEHHbIX MecT. B Takom cnyyae Becb IP-Tpadumk moxeT
nepesaBatbcs Yepe3 TCP-TyHHe b, HACTPOEHHbIV Ha CepBepe COeAMHEHNN Y3na, ABAAIOLLErOCs
NHULUMaTOpOM coeamHeHus. MNpu HacTporike TCP-TyHHens Ha cepBepe COeANHEHUI (CM. rnoccapuy,
cTp. 419) MoxeT ObITb YKa3aH MPOM3BOJIbHBIA MOPT. 10 yMONUYaHUIO NCMOAb3YyeTCa NopT 443.

E oy i
— L <2 ey |

ViPNet Client ViPNet Coordinator

ViPNet Client

PucyHok 31. Cemesble y3/1bl CO@OUHAOMCA Yepe3 mexcemesol IKpaH

Ha cepeepe COEAMHEHMI;I nojiyyeHHble IP-nakeTbl n3BaekaroTCA 13 TCP-TyHHeJ’Iﬂ n nepeaaroTca ganablie

Ha y3en Ha3HaueHus no UDP-npotokony.
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[ ToMHUMMBI OCYLLEeCTBNEHMA
COeAMHEHMM B 3aLLUMLLIEHHOW CEeTU

KnneHtckme y3/1bl B CETU ViPNet aBTOMaTMUECKW BbINOAHAKOT coegnHeHna C ApyrmMum ysiamum no

KpaTyarluMM AOCTYMHbIM MapLupyTaMm. [1ns yCTaHOBKM COeAMHEHUIA OHN UCMO/b3YHOT CEpBEpPSI
coeAuHeHWl (cM. rnoccapuin, cTp. 419). MHbopmaLmio o apyrux yanax, napameTpax Joctyna u mux
aKTUBHOCTW B laHHbIi MOMEHT KAWEHTbI MOJy4aroT OT CBOero cepsepa IP-agpecos (cM. rnoccapui,
cTp. 419). Mo ymonuaHuto cepeep IP-agpecoB sBASETCA CEPBEPOM COEAMHEHUI ANS KIUEHTA, HO NP
HeobX0ANMOCTM CEPBEPOM COEAMHEHNN MOXET ObITb Ha3HAY€eH APYroh KOOPANHATOP.

I'Iapameprl NOAK/NIKOYEHUA K CETU ONpeaenAaroTCa KIMeHTaMn aBTOMaTn4eCck Takxe ¢ MoMOoLbHo

CEpPBEPOB COEANHEHUA.

OpraHuv3auns COeAVHEHNA MeXAY KIMEHTCKUMM Y31aMU OCyLLECTBASETCA CeAyoWwmnm obpasom:

Mepep ycTaHOBKOW COEAMHEHMA C APYTUM Y310M KIMEHT onpesenseT KaHan AOoCTyna K CBOeMy
cepBepy coeanHeHniA. Ecav kaveHT onpegennn, uto pabotaet vepes ycTporcteo NAT, To oH
NpoAOAXKaeT NOAAEPXMBaATb KaHa NyTeM NepUoANYecKOn OTnpaBku Ha cepeep IP-nakeTos.
WHTepBan oTnpaBku IP-nakeToB Ha cepBep COeAMHEHWI MO YMOAYaHWUIO paBeH 25 cekyHAam. 3Toro,
Kak npaBWao, JOCTaTOYHO ANs paboTbl yepe3 6onbwmHCTBO ycTpoicTB NAT. MNpu HeobxogmmocTu
WHTepBan (TaliM-ayT) MOXeT HbITb N3MEHEH.

[Mocne TOro kak cBsA3b MeXay KIMeHTOM 1 ero cepsepom COEAVIHEHI/II\/’I 6yp,eT yCTaHOB/IEHA, KTNEHT
Ha4ynHaeT yCTaHaBAMBaTb COEANHEHNE C JPYTUM Y310M. OH HaunHaet nepejasatb TeCTOBbIE IP-
NnakeTbl yaaleHHOMY Y31y Yepes cBOW cepsep COG,D,I/IHeHVIl‘/‘I. OAHOBPEMeHHO C 3TUM KNINEHT nepenaeTt
TectoBble |IP-nakeTbl Ha cepeep COG,CI,I/IHeHI/IVI Y4aN€HHOTO Yy3Jla U HanpAMYH Ha yAa]’IeHHbIVI y3en.

Ecam TectoBble IP-nakeTbl 4OWAN A0 YAANEHHOTO Y33, TO YAANEHHbIN Y31 perncTpupyet
COeAMHEHME N HauMHaeT oTBeTHbIN IP-Tpaduk nepesaBatb HanpsaMyro. KNMeHT npu noayyeHun
oTBeTHOrO IP-Tpaduka oT yaaneHHoro y3ia cBol nocnegyrowmii IP-tpadurk emy Takxe HaumHaet
nepefasatb HanpPsaMyo.

Ecnv TecToBble IP-nakeTbl AOWN TONLKO A0 CEpBEPA COEANHEHWIA YAaNEeHHOTO Y3/1a, TO CepBep
COEAVHEHUI PerncTprpyeT 3T0 COeAMHEHNe 1 OTNPaBAAEeT HAaNPAMYH KANEHTy OTBETHbIe |P-nakeTbl
YAANEeHHOTO y3/a.

To eCTb C yAaneHHbIM Y310M YCTaHaBAVBAETCA MPSMOE COeJMHEHNE WU COeMHEHNE Yepes ero
cepBep coeanHeHWI. Ecim oTBeTHbIN IP-Tpaduk Tak U He MOCTYNWA OT YAaNeHHOrO y3/1a Uan ero
cepBepa COeNHEHWN, TO KJIMEHT MNO-MPEXHEMY OCYLLECTBASET COEANHEHMWE C YAANEHHbBIM Y3/10M
yepes CBOW CepBep COeAMHEHUIA.
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PucyHok 32. Bzaumodelicmaue mex0dy cemegbiMu y3/1amu

Taknm 06pa3oM, eCc/in CyLLLeCTBYeT BO3MOXHOCTb, y3/1bl YCTaHaB/AMBaOT B3aUMOAENCTBIE APYT C APYrOM
Mo KpaTyanwmnm mapLupyTam 6e3 yyactms KOOpAMHATOPOB, 3a CYET Yero NoBbIWAETCS CKOPOCTb OOMeHa
windpoBaHHbIM IP-TpadnKOM 1 CHUXAETCS Harpyska Ha KOOpPAMHATOPbI.

MpumeyuaHune. OnmncaHHbIN NOPAJOK YCTAHOBEHUA COEANHEHUA MPUMEHUM B NMOJHOM
obbemMe TOILKO B TOM C/lyyae, eCin Ha Bcex y3nax ucnonbsyetcs MO ViPNet Bepcun He
Huxe 4.2.X.

KpOMe 3TOro, CywecTeyroT ciegyrouimne 0CobeHHOCTH npn yCtaHOBJIEHNN COQAVIHGHVIIZ B CceTu:

e EC/M y3/1bl HAXOAATCA B MapLUPYTU3MPYEMOM CETW, TO COeJNHEHNE MeXAY KaneHTamu byaeT
NPOV3BOAMNTLCA B COOTBETCTBUM C 3a@aHHbIMN MapLUpyTaMy Yepes LLU03bl CETH, a He
KOopAMHaTOPbI.

e Ecin y,a,aneHHb||7| y3en, C KOTOPbIM YCTaHaBAMBaeTCA CoeAUNHEHUE, HE PaCnOOXEH 3a yCTpOI\/’ICTBOM
NAT, To VIH(I)OpMaLI'I/IFI O BO3MOXHOCTU NMPAMOro A0CTyrna K HeMy 3anoOMUHaeTca U npun chelyrowmx
coegnHeHnAx € 3TUM y3JioM, eC/i HE USMEHUNOCH €ro MeCTonosIoXKeHne, TeCToBble IP-nakeTbl He
OTNPaBAAOTCA, |P-Tpa¢)VIK Ha4yMHaeT Cpa3y nepegasatbCa NO NPAMOMY MapLUPYTy.

e Ecaum KNMeHTbl, Mexay KOTOPbIMU YCTaHaBAMBAETCS COeAMHEHME, PAaCTONOXEHbI 33 YCTPONCTBAMY C
AMHAMUUECKON TpaHCAsILMER afpecoB, TO OHM TakKXKe B COCTOSIHUN COEAMHUTLCS APYT C APYTroM
HanpAMYH. 9TO MPOUCXOAMUT 3a CHET TOTO, YTO CEPBEPbI COEANHEHNI NepesaroT KAVeHTam
nHPopmaumto 06 IP-agpecax n nopTax, MO KOTOPbIM OHW MOTYT NMOAYYUTb AOCTYN K APYrMM y31aM
yepes yctporictea NAT. JaHHyt0 MHbOPMaLIMIO cepBepPbI ONPeaenstoT No NoayUYeHHbIM OT KJIMEHTOB
IP-naketam.

Nmes 3Ty nHPopMaLumto, KIMEHTBI OTNPAaBAAIOT APYT APYry TecToBble IP-nakeTbl Ha
3aperncTpupoBaHHsble IP-agpeca 1 nopTbl. Ecin TecToBble NakeTbl 6yayT NoayyeHbl XoTs 6bl O4HON
CTOpPOHOMW, Becb IP-Tpaduk HaumHaeT nepesaBaTbCs MeXAy KAVEHTaMU HanpsMyto. To ecTb
TEXHOJIOTUA YCTAaHOBJ/IEHUSA MPAMOrO COeANHEHNS MeXAY KNMeHTaMun ByAeT NpYMEHEHa, ecin XoTA
6b1 0aHO 13 ycTponcte NAT npu oTnpaske IP-nakeToB OT y31a MO pasHbIM agpecamM COXpaHseT Ans
[AHHOTO y3/1a BblAeNEHHbI MOPT.
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MpsiMoe coesnHeHne Mexay KAneHTamm byaeT HeBO3MOXHO, ecimn yctporctBa NAT 060ux KANeHTOB
npw otnpaske IP-nakeToB OT HMX MO Pa3HbIM apecaM KaxAbl pa3 BblAENAOT CyYaliHbIA NOPT.
Takmm obpa3om paboTaeT Tak Ha3biBaeMbli cMMMeTPUUHbIA NAT. B 3TOM cayyae coeamHeHne
MeXAy ABYMA TaKMMW KNNEHTaMW YCTaHOBUTCA Yepe3 OANH U3 CEPBEPOB COEAMHEHWN.

BO3MOXHOCTb NPSAMOrO COeAVHEHNA C YAaNeHHbIM Y3/10M, CTOSILLMM 38 YCTPOMCTBOM C
AMHAMUYECKON TpaHCAsILMEN afpecoB, COXPaHAETCA MO YMOYaHWIO B TeueHue 75 cekyHs (Tpex
TalM-ayTOB MW MHTEPBAJOB OTNpPaBkK |IP-nakeToB) C MOMEHTa OKOHYaHWSA NpesblAyLLero
coefHeHus.

Ecam knaveHT pacrnosioxeH 3a yCTPOMCTBOM CO CTaTUYECKOWN TpaHCAALMEN ajpecoB, TO B ero
HacTpoikax HeO6X0ANMO 3aPUKCMPOBATb HY>XHBbIN NOPT UHKancyaauun UDP-nakeToB. B npoTvBHOM
cnyyae nopt ByaeT UIMEHATLCA, a BCIEACTBME 3TOTO COeAVHEHNE KANEHTa C APYrMU y3namu byaet
HEeBO3MOXHO.
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Icnonb3oBaHMe BUPTYaabHbIX |P-
A/ pecoB

TexHONOTUA BUPTYyabHbIX apecoB MO3BOJSET PeLWNTb NPobaemy ¢ nepeceueHnem IP-agpecos B
NOKasIbHbIX W rNobanbHbIX ceTax. KpoMe Toro, BUpTyasbHble ajpeca MOXHO UCMONb30BaTh A5 HACTPOKM
npasua goctyna K pecypcy. Mockonbky IP-agpec ncnonb3yetcs ana MAEHTMGUKaL MM Noib3oBaTens, To
OZHOW 13 CETEBbIX Yrpo3 ABAseTcs nogaenka IP-agpeca. OgHako B cetn ViPNet noaaenka agpeca
HeBO3MOXHa. B MoMeHT npuema naketa n3 cetn ViPNet-apaiBep noacraBaseTr BMECTO peasibHOro
ajpeca OTNpaBUTeNs COOTBETCTBYHOLNIN BUPTYabHbIA agpec, 3aTeM MaKeT NepesaeTcs NPUIOXKEHMLO.
DTO MPOMCXOAUT TOJILKO B Cy4Yae YCrewHoW paclumdpoBKM MaKeTa Ha KJitovax OTnpaBuTens, To ecTb
nocsie naeHTdMKaLum oTnpaBmTens naketa. 370 obecneyrBaeT 3aLUnUTy OT NOAMEHbI ajpeca
OTNpaBUTENS U HaZeXHOe pasrpaHuyeHne JoCTyrna K pecypcam Ha OCHOBE BUPTYasibHbIX aZpecoB.

Kaxabii ceTeBoli y3en ViPNet aBTomaTnyeckn GopMmUpyeT OAVH UAN HECKOIBKO BUPTYanbHbIX |P-
afpecoB ANs Kaxaoro cetesoro y3na ViPNet 1 TyHHenpyemoro y3sa, C KOTOpbIM OH cBfA3aH. Kaxgomy
peasbHOMY aspecy y3fa CTaBuUTCS B COOTBETCTBME BUPTYasbHbIW IP-agpec. To ecTb Yncno popmmpyembix
BMPTYyasibHbIX aZpPeCcoB 3aBUCUT OT YMC/Ia PeaibHbIX aJPecoB y31a U YnCaa TYHHENVNPYEMbIX 3TUM Y3/10M
ajpecos.

Y Kaxz0ro ceTeBOro y3sia co6CTBEHHbIV CMNCOK BUPTYasibHbIX aApecoB ANs ApYrux y3ao0B. Bce
NPUAOXKeHNA Npy paboTe B CETU MOTYT UCMOb30BaTh 3TU BUPTyasbHble agpeca AN COefUHEHWSA C
cooTBeTCTBYHOWMMHM y3namu. ViPNet-gpaliBep nogMeHseT agpeca B MOMEHT OTMNPaBKX 1 noaydeHus IP-
nakeToB (Bkuitovas naketbl cnyx6 DNS, WINS, NetBIOS, SCCP, SIP un gpyrue).

Mo yMOAn4aHno ceTeBol y3en aBTOMaTn4yeckn NCnonb3yeT BUPTyaJibHbl€ ajgpeca anda coegnHeHnA C
APYTUMU CETEBLIMU Yy31aMW, €CIN 3T Y31bl HEAOCTYMHbI MO LWWMPOKOBELWaTe/ibHbIM IP—a,u,pecaM. ,U,.I'Iﬂ
TYHHENNPYEMbIX Y3/10B NO YMOJIYaHNIO NCNONb3YHOTCA peaJibHble IP—a,a,peca. |_|pVI HeO6XO,£I,VIMOCTVI MO>XHO
NPUHYAUTEJIbHO YCTAaHOBUTbL A4 Mobbix Y310B peaiibHYy U BUPTYaibHYHO BUANMOCTb.

O6LME NPUHLMMLI HA3HAYEHMA BUPTY A bHbIX
a/pecoB

Mo yMonuaHUIo HavanbHbIN agpec ANA reHepaTopa BMpTyanbHbix agpecos — 11.0.0.1 (Macka nogceTu:
255.0.0.0). HauanbHbI agpec MOXHO M3MeHUTb B okHe HacTpoiika (cM. PrvcyHok 33 Ha cTp. 98), B
pa3gene 3awmuieHHas ceTb > [lonosHMTeNbHbIE NapameTpbl. ABTOMaTMYeckoe GpopMmnpoBaHme
BUPTyanbHbIX IP-agpecos ana ceteBbIx y310B ViPNet 1 04MHOUYHbBIX TYHHEMpPYEMbIX afpecoB HaunHaeTCs
C 3TOro ajpeca.

,ﬂ,ﬂﬂ AVWana3oHOB TYHHe/InpyemMbIX agpecoB HaYalbHbIM BUPTYa/lbHbIM aApeCcoM MO YMOJIYaHNIO ABNAETCA
12.0.0.1 nnbo appec, B KOTOPOM 3HayYeHWe NepBoro okTeta Ha 1 6osbLUe, YeM 3HaYeHVe NepBOro OKTeTa
Ha4a/bHOro ajpeca A9 reHepaTopa BUPTyaibHbIX aJpecoB.
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MpyMeuaHue. OAUHOYHBIV TYHHENPYEMBIV apec — 3TO aApec, KOTOPbIV ABHO (a He B
cocTaBe AvanasoHa ajpecoB) yKasaH B HacTpolikax TYHHeIMpyeMbIX afpecoB y3na.

CnegyeT yunTbIBaTh, YTO MO YMOAYAHUIO A5 BUPTYalbHbIX ajpecoB UCMONb3YeTCs OAWH U3 UHTEPHET-
Anana3oHoB. Mo3ToMy Npv B3aUMOZAENCTBUM Y3N1a C OTKPbITbIMU pecypcamu IHTepHeTa MoxeT
BO3HWKHYTb KOHPAUKT, €CNn y OTKPbITOro pecypca IP-agpec coBnager ¢ BUPTyasbHbIM afpeCcoOM OfHOTO
13 y3no. cetn ViPNet. CoeanHeHMe € TakuM OTKPbITbIM pecypcom byAeT HEBO3MOXHO. B 3ToM cayyae
JOCTYN K 3TOMY pecypcy MOXHO HacTPOUTb OAHUM M3 CNOCO6OB:

e CMEHUTb AManasoH BUPTYaNbHbIX a4Pecos;
e paboTaTb C Pecypcom uepes NpoKCu-cepBep.

Mpw 3ToM paboTaTh C 3alUULLEHHBIMY Y31aMK Yepe3 NPOKCU-CepBep Henb3s. Moatomy npu
NCMNOAb30BaHUN NPOKCU-cepBepa Tpebyetcs IP-agpeca 3awmnLLeHHbIX Y310B yKa3aTb B KauyecTBe
VCKJFOUEHUN.

BupTyanbHble agpeca ceTeBbIX y310B 0TObpaxatoTcs Ha Bkiaake IP-agpeca B okHe CBoWCTBa y3na Ans
KaXAoro ceTeBoro ysna. BupTtyanbHble agpeca TyHHeAMpyeMbix y310B 0TO6paXxaroTcs Ha BKIaAKe
TyHHenb B okHe CBOWCTBA y31a ANs KOOPAMHATOPA, OCYLLECTBAAIOLLErO TYHHEMPOBAHWE.

BupTyanbHble agpeca A CeTeBbIX Y3/10B 3aKPENIAIOTCA He 38 KOHKPETHbIMW peasibHbIMK ajpecamu, a 3a
YHUKaNbHbIMU UAEHTUGUKATOPaMm CeTEBbIX Y310B, NpucBoeHHbIMK B ViPNet LleHTp ynpaBaeHus ceTbto.
BupTyanbHble agpeca A8 OANHOUHbBIX TYHHEMPYEMBbIX Y3/10B 3aKPenasftoTCA 3a KaX/AbiM peasibHbIM
TyHHenmpyembim IP-agpecom. BupTtyanbHble agpeca 3akpenastoTcs 3a CeTeBbIMM y31aMu U OL4NHOYHbIMU
TYHHe/IMpyeMbIMU aZpecaMu O Tex Mop, NokKa CeTeBble y3/bl W TYHHeAnpyeMble agpeca He byayT
yAaneHsl.

BHumaHme! YTobbl n3bexxatb owmbOK Npu HazHauYeHUN HayvaabHbIX ajpPecoB Ans
reHepatopa BUPTYya/ibHbIX aApecoB, CielyeT UMeTb B BUAY ClejytoLuee:

/A\ e 3HauyeHue NepBOro (MaajLlero) okTeTa JONXKHO 6bITb B AnanasoHe 1-254.
e 3HaueHve YeTBEPTOro OKTeTa JOJIKHO ObITb B AnanasoHe 1-239.

e 3HauyeHue BTOPOro 1 TpeTbero OKTETOB JOMXKHO ObIThb B AnanasoHe 0-255.

BHOBb f06aBNEHHBIM CETEBBIM Y3/1aM, peaibHblM IP-agpecam y3/10B 1 OANHOYHBIM TYHHENUPYEMbIM
afjpecaM CTaBATCA B COOTBETCTBME HOBble CBOBOAHbIE BUPTyasbHble agpeca. BupTtyanbHble agpeca,
BblAe/IeHHble ANS TYHHEeVPYeMbIX Mana3oHOB aApecoB, MOTYT U3MEHUTLCA Npu 4obaBAEHUN HOBbIX
AMana3oHOB TYHHeMpyeMbIX ajpecoB.

Mpu cMeHe HavanbHOro ajpeca ANs reHepaTopa BUPTyasibHbIX ajpecoB BCe BUPTYyasbHble agpeca
dbopmmpyroTCca 3aHOBO.
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HacTporka noakaroueHnd K
3aLUMLLEHHOW CETU

[ns noaknroueHus kaveHTa K 3awmieHHon cetn ViPNet B obLiem ciyyae He TpebyeTcs HUKaKux
HacTpoek. JonosHNTeNbHbIe HACTPOMKM NPU NOAKIHOUYEHUN MOTYT ObITh HY>HbI TOJIbKO B HEKOTOPbIX
0CobbIX cUTyaLmsax. Hanpumep, Bbl CO CBOMM MOBUAbHBIM KOMMbIOTEPOM NOAKAOHAETECH K 1OKAAbHOWM
CeTu Apyrov opraHusauun. B 3Toln ceTn HeT gocTyna K BalleMy cepBepy COeAMHEHUI (CM. rioccapuii,
cTp. 419), HO B HEl eCTb KOOPANHATOP, UMEIOLL I CBS3b C BalUMM y3/70M. B 3TOM ciyyae B HacTpolikax
noakntoueHuns Kk cetn ViPNet Bam notpebyeTca n3aMeHUTb cepBep COeaUHEHMUN.

Coger. Ecan Bbl 4acTo NogKItO4aeTeCh K APYrov IokanbHOM ceTu, To Ana ya06CTBa Bbl
MoxeTe co3AaTbh KOHUIypaLuio, B KOTOPOR 3TOT BapuaHT HAaCTPONKY NOAKIHOYEHNS
6yaeT coxpaHeH. MIHpopMaLMio Mo co3aaHnio KOHPUTypaLumn CM. B pasgene
YnpassieHve KoHUrypaumamm nporpammsl (Ha ctp. 200).

Bbl6paTb ,ﬂ,perI;I cepsep COGAMHeHI/II;I Bbl TaK>XXe MOXeTe, eC/in Ball KoOopanHaTtop No KakKnM-T1o
npuynHam oKasasiCca HeAOCTYMHbIM.

Y106bl Ha3HaUUTL CEpPBEP COEAMHEHWI, BbIMOAHUTE CeaytoLLne AeUCTBURA:
1 B okHe nporpammbl ViPNet MoHuTOp B MeHto CepBuc BbibepuTe NyHKT HacTpoiika npuaosKeHus.
2 Ha naHenv HaBurauwuv okHa Hactporika BbibepuTe pa3zen 3aluiLieHHas ceTb.

3 B cnucke CepBep coeauHeHWl BbibeprTe KOOPAMHATOP, C MOMOLLLHO KOTOPOro KJIUEHT byaeTt
yCTaHaB/IMBaTb COEAMHEHMNSA C APYTUMU y3n1aMu. ECM HYy>XKHOTo KOOpAMHAaTOpa HeT B CMIVCKE,
HaXXMUTE KHOMKY Lo BbIbepuTE KOOpANHATOP B OKHe Bbibop ceTeBoro ysna.

o107 KOOpAUHATOP AOJIKEH ObITb AOCTyneH nmbo Hanpamyro, nmbo yepes MeXXCeTeBOW 3KpaH Co
cTaTMyeckom TpaHCJ'IFILI,I/IeI7I aapecos.

4 Y706bI COXPaHWUTb HACTPOIKK, HAXMUTE KHOMKY MpUMEHUTB.

|_|pl/l HeO6XO,£I,I/1MOCTI/I Bbl TaK>XXe MO>KeTe BbINMOJIHATbL paClUMPEeHHYH HaCTpOI7IKy NnoAK/NHOUEHNA K CeTun. AJ'IFI
3TOro B pasaene 3aLIJ,I/IlLI,eHHaF| CeTb HaXXMUTE KHOMKY Moka3zaTtb AONOJZIHUTE/IbHbIE HaCTpOI‘/’IKI/I n
BbINOAHUTE Cheayrowime AGIZCTBI/IHZ

e Ecnn TpebyeTca HanpaBaATh BECb BXOAALLMIA U UCXOAALLMIA TpadKK Yepe3 cepBep COeANHEHNH,
yctaHoBuTe Gaaxok Becb Tpadumk HanpaBaAaTb Yepe3 cepBep COeANHEHMA.

Mpumevanue. HanpaensaTb IP-Tpadurk yepes cepep CoefNHEHNN MOXET
noTpeboBaTtbCs B TOM Cyyae, ecan ecTb HeobXxoAMMOCTb B KOHTPOIe BCero

nepegasaemMoro IP-tpadpuka. Mpun 3TOM CTOUT yunTbiBaTh, UTO Nepegava IP-Tpaduka
yepes cepBep COefVNHEHNIN MOXKET NMPUBECTU K CYLLLECTBEHHOMY CHUXXEHUHO CKOPOCTH
obmeHa faHHbIMU MeXAY Y3namu.
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Ecnm TpebyeTcsa ycTaHOBUTB KJAMEHT 3a MEXCETEBOM 3KPaH CO CTaTUYECKOW TpaHCAALMeEN afpecos,
yctaHoBuTe dnaxkok 3adpukcmposatb nopt UDP n B nosie Huxe ykaxuTe nopt nHkancyasauunn UDP-
naketoB. [1na aToro nopta Ha ycrponctee NAT f0KHO BbITb CO3aHO COOTBETCTBYHOLLEE
cTaTMyecKoe NpaBuo.

Ecnun TpebyeTcs n3amMeHnTb MHTEpPBaA OTnpaBku |P-nakeToB cepBepy coeanHeHul npu paboTe vepes
MEXCETEBOW 3KpaH C AMHAMMYECKOM TpaHCasALMen agpecos, B none Talim-ayT NoAAepIKKn
coefvHeHU yepes ycTpoiictBa ¢ anHammnueckmm NAT ykaxunte HoBoe 3HaueHue. [1o ymonyaHuto
oTnpaeka IP-naketoB nponssoanTCs Kaxable 25 cekyHa. Kak npaBunao, 3Toro nHTepsana 40CTaTouHo,
yTObbI NOAAEPXKMNBATL CBA3b C CEPBEPOM COEANHEHUN NpY paboTe yepes BO/bLUNHCTBO YCTPOUCTB
NAT.

Ecam Tpebyetcs nameHnTs cepsep IP-agpecos, B cnucke Cepsep IP-agpecoB Bbibepute apyrow
KoopAunHaTop.

BHumaHwme! Vi3meHsaTs cepBep IP-agpecoB 6e3 cornacoBaHuns ¢ aAMUHUCTPATOPOM CETU
ViPNet kpaliHe He pekoMeHayeTCs.

/./A\ Ecnn B kauecTBe cepBepa IP-agpecoB Bbl ykaxeTte koopauHaTtop apyroi cetn ViPNet,
TO Ha Balll y3e/1 NoCTynuT MHPopmMaLua ToNbko 06 y3nax aToi ceTu. [pun 3ToM y3.bl
BaLlel cetn 6yayT HeAOCTYMHbI.

Hacrpoiika @
- Ofwme JaLUMLLEHHEA CETh
+- JaWMILEHHER CETh
- ¥MpasneHue TDaCbMKOM Cepeep COEAMHEHMIA:

- MPHKNAAHEIE MPOTORONE!
- AypHan IPnakeTos

- QfMeH cooBlUeHHAMK

L palinossli ofmer

]

| Coordinator 1 - |

| CKPEITE AOMONHATENEHEIE HECTPOMKK <<

UDP-MHKENCY NALMA
Beck TpadMK HAaNPaBNATE HEPES CEPESD COEaMHEHMIA

SadukoiposaTe nopT UDP

TalM-ayT NoLAEPHKN COEAMHEHNA YEPES

YCTPOICTBAE C AMHEMUYECKIM MAT: 25 | CeKyHn

Cepeep IP-anpecos:

Coordinator 1 - | I:I

PafoTaTte Tonsko yepes TCP-TyHHENS

[ QK ] | OTMEHE | MPMMEHKTE Cnpaeka

PucyHok 33. Hacmpolika nodkaro4eHus kaueHma K 3aujuwyeHHoli cemu ViPNet

Ecam TpebyeTcs yCcTaHOBUTb NPUHYANUTENBHBIA PEXMM COEANHEHURA C cepBepoM IP-aapecoB vepes
TCP-TyHHenb (cM. [1pOTOKONbI COEAVMHEHMI B 3aLLMLLEHHONM ceTu Ha cTp. 90), O4HOBPEMEHHO
yCTaHOBUWTE Ciiefytolime GpaaxkKu:

o Pabotatb ToNbKO Yepe3 TCP-TyHHeb.
o Becb Tpaduk HanpaBaATb Uepes cepBep COeANHEHUN.

HanpuMep, 370 MoOXeT 6bITb MONE3HO NPU NOAKAOYEHUN K VIHTepHeTy Yepes KaHan CBA3W, No
kotopomy TCP-nakeTbl nepegatotcsa B 6osee npnoputeTHoM nopsagke, yem UDP-nakeTbl.
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Ecnv npu pabote ¢ HekoTopbiMK ycTpoiicTBaMm NAT He npoxoauT nepesava AJVHHbIX NakeToB,

nepenante B noapasgen 3awmueHHas ceTb > [ onoiHUTeNbHbIE NapaMeTpbl M YMEHbLUUTE
3HauyeHMe MSS (MakCUManbHbIA pa3Mep CErMeHTa).

Hactpoiika @
(- OBwme

LW HWEHHAA CETh

,ﬂ,DI'IDJ'IHIﬂTE.I'IbeIE napameTpbl

CTapToBeli IP-a0pec And reHepaTopa 11 0 0 1
- IP-aapeca BMAMMOCTH EMPTYaneHEIX IP-aapecos: ! ! !

- ¥npasneH1e TpadMKom

PopMaT whbpoBaHHEX nokogAwmnx IP-nakeTos: 4.1 -
-MpHKNaAHEIE NPOToKomME!
- HypHan IP-nakeTos YMEHELNTE MAKCUMaNBHEIA pasMep 0 Baiit
. OfiteH cooflLeHMA cermeHTa (MSS) npoTokona TCP Ha:
b Daftnossii obeH Meproga onpoca cepeepa IP-agpecos (MuHy ToI): 5

[ Ok ] ’ CTMeHa ] MpuMeHT

PucyHok 34. Hacmpolika dono/iHUmMeibHbIX hdpamempos

[ns coxpaHeHWs NapaMeTpOB PaCLUVPEHHOW HAaCTPOMKMW NMOAKAOUEHNS HAaXMNUTE KHOMKY MpuMeHUTD.
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HacTpowrka A0CTyrna K 3alMLLEHHbBIM
y3/1aMm

Ana coeamHenmns ¢ gpyrumum yanamu B cetn ViPNet goaKHbl 6bITb HaCTpOeHbI NapaMeTpbl gocTyna. Ha
KAMEHTe JOCTaTOYHO HacTPOUTb NapameTpbl JOCTyNa TONbKO ANA KOOPAMHATOPA, KOTOPbIV ABAAETCA
cepBepoM |P-agpecoB 1 cepeepoM coegunHeHuid. [pun 3ToM AaHHas HacTpolika TpebyeTcsa B TOM ciyuae,
ecnv B nporpamme ViPNet Administrator IP-agpeca n napaMeTpbl NOAKNHOUYEHUA KOOPAMHATOPOB He
6b111 3a4aHbl LIeHTPaan30BaHHo.

HeobxoarMble NnapaMeTpbl 4OCTYNa K APYrMM CETEBbIM y3/i1aM ByAyT aBTOMaTUUECKU NOAYYeHbl Y
cepBepa IP-agpecos nocne ycraHoBAeHUA € HUM cBA3W. B nporpamme ViPNet MoHUTOpP Bbl MOXeTe 1X
N3MEHUTb, HanpuMep, NPy BO3HNKHOBEHUN KoHGAKUKTa IP-agpecoB. B gpyrux cryyasax U3MeHATb UX He
pekoMeHayeTcs.

Y106bl HaCTPOUTb JOCTYN K CETEBOMY Y3y, BbIMOJHUTE CAeaytoLine AeACTBUS:
1 B okHe nporpammbl ViPNet MoHUTOp Ha naHesnu HaBurauumn BoibepuTe pa3gen 3alulieHHas ceTb.
2 B pasgene 3awmuieHHas ceTb ABaX /bl LLEJKHUTE HYXXHbI CETEBOW Yy3e.

3 B okHe CBolicTBa y3na Ha Bknaske IP-agpeca fobaBbTe B CNMCOK peanbHblli IP-agpec ceTeBoro ysna.
ABTOMaTU4YECKN HOBOMY agpecy byAeT conocTaB/ieH BUPTyanbHbli IP-agpec.

Ecnn Bam He mnsBecteH IP-agpec y3na, TO Bbl MOXeTe onpese/inTb ero No MMeHn komnetotepa. [na

CTY

. |
3TOro HaxxMuTte KHonky Onpeaenutb umsa/IP-aapec <4 11 B NOABMBLLEMCA OKHE BbINOAHNTE MONCK
IP-agpeca No ykazaHHOMY UMEHMW.

Mpun pobasneHunn IP-agpeca 6yaeT aBTOMaTMUYECKN BbIMNONHEHA €0 NPOBEPKa Ha Haanume
KoHdavKTa ¢ IP-agpecamu, yxxe 3ajaHHbIMU B CUCKe, 1 IP-agpecamun apyrux ceTeBbIX Y310B (B TOM
yuncne, TYyHHenpyeMmsblx), eCan AN Y3N0B He YCTaHOBAEHa BUAMMOCTb NO BUPTYanbHbIM IP-aapecam.
[aHHaa npoBepka NoO3BOAUT M3bexaTb 3agaHns oAnHakoBbIX IP-agpecos. Eciv B xoze npoBepkm
6yaeT obHapy>xeH KOHGAUKT IP-aapecoB, MOABUTCA COOTBETCTBYHOLLLEE COODLLEHMeE. YCTpaHUTe
KoHOANKT IP-agpecos (cm. ObHapyxeH kKoHGAMKT IP-agpecoB nan DNS-umeH Ha cTp. 286).

Bbl Tak>xe MoXeTe BbIMOAHUTb NpoBepKy Ha KOH(I)J'II/IKT IP-a,a,pecos BPY4YHYHO. ﬂ,]’lﬂ 3TOro Ha>XmMuTe

KHonky NMpoBepuTb KOHGANKTbI
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CeoicTea y3na (Koopawnatop Llentpanenent oduc) @
Ofuye | IP-anpeca |Me7|cr_ETesoF1 3KpaH | TyHHenb|
IP-anpeca:
PeanbHbie IP-agpeca BupTyaneHbie IP-aapeca
192.168.42.3 11.0.0.1
39.147.25.18 11.0.0.3
BeeawTe IP-anpec AnA NoWcKa e
[ﬂoGaBMTb... ] [I-'13MEHMTb... ] [ ¥aanuTb ]
IP-agpeca BUAMMOCTH Y3Na: [BMpTyaanble IP-aapeca v]
|:| Henonezoeate DNS-4MA:
DMS4mA
[ OK ] [ OTMeHa ] [ MPMMEHKTE ] [ CnpaBka ]

PucyHok 35. 3adaHue IP-adpeca cemesozo y3na

B cnucke IP-apgpeca BUAMMOCTY y3/1a yKaxuTe, Mo Kakum agpecam JosKeH ObITb JOCTYNeH ceTeBon
y3en. [To ymonuaHuio IP-agpeca Buanmoctn Beibupatotcs aBToMmatmyecku. Ecnm BoamodkeH
KOHPNNKT peanbHbix IP-agpecos ¢ agpecamu Apyrux y3i0B B CeTH, B Cnncke BbibepuTe
BuptyanbHble IP-agpeca.

Mpw n3MeHeHuM IP-a4pecoB BUAMMOCTM B CBOWCTBAX KOOpAMHATOPa BaM ByAeT NpeasoXeHo
YCTaHOBUTb aHanorMuHble IP-agpeca BUAUMOCTU Ha BCEX Y3/1aX, UCMOb3YHOLWMX AaHHbINA
KOOpPAMHATOpP B Ka4ecTBe TPaHCMOPTHOrO cepBepa.

Mpumeuanwue. Y3nbl ViPNet, ans kotopbix HazHauyeHa posab VPN Client gna mobunbHbIX

yCTpOl\;ICTB, noaAepP>XXMBAkOT AOCTYMN TONAbKO MO BUPTYaJibHbIM ajgpecaM. I'IoaTomy ana
HUX HET BO3MOXHOCTWN YCTAaHOBUTb BUANMOCTb.

Ecnv ans poctyna k ceTeBoMy y31y Heobxoammo ncnosnb3oBatb DNS-ums, ybeantecn, Uto y3en
JLOCTYMNeH Mo 3TOMy MMeHU B ceTW. 3aTem ycTtaHoBuTe paxkok Mcnonb3osate DNS-uma v gobasbTte
B cnncok DNS-ums ceteBoro y3na.

Ecnv Bam He nsBectHo DNS-1mMs y3na, TO Bbl MOXeTe onpegennts ero no IP-agpecy komnbtotepa.

3
[na atoro Haxmute kHonky Onpeaenntb nmsa/IP-aapec <4 11 B NOABMBLIEMCSH OKHE BLINOAHNTE
nouck no IP-agpecy.

Mpu go6asneHnn DNS-MMeHM ByAeT aBTOMATMUECKN BbIMOJIHEHA ero NpoBepKa Ha Haanuyume
koH®AnkTa ¢ DNS-umeHamu, yxe 3asaHHbIMU B Nporpamme. Ecam B xoge nposepku byaet
obHapy>eH KoHOANKT DNS-umeH, yctpaHute ero (cM. O6Hapy>keH KoHOANKT IP-agpecos nam DNS-
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MMeH Ha cTp. 286). Bbl Tak>ke MOXeTe BbIMOAHUTE NPOBepKY Ha KOHGANKT DNS-nmeH ¢ nomoLbto

KHonkv MpoBepUTb KOHGAUKTBI

[Ana ntoboro yana MOXHO 3asaTb Heckonbko DNS-mmeH. Mpu HacTpoiike NapaMeTpoB JocTyna K
koopanHatopy DNS-nmMeHa y310B, TYHHENNPYEMBIX 3STUM KOOPAMHATOPOM, TakxXe cieayeT AobaBuTb
B CMWCOK Ha Bkiagke IP-agpeca (cm. Hactpoiika goctyna Kk TyHHesnvpyeMbiM y3iam Ha ctp. 107).

Ana knnerTa nopagok DNS-uMeH B cnuncke He MMeeT 3HayeHus. [ns koopanHaTopa B NepBoin
CTPOKe crnncka Hy>xHo yka3aTb DNS-umsa, cooTBeTcTBYytOLWEe IP-agpecy koopamHaTtopa. MNogpobHas
nHdopmauma ob ucnonbsosaHum cny>kbel DNS B cetn ViPNet cm. B pa3gene Hacrpoiika u
ncnosnbzosaHue cayxx6 nmer DNS n WINS B cetn ViPNet (Ha ctp. 112).

Mpun HacTpowWke NapamMeTpoB AOCTyMa K KOOpPANHATOPY Ha BKaagke MexxceTeBoW akpaH fobaBbTe
IP-aspec MexceTeBOro akpaHa, ec/ivi OH Ucnosb3yeTtcs. [Npn HeOBXOANMOCTU YKaxXnTe
aononHutenbHble IP-agpeca. Ecim 6yaet ykasaHo Heckonbko IP-agpecoB goctyna vepes
MEXCETEBOW 3KpaH, TO Bbl MOXeTe yKa3aTb MPUOPUTET 3TUX aAPEeCOB C MOMOLLbH METPUK (CM.
HacTtpolika nprnoputeta IP-agpecoB foctyna K koopauHaTopy Ha cTtp. 104).

B none Mopt UDP ykaxuTe NopT A0CTyna Yepes MexXCceTeBOM 3KpaH.

Ceoiictea yzna (KoopauHatop LlenTpaneHelii oduc) @I
MeKceTEE0M 3KPaH | TyHHens
IP-anpeca nocTyna:
IP-aapec MeTpHka
89.142,56.101 ABTOMETHMHECKN
152.168.134.2 ABTOMETHHECKN
+
Beeaure IP-aapec AnA NoMcKa e
[ﬂoﬁaBMTb. - ] [M3MEHMTb... ] [ YaanuTe
MNopT aoctyna UDP: 55777
MopT AocTyna aAnAa TCP-TyHHENRA: 448
[ OK ] [ OTmena ] [ MpHMEHTE ] [ Cnpaska ]

PucyHok 36. Hacmpolika docmyna k koopOuHamopy udepe3 mexcemesol 3KpaH

MNpw HacTporike NapamMeTPOB AOCTyNa K KOOPAMHATOPY Ha Bknagke MexkceTeBon akpaH B noje
MopTt poctyna agna TCP-TyHHeNs Bbl MOXeTe yKa3aTb MOPT, MO KOTOPOMY Balll y3e/a CMOXeT
COoeaMHATLCA C KoopAnHaTopom no TCP-npotokony (vyepe3 TCP-TyHHenb). [opT pekoMeHayeTcs
3af,aBaTb B TOM C/lyYae, eC/in B CBOMCTBAX KOOPAMHATOPa OH He 3aJaH, HO NMpW 3TOM U3BECTHO, UTO
Ha JaHHOM KoopgaunHaTope HacTpoeH TCP-TyHHenb ansa coegnHeHnii no TCP-npotokony.
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Kak npasuno, nHpopmauus o Homepe nopta goctyna no TCP-npoTokoay NoCTynaeT Ha CeTEBOM
y3en aBTOMaTUYeCckn cpasy nocsie HacTporkn Ha koopanHaTope TCP-TyHHens. MNo3Tomy ecim B
CBOWCTBax koopamHaTtopa nopt goctyna no TCP-npoTokoy yKasaH, N3MeHATb ero He ciaeayer.

8 YTo6bl coXpaHWTb yKa3aHHble HAaCTPOWNKK, HaXxkMuTe KHOMKY MpuMeHuUTb.
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HacTtpowka npunoputeta IP-aapecos
A0CTyNna K KoopamHaTopy

Ecan KOOPAMHATOP MMEET HECKOIbKO agpecoB A0CTyMNa (HaanMep, Nno pa3HbIM KaHalaM CBA3N), TO
MO>XHO HaCTpPOWUTb NPUOPUTET KaHaNOB A/14 YCTaHOBJIEHNA COeANHEHNA C KOOPANHATOPOM. Ecan cambiii
I'IpVIOpVITeTHt:II7I KaHaja Nno KakKnM-To NprymMHamMm HeJOoCTyneH, TO KaHal CBA3U 6y,CI,ET Bbl6paH B
COOTBETCTBMN C NPUOPUTETAMU OCTaBLUNXCA KaHaNoB. Korp,a cambIn l'lpVIOpVITeTHbII;I KaHan CTaHeT
AOCTyneH, coegnHeHne ¢ KoopagnHatopom BHOBb 6yAeT YCTaHOBJIEHO 4epes Hero.

MpumeuaHue. CnegyeT yunTbiBaTh, UTO 3GHEKTUBHON faHHAA HAaCTPOMKa MOXKET bbITb

TOAILKO B C/lyYae, eC/in y3en CBA3bIBaeTCA C KOOPAMHATOPOM MO pa3HbIM KaHanaMm,
Hanpumep, Yepes VIHTepHET 1 BbifeNeHHYH0 CeTb (TO eCTb NPWU MapLupyTU3aunm Yepes
pa3sHble LLO3bI).

MpnopuTeT KaHaNoB 3a4aeTcs C MOMOLLbI METPUKM A/ KaXAOro ajpeca AocTyna KoopauHaTopa. Mo
YMOJIYAHWUIO METPMKa Ha3HayaeTcs aBToMaTuyecku. [py HasHaueHUN MeTPUK HY>KHO NMPUAEPXKMBATLCS
CesyoLnX NPUHLMUMIOB:

e MeTpuka onpeaenset 3a4epxKy (B MUIIMCEKYHAAX) OTNPaBKM TECTOBbIX IP-nakeToB npwu
BbINOJIHEHUW OMNpPOCa ANs ONpeAeneHns AoCTynHocTh agpeca. CoejVHeEHVe yCTaHaBAMBAETCSA MO
TOMY aApecy, 4OCTYNHOCTb KOTOPOro BbiCcTpee ONpeaenseTcs B pesy/ibTaTe onpoca.

e  Onpocbl OCYLECTBAAOTCA B CIEAYHOLMUX CyYanX:
o [pwn 3anycke nporpammel ViPNet MoHuTOp.
o [lpw npoBepke coegnHEHMA C y310M BPYUHYHO.

o TMepuogunuecku. Mepros onpocos 3aaeTcs Ha KOopAnHaTope B okHe HacTpolika B pa3gene
3awmuieHHas ceTb > JlonosHuTeNbHbIE NapameTpsl. [1o ymonuaHuo nepuog onpoca
KOOpAMHaTOpaMu ApPYrux KOOpAMHATOPOB paBeH 15 MUHYyTam, Meproj onpoca CBOero
KoopAMHaTopa KIMEHTaMu paBeH 5 MUHyTam.

. A,a,pec C HaMeHbLuen MeTpI/IKOI?I CUMTaETCA CaMbIiM MPUOPUTETHBLIM. COEAI/IHEHVIe C KOOpPpAMHATOPOM
yCTaHaBJ/IMBAETCA MO ajpecy C HaVMeHbLLEeMN MeTpI/IKOI7I BCerja, Korga 31oT agpec AOCTYyMNeH.

o Ecam Ana BCcex agpecoB A0CTyna y31a MeTpUKa HadHavyeHa aBTOMaTU4YeCkKun, TO 3Ha4YeHne METPUKKU
PaBHO 0. Ecnn ANa 4acTn afpecoB METPUKa Ha3dHa4Y€eHa BPYYHYHO, a AN1A OCTaJibHbIX —
aBTOMaTn4eCKn, ToO 3Ha4YyeHne aBToMaTn4eckn Ha3Ha4YeHHOW MEeTPUKK BCErga Ha 100 MUAINCEKYHA
60/bllie MAaKCUMa/IbHOTO 3HAYeHMUA METPUKMN, I'IpVICBOEHHOVI BPY4YHYHO.

e Yem 6osblle pa3HULLA MeXaY HaVMEHbLUEN METPUKOW M OCTa/lbHbIMWU METPUKAMK, TEM MEHbLLE
BEPOSTHOCTb TOrO, YTO B C/lyUae KpaTKOBPeMeHHOro cbosi caMoro nNpuvopUTETHOrO KaHana byaeT
BbIGpaH MeHee NPMOPUTETHBIN KaHa. Mpy NCNo/b30BaHUM MEHEe MPUOPUTETHOIO KaHana ceTeBon
y3en bbicTpee CMOXET BEPHYTHCA K paboTe uepes caMblii NPUOPUTETHbBIV KaHas, KOrja OH CTaHeT
JOCTYMEH.
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e EC/iv BCe MeTpUKM paBHbl, TO AN paboTbl ByaeT BbIOpaH TOT KaHas, Yepe3 KOTOPbI COeMHEHNE C
KOOpAMHaTOpOM ByaeT ycTaHOBAEHO BbicTpee. [Mocne Toro kak kaHan BblbpaH, onpegeneHve
JAOCTYMHOCTW APYTUX KaHalIoB CBSA3W BbIMOJIHAETCS TONbKO MPU NOTEPe COEANHEHMS MO TeKYLLeMY
KaHany. 3TOT e MeXaHU3M JelCTBYET B C/lyuae, ecv BbibpaH KaHa CBA3M C HaUMeHbLUEN
METPUKOMN.

e Ecnun xoTa 6bl 4n4 OAHOTO agpeca JOCTyNa 3HaYeHne METPUKM 3a4aH0 BPYUHYHO 1 BbIbpaH He caMbli
NPVOPUTETHbIN KaHa, TO onpeAeneHune JOCTYNHOCTA APYrMX KaHaaoB CBA3W C Lie/iblo BO3BpPaLLEeHWS
K KaHany C HavMeHbLUe METPUKON HauHeTCa OAHOBPEMEHHO C MEPUOANYECKMM ONPOCOM Mo
BbIGpaHHOMY KaHany.

e [locne onpegeneHns kaHana AOCTyna TekyLMin agpec JocTyna oTobpasntca B OKHe CBOMCTB
KOOpZAMHaTopa B NepBol cTpoke crnncka IP-agpecoB Ha Bknaske MexkceTeBol 3KpaH.

Y106bl Ha3HAYNTb METPUKN 414 aAPECOB AOCTYMNa K KOOPAMHATOPY, BbINOAHUTE ClefytoLLne 4eACTBUSA:
1 B okHe nporpammbl ViPNet MoHuUTOp Ha naHenu HaBurauum Bbibepute passen 3aliulieHHas ceTb.

2 B pasgene 3awmuieHHas ceTb ABax/bl LLEJKHUTE KOOPAMHATOP, AN KOTOpOoro TpebyeTca 3a4atb
npuopwutet IP-agpecos goctyna.

3 B okHe CBolicTBa y31a oTKpoKTe Bkaagky MexxceTeBon 3kpaH.

4 B cnyyae HeO6XOAMMOCTU HACTPOKMTe NapaMeTpbl 4OCTyNa K KOOPAMHATOPY Yepe3 MexXCceTeBOM
akpaH (cM. Hactpolika goctyna K 3almiLeHHbIM y3aam Ha cTp. 100).

5 Yrtobbl HasHauuTb IP-agpecy fgocTyna MeTpuKy, BbIGepUTE B CNMCKE afpec N HaXMMUTe KHOMKY

N3meHnTb.

WMamennTs IP-agpec @
YrawuTe [P-agpec: 172 . 168 , 42 . 129
| HazHauiTe METPMKY! 50

[ OK ]| OTMeHa |

PucyHok 37. HasHayeHue mempuku

6 B noseuBLIEMCA OKHe ycTaHOBUTE paaxok HasHaunTb MeTpuky 1 B nose pajoM BBeAUTE 3HaUYeHne
METPUKM B MUAANCEKYHAAX (gonycTuMble 3HayeHna oT 0 o 9999), nocne vero Haxmute kHonky OK.

PaccMoTpuM npumMep ncnoab3oBaHua MeTpUKW. [1peanonoxmnm, KoopamuHaTop MMeeT YeTblpe ajpeca
focTyna no kaHanam ceasu A, B, C n D. TpebyeTcs 3agatb METPUKM AN STUX KaHaNOB.

MycTb KaHa/bl UMEIOT CNeAYHOLLNIA NPUOPUTET:
1 A — camblli 6bICTpbI 1 6e30MacHbI KaHan. Vicnonb3lyeTcs B nepByto ouepesp.
2 Cwn D — 6e3onacHble, HO MeHee bbicTpble KaHabl. Icnonb3ytoTcs, ecam KaHan A HeAOCTYMeH.

3 B — meHee 6e30mnacHbIf KaHail. |/|CI'IOJ'Ib3yETCﬂ B NMOC/IEAHIOKO o4epelb.

YT06bI KaHan A cTan cambiM NPUOPUTETHBIM, 3aZaAMM AN HEFO CaMyto MafeHbKy METPUKY, HanpuMmep,
1. Ans kaHana B 3agagnm MakcumanbHyto MeTpuky 9999, Tak kak paboTa uepes 3TOT KaHan
HexenaTesnbHa. Jns kaHanos C n D 3agaavm oAMHaKOBYHO METPUKY, MPUYEM Takyto, UTObbl pa3HmLa C
MeTPUKOM ANs KaHana A 6blna HeboabLlio, Hanpumep, 500.
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Mpw yKasaHHbIX 3HaUEeHWsAX METPUK KaHan A ByAeT MCnoib30BaThCA BCErAa, Korga foctyneH. Ecim B
MOMEHT MPOBEPKN OH HEAOCTYMNEH WM Ero KayecTBO YXYZALUNAOCH (OH CTan MeJJsieHHEe), TO COeAVHEHNE
C KOOPAMHATOPOM byaeT ycTaHoBeHO no kaHany C uam D. U Tonbko B KpaliHeM ciiyyae, eciv B MOMEHT
npoBepkwu kaHabl A, C v D HeOCTYyMHbI MW NX KaUeCTBO 3HAUNTENBHO YXYALIUAOCH, A5 paboTbl
MOXeT ObITb BbIGpaH kaHan B.

Ecan ana coeguHeHns ¢ KOOPANHATOPOM MCMOAb3YHOTCA KaHanbl B, C nam D, To no ncreueHnn nepunoga
onpoca, Npv nepe3sanycke nporpammbl ViPNet MoHWUTOp nam npu NnpoBepKe CoeaMHEHUS C
KOOPAMHATOPOM CeTeBOM y3en byeT NbiTaTbCA YCTAHOBUTL COEAMHEHNE C KOOPAMHATOPOM MO KaHany A.
YeM MeHbLUe neprog onpoca, TeM BbiCTpee NPONCXOAUT NePexos Ha APYron KaHan B ciyyae cboeB U
BO3BpaLlLleHne Ha bonee NPUOPUTETHBIN KaHal.
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HacTtpomka aoctyna K
TYHHENIMPYEMbIM Y3/1aM

Ecnun HacTpoWikmn napamMeTpoB TYHHENNPOBAHWSA A/ BCEX KOOPANHATOPOB BblIv cAenaHbl B porpaMme
ViPNet Administrator, To B nporpamme ViPNet MOHWUTOpP Ha CETEBOM Yy3/1€ HUYErO AOMOJHNTENBHO
HacTpamBaTb He TpebyeTcs. CeTeBOW y3ea CMOXET YCTaHaBANBATb COEAMHEHWS C TYHHENMPYEMbIMU
y3namu. Ecam npesBapuTenbHbIX HACTPOEK He BblNo cenaHo, To Ha CETEBOM Y3/1e HacTpoliTe napameTpbl
COEANHEHUS C TYHHEAUPYEMBIMU Y31aMK BPYUHYHO. 1151 3TOrO BbINOAHUTE CefytoLLne AeACTBUS:

1 B okHe nporpammbl ViPNet MoHUTOp Ha naHenu HaBurauumn BoibepuTe pa3gen 3alulieHHas ceTb.

2 B pa3sgene 3awyeHHas ceTb ABaX /bl LLeJKHUTE KOOPANHATOP, KOTOPLIN OCyLLeCcTBASET
TYHHEeNMpOBaHUe TPebyeMbIX OTKPbITbIX Y3/10B.

3 B okHe CBolicTBa y3na Ha Bknagke TyHHenb yctaHoBuTe daaxok Ncnonb3osats IP-agpeca ana
TYHHE/IMPOBaHUA 1 C MOMOLLbIO COOTBETCTBYHOLNX KHOMOK chopmmupywTe cnuncok IP-agpecos
TYHHeNMpyeMbIX Y310B. 3ajaHHbIM ajpecam aBToMaTnyecku ByayT conocTaB/ieHbl BUPTyasbHble IP-
aapeca.

Ecnn Bam He mn3BecTeH IP-a,qpec TYHHEANpPYeMOro y3na, To Bbl MOXeTE onpeaesnTb ero no MMeHun

LT}

4
KOMMbHOTEPA. ,ﬂ,ﬂﬂ 3TOro0 HaXXMUTE KHOMKY OI'IpEAEﬂI/ITb MMﬂ/IP-ap,pec jﬁ“' M B NoABMBLUEMCA OKHe
BbIMOJNHNTE MONCK IP—aApeca Nno yKasaHHOMY UMEHMN.

Mpu pobaeneHum IP-agpeca byaeT aBTOMaTMUECKU BbIMNOJHEHA €ro NpoBepka Ha nepeceyveHue c IP-
ajpecamu, yxke 3aflaHHbIMK B Crincke, v IP-agpecamn apyrux ceTeBbiX Y3108 (B TOM uncChe,
TYHHenmpyemsbix). JaHHas npoBepka NO3BOANT UCKAOUNTb BO3MOXHOCTb 3aaHnA OANHAKOBbIX IP-
appecos. Ecam B xose npoBepku byaeT obHapyxeHo nepeceveHue IP-agpecos, nosaBuTca
COOTBETCTBYlOLLEE coobLeHMe. YcTpaHuTe nepeceyeHune IP-agpecos (cm. ObHapyxeH KoHGANKT IP-
agpecos nan DNS-nmeH Ha cTp. 286).

Bbl Takke MoXeTe BbIMOAHUTb NnpoBepKYy Ha nepeceyveHune IP—ap,pecos BPY4HYHO. ﬂ,nﬂ 3TOro0 Ha>kmMuTe

kHonky MpoBepuTb KOHGANKTBI
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CeoicTea y3na (Koopawnatop Llentpanenent oduc) @

| Obuye I IP-agpeca | MeKCETEBON 3KPaH | TyHHEND |

Wcnonesoeate IP-aapeca ANA TYHHENMPOBSHWSA:

PeanbHbie IP-agpeca BupTyaneHbie IP-aapeca

192.158.134.19 11.0.0.3
192.168.134.25-192,.168.134.31 12.0.0.1-12.0.0.7

BeeawTe IP-anpec anA noncka x

[ﬂoﬁasmb...] [M3MEHMTb...] [ YaanuTe

Wnons30BaTe BUPTYansHeie IP-agpeca

WckniodeHma:

He TyHHenmposaTh IP-aapeca, BxoaAwme 5 noaceTs Bawero
KOMMEHITEPE

|:| He TyHHenmposaTe cneayowwne IP-agpeca:

[ OK ] [ OTMeHa ] [ MPMMEHKTE ] [ CnpaBka ]

PucyHok 38. 3adaHue adpecos myHHeaupyeMbix y3/108

4 Ecav Bo3MOXeH KOHQAUKT IP-agpecos B nogceTsax, yctaHosBuTe ¢piaxkok Micnoab3osatb
BUpTyanbHble IP-agpeca.

5 Ecav TyHHennpyemblili y3en HaxoAWUTCA B OAHOWM NOACETM C BalUMM Y3/10M U Ha HEM He HacTpoeHa
cneumanbHas MapLupyTu3auus, ybeamTecs, 4To yctaHoBaeH dnaxok He TyHHenaupoBath IP-agpeca,
BXogdAwme B nogcetb Bawero komnetotepa. MHaue coegnHeHne € TYHHeNVPYEMbIM y310M byaeT
HEBO3MOXHO.

6 Eciv npu coeamHeHUN € KakKUMU-TMB0 TYHHEANPOBaHHbIMY y31amu LWMGPOBaHNE AaHHbIX HE
TpebyeTcsa, pekoMeHayeTcs ycTaHoBUTb daaxkok He TyHHenmpoBaTth cieaytowme IP-agpeca v
£06aBUTb B CNNCOK HUXXe |IP-agpeca 3TMX y310B.

7 Bbinonxue HeO6XOAMMbIe HaCTpOﬁKM, Ha>XMUTE KHOMKY an/IMEHIATb.

HaCTpOI\/IIKVI, OnncCaHHble B JaHHOM pa3aene, 40JIKHbI ObITb BbIMOJIHEHbI HA CETEBOM y3ne ana Bcex
KOOPAUHATOPOB, C TYHHEANPYEMbIMU Y3/1aMUN KOTOPbIX Tpe6yeTc;| YyCTaHaBaBaTb COEANHEHNA.
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YCTaHOBKa aApecoB BUAMMOCTM
TYHHENMPYEMbIX Y3710B MO

YMONYAHMHO

Mpw gobaBneHUn B KOPNOPATUBHYIO CETb CMELMaAN3UMPOBAHHBIX YCTPOMCTB (Hanpumep, IP-ATC,

annapaTHbIX |P-TeJ'IeC|)OHOB nan cepBepOB) NCNoJib3yeTCca TEXHONO0INA TYHHENMPOBaHNA. Kak npaBunno,

AN JOCTYMa K 3TUM YCTPOMCTBAM HEODXOAMMO YKa3aTb peasibHble ajpeca. ITO O3HaYaeT, uTo npwu
f06aBAEHNMN B CETb HOBbIX KOOPANHATOPOB, TYHHENNPYHOLLMX 3TN YCTPOMCTBA, HEOHBXOAMMO
nepekatoyaTh BUAUMOCTb TYHHEIMPYEMBIX Y3/10B Ha peasibHble agpeca. [ns aBTomaTm3aumm 3Toro

npouecca Bbl MOXeTe YCTaHOBUTb BUANMMOCTb HOBbIX KOOPAUHATOPOB NO YMOJIYaHUHO.

YTobbI YCTaHOBUTb BUANMOCTb TYHHENIPYEMBbIX Y3/10B A/iId BCEX HOBbIX KOOPANHATOPOB, BbINOJAHUTE

cnegytouine AencTBus:

1 B okHe nporpammbl ViPNet MoHuTOp B MeHto CepBuc BbibepuTe NyHKT HacTpoiika npuaosKeHus.

2 Ha naHenu HaBuraumm okHa Hactpoiika BbibepuTe pasgen 3awmiieHHas cetb > IP-agpeca

BUNANMOCTN.

- Obwme IP-agpeca smanmoctin
SallMILEHHEA CETh

OMONHATENBHBIE NEpa BMAMMOCTE TYHHENMPYEMBIX YZN0E

Hactpoiika @

YI'IDEB.I'IEHME TDﬂdJMKDN BHOBb cosAaBaeMbIe KOoOpAWMHETOPbI: Mo peansHeM [P-agpecam -

)

MpHKNagHsle MpoToKaN:!

HypHan IPNakeTos [ YCTAHOBMTE ANA CYWECTEYHOWWX KOOPAWHATOROE, .

)

OfMeH cooBLueHMaMI

DEANOBLIA oBMeH [ MpoBepUThL KOHDAMKTEI

l

[ Ok ] ’ COTmeHa MpumMeHnTb

PucyHok 39. Hacmpolika IP-adpecos sudumocmu

3 B cnncke BHOBb co3aaBaemble KOOPANHATOPDI BbibepuTe HY>XXHbIN BUA afpPecoB Y HaXKMUTe KHOMKY

OK.

Tenepb npu ob6aBAeHVN B CETb HOBbLIX KOOPANHATOPOB ajpeca TYHHEMPYEMbIX UM y3/10B ByAyT Bcerga

peanbHbIMU AN BNPTYaJibHbIMU, B 3aBUCMMOCTWN OT 3aaHHOIO NnapamMeTpa.
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Ecnmn TpebyeTcs M3MEHUTb ajpeca BUANMOCTU YXKE CYLLECTBYHOLLMX TYHHEMPYEMBIX Y3/10B, BbIMNOJHUTE
cnesyrolime AencTeums:

1
2

B okHe nporpammbl ViPNet MoHuTop B MeHto CepBuc BbibepuTe NyHKT HacTpoiika npuaoxeHus.

Ha naHesnn HaBurauunm okHa Hactpoiika BbibepuTte pasgen 3awuieHHas cetb > IP-agpeca
BUANMOCTW.

Haxxmunte KHOMKY YctaHOBUTD ANA cyulecTByroLumnx KoopanHaTopoB.
B okHe HaCTpOI?IKa BNANMOCTUA Bbl6epI/ITe Hy)I(HbIIz BUA agpecoB N HAXXMUTE KHOMKY YctaHOBUTD.
Ecan ajipeca MeHAKTCA Ha peasibHble, 6yp,eT BbINOJHEHA NPOBepKa KOHCI)}'IVIKTOB ajpecoB B CeTU.

Echm B Xo4e npoBepkn KOHCbJWIKTOB He o6Hapy>KeHo, 6yp,eT yCTaHOBJI€Ha BUANMOCTb
TYHHENNPYEMBbIX Y3/10B MO peaibHbIM ajpecamM ANa BCEX CYLLEeCTBYHOWMX KOOPANHATOPOB.

Mpw obHapy>XeHNW KOHPANKTOB NOABUTCA OKHO MpoBepka KOHPANKTOB. YKaxute B HEM OAHO 13
HY>KHbIX AeACTBUIA:

o Ypanutb IP-appec n3 napameTpoB gpyroro ysna;
o Ypanutb IP-agpec u3 cnucka tekyuero ysna;
o [ponycTtuTb KOHGANKT.

Ansa npoAoaKeHUs NpoBepKM Ha Haanume KOHGANKTOB HaxmuTe kHonky MpoaomknTe. YTobbl
npepBaTtb NPOBEPKY U YCTPaHUTb KOHGAWKT APYrMMmn cnocobamu, HaxxMuTe KHorky MpepBaTtb
npoBepKy.

Y106bl BNOCNEACTBMM BEPHYTLCA K NPOBEPKE KOHPANKTOB HaxkMuTe kKHomnKy MNpoBeputb
KOH}UKTBI.

[Mocne BbINOAHEHMSA YKa3saHHbIX ,ﬂ,el7ICTBI/1I7I N ycTpaHeHusa KOH(I)HI/IKTOB, 6yp,eT yCTaHOBA€Ha BUANMOCTb

TYHHE/IMPYEMbIX Y3/10B ANS BCEX CYLLECTBYHOLLMX KOOPAMHATOPOB MO HY>KHOMY BUIY afpecoB.
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[TooCMOTP MHGOPMALIMKM O CETEBOM
y3/1€

Mpun opraHm3aumm ZocTyna K y3ay Uan npu BOSHUKHOBEHUW NPobieM C 4OCTYNOM, aAMUHUCTPATOpP CETH
ViPNet nnn cnyxba TexHUYeckom NoAAEP>KKM MOXET 3anpocuTb MHbopMaLmio o6 3TOM CeTeBOM Y3/, a

Takke O BallemM CeTeBOM y3e.
Y1o6bl NpocMoTpeTb MHGOPMaLMIO O HyXKOM ceTeBOM y3se ViPNet, BbINOAHUTE caeayrolime AeiCTBUS:
1 B okHe nporpammbl ViPNet MoHuTOp B pasgene 3awmiieHHas ceTb ABaX bl LLLEJKHUTE HY>KHbIN

CeTeBON y3en.
2 B okHe CBolicTBa y3n1a nepengmte Ha Bkaagky O6ume.
3 Ecav HeOBXOAMMO, CKOMUPYITE HYXXHBIN TEKCT, UTOObI NepesaTb ero agMMHUCTPaTOPY Uan cayxbe

TeXHUYECKom noAaAep>XXKun.

[Ans npocmoTpa MHPOpPMaLLMM O CBOEM CETEBOM Y3/1€ B [1aBHOM OKHE NMPOrpaMmMbl B MeHo daiin

BblbepuTe NyHKT CBOWCTBa MOEro y3na.
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HacTporika v MCNob30BaHME
cnyx6 mmeH DNS 1 WINS B

cetn VIPNet

Cny>x6bl DNS 1 WINS

Cny>x6bl DNS n WINS B cetnn ViPNet
DNS- (WINS-) cepBep Ha 3alLULLEHHOM WUAWN TYHHENVPYEMOM Y3/1e
HezawuweHHbIn DNS- (WINS-) cepsep

Wcnonb3oBaHue 3awmieHHoro DNS- (WINS-) cepBepa ans yaaneHHoW paboTbl ¢
KOpnopaTuBHbIMUW pecypcamu

Wcnonb3oBaHme nyb6amyHoro DNS-cepBepa

Mcnonb3oBaHne DNS-cepBepoB Ha KOHTpoOnepax AOMEHa
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Cnyx6bl DNS 1 WINS

K komnbtoTepam yao6Hee obpallatbcs He Mo LMPPOBLIM agpecam, a Mo KakMM-IMb60 OCMbICAEHHbIM
MMeHaM, KOTOpble COOTBETCTBYHOT OYHKLMAM 1 MECTOMOIOXKEHWIO KOMMbIOTEPOB. JTogaM npoLue
3anoMHUTL BykBEHHOE VMMSA, YUeM NOoCAeA0BaTeNbHOCTb Ldp. JlokanbHble ceTn n NHTepHeT ob6beanHAT
OrPOMHOE KONYECTBO KOMMbKOTEPOB, MO3TOMY HEOHXOAMMbI CNeLMann3npoBaHHbie Cy>KObl UMeH,
obecrneunBatoLLMe CONOCTaBAEHNE MMEH KOMMbHOTEPOB C UX IP-agpecamn. B HacTosiLee BpeMs B ceTAX
ncrnonb3ytoTca Ase cy>Kbbl umeH — DNS 1 WINS.

DNS

B cetax TCP/IP ncnonb3yetca cucreMa 4oMeHHbIX MMeH (Domain Name System, DNS), koTopas cay>xuT
Aans npeobpazoBaHus IP-agpeca B JOMeHHOe MMsA 1 HaobopoT: Hanpumep, 79.11.15.23 — B

WWW.company . ru.

Cnepytolmii pucyHoOK UANtoCTpupyeT ncnosnb3osaHme DNS, To ectb obHapyxeHume IP-agpeca
KOMMbIOTEPA MO €ro MMeHMU.

Tanniere wa DINS~ e’

DMNS-KnueHT Janpoc anpeca ANA MMeHH 7

WAL LRI anYy.rud

WO P s TR T 5 23

| > =
OJ www.companyru = 79111523

. i

PucyHok 40. Obwuli npuHyun pabomsi ciyx6ei DNS

KomnbroTep-kaneHT 3anpawmsaeT y DNS-cepsepa IP-agpec koMmnbroTepa ¢ JOMEHHbIM MMEHEM

www . company . ru. [1ockonbky DNS-cepBep MOXeT OTBETUTb Ha 3aNpPOoC C MOMOLLbHO CBOE JI0KalbHOM
6a3bl AaHHbIX, OH BO3BpaLLaeT OTBET, COAep>Kalluii 3anpaLumBaemyro MHGOPMaLMIo, TO eCcTb 3anmcb 06
y3ne, B KOTOpOI7I COAEPXKNTCA IP—a,a,pec, COOTBeTCTByI-OLLI,I/IIZ UMEHUN www . company . ru.

3TOT NpyMep AeMOHCTpUpyeT npoctoi 3anpoc DNS ot kiveHTa k DNS-cepBepy. Ha npakTuke 3anpocsl
DNS moryT noTpeboBaTh NPUB/IEYEHUS APYTUX CEPBEPOB U BbINOJIHEHWS AOMOJHUTENbHbIX LIAroB, He
MoKa3aHHbIX B 3TOM NMpUMepe.

Cucrema nmeHoBaHuMA, ncnoabsyeMas DNS, HocuT nepapxmyeckumii xapakrtep. JloMeHHoe nms
CKNaAbIBaeTCA N3 HECKOJIbKMX YacTel, pacnoaoXeHHbIX cnpaBa Haneso. MNepBas YacTb (JOMeH BepXHero
YpOBHS) ABAAeTCA GPUKCMPOBAHHOW M Ha3HauaeTca LieHTpaansoBaHHo CeTeBbIM VIHGOPMaALMOHHBIM
LleHtpom (Network Information Center, NIC). loMeHbl OCTanbHbIX YPOBHEN NPUCBaMUBatOTCA Ha cepBepax
AOMEHHbIX UMEH NPOU3BOJLHO.
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WINS

AHanornyHo DNS pabotaet cnyxxba WINS (Windows Internet Name Service, cnyxxba nmeH cetn
WHTtepHet ana Windows), koTopas npeobpasyet IP-agpec B NetBIOS-umsa n HaobopoT: Hanpumep,
192.168.1.20 — B HOST-A. Cay>x6a WINS sBnsietcs Hanbonee ya06HbIM CpeCcTBOM pa3peLleHms UMEH
NetBIOS B mapLupyTm3upyembix cetsix, ucnonbsyrowmx NetBIOS uepes crek TCP/IP.

Mpumeuanue. NetBIOS (Network Basic Input Output System, ceteBas 6a3oBasi cuctema
BBO/a-BbIBOJA) — MPOTOKO/ CEaHCOBOTO YPOBHSA ANA PaboTbl B JIOKa/bHbIX CETAX,
obecrneurBatoLLMA JOCTYN KOMMbOTEPA Kak K COOCTBEHHbIM JIOKaNbHbIM pecypcam, Tak

. N K pecypcam yaaneHHbIx kKoMnbtoTepoB. [ockoabky NetBIOS npumeHseTt paccbinky

|i| LUMPOKOBeLLAaTENbHBIX COOBLLEHNI, OH He NoAAep>KMBaET nepeaady MHGopmMaLmm
Yepes MapLupyTM3aTopbl. Ho ¢ Apyroli CTOPOHbI, YCOBEPLLEHCTBOBAHMSA, BHECEHHbIE B
NetBIOS, no3sonstoT 3To# cucTeme paboTaTb NOBEPX NPOTOKOIOB MapLLUpyTU3aLuK,
Takmx kak IP n IPX.

Cnyxb6a WINS ynpolaeT ynpasaeHve npoctpaHctBoM MMeH NetBIOS B ceTax Ha ocHoBe cTeka
npotokosoB TCP/IP. Cneayrowmii pucyHOK UANKOCTPUPYET TUMMUHYHO NOCNeA0BaTeNIbHOCTb COBLITUNR,
€BA3aHHbIX C knneHTamu u cepsepamm WINS.

WINS-KnneHT . WINS-knueudT
HOST-A Janpoc IP-agpeca HOST-B

. E koMnbloTepa HOST-A
SANPoC Ha PErMcTpayii

HOST-A = 192.168.1.20 E < @-
, @ [ HOST-A = 192.168.1.20 L.U

lavinimie v WINS-cepaepe
HOST=4 192 1681 20

RO 192 Jo8 [ 17
HINS-A (92 168 1 15

PucyHok 41. Obwuli npuHyun pabomsi cayx6er WINS
3TOT NpyMep AEMOHCTPUPYET Cleaytolime cobbITUs:

. @ WINS-knmeHT HOST-A peructpupyet ntoboe 13 cBoux nokanbHbix uMmeH NetBIOS Ha cBoem
WINS-cepBepe WINS-A.

B cnyuae ecnn komnbrotep HOST-A He nmeeT B cBoem pacnopsxxeHun IP-agpeca WINS-cepsepa, oH
nepejaeT B LUMPOKOBELLATeNbHOM paccblike cBoe MsA NetBIOS, 06baBAAA TeM caMbIM O CBOEM
npucyTcTBun B cetu. Korga npouncxoant nogo6Hoe cobbitne, nokanbHbli WINS-cepsep npuHumaet
Takoe LIMPOKOBeLLaTelbHOe COObLLEHME 1 BBOAUT COAEPXKALLEECA B HEM UMS U COOTBETCTBYHOLLUIA
IP-agpec B cBOtO 6a3y AaHHbIX.

. @ Apyront WINS-knneHT HOST-B 3anpawwmBaet cepeep WINS-A Havitn IP-agpec komnbroTepa
HOST-A B cetn.

) Cepep WINS-A Bo3Bpaluaet 192.168.1.20 — IP-agpec komnbtoTepa HOST-A.
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Cnyx6bl WINS 1 DNS moryT 6eckoHdankTHO paboTtaTth B npesenax ogHOM ceTu. [pocTpaHCTBa UMEH TOW
n apyron cny>6el He coBnagatoT. DNS ncnonb3yeT nepapxmyeckyto CTPYKTYpY MMEHOBaHUA, B TO Bpems
kak WINS — ogHopaHrosyto. Cnyxxb6a WINS ocobeHHO akTyasnbHa ans ceTen, rae ectb komnbrotepbl ¢ OC
Windows Server 2003. B ceTsix, B KOTOPbIX MPUMEHSAOTCSA U AOMEHHbIE UMeHa, U nMeHa NetBIOS,
peKOMEHAYEeTCA NCNONb30BaTb 06e CNyXO6bl.
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Cnyx6bl DNS 1 WINS B cetn VIPNet

B cetsix ViPNet npunoxeHunsa MoryT cnosib3oBaTb BUpTYyasbHble IP-agpeca, peasbHO He CyLlecTByOLWME B
CeTW 1 YHWUKa/bHble Ha KaXXAOM CETEBOM Y3J1e, UTO MOo3BoAsAET n3bexaTb KOHPANKTOB MPU HaAUYMm
nepeceKaroLLMXca ajpecoB B Pa3HbIX CETAX.

[ns obecneueHus pabotbl cnyx6 DNS 1 WINS B cetn ViPNet ¢ BUpTyanbHbIMU agpecammn NporpaMMHoe
obecneyeHmne ViPNet aBToMaTMUeCcku BbINOHSAET CcheuunanbHyo 06paboTky IP-naketoB 3Tux ciyxo.
Takas obpaboTtka Tpebyetcs Ans Toro, UTobbl Ha 3aLUULLEHHbIX Y3/1aX NPUIOXKEHUS, KOTOPble
obpaluarotcs k cayxx6am DNS 1 WINS, ncnonbsoBanu aas octyna K ApyrnM 3alUuULLEeHHbIM U
TYHHENpYyeMbIM y31aMm npasuibHble IP-agpeca (peanbHblie nan BUPTYyasbHbIe).

Ecnn Ha DNS (WINS) cepBepe, k koTopomy obpaluarotca npuaoxeHus, yctaHosneHo MO ViPNet nan atot
cepBep TyHHennpyeTca koopanHaTopom, noagaep>xka DNS (NetBIOS) nmeH ana BupTyanbHbIX agpecos
obecrneunBaeTcs 6e3 fonoaHUTENbHbIX HacTpoek MO ViPNet npu cobatoseHnn onpeseneHHbIX NpaBu
(cm. DNS- (WINS-) cepBep Ha 3al1LeHHOM UAv TYHHeAnpyemMom y3ne Ha cTp. 117).

DNS-umeHa a5 3alMLLeHHbIX Y3/10B MOXHO 3ajaTb Bpy4YHyto B nporpamme ViPNet MoHutop Ha
ceTeBOM Yy3ne nnbo B nporpamme ViPNet LleHTp ynpaBaeHus cetbto. B 3ToM ciyyae npu ncnonb3oBaHUM
cny>x6bl DNS nosBastoTca 4ONOAHUTENbHBIE BO3SMOXHOCTY:

e ObecneunBaerca 6e3onacHasn paboTa NPUAOXKEHUI C yaaneHHbIMM 3aLmiLeHHbIMKY y3namm ViPNet
no DNS-nmeHaM npu ncnonb3oBaHUM OTKPbITbIX (MyHAMUHbIX) DNS-cepBepoB (cM. HesalnieHHbIN
DNS- (WINS-) cepsep Ha cTp. 119).

e [losaBnseTcs BO3MOXHOCTb B3aMMOZAENCTBUA 3aLumweHHoro y3na ViPNet co cBouMm KOoOpAMHATOPOM
no DNS-umeHun nytem nybamkaumm Ha DNS-cepBepe IP-agpeca, He NnpuHagnexatiero
KoopauHaTopy (Hanpumep, IP-agpeca goctyna k koopauHatopy yepe3s NAT-ycTpolictso). Mpu
aBTOMaTM4eCckor nybamnkaLmm agpeca AOCTyna K KoopanHaTopy Ha nybamnyHom DNS-cepsepe
(texHonorus anHammnyeckoro DNS, nan DYN DNS) MoxHO opraHv3oBaTb 6e30nacHbili 4OCTyn K
KOOpAMHaToOpy, agpec A4OCTyrna K KOTOPOMY AMHAMUYECKM N3MEHAETCH.
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DNS- (WINS-) cepsep Ha
3aLUMLLEHHOM WAV TYHHEIMPYEMOM
y3/1e

OCcobeHHOCTU MCMNOJIb30BaHMA

Vicnonb3zoBaHune DNS- (WINS-) cepBepa, pacnoaoXXeHHOro Ha 3aluLLeHHOM UAN TYHHeANPYeMOM Y3iie,

nMeetT ceayrouimne 0CObBeHHOCTHU:

[na obecneyeHuns pabotocnocobHoctn cny>k6 nmeH DNS 1 WINS He Hy>KHO BbIMOAHATL HUKaKNX
aononHutenbHbix Hactpoek MO ViPNet.

Ecan DNS (NetBIOS) nmeHa v cootsetctByrowme um IP-agpeca 3almileHHbIX U TYHHeAnpyeMbIx
y3/70B aBTOMaTtnyeckn perncrpupytotrcs Ha DNS- (WINS-) cepsepe, To TexHonormsa ViPNet
obecrneunBaeT aBTOMaTMYeCKyHo Ny6AMKaLIMIO Ha 3TOM cepBepe TPebyeMblX peanbHbIX UK
BMPTyanbHbIX IP-agpecoB 3alumLLeHHbIX U TYHHeanpyeMbix y3noB. ViPNet-gparisep Ha DNS- (WINS-)
cepsepe (MM Ha KOoOpAMHATOpPe, TYHHENMPYHOLLEM 3TOT CepBEP) BbIMONHAET NOAMeEHY ajpeca B IP-
nakeTte Ha BUPTYyabHbIA UK peanbHbli IP-agpec.

Ecam k DNS- (WINS-) cepBepy obpallaeTcs 3alMLLeHHbIN NAN TYHHENMPYEMbIRN y3en, K OTBETY
pobasnsetca naeHTMdmkaTop 3anpawmeaemoro y3na B cetn ViPNet (nam ngeHtndukatop
KoopAnHaTopa, KOTOPbIN TyHHEANpPYeT 3anpaluvBaemblin y3e). [1o aToMy naeHtndmkaTopy
nporpammHoe obecneyeHue ViPNet Ha y3ne, ¢ koToporo 6bin oTnpasaeH 3anpoc (Man Ha
KOOpAMHAaTOpe, ero TYHHeanpyoLweM), onpejenset NpaBuAbHbIN agpec AoCTyna K 3anpallnBaeMomy
Y37y — peanbHbIli UV BUPTYanbHbIN.

Ecam k 3awmweHHomy DNS- (WINS-) cepBepy obpaluaetcs oTKpbITbI KOMMAbHOTEP, MPOrpaMMHOe
obecneyeHmne ViPNet Ha DNS- (WINS-) cepBepe nav Ha TYHHEAUPYOLLLEM KOOpAMHaTope
obpabaTbiBaeT OTBET TaKUM 06pa3oM, UTOObI COOBLLMTL OTKPLITOMY KOMMbIOTEPY peanbHble |P-
ajpeca 3alMLLEeHHbIX U TYHHEeMPYEMbIX Y3/10B, AaXe eCan Anf HUX ony6ankoBaHbl BUPTyanbHble |P-
ajpeca.
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Ofpaborka oTpara
cpeacTaamu ViPNet

L

ViPMet
Coordinator

OTHpWITEIN y3en

OTBET CONRPHMT TYHHENWYEMER
1D sanpalumBsaeoro yana DM5-ceprep

O6paboTha oTERTa

I EHHBIA
Ay cpeacteami ViPNet

yaen

OreeT Ha DN5-zanpoc oT OTHPRITOM y3na

OreeT Ha DMS-3anpoc oT 3alUMWe HHOMD yana

PucyHok 42. DNS-cepgep Ha 3auyuuyeHHOM UAU MyHHeAUpyeMoM y3/e

PekomMeHaaLmm No HacTpomke

Mpw ncnonezosaHum DNS- (WINS-) cepsepa, pacnono>XKeHHOro Ha 3aluLeHHOM UAK TYHHeAnpyemMom
y3/1e, ¥ Npu HeobxoaMMOCTM nybankaumm BUpTyanbHbix IP-agpecos cneayet cobarosatb ciegyrolime

peKkoMeHaaLmm:

Mpw pernctpaumm BpydHyto Ha DNS- (WINS-) cepsepe IP-agpecoB 3awymLleHHbIX U TYHHEIMPYeMbIX
y3/10B C/leAyeT yKa3blBaTb UX BUPTyasbHble AN peanbHble IP-agpeca, NO KOTOPbIM 3TW Y3/1bl BUAHbI B
nporpamme ViPNet MoHuTtop, yctaHoBaeHHon Ha DNS- (WINS-) cepBepe, v Ha KoopAnHaTope,
OCYyLLLeCTBAAOLLEM TYHHENMPOBaHMeE 3TOro cepBepa.

Ecan DNS- (WINS-) cepep pacnonoxeH Ha y3ne ¢ MO ViPNet, To B nogceTn 3T0oro cepaepa He
cnepyeT pa3MeLatb TYHHeAnpyeMble KakMm-1mbo KOOPANHATOPOM Y3/bl, C KOTOPbIX ByAyT
nocTynaTh 3anpochl Ha cepBep (MK azpeca KOTOPbIX ByAyT 3anpalumBaTbCa APYruMu y3namu). Ecan
cepBep pacnoioXXeH Ha KOOpPANHATOpe, TO AaHHOe TpeboBaHWE OTHOCUTCA K TYHHEANPYEMbIM Y31aM
APYTUX KOOPANHATOPOB.

Ecnnm DNS- (WINS-) cepBep TyHHennpyeTca KOOPAMHATOPOM, TO B MOACETH 3TOrO cepBepa He
cnepyet pasMewatb y3abl ¢ MO ViPNet, ¢ koTopbix 6yayT nocTynaTte 3anpockl Ha cepBep (Maun agpeca
KOTOpbIX ByAyT 3anpalumBaTbCa APYrMMU y3namm).

Ecnv BO3HMKaeT HEOBXOANMOCTb pa3MeLLeHUs Y3108 B HapyLLeHWe NPUBEAEHHbIX PeKOMeHAaLIM,
TO Ha y3nax c 10 ViPNet cnegyet cHATb dnaxok He TyHHennpoBatb IP-agpeca, Bxogaiwme B
noacetb Bawero komnbroTepa (cM. Hactpolika focTyna K TyHHeanpyemMbim y3nam Ha ctp. 107), a Ha
TYHHENNpYyeMbIX y31axX HacCTPOUTb YaCTHbIM MapLlwpyT Ha y3abl ¢ MO ViPNet uepes koopanHaTop.
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HezawmieHHbi DNS- (WINS-)
cepBep

OCcobeHHOCTU MCMNOIb30BaHMA

YacTo BO3HMKaeT 3aga4a noayyeHus JOCTyna K KOOPANHATOPY C ANHAMUYECKN N3MEHAOLLMMCA
BHELIHWM ajpecom AoCTyna (HanpyvmMep, KOOPANHATOP NOAKAKOUYEeH K ceTn Yepe3 DSL-moaem) co
CTOPOHbI APYrMX 3aLUMLLEHHBIX Y310B. N5 pelleHns 4aHHOW 3ajaumn MOXHO ony6/MKoBaTh aZpec 3Toro
KoopauHaTopa Ha ny6anuyHom DNS-cepBepe, pacnosoxeHHom B HTepHeTe, 1 3agaTb DNS-nms
koopauHaTopa B nporpamme ViPNet MoHuUTOp Ha apyrux y3nax. B kopnopaTtmBHOM ceTn MoxeT
BO3HWKHYTb HEOOXOAMMOCTb B MCMOAb30BaHUN Nyb6anyHoro DNS-cepBepa 1 B Apyrux cayyasx.

OgHako ny6anuHble DNS-cepBepbl MOTyT 6bITb MOABEPXKEHbI PA3/INUHbIM CETEBLIM aTakaMm, B pesybTaTe
KOTOPbIX MPONCXOANUT NogMmeHa IP-agpeca 3anpallvBaeMoro CETEBOTO pecypca C Lie/ibio 3acTaBuThb
3aLUVMLLEHHBIA KOMMbIOTEP 06PaTUTLCA Ha aTakyroLWwmiA KoMnbloTep. Eciv Takas ataka ygacrcs, npu
obpallleHnn K 3almLeHHoMy Y3y no DNS-vMeHN OH YCTaHOBMT C aTakyroLWM KOMMbHOTEPOM OTKPbITOE
coeauHeHue, Tak Kak IP-agpec atakytoLlero KomnbtoTepa He n3BecteH ViPNet-gpavisepy. B pesynbtate
3/10YMbILLEHHMK MOXET MONYUYUTb MHTEPECYHOLLYHO ero MHbOPMALLMIO C 3aLUMLLEHHOTO KOMMbOTepa.

Janpoc IP-appeca y3na

iy @ SErvercompany.ru B

—— - ey —
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My6nuurbiia DNS-cepsep
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]
.
3aWKLeHHbIA y3en '
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¢ K aTaryrLwemy

’ KOMNbOTE PY e ¥
ih ‘ UnTepHeT ™\

| — ,, — 5 ),
server.company.ru @

10.0.2.45 ;_aﬁ___‘__, T

B otseTe IP-appec 10.0.2.45

nogmexed wa 89.107.21.248

ATakyoWMN KoMnbloTep
89.107.21.248

PucyHok 43. Amaka Ha nybauyHeiti DNS-cepsep

Yto6bl NpesoTBPaTUTL aTaki NOAO6HOIO PoAa, A1 3aLUMLLEHHbIX MPUKNaAHbIX CEPBEPOB (CM. F10CCapui,
cTp. 416), pernctpmpyemsbix Ha nyb6anyHom DNS-cepBepe 1 AOCTYMHbIX C 3aLlMLLEHHOrO Y3713, B
nporpamme ViPNet MoHuWTOp Ha 3TOM y3ne cnegyeT yka3aTb DNS-umeHa (cMm. Hactpoiika goctyna k
3aLLLeHHbIM y3nam Ha ctp. 100). Toraa npu obpalteHmmn k cepepy no DNS-nmeHu He3aBMCUMMO OT
ajpeca, NOACTaBNAEHHOTO 3/I0yMbILLIEHHUKOM, Npu nNpueme oteeTa Ha DNS-3anpoc ViPNet-gpaisep
MOACTaBUT y>Ke U3BECTHBIV eMy IP-agpec BUAMMOCTM y3Na (peanbHbIl Uan BUPTYanbHbIN),
COOTBETCTBYHOLNIA 3aaaHHOMY B nporpamme ViPNet MoHuTop DNS-vMeHw.
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PekomMeHaaLmm no HacTpomke

I'Ip|/| MCNnoab30BaHMN OTKPbLITOrO DNS—cepBepa cnepyet BbIMOMHATL Ciejgyroune pekoMmeHaauunm:

e Ecam BHewHWI IP-agpec goctyna K KOOPANHATOPY MOXKET U3MEHATLCS, A OpraHmn3aLmm gocTtyna K
3TOMy KoopanHaTopy no DNS-umeHw, 3apernctpupoBaHHoMy Ha oTkpbiToM DNS-cepBepe, B
nporpamme ViPNet MoHWTOp Ha 3alMLeHHbIX y3a1ax ANS AaHHOTO KOOopAnHaTopa ciefyeT ykas3aTb
DNS-nms.

e Ecnv Ha y3ne c yctaHoBaeHHbIM O ViPNet gpyrve 3almiieHHble y3abl JOCTYMHbI MO BUPTYaabHbIM
IP-agpecam, 1 HeoHx0AMMO 0becneynTb ZOCTyn K 3TUM y31am no DNS-numeHam,
3aperncTpupoBaHHbIM Ha OoTKpbIToM DNS-cepBepe, To 3711 DNS-nmeHa cnepyet ykasaTb B
nporpamme ViPNet MonuTop. Mpu 3ToM Ha oTKpbITOM DNS-cepBepe MOXeT 6bITh 3aperncTpupoBaH
ntoboin agpec (peanbHbl AN BUPTYanbHbI). TexHonorus ViPNet obecneunt 3awmweHHoe
CoeAVHEHWe No BUPTYyasbHOMY afpecy BUAMMOCTM y3/1a BHE 3aBUCMMOCTM OT TUNa
onyba1MKoBaHHOro agpeca.

e Kak 6b110 CKa3aHO BbILLE, Jaxe eCcv AOCTYN K 3alMLLeHHbIM y31am obecneunBaeTca No peasbHbIM
agpecam, ans obecneyeHms 6e30MacHOCTM BaXKHO yka3aTb Ux DNS-umeHa B nporpamme ViPNet
MoHwuTOP.

Bo Bcex onuncaHHbIx cnyyasax DNS-rMeHa 3auieHHbIX y310B MOTYT 6biTb 3aAaHbl BPYUYHYHO Ha KaX4oM
ceTeBOM y3/e (cM. HacTpoika gocTyna K 3alimieHHbIM y3nam Ha cTp. 100), ogHako pekomeHayeTcs
yka3biBaTb DNS-nmMeHa ueHTpannsosaHHo B nporpamme ViPNet LieHTp ynpaBaeHus ceTbto.
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ICNoNb30BaHMeE 3aLUMLLIEHHOTO
DNS- (WINS-) cepsepa a4
VAaNEHHOM PaboThbl C
KOPMOPATUBHBIMU PECYPCaMM

YpaneHHble nosb3oBaTenn nogkatodarotcs k cetn ViPNet uepes NHTepHet. OHM MoryT paboTaTb AOMa, B
NHTepHeT-kade, B rocTUHULIE WK Apyrux mecTax, rae IP-agpeca n ncnonbsyembie DNS- (WINS-) cepsepbl
onpeaenatoTCs NOCTaBLUMKOM ycayr VIHTepHeTa. OgHako Ans paboTbl CO MHOMMMW KOPMNOPaTUBHbBIMU
npuaoxeHnammn Tpebyetcsa ncnonbsoatb DNS- (WINS-) cepBep koprnopatnHon cetu. Vicnonb3oBaHue
kopnopatusHoro DNS- (WINS-) cepepa nossosiset obpallatbCs K cepBepam 1 Apyrum ysnam
KOPMNOpPaTUBHOW CETU MO UX MMeHaM, a He no IP-agpecam. MNpun 3Tom npeobpazosaHme DNS- (WINS-)
nmeH B IP-agpeca obecneunBaeTca Kak Ans afpecoB KOPropaTMBHON CeTW, Tak 1 414 afpecoB
VHTepHeTa.

ABTOMaTMyeckas pernctpauma DNS- (WINS-)
CepBepPOB

[ns ypaneHHoro foctyna K y3nam KoprnopatuBHoU cet no DNS-umeHaM J0/KHbI HbITb BbINOAHEHDI
cnegyrolne ycaoBus:

e B cucteMHoM daline hosts, KOTOPbIA YCTaHaBAMBAET COOTBETCTBME MeXay IP-agpecamu 1 umeHamu
KOMMbHOTEPOB, HE AOMXKHO ObIThb 3anuncer 06 y3nax KOPNopaTUBHOW CETW. ITOT PaiiN PacnoNoXeH B
nanke $systemroot%\System32\drivers\etc\ (N0 YMOAYAHUIO 3TO
C:\Windows\System32\drivers\etc)\).

e B LIYCe unu Ha ceTeBbIx y31ax AoMKeH ObiTb cOpMMpOBaH cnmcok kopnopatueHbix DNS (WINS)
cepBepos.

BHumaHme! Ecnv 3alimLLeHHbIV y3en 3apernctpupoBaH U Ha koprnopatneHom DNS-
cepBepe, 1 Ha Ny6IMYHOM, TO MOTYT BO3HUKHYTb NPO6aEMbl C AOCTYNOM K HEMY.

>

YT06bI M36EXKaTh NPOGAEM C JOCTYNOM K TaKOMYy CeTeBOMY Y37y, ykaxuTe ero DNS-
MMs B OKHE CBOWCTB y3na Ha Bknagke IP-agpeca (cm. PucyHok 35 Ha ctp. 101).

Bbl MOXeTe yKka3aTb agpec kopnopaTtuBHoro DNS-cepBepa BpyuHyto (cM. Co3gaHune cnucka DNS (WINS)
cepBepoB BPY4HYto Ha cTp. 123). OgHako pekomeHAyeTca 3ajaTb agpeca KopnopaTmeHbix DNS-
CcepBepoB LieHTpann3oBaHHo. [laa atoro agmmuHuctpatopy cetu ViPNet cregyet ykasaTb ceTeBble y3/bl
WAV TYHHePYeMble y3/bl, Ha KOTOpbIX pacnosoxeHsl DNS-cepBepsl, B nporpamme ViPNet LieHTp
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yrnpasaeHusa ceTbto. B aTom ciyyae cnmncok kopnopatnsHbix DNS-cepBepoB byaeT nepesaH Ha ceTeBble
y3abl ViPNet BMecTe ¢ kitouamMu 1 cnpaBoyHukaMn. Ha ceteBbix y3nax nporpamma ViPNet MoHuTop
byLeT onpeaensaTth Tekylme IP-agpeca Buanmoctn kopropatmeHbix DNS-cepBepoB (peanbHble nau
BMPTYyasibHblE) 1 aBTOMAaTUYECKN U3MeHATb agpeca DNS-cepBepoB B HaCTpoOlKax ceTeBbIX MHTephencoB
KOMMbtOTepa.

Ecnv ceTeBOW y3en HacTpoeH Ha paboTy ¢ kopnopatnueHbiMu DNS-cepBepamm, TO 4151 HETrO CyLLECTBYHOT
cnepyroLime ocobeHHOCTM PaboTbl € NYBANYHBIMW 1 KOPMOPATUBHBIMUN CETEBBIMU Pecypcamu:

e KopnopatusHble DNS-cepBepbl HaCTpOeHbl Ha NpeobpasoBaHmMe Kak BHYTPEHHMX, TaK Y BHELLHUX
NMEH.

B 3TOM cnyyae npu NogKArOUeHUN K 3aLUMLLEHHON ceTn ByayT NCNONb30BaTbCS TObKO
koprnopaTtneHble DNS-cepBepsbl. 3anpockl Ha Npeobpa3zoBaHMe NMEH BHELLHWUX U BHYTPEHHNX
pecypcoB (Hanpumep, www.google.com u http://portal.internal) 6yayT HanpaBasTbcs Ha
koprnopatnBHblii DNS-cepsep.

e KopnopatueHble DNS-cepBepbl HacTpPOeHbl TONbKO Ha Npeobpa3oBaHne BHYTPEHHUX UMEH.

B 3TOoM cnyyae 3anpockl Ha NnpeobpazoBaHme BHELIHMX UMeEH (Hanpumep www.google.com) 6yayTt
HanpaB/ATbLCA HA BHELWHWUI (He3awuLeHHbI) DNS-cepBep. 3anpockl Ha Npeobpa3oBaHne MMeH
BHYTPeHHMX pecypcoB (Hanpumep http://portal.internal) 6yayT HanpaBaATbCA Ha KOPNOPATUBHbIN
DNS-cepBep.

ObpatnTe BHMMaHWe, uto ecan B LIYCe 3agaHbl MMEHa JOMEHOB, UCMOJIb3YEMbIX BHYTPU KOPMOPaTUBHOM
cetn (Hanpumep http://portal.internal), To 3anpockl Ha ux Nnpeobpa3oBaHue ByayT HaNPaBAATLCA TONbKO
Ha kopriopaTtunBHbIi DNS-cepBep. 3anpockl Ha NpeobpasoBaHUe NMeH BHYTPEHHUX PECYPCOB Ha
BHewHWe DNS-cepBepbl byayT 610KkMpoBaThHCA.

PaccmoTpum cneaytownii npumMep. CoTpyaHMK, paboTatowmii B rnaBHoM odurce Ha HOYTOYKe C
yctaHoBaeHHbIM 10 ViPNet Client, nogknroyaetca K 3awwmweHHoMy koprnopatusHomy DNS-cepsepy no
oaHOMY aapecy (Hanpumep, 10.0.0.25). B kakoin-TO MOMEHT BPEMEHW 3TOT COTPYAHMK OTMPABASETCA CO
CBOWMM HOYTHYKOM B KOMaHAMPOBKY B Apyron oduc, 1 DNS-cepBep rnaBHoro opuica ctaHoBUTCS
aoctyneH no apyromy IP-agpecy (Hanpumep, 11.0.0.3). IMpn 3TOM COTPYAHMKY HY>XKHO MOAKAHOUUTLCA
yepes VIHTepHeT K KOPNopaTUBHbLIM pecypcam rnaBHoOro opuca.

Mpw peructpaumm DNS-cepBepa cpeacTBamMmn OnepaLMOHHON CUCTEMbI COTPYAHUKY NOTpebyeTcs Ha
HOYTOYKe M3MEHATb HAaCTPOMKN MOAKAOYEHMA K CETH, UTO HEYA0HHO, MOCKO/IbKY NOC/Ie BO3BPaLLEeHNA B
rNaBHbIA ODUC 3TN HAaCTPOMKM HY>XKHO ByAeT BEepHYTb B MCXOAHOE cocTosHMe. Ecan y3nbl, Ha KOTOPbIX
pacnonoxeHbl DNS-cepBepbl, 3agaHbl B nporpaMmme ViPNet LieHTp ynpaBieHns ceTbto, U3MEHATb
HaCTPOWKM MOAKIOUEHWS K CETU BPYUHYHO He TpebyeTcs.

Ecnv no kakon-1nbo npuumnHe agpeca kopnopatneHbix DNS-cepBepoB He 3agaHbl B nporpamme ViPNet
LleHTp ynpaBaeHna ceTbio, Ha CETEBOM Y3/1e Bbl MOXeTe 3a4aTb CNNCOK 3almieHHbix DNS-cepeepos
BPYYHYO, KaK OMMCaHO HUXE.
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Co3zpaHume cnmcka DNS (WINS) cepsepos
BPYUYHYHO

Ecnm cnucok kopnopatueHbix DNS- (WINS-) cepBepoB He 6bia 3asaH LLeHTPain30BaHHO B MporpaMmMe
ViPNet LleHTp ynpaBaeHus ceTbto (cM. ABTOMaTuueckasa perncrtpauma DNS- (WINS-) cepBepoB Ha

cTp. 121), Bbl MOXETEe cO34aTh TakoM CAMCOK BPYUYHYHO Ha BalleM CETEBOM Yy3/e. B aTom ciyvae
nporpamma ViPNet MoHuTOp Takke ByaeT onpegenstb Tekywue IP-agpeca BUAMMOCTM KOPNOpPaTUBHBIX
DNS-cepBepoB 1 aBTOMaTUUECKN U3MEHSATb HAaCTPOMKM CeTEBbIX MHTEPDENCOB KOMMbIOTEpPA.

Ans pernctpaunn kopnopatnsHoro DNS- (WINS-) cepBepa BpyUHYH BbINOJHUTE CeAyHOLWNE AENCTBUS:
1 B ntobom TekcToBOM pegaktope (nyudwe «bnokHOT») co3gante nycTon TeKCToBbI Gann DNS. TXT.

2 BHecuTe B Hero 3anucb o kopnopaTtnBHoM DNS- (WINS-) cepsepe. O ToMm, Kak yka3aTb MHbOpMaLmio
0 cepBepe, CM. B pa3genax Huxe. PopmaT 3anucein B Gaisie DNS. TXT OTIMYAETCA B 3aBUCMMOCTM OT
TOro, yCTaHOBAEH v KopnopaTueHbln DNS- (WINS-) cepBep Ha 3aliuLLEHHOM y31e Uau
TYHHENMpyeTca KOOPANHATOPOM.

3 CoxpaHuTte dain B nanke \DATABASES\DNSWINSLIST, HaxoAsllencsa B nanke yctaHoBku MO ViPNet
(ecnv nanka He CyLLEeCTBYeT, CO3aalTe ee).

MpumeuaHue. Bce onepauum No co3gaHnio U peaakTvpoBaHuto darina DNS . TXT
MO>HO NPOU3BOAMTL 6e3 Bbirpy3sku nporpammel ViPNet MoHWTOp 13 namsaTtn
KOMMbtoTepa.

B cdaiine DNS. TXT MOXHO 3aperncTpmpoBatb cpasy Heckosbko DNS- (WINS-) cepeepos. B 3tom cayuae
Ha Bcex ceTeBbIX MHTepdencax koMmnbroTepa cnunckn IP-agpecos DNS- (WINS-) cepBepoB byayT
fonosiHeHbl IP-agpecamu, No KOTOPbIM B A@aHHbIA MOMEHT AOCTYMHbI YKa3aHHble CepBEpDI.
OaAHOBpPEMEHHO B HacTpolikax ceTeBblX MHTepdelicoB coxpaHaTca IP-agpeca, nonyyeHHble no DHCP nan
3aflaHHble Ha ceTeBbIX MHTepdencax BpyUHyto, ecaun 3Tu IP-agpeca He NnpuHaanexar ykasaHHbIM B

DNS.TXT CepBepam.

Mpumeuanue. Eciv ncnonblyemsle DNS- (WINS-) cepepbl nepeuncieHbl B darine
DNS. TXT, 3aZiaBaTb WX agpeca B ceTeBblX HacTporikax Windows He TpebyeTcs.

Ecan kopnopatmeHbii DNS (WINS) cepBep ycTtaHOB/EH
HenocpeacTBeHHO Ha ceTeBoM y3ne ViPNet
Ecnm koprnopaTmeHbii DNS- (WINS-) cepBep ycTaHOBAEH Ha 3aluLLEHHOM CETEBOM Yy3/e, TO B hanne
DNS . TXT YKaXKUTe CeAYHOLLYH MHPOPMALUIO:
o [i1na DNS-cepBepa:
[DNSLIST]

ID00=<upmeHTHMKATOP>;
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o [ina WINS-cepsepa:
[WINSLIST]
ID00=<mpmeHTHOUKATOP>;

rae: <mmentupuxarop> — LIECTHaALATEPUUHBIN naeHTUdMKaTop ceteBoro y3na ViPNet, Ha koTopom
yctaHoBneH DNS- (WINS-) cepsep, ¢ HOMepom ceTy;

Mpumeuanue. Ytobbl y3HaTb naeHTUdUKaTOp y3na, B nporpamme ViPNet MoHuTop B
pa3szene 3alymileHHas CeTb ABaX /bl LLE/KHUTEe CeTEBON y3en, Ha KOTOPOM YCTaHOBJIEH

DNS- (WINS-) cepsep. Otkpoetcs okHo CBolicTBa y3na. Ha Bknagke Obuue B nepsoi
cTpoke ByzeT yKasaH naeHTMPUKaTop ceTeBoro ysna.

ID00 — MAEHTUPUKATOP HOMEepa CTPOKW, rae nocae ID gonyctumbl atobble Lndpsbl.

B pa3zgene HMXe Bbl MOXETE 03HAaKOMUTLCA C NPUMEPOM COoCTaBaeHWs darna DNS. TXT (cm. [Mpumep
coctaBneHus danna DNS.TXT Ha ctp. 125).

Ecam kopnopatueHbin DNS (WINS) cepBep TyHHennpyeTcs
KOOPAMHATOPOM

Ecam kopnopatueHbli DNS- (WINS-) cepBep TyHHenMpyeTca KOOpAMHATOPOM, TO B ¢aline DNS. TXT
yKaxxuTte caefyroLyto MHGOpMaLmio:
e [ina DNS-cepsepa:
[DNSLIST]
ID00=<mpmenTHUdUKATOP>-<IP-ampec>;
o [ina WINS-cepgepa:
[WINSLIST]
ID00=<mmeHTUOUKaTOP>-<IP-ampec>;

rae: <mmentuduxaTop> — LIECTHAALATEPUYHBIA NAEHTUOMKATOP KOOPAMHATOPA, TYHHENNPYHOLLLEro
DNS- (WINS-) cepBep, ¢ HOMepOM ceTy;

MpumMeyaHue. YTo6bl y3HaTL UAEHTUDUKATOP KOOPAMHATOPA, KOTOPbIV TYHHEAUpYeT

DNS- (WINS-) cepgep, B nporpamme ViPNet MoHuTOp ABaXAbl WENKHATE ero B
pasgene 3awmweHHas cetb. OTkpoeTcs okHo CBolcTBa y3na. Ha Bkiagke Obwme B
nepBoW cTpoke byaeT ykasaH ngeHTMdukaTop KOopaMHaTopa.

ID00 — MAEHTUPUKATOP HOMepa CTPOKW, rae nocae ID gonyctumbl ftobble Lndpsbl.

1P-anpec — IP-agpec DNS- nan WINS-cepsepa.
B otanume ot cutyaumm, korga kopnopatueHbin DNS- (WINS-) cepBep ycTaHOB/IEH HEMOCPEACTBEHHO Ha
ceTeBoM y3ne ViPNet, 3gecb yka3biBaeTca ngeHTMGunkaTop KOopanHaTopa, KoTopbl TyHHeanpyet DNS-

(WINS-) cepBep, u vepes geduc HenocpeactseHHo IP-agpec DNS- (WINS-) cepsepa. Ecan numeetca
Heckonbko DNS- (WINS-) cepBepoB, KOTOpble TYHHEANPYHTCA OAHUM KOOpAMHaTopoM, ux IP-agpeca
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MOXXHO MePeuncanTb B OAHOWN CTPOKE Yepes ToUKy C 3ansaToun 6e3 npobenos nocne naeHtudrkatTopa
KoopAauHaTtopa: ID00=<umenTtuduxaTop>-<IP-ampec 1>;<IP-ampec 2>

Mpwu 3ToM cnegyeT y6eanTbCs, UTO B CNMCKE TYHHENUPYEMbIX a4pecoB AaHHOIo KoopAnHaTtopa 3t IP-
aZpeca Takxe NpuCyTCTBYHOT.

B pa3gene HMXe Bbl MOXETe 03HaKOMUTLCA C MPUMEPOM cocTaBneHuns daina DNS. TXT (cm. Mpumep
coctassieHus darina DNS.TXT Ha cTp. 125).

Mpumep coctaBneHma darna DNS.TXT

Huxxe npvBeseH NpumMep TOro, Kak MOXET bbITb cOocTaB/ieH dalia DNS . TXT:
[DNSLIST]
ID00=000100CA-10.0.0.25;
ID01=0001000b;
ID02=000110bc-10.0.0.20;10.0.0.21;10.0.2.132;
[WINSLIST]
ID00=0001000b;
ID01=000101fa-10.0.1.132;10.0.1.133;10.0.1.134;

ObpaTnTe BHMMaHWe, YTO B OAHOM daiine DNS. TXT MOryT coAepxkatbcs 3anuck kak ans DNS- (WINS-)
CepBepoB, YCTaHOBAEHHbIX Ha ceTeBbIX y3iax ViPNet, Tak 1 TYHHeAnpyeMbIX TEM UK NHbBIM
KOOpANHaTOPOM. Y1C10 3anmcent He orpaHUYMBaETCA.
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Icnonb3osaHme nybamuyHoro DNS-
cepBepa

Ecav B Baleit KOpNopaTUBHOW CeTU HacTpoeHsb! 3almiieHHble DNS-cepBepbl (cM. Vicnonb3oBaHue
3awmweHHoro DNS- (WINS-) cepBepa ans yaaneHHol paboTbl ¢ KOPNOPaTUBHBIMU pecypcaMu Ha

cTp. 121), C KOTOPBLIMU Y BaC B AaHHbIN MOMEHT HEeCTabunbHOe CoeANHEHWE, TO Bbl MOXETE BKAHOUNUTD
pexxum «Mybanynbii DNS». B 3ToM pexunme Bce 3anpockl Ha npeobpa3oBaHme UMeH ByayT
HanpaBAATbCA TOALKO Ha BHelwHUA DNS-cepBep Bawero ViHTepHeT-npoBarigepa. VimeHa kopnopaTuBHbIX
pecypcoB npuv 3ToM 6yAyT HeAOCTYMHbI, Tak KakK UX pa3peLleHrie BO3MOXHO TONbKO MPU NOAKAOUYEHNN K
3awmweHHoMy DNS-cepaepy.

Y106kl BKIHOUMTL MCNOb30BaHMe NybanuHoro DNS-cepBepa, BbINOAHUTE CiefytoLlne AeACTBUS:

1 B okHe nporpammbl ViPNet MoHuTop B MeHto ®aiin Bbibepute NyHKT KoHburypauum > My6anyHbin
DNS.

2 B okHe c npegynpexaeHnem HaxmuTe kHonky My6anuHbiin DNS.
YT06bl BEPHYTLCA K MCMOAb30BaHWMIO 3awmiieHHoro DNS-cepBepa, B okHe nporpammbl ViPNet MoHuTop
B MeHto Pann > KoHdurypaumm Boibepute 3awmuweHHbld DNS. Takxe nporpamma ViPNet MoHuTOp

aBTOMATUYECKW NMepekNoYaeTcs Ha UCNob3oBaHue 3awmiieHHoro DNS-cepBepa nocie nepesarpysku
KOMMbtoTepa.
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Icnonb3oBaHne DNS-cepBepoB Ha
KOHTPOIEPAX AOMEHA

Ecan B ceTun ViPNet Balueli opraHmsaumm ncnosbsyetcsa ciyxba Active Directory v npu 3tom
3allMLLeHHble KOHTpoanepbl gomeHa ¢ DNS-cepeepamu, KOTOpble B paMKax AOMeHa CUHXPOHU3MPYHOTCA
MeXay cobo, 3awmieHbl pasHbiMuy y3namu ViPNet, To MOryT BO3HWKHYTb Npobaemsbl pa3peluenus [P-
aApecoB Npu obpaLleHnn K HAM C APYTUX 3aluLeHHbIX y310B. [as npesotepalleHns npobaem B 3TOM
cnydae HeobxoAMMO obecrneunTs perucTpaLmio Ha Bcex pesepsupyemMbix DNS-cepBepax o4HOro 1 Toro
Xe ajpeca Kaxzoro ysna.

Bocnosnb3yiiTecb OAHUM U3 CNeayroLLMX BapUaHTOB:

PasmecTnte DNS-cepBepsbl 6e3 yctaHoBaeHHOro MO ViPNet 3a oTaeNbHbIM CETEBLIM UHTEPHENCOM
KoopAmMHaTopa 1 HacTpoiTe TYHHENNPOBaHWe 3TUX CEPBEPOB JaHHbIM KOOPAMHATOPOM (cM. Ec/v
kopnopatnsHbii DNS (WINS) cepsep TyHHennpyetca KoopAnHaToOpoMm Ha ctp. 124). Apyrue
3alMLEHHbIE 1 OTKPbITbIE Y3bl, KOTOPble obpaluatotca K DNS-cepBepam, Bo nsbexaHuve
KOHMMKTOB He AOKHbI HAXOAUTLCA CO CTOPOHbI JaHHOTO MHTepdeica koopanHaTopa.

Ecan pernctpaumsa IP-agpecos y3/10B ocyliectsaseTca Ha 3awmweHHom DNS-cepsepe
aBTOMaTMyecku, byayT 3aperncrpmpoBaHsbl [P-agpeca, COOTBETCTBYIOLWME BUAMMOCTM Y3/10B C
JaHHoro koopgauHatopa. Ecam peructpauus IP-agpecos y3no0s ocyulecteasetca Ha DNS-cepsepe
BPYUHYtO, Ha KaxzaoM DNS-cepepe 3aperunctpupyiite IP-agpeca BUANMOCTY Y310B (BUPTyasibHble
WAN peabHble) C 3TOro koopauHatopa. OTKpbITbIe y3/bl, KOTOpble obpatyatotcs K DNS-cepsepy 3a
IP-azpecom 3aLumLLEeHHOrO y3/1a Yepes KOOPAMHATOP, NoyYaT peasbHblin IP-agpec 3Toro y3na.

Ecnn pasmelteHne DNS-cepBepoB 3a OAHUM KOOPANHATOPOM 3aTPYAHUTENbHO UAN Ha HUX
yctaHoBneHa nporpaMmma ViPNet Client, Ha koopanHaTopax, 3a KOTopbiMU pacnonoxeHbl DNS-
cepsepsbl, av B nporpamme ViPNet Client HacTpoiTe BUAMMOCTb Y3/10B (TYHHEAUPYEMbIX Y3/10B,
K/VIEHTOB 1 KOOPANHATOPOB), 3aperncTpmpoBaHHbIX Ha aTnux DNS-cepsepax, no peanbHbiM IP-
ajpecam.

Y106bI N3MeHUTb IP-agpec BUANMOCTU BCEX KINEHTOB, CTOALLMX 33 KOOPAMHATOPOM, AOCTaTOYHO
n3meHuTb IP-agpec BUAMMOCTM KOOpAMHATOPa Ha OAHOM 13 KNMeHTOB B nporpaMmme ViPNet
MoHWTOp, NOCae Yero NoABUTCA COOBLLEHNE C MPeaIOXKEHNEM N3MEHWTb aHaNorMYHbIM 06pa3oM
IP-agpeca BUAMMOCTU KIMEHTOB, PaCMOJ/IOXKEHHbIX 3a AaHHbIM KOOPAMHATOPOM.
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OcHOBHble NpuHUUNbI duabTpaumm Tpaduka
Obwme cBeaeHUs o ceTeBbIX GUAbTPaX
Wcnonb3oBaHuve rpynn ob6bekTos

Co3gaHve ceTeBbIX GDUNBTPOB

IHTErpMPOBaHHbLIV CETEBOM
SKpaH

BoccTaHoBNEHWe NpeaycTaHOBAEHHbIX GUALTPOB U rPyMnMn 06bEKTOB

MpakTU4ecknin NpumMep NCNoNb30BaHWsA rPynn 06beKTOB 1 CETEBLIX GDUNLTPOB

baokunpoeka IP-Tpaduka

OTkntoueHwme 3awnTbl Tpaduka
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OCHOBHbIE MPUHLMMbLI GUIBTPALMN
TPapUKa

®dunbTpaumm noasepraercs Becb IP-Tpaduk, KOTOPbI NPOXOANT Yepes CEeTEBOW y3en (CM. Fnoccapui,
cTp. 420):

e OTKpPbITbIV (He3awndpoBaHHbIN) Tpaduk;

®  3alMLLEHHBIN (3alIMPPOBaHHbIN) TPapUK.

OTRPHITHR yaen Yaen ViPMet YienViPNet ¥aen ViPMNet
(NIbd W B pdl
¢u| 1% @n B
OTEDBITEIA TpapUK J3AWHLLEHHBIA TpaduK
{HezawrdposaHHBER) (zawnppoBaHHE]

PucyHok 44. Bude! IP-mpadguka

HanbonbLuyto onacHOCTb NpeACTaBAfeT TPAaPVK 13 OTKPLITOW CETH, MOCKO/bKY B C/lyYae aTaku
[OCTaTOYHO C/IOXKHO OBHAPY>XNTb €e CTOYHVK U MPUHATb ONepaTUBHbIE MEPbI MO ee MpeceyeHuto.

W OTKpPbITHIN, 1 3aLMLLEHHBIA TPadUK MOXKET ObITb TOKaAbHBIM WU LLIMPOKOBeLLaTeNbHbIM. [oa
NOKasIbHbIM TPadUKOM NMOHUMAETCSH BXOAALLMI UAN UCXOAALLMI TpadUK KOHKPETHOrO y31a (TO eCTb Koraa
CEeTeBOW y3en ABASETCS OTNpaBuUTeneM uam nonyyatenem IP-naketos). MNog WwWnpokoBseLLaTeNbHbIM
TpadmKom nmeertca B BuAy nepegava y3nom IP-naketos, y kotopsbix IP-agpec nan MAC-agpec
Ha3HayeHWs ABAAETCA LWMPOKOBELLATe/IbHbIM apPecoM (TO eCTb KOrAa nakeTbl MepesaroTcs BCEM y31aMm
ornpejeseHHOro cerMeHTa ceth).

OTERBITHEA y32n

Ou Yaen ViPMet OTKPBITLIA yaen

lﬂ m Waen '-.-'TF’Met.‘ >

Inpokosew aTeNbHEA TRadmk NokaneHsLR Tpaduak
[MpeaHasHaye BosM yanam [BEXOQALMA 1 HCHCEALMA
CEMMEHTa CETH) aT BAHHOMG yana)

PucyHok 45. Budel 3aujuuyeHHo20 U 0mKpbImo2o mpaguka

s Toro utob6b6l NPaBUIBLHO HACTPOUTL ceTeBble GUALTPbLI, HEOBXOAMMO MOHNMaTb OCHOBHbIE MPUHLIMMbI
dunbTpaymm Tpadpuka:

e Bce Bxogalwme n ncxogawme oTkpbiTble 1 3alnMdpoBaHHble IP-nakeTbl NpoBeEPAOTCA Ha
COOTBETCTBME YC/IOBUAM CETEBbIX GUNLTPOB B NOpsAAKe yObiBaHMA NpuopuTeTa 3TX GUAbTPOB
(cM. PucyHok 47 Ha cTp. 132).
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e Ecav IP-nakeT COOTBETCTBYET YCNOBUKO OAHOIO M3 GPUALTPOB, TO OH NPOMYCKaeTcs U baokmpyercs
3TUM GunbTPOM. MNpu 3TOM GUAbTPLI ¢ 6oNee HU3KUM MPUOPUTETOM HE NMPUMEHSIOTCS.

e Ecan IP-naket 6b1n NponyLieH oAHUM 13 GUABLTPOB, TO OTBETHbIE IP-NakeTbl B paMkax TekyLlero
coeAnHeHna ByayT NponyckaTbCa aBTOMaTUYeCKy.

Ecau IP-naket He 6611 06paboTaH HU OAHUM U3 GUALTPOB, TO OH HBAOKMpYeTCS GUABTPOM MO

YyMONYaHWIO.

370 obecneymnBaeT BbICOKUIN YpoBeHb He30NacHOCTK, paspeLuas CoOeANHEHUS TONBKO C HY>KHbIMU Y31aMu

Nno 3agaHHbIM MPOTOKOAaM 1 NMOPTaM.

CxemaTnyHO NocnefoBaTeNbHOCTb GuiabTpaumn IP-nakeToB NpejcTaBaeHa HUXe.

8
CeveBnble GUnbTPLI N\

- O6azatenbHuie pUNLTPEI
- OunbTPE NONUTHK 6€30NaCHOCTH
- MNpeaycraHosnexHbie UnbTPL KU
$unbTpsl Nonb3oBaTens
IP-naKkeT COOTRETCTRYET YCNOBMAM 230AMHEIX

@. ceTesbIX punsTpoa? /-\ )
al

\
DUNbTP NPONYCKAUMA?

$unerp

(“{m'" pyoum )

MO YMOMAHII

bnokupoeatb

PucyHok 46: @unempayus IP-mpacuka

MNponyckatb
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ObLUpe cBeaeHMs O CETEBBIX
GUAbTPax

Mporpamma ViPNet MOHWTOpP NO3BO/ISIET HACTPOUTL CeTeBblE GUALTPBI Kak A5 3aLUULLEHHOTO, TaK U ANs
OTKpPbITOro Tpaduka. OHW BbINMOMHAIOT Cieaytowmne GyHKLUK:

®UNbTPbI OTKPLITON CETU MOTYT pa3peluaTsb Mb0 3anpeLatb 0bmeH IP-TpadnKoM ¢ OTKPbITEIMU
y3namm.

OunbTpbI NPUKIAAHOTO YPOBHS OTKPLITOM CETM NO3BOASAIT 6A0KMpOoBaTh IP-nakeTbl Ha ypoBHe
NPUIOXKEHUN (AOCTYMHO, C/IN YCTAHOB/IEH MOAYNb PaclUMPEHHOWN GuabTpaLmm).

MpumeuaHune. OTKPbLITEIMK y31aMK (CM. Foccapuid, cTp. 418) Ha3biBatoOTCA y3Abl, Ha
KOTOPbIX He yCTaHOBJIeHO nporpaMmMmHoe obecneveHune ViPNet ¢ dyHkumel

windposaHma Tpaduka. K HUM OTHOCATCA Tak)ke KOMMbOTEPbI C MPOrpPaMMHbIM
obecneueHvem ViPNet Registration Point.

®OunbTpbl 3aLLMLLEHHOW CETU MOTYT pa3pewaTtb nan 6aokmposatb 0b6meH IP-Tpadurkom ¢
3awmiieHHbIMK y3namm ViPNet (cM. rnoccapuid, €Tp. 416), C KOTOPbIMW AaHHbIV Y3en UMEET CBA3b.

Bce ceTeBble pUALTPLI AENATCA Ha chefytoLlme KaTeropun:

CDMJ'IprbI, onpejeneHHble cneynanbHbIMU KOHq)I/IpraLI,I/IFIMM.

JaHHble GUABTPBI UMEROT CaMbli BbICOKUIA MPUOPUTET Y NPUMEHAIOTCA B NepByto odepesb. OHU
orpaHuumnBatoT Tpaduk, KOTOpPbIV 3anpeLleH B KOHPUrypaumax «OTKpbITbIA VIHTEpHET» (CM.
KoHdurypaumsa «OTkpbITbIn VIHTEpHET» Ha cTp. 202), «BHyTpeHHas ceTb» nan «/IHTepHeT» (cm.
KoHdurypauunu «BHyTpeHHas ceTb» n «/IHTepHeT» Ha cTp. 202). VIx Henb3sA pefakTpoBaTthb U
yAandtb.

®ubTpbl, NOCTYNMBLUME B COCTaBe NOJMTUK 6e30nacHOCTM (CM. rnoccapuit, cTp. 419) 13 nporpammel
ViPNet Policy Manager.

ﬂ,aHHbIe qJI/IJ'IprbI HeNb3a pefakTMpoBaTb U yaanAaThb. VX MOXXHO OTKNHOUYNUTb OTKAKOUNTL C NMOMOLbHO
CI'IELI,I/IaJ'IbHOl‘/‘I onuunn B pexxnmMme agMnHMCTpaTopa.

MpeaycTaHoBAeHHble GUAbTPLI (CM. [TpeaycTaHOBIeHHbIe ceTeBble GUALTPLI Ha CTP. 357) 1
GUAbTPBI, 3ajaHHble NOAb30BaTENEM.

B Tom cnyuae ecnm nporpamma ViPNet MoHuTOp 6bl1a 06HOBAEHA C Bepcun 3.X,
npeaycTaHOBAEHHbIX GUALTPOB He ByaeT. B cnmnckax ceteBbiX GUALTPOB ByAyT NPUCYTCTBOBATbL
TONIbKO GUANLTPLI, KOTOPbIE AEACTBOBAAN B NPOrpamMme 0 OOHOBAEHMA (B CKOHBEPTUPOBAHHOM
dopmare).

Brokmpytowmnin GuabTp No ymonvaHuto. [laHHbii GuabTp 6a0KnpyeT Becb Tpaduk, KOTOPLIN He
COOTBETCTBYET YC/IOBUAM HU OHOTO U3 NPeabiayLmnx GuibTpos.
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Mpw 3anycke nporpammbl ViPNet MoHUTOP, Npy BKAKOYEHWUN 3aWwmnTbl TpadmKa UM CMeHe
KOHUrypauum nporpammbl ceteBble GuabTpbl 3arpyxatotca B ViPNet-gparisep (cM. H13KoypoBHEBbIN
ViPNet-apariBep ceTeBoi 3aLimnTbl Ha CTP. 15). Mpn 3TOM BbINOAHAETCS KOHTPOJIb LLeJOCTHOCTN Ha3bl
ceTeBbIX PUABTPOB. ECM LENOCTHOCTL CceTeBbIX GUABTPOB HapyLUEHa, MOSBUTCA COOTBETCTBYIOLLEE
npeaynpexaeHue, n 6yayT 3arpy>keHbl NpesyCcTaHOBAEHHbIe CeTeBble QUABTPBI.

MocnesoBaTeNbHOCTb MPUMEHEHWs CETEBbLIX GUALTPOB COrIACHO MPUOPUTETY M30OpaXKkeHa Ha CXeme.

Y

- -
Cny#ebHble punsTpbl
o
DUnETPR
NONNTHE BE30NaCHOCTH
e i

MpeaycTaHoBneHHbIE GUNLTPE W
MNLTPbI, 330aHHbIE NONbIOBATENEM

BAGKUpYIOWWiA dKALTP NO yMONYaHU D

HegocTynHe AnA peaakTipoBaHiaa.
CCISH,E KTCA aBTOMAaTHUY2CKK.

HepocTynHE ANA pefakTHPOBaHWA.
CozpawoTca B nporpamme ViPMet Policy Manager.

DocTynHe! 4nA pegakTHpoBaHWA.
MNepeble CO3aMTCA AETOMATHUSCKH,
BTOPbIE — MONb30BATENEM.

HepocTyned ana pegakTMpoBaHKA.
Co3faeTcA aBETOMATUYECKH.

PucyHok 47. lNMocnedosamesnisHOCMb npuMeHeHUs cemegblx huaempos

Cnncku ceTeBbix GUABTPOB NMpeacTaBAeHbl Ha NaHeAN NPOCMOTpa B okHe nporpaMmbl ViPNet MoHutop B
pasgenax PuabTpbl 3aWnLEeHHON ceTh, PUAbTPbI OTKPLITOM ceTU 1 PUNLTPbLI NPUKNAAHOIO YPOBHA

OTKpPbITOM CeTu.
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PucyHok 48. lMpumep omobpaxeHus punempos 014 3auuljeHHo20 mpaguka pasHelx kamezopuli

CeteBble GUABTPLI UMEIOT CleaytoLL e 0COHEHHOCTH:
o [lna kaxaoro puabTpa MOXHO HaCTPOUTb:

o [JeiictBre — nponyckaTb (%) nam 610kMpoBaTh (@) IP-naxer, COOTBETCTBYHOLLME 3a4aHHbIM
napameTpam.

o WcTouHuk v HasHaveHWe 3ajatoT oTnpasuTens n noayyarens IP-nakertos.
o [potokonbl dpuabtpauum IP-nakeTtos.
o PacnucaHwue gelictBus.

[ns 3apaHvsa napametpoB GUAbTPaA MOMYT UCMOAb30BaTLCA FPYMnbl 06bekToB (CM. /lcnosb3oBaHme
rpynn o6bekToB Ha cTp. 135).

e  OunbTpbl, CO3AaHHbIE MNOAb30BaTENEM, BAUAIOT Kak Ha HOBbIE, TaK U Ha yXe CyLlecTBytoLime
coeanHeHus. Takum obpasom, ecim dbuabTp, Gaoknpyrowmii Tpaduk coegnHeHus, gobasneH nocie
yCTaHOB/IEHNA COeANHEHMS, TO OHO ByjeT pa3opBaHo.

e |P-naketbl NpPOBEPATCA B COOTBETCTBUN C PACMOJIOXKEHNEM ¢>VI.I'IprOB B CNKCKe, Mo nopaaky cBepxy
BHU3. Korp,a nakert 6J'IOKI/IpyETCFI nan nponyckaetca nepebiM NogxoAALLNM CbI/IJ'IprOM, nocaegyroune
q)I/I}'IprbI Yy>XXe He OKa3bIBartdoT HNKaKOro BAnAHNA Ha AaHHbIl)’I Maker.

e B nporpamme ViPNet MoOHUTOP GuUABLTPBI Pa3INYHbIX KaTEropuii B cnnckax GuabTpoB
oTobHpaXKatoTCA B COOTBETCTBYHOLLMX Fpynnax v pacrnofaratotca B NopagKe UX NpUuopuTeTa CornacHo
cxeme BblLle.
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Mopsaok GuAbTPOB, onpesesieHHbIX KoHbUrypaumen nporpaMmmel, GUALTPOB, NOCTYNMBLUMX 13
ViPNet Policy Manager, n duabTpoB Mo yMOAUYaHMIO N3MEHUTb Henb3A. MNopsaaok
npeayCcTaHoBAeHHbIX GUAbTPOB 1 GUALTPOB, 3ajaHHbIX B ViPNet MoHUTOP, BbI MOXETE U3MEHATb C

NMOMOLWbH KHOMOK lil n li'

CDVIJ'IprbI, KOTOPpble HENb3A OTPpEeAaKTUpPOBaTb 1 yAa/iUTb, OTMeY€eHbl 3Ha4YKOM &

Y106bl U3MEHUTL geicTBre GUALTPA, ABOMHBIM LLLENUYKOM OTKPOWMTE CBOMCTBa GUNbTPa 1 B pasgene
OcHOBHbIe NapameTpbl BbIbepuTe HYy>KHOE 3HaUYeHne. YTobbl BKIOUNTL UAN OTKAOUNTE GUALTP,
YCTaHOBUTE UAN CHUMUTE GNAXKOK PAJOM C UMeHeM PuabTpa.

Mpn M3MEHEeHNN HaCTpoekK ceTeBbIX GUABTPOB MAN CO34aHUN HOBbIX GUABTPOB B CTPOKE COCTOAHMUSA
NnosABAAETCA COOOLLEHNE O TOM, YTO GUALTPBI BblN N3MEHEHDBI, HO He MPUMEeHEeHbI. I3MeHeHHble nan
HOBble GUABTPLI HE BCTYNAT B AEMNCTBME 0 TEX NOP, NOKa Bbl HE HaXMeTe KHonky MpumeHnTb 1 B
TeyeHue 30 cekyHA He NOATBEPANTE COXPaHEHME N3MEHEHWIA.

Ecnv BaM He TpebyeTcs coxpaHATb HOBblE HACTPOVKM GUALTPOB, HaxkmuTe kHonky OTMeHa. B 3tom
C/lyyae MPOU30NAET BO3BPAT K TEM HacTporkam GuabTPOB, KOTOPbIe AENCTBOBaIM HAa MOMEHT 1X
N3MEHEHUS.

Mpv HEOBXOANMOCTUN Bbl MOXETE OTMEHUTL BCE M3MEHEHUS U BOCCTAHOBUTL MPeayCcTaHOB/IEHHbIE
bunbTpbl (CM. BoccTaHOB/IEHNWE NMPesyCcTaHOBAEHHbIX GUALTPOB 1 rpynn o6bekToB Ha cTp. 152).
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1CNOb30BaHMe rpynn 0ObeKTOB

Ipynnbl 06BEKTOB — 3TO CPEACTBO, MO3BOJISIFOLLEE YNIPOCTUTL CO3aHNE CeTeBbIX GUALTPOB B NporpaMmMe
ViPNet MoHuTOp. OHN 06bEAMHAIOT HECKONBKO 3HAYEHWUN OAHOrO TUMa U MOTYT ObITb 3aZaHbl NP
HacTpolke napamMeTpoB GUAbTPA BMECTO OTAE/bHbIX 0OBHEKTOB.

prnnbl 06beKToB AenAaTca Ha HeECKOJIbKO BUAOB:

' r 6 ™
§ Pynnbl OOBEKTOB )
CwcremHble Policy Manager ViPNet MoHuTOpR
BorpoeHsl Mony4eHb W CoznaHbl B Nporpamme
BMNOVIPNet : ViPNet Policy Manager, | ViPNet Mowurop
HefocTynHe gna HegocTynHe gna AocTynuel ona
PEAAKTMPOBAHWA P PeElaKTHpOBAHIA . | PeaKTMpOBaHWA

PucyHok 49. Budel 2pynn ob6vekmos

CuctemHble rpynnbl 06bekToB — BcTpoeHHble B 10 ViPNet Client 06bekTbl ¢ drKcMpoBaHHbIMU
MMeHaMK, KOTOpble MOTYT UCMO/Ib30BaTbCA B CO3J4aBaeMblX CETEBbIX GUAbTPaX ANA 3ajaHWA
oTnpaBuTenen n nonydvatenen IP-nakeTos, a TakXKe B APYr1xX NOJb30BaTENbCKUX FPyMNnax 06beKTOB.
CucTemHble rpynnbl 06bEKTOB He OTOBpaXKatoTcA B CNMCKaxX rPYnn U UX HeAb3A U3MEHUTb UK YAANUTb.
CnncoK CUCTEMHBIX Fpynn 06bekTOB cM. B pa3gene CucTeMHbIe rpynmnbl 06bekToB (Ha cTp. 136).

Ipynnbl 06BbekToB, co3gaBaembie B [10 ViPNet Policy Manager, — rpynnbl, KOTOpble paccblnakoTcs
BMecTe € noantukamm 6esonacHocT. OHM HEeJOCTYMHbI ANS PefaKTUPOBAHWSA U NCNO/b30BaHWA B
Co3/aBaeMbIX CETEBbIX GUAbTPaXx, A4PYrMX Noab3oBaTeNbCKUX Fpynnax obbekTos. B nporpamme ViPNet
MOHUWTOP MOXHO TOJIbKO MPOCMOTPETb COCTaB AaHHbIX Fpymnm.

Monb3oBatesnbCckue rpynnbl 06BEKTOB — rpynnbl 06bEKTOB, CO34aBaeMble NoAb30BaTeNEM
HenocpeacTBeHHO B nNporpamme ViPNet MoHUTOp, a Takxke HeKoTopble rpynmbl, HACTPOEHHbIe Mo
ymMonuaHuto. lNMoapobHee o rpynnax no ymoayaHUio cM. B pasgene [Nonb3oBaTtenbckme rpynnbl 06bekTos,
HaCTpOEHHbIe Mo yMonyaHuto (Ha cTp. 137). Y Kaxaow rpynnbl 06bekToB eCTb CBOW COCTaB, MPU 3TOM 13
cocTaBa MOryT BbITb 3a/laHbl HEKOTOPbIE UCKAOYeHUA. B cocTaB 1 nckatoueHus rpynnel MOryT 6biTb
BK/FOUEHbI Apyrve rpynnbl 06bekTOB TOW Xe KaTeropmmn nam HeKoTopble CUCTEMHbIE FPyMnbl O6bEKTOB.
PaboTta c Taknmu rpynnamm o6beKTOB ocyLecTBaseTcs B OkHe nporpaMmel ViPNet MoHuTop B pasgene
Ipynnbl 06bekTOB.
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[EY ViPMet Client

dann  MpunoxeHna Cepeuc

CoobWweHWe MM a
ViPNet Client

> DDD 3alMLIEHHEA CETh

OTnpasuTE MpWHATEE MpoEepKTE AypHan QB30p Eeg-pecypc

Buvg Cnpaeka

L i »
=Y
e - -

e

Fpynnel 06bEKTOB

> Eﬂ Cetesble unLTpEl
> Tpynnel oGbekTOR

> [£] Cratucvka u ypHane
> | 5 Kondwrypaumn
L Agmunuctpatop

4

7]
— I Yanel ViPMet
=0

Ipynna yznoe ViPNet MoweT comepiaTe 0AMHOYHEIE Y3nel ViPNet, Bce Y3kl 3aaaHHoi ceTh ViPNet,
walbnoHaM1 MMEH 1 ApYTMe rpynnel ysnos ViPNet.

&“?" IP-appeca £

Ipynna IP-agpecos MOXKET COQEp#aTE 0AMHOYHEIE [P-agpeca, avanasodel IP-aapecos, IP-anpeca,
rpynnel IP-aapecos.

@ MpoTokons!

IPYNNa NPoTOKONOE MOMET COAEPaTE cNyOel TCP, UDP, coofiwlerua ICMP, npoToKonkl W ApYTHE

£

PacnucaHne No3BoNAeT 33038Th MHOMKECTEO, COCTOALLES M3 BPeMEeHHEIX AMANa3oHOE 1 APYTMX Myl

Pacmmcanua

Ll 3

CeTe M2 10773 IP-agpeca: 192.168.42.179 VPN 1 MHTepHET

Pucyrok 50. Paboma ¢ nosib3osamesibCkumMu 2pynnamu 06vekmos

[Monb3oBatenbckme rpynnobl 0b6bekToB AENATCA Ha caegyrouine Thnbl:

e Y¥Y3nbl ViPNet — rpynna y3nos 3awmiieHHon cetu. Micnonb3lyeTcs B GuabTpax 3allMLEHHON ceTu.

o |P-agpeca — nto0bas KoOMBUHaLMaA oTaesbHbIX IP-agpecos n ananasoHoB IP-agpeco nav DNS-numeH.

NcnonbayeTca B dpunbTpax OTKPLITOW CETH.

. npOTOKOﬂbI — ntobas KOM6VIHaLI,I/IFI NPOTOKOJI0OB 1 NMOPTOB. |/|CI'IO.I'Ib3yeTCF| BO BCeX q)VIJ'IpraX.

e PacnucaHua — nwobas KOM6I/IHaLI,I/Iﬂ nyIOBI/II\/’I NPUMEHEHNA CeTEBLIX q)I/IﬂprOB no BpeEMEHU N AHAM

Hegenw. Vicnonb3yetcs BO Bcex GuabTpax.

Bbl MOXeTe co34aTb rpynny 06bekToB 1t060M Kateropun. VimeeT cMbich co3jaBaTtb rpynnbl U3 4acto
NCNONb3yEMbIX Ha60pOB 06beKTOB. I'Iop,po6Hee O Co3jaHnK rpynn CM. B pasgene COBAaHVIe n

M3MeHeHMe rpynn o6bekToB (Ha cTp. 138).

CuctemMHble rpynmbl OOBEKTOB

B Ta6n|/|u,e HWXe npueeaeH CnMCOK CUCTEMHbIX Fpynr 06BEKTOB W VX 3HAYEHWI.

Tabauya 4. CucmemHsie 2pynnel 06bekmos

Wms rpynnbl o6bekToB

Bce knmeHTbI

Bce koopamnHaTopbl

3HaueHne

Bce knmeHTbl 13 CNPaBOYHMNKOB Yy3/1a

Bce KOOpPAMHATOPbI U3 CNPaBOYHUKOB Yy3/1a
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Mmsa rpynnbl 06bekToB

Bce o6bekTbl

LLinpokoBewatenbHble
aapeca

Moti y3en

[Jpyrve y3nbl

TyHHennpyemsble IP-agpeca

[pynnosble agpeca

3HaueHne

COBOKYMHOCTb BCEX OBBEKTOB B Fpyrne KOHKPETHOroO Tuna.
3azaeTcs TONIbKO B COCTaBe rpynnbl 06bekToB. [peaHasHaueHa ais
CO34aHVA TPYMM, COCTOALLMX U3 BCEX O6BEKTOB, KPOME HEKOTOPbIX
NCKAHOUEHUI

Bce wmpokoBellaTtenbHble agpeca

WNcnonb3yeTcs npu co3gaHum ouabTPOB LUMPOKOBELLATENbHbIX
nakeToB

Ceoll y3en

Mo>HO yKka3aTb B KauecTBe UCTOUHMKA |IP-nakeToB A8 NCXOAALLMX
COEAVNHEHWNI Y3112 UAN B KAYECTBE Ha3HaYeHWs /1A BXOAALLMX
COeAMHEHUN

[Apyrune ceteBble y3nbl (1106bIE Y3/1bl, KPOME CBOETO)

MO>HO yKa3aTb B KauecTBe UCTOYHMKA IP-NakeToB /18 BXOAALLMX
COEAVHEHWNN y3/1a UNWN B KAYECTBE HA3HAYEHUA /15 UCXOASALLMNX
COeANHEHWI

Bce IP-agpeca, TyHHEenMpyemble KOOPAMHATOPOM

[Jvana3oH agpecoB As rpynnoBow pacceinku (224.0.0.0-
239.255.255.255)

Mo>kHO yKa3aTb TOJIbKO B Ka4eCTBE€ Ha3Ha4yeHUA A4/1a JJIOKaJlbHbIX
OTKPbITbIX COEAVIHeHVII;I

[To1b30BaTEIbCKME TPYMMbI OOBEKTOB,
HACTPOEHHbIE MO YMONYAHNIO

B coctaBe nporpammel ViPNet Client umeetcs pag npessapuTenbHO HaCTPOEHHbIX Fpynn 06bEeKTOB:

e [lBe rpynnbl IP-agpecos no ymonyaHuto:

o My6aununble IP-agpeca — rpynna, B coCcTaBe KOTOPOW yKa3aHbl Bce IP-agpeca, 3a ncknroueHem
yacTHbIX IP-agpecos.

o YactHble IP-agpeca — rpynna, B cOCTaBe KOTOPOW yKa3aHbl IP-agpeca NoKanbHbIX CeTe:
10.0.0.0; 172.16.0.0; 192.168.0.0.

. prnnb| NPOTOKOJIOB MO YMOJYaHUKO, KOTOpPbIE Halle BCEro NCrnoJib3yroTCAa Npun Co34aHUN CeTeBbIX

¢dunbtpos. Hanpumep: DHCP, ViPNet 6a3oBbie cny><6bl, ViPNet yaaneHHbI NPOCMOTP XXypHana v

apyrue.

e [lBe rpynmnbl pacnuncaHnii Mo yMOJHYaHWIO:

o Pabouwue AHW — rpynna ¢ pacnnMcaHneMm, B KOTOPOM 3ajaHbl pa6o-||/|e AHN Heaenn

(MoHeaenbHUK — NATHMLA).
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o BbixogHble AHN — rpynna c pacnuncaHuem, B KOTOPOM 3ajaHbl BbIXOAHble AHW (cy660Ta n

BOCKpeCeHbe).

Co3/aHMe U U3MEeHeHMe TPy OOBbEKTOB

YTo6bI CO3aTb HOBYHO rpyrnny 06bEKTOB, BbINOJHUTE CeAYOLNE AENCTBUS:

1
2

B okHe nporpammbl ViPNet MoHWTOp Ha naHenn HaBurauuu Bobibepute pasgen Mpynnbl 06beKTOB.

Ha naHenmn npoCcMOTpPa WenkKH1UTe CCblJIKYy C HasBaHUEM TuMa rpynnbl O6'beKTOB, KOTOPYHO Bbl XOTUTE

CO34aTb, UM Ha NaHenn HaBUraunm BbI6epI/ITe COOTBeTCTBy}OLLI,I/Il\/‘I nogpasaen.

Ha naHenn npocmotpa Haxmute kHonky Co3aatb.

OTKpOGTCFI OKHO CBOWCTB rpynnbl O6'beKTOB, B KOTOPOM Bbl MOXXeTe 3a4aTb NapamMeTpbl HOBOW

rpynmbl.

B pasgene OcHoOBHble NapamMeTpbl 3aaliTe UM rpynnbl 06beKToB. IMA rpynnbl 4OMXKHO 6bITb

YHWKaNAbHbIM.

B paspene CocraB onpejgennte cocras CO3AaBaeMOI7I rpynnebl.

Mpu opmMmnpoBaHMmM cocTaBa rpynmnbl TMNa:

o ¥Y3nbl ViPNet — yKkaxuTe 3alMLLEHHbIEe Y3/1bl, KOTOPble HEOBXOANMO BKAKOUNTL B CO34aBaeMyto
rpynny. MoapobHee cMm. pa3gen [lobasBneHre ceTeBbIx y3/710B (Ha cTp. 141).

B cocTaB rpynnbl y3/10B 3alMLLEHHOM CETU Bbl TAKXKE MOXETE BKAHOUUTb CUCTEMHbIE FPYMbl
06bekToB Bece koopanHaTopsbl 1 Bee kaveHTbl (cM. CUCTeMHbIe Fpynnbl 06bEKTOB Ha cTp. 136).

Ceofictea rpynnel y3nce ViPMNet: ¥zne ViPMNet 1

[E=% R (==

OcHoBHBIE NapameTpel

Cocrae
Weknrouerna

Mpwmererune

CocTas rpynnsl

Onuncarne

CeatkH Anekcen JleoHngoeny
KeopawHatop LenTpaneelil odmc
ByTeipuH MNetp Hukonaesny
PomaHoBCKWid AHTOH KOHCTAHTHHOENY
Poikun Anekcanap Cepreegnd

Nobaeute -

CeTesoi yzen.
Homep salMieHHon ceTh,.
LaBnoH MMEHK CETEBBIX Y3N0E...

Mpynna yznoe ViPNet...

Bce koopauHaTope

Bce knueHTel

[ OK

Bce oGbekThl

H OTmena - i ,

PucyHok 51. @opmuposaHue cocmasa epynnei y3/108

o IP-agpeca — 3azalite otaenbHble IP-agpeca, AnanasoH agpecos uau noacetb NM60 DNS-mmeHa.
MoapobHee cM. pa3gen [lobasneHue IP-agpecos 1 DNS-umeH (Ha cTp. 142).
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Ceoiictea rpynnel IP-agpecos: IP-agpeca 1 EI@

OcHoBHBIE NapameTpbl
CocTae rpynnol
Coctae
WMecknrouerna Onucarne [ﬂOEBBHTb 'J
192.168.10.0/255.255.255.0 IP-agpec wK AManasoH aapecos...
MpnrmeHerne
DMS-uma..
loynna IP-agpecos..
Bce o6bekTel
Mouck: CocTae §e

[ oK ” OTmena ][ Cnpaska

PucyHok 52. @opmuposaHue cocmasa 2pynnel IP-adpecos

o [MpoTtokonbl — 3azaiTe NPOTOKOALI U NPU HEOBXOAMMOCTU HOMepa NopToB. MogpobHee cM.
pa3aen [lobaeneHve NpoTokosoB (Ha cTp. 143).

CeoiicTea rpynnel npoTokonos: MpoTokone: 1 EI@
OcHOBHBIE NapameTpel
Cocrae rpynnel
Cocras
WekntoueHna Onucanne [ﬂosaBMTb ]
Ip:3 Mpotoken TCP/UDP..,
Mpunenerne IP: 2
Coobuwenne ICMP...
IP-npoTokon...
Tpynna npoToKoAos...
Bce ofbexThl
Mowck: CocTas .

[ OK ][ OTHMEHE H Cnpaeka ]

PucyHok 53. @opmuposaHue cocmasa 2pynnsl Npomoko/108

o PacnucaHua — 3agaliTe pacnucaHune, COCTosALLEe U3 AHEW HEAENN UAN BPEMEHHbIX AMana3oHOB.
BnocneacTBum Takmne pacnmcaHus MOXHO MCMOb30BaTh A5 OFPaHUYEHMs BPEMEHM AeNCTBUS
ceTeBbIX PuabTPOB. NogpobHee cM. pa3gen [JobasneHve pacnucaHunin (Ha cTp. 144).

CeoiicTea rpynnel pacnucadnii: Pacnucadna 1 EI@

OCHOBHBIE NapaMeTpel

CocTas rpynnel

Cocrae
WMecknrouerna Racanc [ﬂom“ J

Exegresno 0:00-9:59 BpemenHoi guanazoH...
MpurmeHerne

Pacnucanue...

Bce ofvekThl

MNowck: CocTae #

[ OK H OTMeHa ][ Cnpaska

PucyHok 54. ®opmuposaHue cocmasa 2pynnel pacnucaHuli
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MpumeuaHue. B kaxayto rpynny o6beKTOB MOTYT BXOAWTb IPyMnbl O6bEKTOB 3TOrO Xe
TMNa, TO eCTb MOXHO OPraHM30BaTh BAOXEHHOCTb OAHOTUMHbIX FPyM.

Kpome 3Toro, B coctaBe ntobovi rpynnbl 06beKTOB Bbl MOXETe 3a4aTb CUCTEMHYHO
rpynny Bce 06bekTbl, HaNpUMep Npw CO34aHMKM FPYMMbl, COCTOALLEN U3 BCEX OOBEKTOB,
KPOMe HEKOTOPbIX UCK/TFOUEHWNA.

6 B pa3gene VicknroueHus 3asante UCKIOYEHWS U3 COCTaBa rpynnbl O6bEKTOB, TO €CTb T 3/IEMEHTBI,

KOTOpbIe B Fpynny 06beKTOB He JO/IXKHbI BXOAWTb. Hanpumep, utobbl co3aath rpynny 3alueHHbIX
Y3/10B, COCTOSILLYHO U3 BCEX KOOPAMHATOPOB, KPOME OAHOrO, A06aBbTe B COCTaB CUCTEMHYHO Fpymmny
Bce koopanHaTopbl, a B Ka4ecTBe UCKNHOYEHNUS 3aJalNTe KOHKPETHbI CETEBOW y3e — KOOpAUHaTOP.

B kauecTBe UCKIHOYEHMSA MOXHO 3a4aTb TakXe APYryro rpynny o6beKTOB Takoro Xe Tuna.

dopMMpOBaHME NCKIOYEHWIA OCYLLECTBASETCA aHANOTMUHO GOPMUPOBAHNIO COCTaBa rpynn
06BEKTOB.

Mpumeyuanue. B pasgene MpumeHeHne HMYero 3agaBath He Tpebyetcs. B Hem
oTObOpaXxaeTCcs CNUCOK GUNBLTPOB, B KOTOPLIX MCMONb3YeTCs rpynna o6bekToB. MNpwu
CO3jaHNM rpynnbl 0O6BEKTOB AaHHbIN pa3fen nycTou.

7 To 3aBepweHumn HaxxmuTe kHonky OK.
B pe3ynbTaTte B crivcke rpynn o6bekToB BbIOpaHHOro Tna NoABUTCA HOBaA rpynna.

Eciv npu co3ganum rpynnbl 06beKTOB He Obia onpeaeneH ee cocTas, TO Takas rpynna byaet
cymTaThCs NycTon. MNycTble rpynnbl He PEKOMEHAYETCA NCMO/Ib30BaTh B CETEBLIX GUNBLTPAX,
nockobky GUALTPLI B 3TOM Cllyyae He ByayT NPUMEHATLCA.

YTOobbl M3MEHUTb napamMeTpbl rpynrbl O6'beKTOB, Bbl6epI/ITe €€ B COOTBETCTBYHOLLEM pa3sgene rpynn
06'bEKTOB, 3aTeM ABaXbl WENKHUTE U HaXKMUTE KHOMKY CBolicTtBa. Nocne n3MeHeHMs OCHOBHbIX
NnapaMeTpoB rpynnbl Nan €e COCTaBa B OKHE CBOWCTB rpynnbl HAOXMUTE KHOMKY OK.

YTobbl yaanuTb rpynny o6beKkToB, BbibepuTe ee B COOTBETCTBYHOLLLEM pa3jene rpynn o6bekToB u
HaXxMuTe KHOMKY YAanuTb. B nosBMBLLEMCH OKHe MOATBEPAUTE YaaneHune rpynnol. Ecan yaansemas
rpynna obbekToB UCMOb3YeTCa B KaknX-1M60 ceTeBbiX GUAbTPax MO0 BXOAWT B Apyrve rpynnbi
06bEKTOB, TO MOABUTCA COObLLEHNE 06 3TOM U OHa He byaeT yaaneHa. B JaHHOM ciyyae € MOMOLLbHO
kHonku MokasaTb NOAPO6GHOCTU B OKHE COOBLLEHNA NPOCMOTPUTE, B KaKUX 3€MEHTax UCMO/b3yeTcs
JaHHas rpynna, v NoBTOPUTE yAaneHWe, NPeABapUTENbHO UCKIHOYMB TPYNMY 13 COCTaBa AaHHbIX
3/1€MEHTOB.
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[E ¥ane ViPNet (=3

i BbibpaHHble rpynnbl Y3108 HCNONb3YKTCA B APYIUX
= obbeKTax W He MOryT ObiTb YAaNneHbl

[ 3aKpbITE ] [ CkpbiTe nogpobHocTw. ..

YaanaeMsle rpynnsl Y3NoS MCNonssyoTeA & 1 dunsTpe

» CeatuH Anekceii lecnngoend - VPN u MHTeprer
Yaner ViPNet 10

PucyHok 55. Heso3moxHocme ydaneHus epynnel 06ekmos

UT06bI M3MEHEHWA BCTYMWAN B AeNCTBME, B pa3gese rpynn 06bekToB HaxXMuTe KHOMKY MpruMeHnTb 1 B
TeueHue 30 cekyHZ MOATBEPANTE COXpaHeHWe U3MeHeHWn. ECn Bbl HE XOTUTE COXPaHATb BHECEHHbIE
M3MeHeHMs B rpynnbl 06beKTOB, HaXMWTe KHOMKy OTMeHa.

[lobaBneHne ceTeBbIX y3/10B

CeteBble y31bl MOTYT 6bITb 406aB/IEHBI B COCTaB U UCKAKOUEHUWS TPy Y3/10B, a TakxKe BbiOpaHbl B
KauecTBe MCTOUYHWUKA UM Ha3HaYeHWs Npu CO34aHNN GUABTPOB 3aLUMULLEHHON CETU CeAY oMM
obpazom:

L] I'Ipm CO3JaHUN Tpynnbl Y3/10B UWIN CETEBbIX q)MJ'IprOB Bbl MOXeTe AO6aBI/1Tb Bbl6paHHoe MHO>XeCTBO
CeTeBbIX Y3/10B. ﬂ,nﬂ 3TOro B OKHE CBOWCTB rpynnbl y3/10B Win CeETEBOIo q)manpa B
COOTBETCTBYHOLLEM pa3jesie HaxXMuTe AOGaBVITb M B MEHKO Bb|6epI/1Te CeTeBoli y3en. Mocne atoro B
noaBuBLUeEMCA OKHe Bbl6epI/ITe OAVH NN HECKONBKO Y3J10B U3 CNNCKa N HaXXMUTE KHOMKY oK.

CeTesble y3nbl EI@

BuibepuTe ceTeBble ya/bl, KOTOPLIE HY?KHO fobaBuTe B cnMcok

Mna MaeHTHdUKaTOP

g
a

@_ Weanoe Metp Cepreeany 15EAQC0B
@ Bactotue Mecpr Hatanoewy 15EAD00C
@ Kowmapos Anatenwii Pemanoewy 15EA000D
@ Babypos Anton Hukndoposny  15EANOOE
@l Metekrn MapTein Kapnosuy 15EA0011
Masnoe Axton MNeTpoend 15EA0012
Benakos Makcum MNeTposmnd 15EA0013
&Y Koopaunatop Oduc 15EAO00A
&Y Koopgunatop Mepudepna 15EAQ000F
Mouck: CeTEBkIE Y3k pe [ OK ] [ OTMeHa ]

PucyHok 56. BeibopouHoe dobassieHue cemesbix y3/108

B pesysbTaTe 6yayT AobaBieHbl BbIOPaHHbIE y3bl.
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Mpwn co3gaHunm rpynnbl y310B Bbl MOXeTe 00aBUTb MHOXECTBO y310B onpegeneHHou cetn ViPNet.
[N 3TOro B HY>KHbIX pasgenax OkHa CBOMCTB rpynnbl HaXmuTe KHonky J,o6aButb 1 B MeHt0
BblibepnTe HoMep 3awmeHHON ceTn. B nosiBUBLUEMCSA OKHE BBEAUTE HOMEP HYXKHOM CETW.

B pe3ynbTate 6yayT fo6aBaeHbI BCE y3bl U3 3alaHHOWN CETU.

Mpw co3gaHnm rpynbl Y3/10B Bbl MOXETE J06aBUTb MHOXECTBO Y3/10B, MMS KOTOPbIX COOTBETCTBYET
3aflaHHOW Macke. 117 3TOro B HY>KHbIX pa3jesiax OKHa CBOMCTB rpynrbl HaxXMuTe KHOMKy Jo6aButb
“ B MeH0 BblbepuTe LLlabnoH nMeHM ceTeBbIX y3/10B. B NosBMBLIEMCS OKHe 3ajaiTe Macky UMeH
y3n10B. Macka 3asaetcs cTaHAapTHbIM 06Pa3oM C MCMO/Ib30BaHUEM CUMBOJIOB «*» 1 «?».

B pe3ynbTate byayT fo6aBAEHbI BCE Y3/1bl, MMEHA KOTOPbIX COOTBETCTBYHOT 3a/jaHHOM Macke.

[obasneHune IP-agpecoB n DNS-nmeH

IP-agpeca nnam DNS-rmMeHa mMoryT 6bITb f06aB/eHbl B COCTaB U UCKAtOYeHWA rpynn IP-agpecos, a Takxe
3aflaHbl Npy onpejeneHnn NCTOYHUKA U Ha3HaYeHUs B IOKabHbIX GUAbTPaxX OTKPbITON CeTW.

Ytobbl f06aBUTL IP-agpeca B 04HOM M3 yKa3aHHbIX CyYaes:

1

B okHe cBorictB rpynnbl IP-agpecos nav ceteBoro GuabTpa B COOTBETCTBYIOLLLEM pa3gene HaxMuTe
kHonky [lo6aBuTb 1 B MeHto BbibepuTe IP-agpec namn agvanasoH agpecos.

B nosBmBLUEMCA OKHE BbIMOAHUTE cegyrouimne AemCTBI/IFII

o Ecnm tpebyetcs f06aBUTL OAMH KOHKPETHBIW IP-agpec (B TOM cyyae, eCam OH U3BECTEH),
yCTaHOBWTE NepekatoyaTenb B NosioxeHne IP-agpec 1 B noae HanpoTuB BBEAUTE AaHHbIN IP-

aapec.

o Ecnvn Tpebyetcs 3agathb IP-agpeca B pamkax HEKOTOPOW MOACETH, YCTaHOBUTE MNepek/toyaTesb B
nonoxexue MogceTb, NOC/IE YEro B COOTBETCTBYHOLLMX NOASAX 3ajaiiTe agpec u Macky AaHHOM
NoACeTw.

o Ecnn tpebyetca 3apathb gnana3oH IP-agpecos, ycTaHOBUTE Nepek/itoyaTelb B MOJOXEHMe
[AvanasoH IP-agpecoB, nocie yero B COOTBETCTBYHOLLMX MOASX 3aJalTe HaYalbHbIA U KOHEUHbI
aZpec AvanasoHa.

IP-agpec ==
IP-anpec:
@ MoaceTb
Afpec noaceTu: 192 . 168 . 1] . 0
Macka: 255 . 255 . 255 . o] 24 &

Nwanasod IP-agpecos
Hauano:

KoHeu:

[ QK ] | OTMeHa

PucyHok 57. [lobasneHue IP-adpecos

MNMocne BBOAA HEOBXOANMbIX AaHHbIX HaXXMuUTe KHorky OK.
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B pesynbTaTte ykasaHHbIM IP-agpec nan IP-agpeca 6yayT gobaBneHsi.

YTob6bl f06aBMTE DNS-1MSA, B OKHe CBOWCTB rpynnel IP-agpecos naun ceteBoro opunsTpa B
COOTBETCTBYIOLLEM pasfese Haxmute kHonky flobaButb 1 B MeHto Bbibepute DNS-uma. B nosasusLuemcs
okHe 3aganite DNS-ums n Haxkmute kHonky OK.

B pe3ynbtate DNS-umMs byaeT gobasrieHo.

[lobaBneHne NpoOTOKONOB

MpoTokoAbl MoryT 6bITh 06aBAEHbI B COCTAB M UCKAFOYEHMWS TPYMN NPOTOKOJ/IOB, @ Takxe 3aAaHbl npu
co3gaHunn ntobbix ceTeBbiX GUALTPOB.

YTt06bI 06aBWTL NMPOTOKOJIbI B OAHOM W3 YKa3aHHbIX Cy4YaeB, B OKHE CBOWCTB rpyrnnbl MPOTOKOJOB UK
ceTeBOro GpuabTPa B COOTBETCTBYIOLLEM pa3zene HaxMuTe KHOMKY Jlo6aBuTb 1 B MeHIO BbibepuTe:

e [potokon TCP/UDP — ana gobasneHuna TCP- nan UDP-npoTtokosia ¢ HOMEPOM NopTa UCTOYHMKA U
Ha3HaueHus. B NoABMBLLEMCA OKHE BbINOJHUTE CleAytoLLne JeNCTBUS:

o B 3aBMCKMMOCTM OT TOrO, KaKoW NPOTOKON BaM TpebyeTtcs f06aBUTb, yCTaHOBMTE NepekaroYaTeb
MpoToKOoA B HY>XHOE MONOXEHME.

o Ecnn Tpebyetcs, 3agaiiTe HOMepa NopTa UCTOYHMUKA. 15 3TOro BbibepuTe:

e Bce nopTbl — 405 3a4aHWA BCEX MOPTOB, HAaNPUMeEP €C/IN Bbl He 3HaeTe KOHKPETHOro
Homepa.

e Homep nopta — A/ 3a,aHNA HOMepa KOHKPETHOro nopTta. B cnvcke HanpoTue BbibepuTe
HY>XHBIA HOMep.

e [lnanasoH — A/s 3aZaHus AnanasoHa HOMepPOB NOPTOB. B Nossx HanpoTMB yKaxuTe
HauaNbHbI U KOHEUHbIN agpeca AMana3oHa.

o an HeO6XOAI/IMOCTI/I dHaNOr'MYyHbIM o6pa30M 3ap.a|7|Te nopT HasHa4YeHuA.

Mpotokon TCP/UDP @
MpoTaokon TCP
@ UuDp
MopT MCTOYHMKS Bce nopThl
@ Homep mopTta: | 2060 |Z|

Avanasod: 1 .| - |65535

MopT HasHa4eHus Bce NopThl

@ Homep nopTa: | 2060 IZ|

AranasoH: 1 - | - |65535

[ OK ]l OTMeHa |

PucyHok 58. [lobasneHue TCP- unu UDP-npomokona

Mo 3aBepweHnn BBoja AaHHbIX HaXXKMUTE KHOMKY OK.
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CoobueHune ICMP — ans go6asneHuns ICMP-npoTokona. B nosBMBLIEMCA OKHE B COOTBETCTBYHOLLMX

cnuckax Bolbepute TMN 1 Ko ICMP-npoTokona (ecan Tpebyetcs) n Haxxmute kHonky OK.

IP-npoTtokon — ana gobaBaeHns 4pyrmx NPOTOKONOB. B nosBMBLUIEMCS OKHE B CNUCKe BbibepuTe
HY>KHbI NPOTOKOA B0 BBEAMTE KOZ NPOTOKOAA (ECAN OH U3BECTEH) W HaxkmuTe kHonky OK.

[obaBneHne pacnmcaHnn

PacnucaHns AEIZCTBMﬂ CceTeBbIX q)I/I}'IprOB MOTryT ObITb AOGaBI’IeHbI B COCTaB N NCKNKOYEHUA rpynn

AeﬁCTBOBaﬂ B KOHKPETHOE BPeEMA NN B OrnpeleneHHble MPOMEXYTKU BpeMeHI/I).

Yto6bl 406aBUTH pacnMcaHne B OAHOM U3 yKa3aHHbIX C/y4YaeB, BbIMOJHUTE Cledyrolne AenCcTBUS:

pacnucaHui, a Takxxe 3agaHbl NPY Co3AaHnmn NtobbIX ceTeBbIX GUALTPOB (ecn TpebyeTcs, UTo6bl GUALTP

B okHe CBOWCTB rpynnbl pacnucaHui uam ceTeBoro GpuibTpa B COOTBETCTBYIOLLEM pa3fesie HaxkMute

kHonky flo6aBuTb 1 B MeHo BbibepuTe BpeMeHHOW AnanasoH.

2 B nosBuBLIEMCS OKHE 3ajaiTe NapaMeTpbl pacnucaHus:

o B rpynne Bpems BbINOAHEHUA GUNBLTPaA YKaXKUTe BPEMEHHON MHTEPBaN, B TEYEHUE KOTOPOro
byseT AencTBOBaTL CETEBOM GUABTP.

o YcraHoBuTe nepeknoyartesb B MONOXKEHNE!

L] E)KeAHeBHO, ec/in ceTeBom q)l/lanp A0JIXKeH Ael\/ﬁCTBOBaTb Ka)K,CI,bII;I A€Hb B YKaszaHHOE

Bpems. Ecam Tpebyetcs, uTobbl GUALTP AeCTBOBaN B HEKOTOPbIV Nepunos BpeMeHu

(HanpuMep, B Te4eHWe ABYX HejenNb), yCTaHOBKTE COOTBETCTBYIOLLMIA GAaxoK 1 3ajanTe
HY>XHBIV nepuog,.

e ExeHepenbHO, ecv ceTeBOM GUALTP JOXKEH AENCTBOBAThL B ONPEAENEHHbIE HW HEAENN.

YcrtaHoBUTE q)ﬂa)KKI/I HanpoTUB HY>XHbIX AHeIz Heaenn.

CosgaHne pacnucanns

BpemMa BrInonHeHHA dunsTpa

a -

C |00:00 = mo 05:59 <

[aTa BeINaNHEHUA dUNETRa
ExenHesHo
Brepvoa c |02 10.2012
@ ExeHenensHo
#| Noreaenstuk (W] MaTHMua
ETopHuK YeTeepr

V| Cpena

no

el

02.10.2013

CyBfoTa

BockpeceHue

OK

] | COTmeHa

PucyHok 59. [lobasneHue pacnucaHus

3 [lo 3aBepleHnn BBOAA AaHHbIX HaxXmuTe KHomky OK.

B pesynbTate byset fobaBaeHO pacnuncaHue ¢ 3ajaHHbIMW NapaMeTpamu.
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Co3aaHne CeTeBbIX GUNLTPOB

B nporpamme ViPNet Client npegycmoTpeHa BO3MOXHOCTb CO34aHMsA caeayrowmnx GpuabTpos:
e  bUALTPOB ANS 3aLMLLEHHON CETH,
e  bUILTPOB ANS OTKPLITOM CETH,

e  GUALTPOB NPUKAAZHOTO YPOBHS (4OCTYMHO, €C/IN YCTaHOBJEH MOAY/b paclUMPeHHOW duabTpaLmm).

ﬂ'ﬂﬂ CO34aHnA noboro mn3 nepeyvyncieHHbIx qJI/I]]prOB BbINOAHUTE Cheayrouimne Ael‘/’lCTBVIﬂZ

MpyMeuaHue. 415 GUALTPOB NPUKNAZHOTO YPOBHS AOCTYMHbI HE BCE M3 OMUCAHHbIX HUXE
napameTpos.

1 B okHe nporpammsbl ViPNet MoHnTOp Ha naHenn HaBuUraumm Bbibepute pasgen Toro tuna GuabTpos,
KOTOPbIW Bbl XOTUTE CO34aTb.

2 Ha nanenn npoCcMOTPa HaXXMUTE KHOMKY CO3,IJ,aTb. OTKpOeTCFI OKHO CBOWCTB CETEBOrO cpvmpra, B
KOTOPOM Bbl MOXETE 3ajaTb NapaMeTpbl HOBOIro q)vmpra.

3 B pa3gene OCHOBHble MapaMeTpbl BbINOJHUTE CleAyoLLne AeACTBUS:
o Begute uma puabTPa B COOTBETCTBYIOLLEM MNOJIE.

o Ykaxwute geincteme HoBoro ¢uabTpa (baokmposaTth MAN NponyckaTtb Tpaduk), ycTaHOBMB
nepekatoyatens Jencreue B Hy>xHoe NofoxeHwue. 1o ymonyaHuto BeibpaHo AelicTBre
Bbnaokunposatb Tpadpuk.

CeofcTea ¢UALTPE 33LUMLLEHHDA ceT: PuneTp 1 EI@

OcHOBHBIE NapaMETpEl

OCHOBHEIE NapaMeTpel hUNbTpa
WMerourmnkn
Hazhauernna WMA dunetpa: | @unsTp 1

MpoTokonel DUNETP BKITKOYEH

Pacnucanma

~ ") @ BNoKMPOBaTE TPaMK
NedcTeua:
) & MponyckaTe Tpadmk

[ OK H OTMeHa I[ Cnpaeka J

PucyHok 60. 3adaHue ocHO8HbIX napamempos ¢unempa

4 B pa3gene VcTouHmkum 3aganTe oTnpasutens |P-nakeTos, Ha KOTOpble ByAeT pacnpoCTPaHATbCA
aencreve duabTpa.

5 B pa3gene HasHaueHus 3agavite nonyyatens IP-nakeToB, Ha KOTOpble ByAeT pacnpoCTPaHATLCA
aencreve dpuabTpa.

6 B pasgene MpoTokobl yKkaxuTe NPOToKoa ans duabTpauum. PuabTpoM B JaHHOM ciiydae byayT
0b6pabaTbiBaTbCs TONbKO IP-nakeTbl, NepesaHHbIe C MOMOLLbIO YKa3aHHOrO NpoTokoa. Bel MoxeTe
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£06aBUTb HY>XHbIN NPOTOKOA (cM. [lob6aBieHvie NMPOTOKONOB Ha cTp. 143) namn cpasy rpynny

NPOTOKOJ/IOB.

7 B pa3gene PacnncaHus ykaxxuTe pacnucaHuve genctemsa Guabtpa, ecam tpebyetcs. Bol MmoxeTe

£06aBuTb HOBOE pacnuncaHue (cM. JobasneHne pacnucaHnin Ha cTp. 144) nam rpynny pacnumcaHum.

CBoiCTEa GuabTpa 3awnilenHoi cetu: unetp 1

[E=N ECR ==

OcHOBHBIE NapaMETpRI

MecTounmem
HazHaueHun

MpoTokonel
Pacnucanna

Pacnucanwa npumeHeHua buneTpa

OnucaHne
Exceanesno 0:00-5:59

OobaeuTe -

Bpemennon

AHEnasoH...

[pynna pacnucaHui...

Yoanute

H OTMeHa ” Crpaska ]

PucyHok 61. [lobasneHue pacnucaHus npu co30aHuu gurempa

8 [lnsA coxpaHeHUs napaMeTpoB HOBOTo GpuabTpa Haxmute kHonky OK. B pesysbtate B cnncke Ha
naHe/ I NPOCMOTPa NOSBUTCA HOBbIA GUALTP.

CO3AaHHbII7I q)l/lﬂpr 6yAeT BKJIOYEH, €C/IN NPW 3a4aHNN €ro OCHOBHbIX NapaMeTpoB He Obla CHAT

COOTBeTCTByI-OLLI,I/II7I q)!'Ia)KOK. Ecan FIOTpe6yETCﬂ OTKNHOYNTb q)I/I!'Ipr, CHnMUTE ¢na>|<0|< c/ieBa OT ero

NMEHWN.

9 3agailTe NpUOPUTET CO34aHHOTO GUNLTPA, YCTAaHOBUB Er0 NOJIOXKEHMWE B CMUCKE C MOMOLLbH KHOMOK

@ . (#)

10

Y106bI COBAaHHbIPI q)I/IJ'Ipr BCTynwuia B AEVICTBMG, Nno 3aBepLlieHNN BCcex orlepau,w7| C HAM Ha>XXMuTe

KHOTMKY anIMeHI/ITb 1 B NOSBMBLUEMCS OKHe B TeueHue 30 CeKyHA noarBepante CoOXxpaHeHue

VU3MEHEeHUMN.

I'Iop,po6Hee O CO34aHUN Ka>Kaoro tmna q)l/lﬂprOB CM. COOTBETCTBYHOLME pa3fenbl HAXeE.

Co3zaHre OUABTPOB A4 3alUMLLEHHOW CETU

Y1066l co3saTh GUABTP 414 3awmuieHHoro Tpaduka (cm. ObLime cBeseHns O ceTeBbix GUAbTpax Ha
cTp. 131), BLINOAHWTE CAeAytoLLme AEACTBUS:

1 B okHe nporpammbl ViPNet MoHWTOp Ha naHenn Haeurauum BelbepuTe pasgen CeteBble GUAbTPLI >

®unbTpbl 3aLWULLLEHHON CeTU.

2 Ha naHenn npocmoTpa Haxmute KHonky Co3aaTh, NOC/e Yero B NOSBMBLUEMCA OKHe 3ajanTe

napamMeTpbl HOBOTO GpuUAbTPa 3alLMLLEHHOTO Tpaduka.

3 B pa3gene OcHOBHble NapaMeTpbl yKaXxuTe uma GuabTpa 1 ero Jencraune: G1oknMposaTtb Nan
nponyckatb Tpadumk (cMm. PucyHok 60 Ha cTp. 145).

ViPNet Client 4. PykoBoacTBO nosnb3oBatens |

146



4 B pa3gene VICTOUHUKM 3ajanTe OTNpaBuTens 3awmweHHbIx IP-nakeTtoB. s 3toro fobasbTe:

o

Ecam Bbl He ykaxeTe oTnpaBuTens, To Aencteme opuabTpa byaeTt pacnpocTpaHaTbcs Ha IP-nakeTsl,

OAMH NAN HECKONBKO Y3/10B 3aluLLeHHon ceTn (cM. [JobaBneHne ceTeBbIX Y310B Ha cTp. 141).

OaHy nan Heckonbko rpynn y3nos cet ViPNet, ecan Takne cosganbl (cm. Co3zaHure un

n3MeHeHue rpynn o6bekToB Ha cTp. 138).

CuctemMHyto rpynny o6bektoB Mow y3en. B 3tom cnyuae dunbTp ByaeT AencTBOBaTh ANS
NCXOASALLMX COEMHEHMI BaLlLero CeTeBoro ysna.

CuctemHyto rpynny ob6bekToB [pyrue y3nbl. B 3ToMm cnydae punbTp byaeTt gelcTtBoBaTh A5

BXOASALLNX COEAUHEHUI BaLLero CeTeBoro ysna.

CuctemHble rpynnbl 06bekToB Bee koopanHaTtopbl 1 Bce kaneHTbl (cM. CUCTEMHbBIE Tpynmbl

06bekToB Ha cTp. 136).

oTnpaB/ieHHbIE NH0BbIMK 3aeHHbIMU y3namMun, n Ballim B TOM vucie.

CeofcTea dwnbTpa 3alnwenron cetn: Puastp 1

(E=3 ol =5

OcHOBHBIE NapaMeTpel

MeTounuim
Haznauenus

MpoTokens
Pacnucanna

WCTOYHHKN CoearHEHNA

Onuncanmne

Bce koopanHaTopel

OobaeuTte -

CeTepoil y3en...
lpynna yznoe ViPMet..,

Mot yzen

Jpyrue yane

Mok MCTouHMoM £ Bce koopanHaTopel
Bce knueHTel

H OTmMeHa H Crpaeka ]

PucyHok 62. 3adaHue omnpasumesns 3awjuujeHHsix IP-nakemos

5 B pa3gene HasHaueHua 3asaliTe noayyatens 3almiieHHbix IP-naketos. Ans 3toro jobasbre:

(¢]

OZAVH MW HECKOJIbKO Y3/10B 3aLuLieHHON ceTn (cM. [lobaBneHne ceTeBbIxX y3/10B Ha cTp. 141).

OgzHy unn Heckonbko rpynn y3noB cetn ViPNet, ecnn Takme cosgaHbl (cM. CosgaHue 1
n3MeHeHue rpynn o6bekToB Ha cTp. 138).

CuctemHyto rpynny o6bektoB Mol y3en. B 3Tom ciyuae dpunbTp OyAeT AencTBOBaThL A0S
BXOASALLNX COEANHEHWNI BaLLEro CETEBOTrO y3a.

CucteMHyto rpynny o6bekToB Apyrue y3nbl. B 3ToM cnyuae dpuabTp byseT AeNcTBOBaTbL ANs
NCXOAALLMX COEMHEHMWI BaLLEro CEeTEBOro y3a.

CucremHble rpynnbl 06bekToB Bce koopamHaTopbl 1 Bee kaneHTbl (cM. CucteMHble rpynnbl
06beKkToB Ha cTp. 136).

CuctemHyto rpynny ob6bekToB LLinpokoBelyatenbHble agpeca. B sTom cayvae geincrene
bunbTpa ByaeT pacnpoCTPaHATLCA Ha LMPOKOBeLLATe IbHbIE MaKeTbI.

Ecnn B kauecTBe nonyyatens ykasatb LLinpokoselatenbHble agpeca, B KayecTse OTrnpaBuTens
— Moti y3en uan fipyrue y3nbl (CM. NYHKT Bbilwe), TO ByAyT co3gaHbl GUALTPLI ANS NCXOAALLMX
VAW BXOAALLMX LUMPOKOBeELLaTenbHbIX IP-naketos coOOTBETCTBEHHO.
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Ecnum Bbl He yKaxkeTe y3en Ha3HaueHus, To AencTBue dunbTpa byaeT pacnpocTpaHATbCs Ha IP-nakeTsl,

OTMpaBfeHHble Ha NHOOON y3en ceTu, 1 Ball y3en B TOM Yuche.

CeoicTEa GUABTPa 3aWNLLIERHOA ceTi: GuneTp 1 EI@

OcHOBHBIE N@paMmeTphl

HasHa4eHns coeguHeHns

WeTourukm
pbaeuTe -
HazHaueHun Onucanme A

Certesoii yzen...

MpoTokens

Ipynna yznos ViPMet...
Pacnucanua

Meoii yzen

Jpyrue yane

Ml HasHauens 3 Bce koopanHatepbl
Bce knueHTel

WnpokosewaTensHele aapeca
[ OK ][ OTMeHa | [ LnpEEka |

PucyHok 63. 3adaHue nosnyyamens 3aujuljeHHsIx IP-nakemos
6 B pa3gene MNMpoTokonbl ykaXkute NpoToKoa Ana GuabTpaymn.
7 B pa3gene Pacnucanus ykaxxute Bpems genctemsa Gbuabtpa.

8 Haxwmute kHonky OK. B pe3ysibTate B CUCKe Ha MaHean NpoCMOTPa NOSBUTCA HOBbIA GUABLTP.

Co3zaHne QUABTPOB A5 OTKPbLITOM CETH

UTobbl co3gatb GUALTP ANS IOKaNbHOFO OTKPLITOro Tpaduka (cM. ObLme cBefeHMs O CeTEBbIX GUAbTPax

Ha cTp. 131), BbINOAHWUTE CnepytoLime AeCTBUS:

1 B okHe nporpammbl ViPNet MoHuUTOp Ha naHenu HaBurauum Bbibepute passen CerteBble GUAbTPbI >

®PunbTpbI OTKPLITON CceTU.

2 Ha naHesnv npocmoTpa Haxxmute kHornky Co3gatb, Noce Yero B NOSIBUBLLIEMCS OKHe 3ajalTe
napameTpbl HOBOFO GUbTPa OTKPbLITOrO Tpaduka.

3 B pa3gene OcHOBHble NapaMeTpbl ykaxuTe UMsa GUAbTPa U ero AeicTBrne: 610KMpoBaTh UK
nponyckatb Tpadumk (cm. PucyHok 60 Ha cTp. 145).

4 B pa3gene VICTOUHUKM 3asainTe OTNpaBuTens oTkpbITbix IP-nakeTos. Ans 3toro gobasbTe:

o IP-agpec nnn DNS-ums otnpaButens ambo frnanasoH ajpecoB, eCNn UX HECKOAbKO (CM.
[ob6asneHuve IP-agpecos n DNS-nmeH Ha cTp. 142).

o Tpynnbl IP-agpecoB oTnpaBuTenew, ecim Takme cosgaHbl (cM. Co3zaHne 1 U3MeHeHue rpynmn
06bekToB Ha cTp. 138).

o CucremHnyto rpynny ob6bekToB Moii y3en. B atom cnyyae punbtp byser genicteoBatb A/
NCXOAALLMX OTKPBITbIX COEAMHEHNI BaLlero y3na.

o CucremHyto rpynny obbekToB Apyrue y3nbl. B atom cnyyae dunbtp byseT gencreoBath Ans
BXOAALLMX OTKPbITbIX COEANHEHMI BaLLero y3na.

Ecnum BbI He yKaxkeTe oTnpaBuTens, To aencteme GuabTpa byaeT pacnpocTpaHATbCs Ha IP-nakeThl,
OTMNpaBAeHHbIE HOOLIMU OTKPBITEIMW Y31aMK, U BallMM y310M B TOM YUCIIE.
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CeoiicTea dwunsTpa oTepemon cetn: Punetp 1 E'@

OcHoBHBIE NapameTpbI

WIcT0MHMKW coeHEHNA

WMcTouHmnkn
HazHaueHna Onucanue [ﬂC‘ﬁEBI‘ITb :
Sl IP-aapec MW ANanasoH aapecos..

MpoTokone! DMS-1ma...
Pacnucanna

Ipynna IP-aapecos..

Moii yzen

[Opyrue y3nbl

OK ][ OTMeHa H Cnpaeka ]

PucyHok 64. YkazaHue ucmoyHuka omnpasku IP-nakemos 8 omkpsimoli cemu

5 B pa3gene HazHaueHus 3agalite nosydartens otkpbITbix IP-nakeToB. [ns atoro gobasbre:
o IP-agpec nan DNS-nmsa nonyyatens nmbo gmanasoH agpecoB, €CAN UX HECKOJIBKO.
o Tpynnbl IP-agpecoB nonyyatenen, ecan Takme Co3faHsbl.

o CucremHyto rpynny obbektoB Mo y3en. B 3tom ciyyae dunbTp byaet gencTtBoBaTth AN
BXOAALLMX OTKPbITbIX COEANHEHWI BaLLErO y3/a.

o CuctemHyto rpynny obbekToB flpyrue y3nbl. B 3ToM ciyyae duibTp OyaeT AecTBOBaTh A1
NCXOAALLMX OTKPbITbIX COEANHEHWNI BaLLETO y3/a.

o LvpokoBelaTtentbHble agpeca, BoibpaB cuctemHyto rpynny ob6bektos LLinpokoBelatenbHbie
agpeca. B atom cnyuae genictBue dpuabtpa ByAeT pacnpocTpaHATbCs Ha LIMPOKOBELLATeNbHbIE
nakeTbl.

o CucremHyto rpynny obbekToB [pynnoBble agpeca. B atom ciyuae gericteune dunbtpa byaer
PacnpoCTpaHATbCA Ha MakeTbl, OTAPAaBJIEHHbIE MO FPYMNMNOBOW PacchliKe.

Ecam Bbl He ykaxeTe noaydatens, To AelicTBre GuabTpa ByLeT pacnpocTpaHaTbes Ha IP-nakeTs,
OTMpaB/ieHHbIe Ha KOO0 OTKPbLITLIN y3e.

CeoicTEa GuabTpa oTkpbimon ceT: Punetp 1 EI@

OcHOBHBIE NapaMETDRI

HazHayeHnsa coegmHeHns

MecTounmkm
0B3BnTE -
HazHaueHua Boucaine A
IP-agpec nan gnanascH agpecos..,
MpoTokonsl DMS-im8...

Pacnncanua
lpynna IP-agpecoe...

Moii yzen
Opyrue y3nel

OHCK: HaZHa4eHHA - L|.|l1pCKCEEU.I,ETl'—.'1I:HbIE agpeca

Tpynnoeele agpeca

[ OK ][ OTMeHa H Cnpaeka ]

PucyHok 65. YkazaHue nonydyamens IP-nakemos 8 omkpeimoli cemu
6 B pasgene MNMpoTokonbl yKaxkuTte NpoToKoa Ana GpuabTpaymn.
7 B pa3gene Pacnucanus ykaxute Bpems gencresmsa Gpuabtpa.

8 Haxmute kHonky OK. B pe3ysibTate B CNUCKe Ha NMaHenn NpoCMOTpa NOSBUTCA HOBbIA GUABLTP.
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Co3naHne GUAbTPOB NPUKAAAHOTO YPOBHA

MpumeuaHne. OnncaHHbIK GyHKUMOHAN ByeT AOCTYNeH, eCAN YCTaHOB/IEH MOAY b
paclumpeHHon dunbTpauum (Ha ctp. 17). PuabTpbl NPUKAASHOTO YPOBHS He NpeAHasHaueHbI
4N unbTpaumm Tpaduka Ha Beb-cepsepe.

AHanuns Tpadmka GUAbTPaMM OTKPLITON CETU MPOUCXOANT Ha YPOBHe 3arosioska IP-nakerta. 310

MO3BOJIAET MPOBECTU BbLICTPbLIN OTCEB HeXenaTebHOro Tpaduka no BbIbpaHHbIM agpecam, NPOTOKOIaM U

noptam. ®uabTpbl NPUKAALHOIO YPOBHS OTKPLITOM CETW aHaAM3MpYHoT Teso IP-nakeTa. 3To Nno3soaseT

6J'IOKI/IpOBaTb Tpaqle Ha 60Jiee BbICOKOM YPOBHE, B 3aBUCMMOCTN OT €ro cogep>XaHu4. |_|pI/1 3TOM

6bIcTpOoAeNncTBUE GUABLTPOB NPUKAAAHOTO YPOBHSA HUXKE, YEM PUABTPOB OTKPBLITOW CETU.

Ans spdekTmBHOM 06paboTkm Tpadmka pekomeHAyeTcs co3gaBaTb GUAbTPbI MPUKAALHOTO YPOBHS

TOJIbKO B TOM CJly4ae, KOr4a Hy>HO GuabTpoBaTh cogepxummoe IP-naketoB. Hanpumep, 3anpetuts 3anyck

AMHaMUYeCcKnx Beb-cLeHapues nam oTkpbiTve dannoB onpegeneHHoro tmna. Ecim tpebyetcs nposectu

dunbTpaumto Tpaduka TONLKO MO NPUKIAZHOMY MPOTOKOJY, C/efyeT Nob30BaThCs GUAbTPaMu

OTKpbITON ceTh (cM. Co3gaHre GUAbTPOB A5 OTKPLITOM ceTh Ha cTp. 148).

YTobbI CcOo34aTb q)l/lanp NnpuUKNagHoOro ypoBHsA, BbINOAHUTE caeayrouimne AeIZCTBI/IﬂZ

1 B okHe nporpammbl ViPNet MoHuTop Ha naHenun HaBuraummn Bolbepute pasgen CeteBble GUAbLTPLI >

®PunbTpbl NPUKAAJHOTO YPOBHSA OTKPLITON CETU.

2 Ha nanenn NpPoCMOTPa HaXXMUTE KHOMKY CO3,IJ,aTb, nocne 4yero B noABmBLLUEMCA OKHe 3a,a,a|7|Te

napameTpbl HOBOro GuabTPa.

OcHoBHbIE NAapamMeTpel
MpoTokonel

MpuknagHoi ypoeeHs

[# Cooiicrea $HAETRA NPUKKNAAHEID YPOBHA OTKPBITOR ceTi Punetp 1

mMJ’IpraLIMﬂ MPUENaaHeIX NpoTOKONOE

OrucaHme
HTTP

mMJ’IbTDﬁLMﬂ KOMaHA NpYKNaaHbIX NPOTOKONOE:

QnmcaHue

OrucaHre
pdf

(o] 2 |msn)

OCHOBEHEIE MApaMeTpel NPUKIZAHOM0 YPOBHA

[ o

]I OTMeHa H Crpaeka I

PucyHok 66. 3adaHue napamempos gpunempayuu npuKkIaoHo20 YposHs

3 B pasgene OcHoBHble NapamMeTpbl ykaxuTte ums dmabtpa.

4 B pa3gene NpoTokobl yKaxkute NOPT 1 NPOTOKOA AN GuabTpaLmm.
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5 B pa3gene MpuknagHom ypoBeHb yKaXnTe KOMaHAy WA TUM COAEP>XKMMOTO, KOTOPbI HEOBX0AMMO
610kMpoBaTh. B ogHOM dunbTpe Bbl MOXKETe 3a4aTh TONbKO OAWH NapameTp ans duabTpaumn.

6 Haxmute kHonky OK. B cnuncke Ha naHesn npocMoTpa NoSBUTCA HOBbIA QUABLTP.

PekomMeHzalLmy No CO34aHMI0 CeTeBbIX GUALTPOB

Y1066l 06ecneuntb ctabunbHyro paboty MO ViPNet, HEO6XOANMO KOHTPOAMPOBaTb YNCIAO CO3aBaEMBbIX
GUALTPOB, MOTOMY UTO OHO 3aBMCUT OT KOJIMYECTBA Y3/10B, Ha KOTOpble ByAeT pacnpoCcTpaHsAThCs
LENCTBME KaXA0ro 13 GpunbTpoB. Mbl peKOMeHAYeM NPUAEPXKUBATLCS CAeAYHOWNX OFPaHNYEHWI:

e Ecan pelicTBre Kaxaoro ns cosgaBaembix GUAbTPOB PacrpOCTPaHAETCA Ha OAUH CETEBOM Y3en Uau
IP-agpec, obuyee koNnMYecTBO GUABTPOB He AOMKHO npeBbiwaTb 3000.

e EcC/in felicTBME KaxAoro 13 co3gaBaeMblix PUAbTPOB pacnpocTpaHAeTcs Ha ABa uan Honbluee
KO/IMYeCTBO CeTeBbIX y3/10B Waun IP-agpecos, obliee konmyecTBo ceTeBbIX Y3108 nan IP-agpecos, Ha

KoTopble ByAyT pacnpoCTPaHATLCA 4eNCTBUA BCEX CO3AAHHbIX GUABTPOB, HEe 4OKHO NpPeBbIWaTh
700. Mpw 3TOM AeicTBE OAHOTO GWUIbTPA He AOJIXKHO pacnpocTpaHaTbcs 6onee yem Ha 500 ceTeBb

y3nos wau IP-agpecos.
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BOCCTaHOBNEHME
NpeayCTaHOBNEHHbIX GUIBTPOB U
roynn 0ObEKTOB

Ecawn BbI co3dann Hey,a,aquuZ CMNNCOK CeTeBbIX CI)I/I}'IprOB, TO Bbl MO>XXeTe BOCCTAHOBUTb
npeaycraHoOBJIEHHbIE qJI/I.I'IprbI. B 3TOM cnyyae Crnckn HaCTpPOEHHbIX q)I/IJ'IprOB BCEX TUNOB 6y,£l,yT
3aMeHeHbl Ha NpeayCctaHOBJIEHHbIE. BmecTte ¢ q)I/IJ'IpraMI/I TakKxe 6yAyT BOCCTaHOBJIEHbI

npeaycraHoOBJIEHHbIE TPyMMnbl 06beKTOoB.

,D,J'IFI BOCCTaHOBJIEHMA NpeayCTaHOBAEHHbIX q)I/IJ'IprOB nrpynn 06BEKTOB BbINOJAHWTE caieaywowme

JencTBUS:

1 B okHe nporpammbl ViPNet MoHuUTOp Ha naHenn HaBurauum BbibepuTe passen CeteBble GUALTPBI.

2 Ha naHenn npocmoTpa HaxXMuTe KHOMKy BocctaHOBUTb GUABTPBI MO YMONYaHUIO.
3 B nossuBweMcs okHe Copoc PpuabTpoB Haxmute KHonky Aa.

B pe3ynbTaTe BO BCEX pa3genax ceTeBbix GuabTpoB B rpynne HactpanBaemblie ¢punbTpbl 6yayT
MPUCYTCTBOBATb TO/IbKO MPeAyCTaHOBAEHHbIE GUALTPLI, B pa3gese Mpynmnbl 06beKToB — TONbKO

npeayCcraHOBJIEHHbIE rpynnbl.
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[1pakTrueckmn npmumep
CNONBb30BaAHMA TPYMM OOBEKTOB U
CeTeBbIX PUNBLTPOB

PaccmoTpuM cneaytownii nprMep MCNoAb30BaHWA rpynn o6beKTOB 1 ceTeBbIX PuAbTPOB. Jonyctum, B
opraHu3auum pa3BepHyT MOYTOBbLIN cepBep, Ha KOTOPOM ycTaHoBeHa nporpamma ViPNet Client. 3tot
3alMLLEHHBIN MOYTOBLIN CepBep BbIMOAHAET Cesytolme GyHKLMM:

e O6wmeH COO6LL|,€HI/IF|MI/I 3J'IeKTpOHHOl\/‘I noYTbl C BHEWWHUMUK NOYTOBbLIMU CepBepamMu;

o [lepesaya cOOBLLEHWNIN 3NEKTPOHHOW NOYTbI, OTMPABAEHHbIX YAaNeHHbIMW COTPYAHMKAMUN NN
aA\pecoBaHHbIX UM.

OTtnpaBka cOOBLLEHNA Ha NOYTOBBIA CepBEP BHELHWMW MOYTOBLIMUW CEPBEPAMU W MOAb30BaATENAMM
ocyuiecTBaseTca no npotokony SMTP. MNepesava coo6LWEHNIA 31€KTPOHHON NOYTbI NOJIb30OBaTENAM
npoussoauTca no npotokosam POP3 n IMAP.

Y106kl OpraHmnsoBatb 06MeH COOOLLEHUAMM C BHELLHUMM NOYTOBbIMY CEPBEPAMM N MOAb30BaTENSIMM 1
AOCTYN NOJb30BaTeNEN K 2NEeKTPOHHOM nouTe n3 VIHTepHeTa, Ha 3alMLLEHHOM NOUYTOBOM CEPBEpPE
HeobXoAMMO CO34aTb CETEBON GUALTP, paspeLLlatolLmii npuemM 1 nepegady IP-naketos no 25-My nopty
npotokona TCP (ctaHaapTHbIV NopT Ans npotokona SMTP), a Takxke no 110-my n 143-my nopty (ans
npotokonoB POP3 n IMAP cooTBeTCTBEHHO).

Bbl MOXeTe co3gaTb rpynny NPOTOKOAO0B, B KOTOPYHO BYAyT BXOAUTbL BCE YKa3aHHbIE BbILLE NPOTOKObI.
[JaHHyto rpynny Bbl CMOXETE MCMOb30BaTh NPW CO3A4aHMK ceTeBoro dpuabTpa. Kpome 3Toro, Bbl CMOXeTe
MCMO/Ib30BaTh €€ MOBTOPHO B AOMOJIHUTENbHbIX GUALTPAX A5 MOYTOBOrO CEPBEPA, €CNN TakMe B
AanbHenweM noTpebyercs co3patb.

YTobbI c0o34aTb rpynny NPOTOKOJIOB, BbINOJAHUTE Caepyrouine ,D,EI‘/JICTBI/IFIZ

1 B okHe nporpammbl ViPNet MoHuTOp Ha naHenu HaBurauuu BolbepuTe pasgen Mpynnbl o6bekToB >

lMpoTtokonbl.

2 Ha naHenun NpPoCMOTPa HaXXMNTe KHOTMKY CO3AaTb N B OKHE CBOWCTB COBAaBGEMOIZ rpynnbl B pasgene
CocraB AO6aBbTe BCE HY>XHbI€ NMPOTOKO/IbI.

3 Ana pobaeneHus npotokona SMTP B MeHto kHonku [lo6aButb BbibepuTte NyHKT MpoTokon
TCP/UDP, nocne 4ero B MOABMBLUEMCA OKHE YKaXuTe:

o B KayectBe npotokosa — TCP;
o B KayecTBe NopTa UCTOYHMKa — Bce nopTbl;

o B KayecTBe nopTa HasHavyeHnsa — Homep nopta 25-smtp.
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[ [ Mperokan TOR/UDR [zl |
MipoTosacn & TCP
LDP

MoOT WCTOMRE &) Bos NopTe

HaMip NapTa;

Hnanasan:

MopT HaGHEE S o= nopre
2 Homepnopra: | 25-emin r

fianasos:

PucyHok 67. Mpumep dobasneHus npomokosna SMTP 8 epynny

4 AnanornyHbiM obpa3om gobasbTe npoTokoabl POP3 1 IMAP, yka3aB BMeCTo nopTta HasHaveHus
Homep nopTa 110 n 143 cOOTBETCTBEHHO.

5 To 3aBeplieHnn gobaBaeHNs NPOTOKONOB B OKHE CBOMCTB Fpynibl Haxmute kHonky OK.

B pe3ynbTtate byaeT co3paHa rpynna NpoTokoao.. icnonb3yinte gaHHYtO rpynmny nNpu cosjaHunm
bunbTpa.

MpoTokone

Huea
B ssu
@ 5:.-':-I|:-g

B e

@ Teinet

@ uvenp

@ wne

@ ViPhet Cluster

@ vipne MFTP

@ viPher StateWatcher

@ ViPNet Sasceme caywbo

ﬂi ViPNet niosinTopasr KAACTEpE

@ ViPNet vaanBnmeii NpocuoTp Xypmans

B vopoicra Windews Mabile (va 169.254.2.1)
B vomoicms Windows Mabile (o7 169.254.2.1)
Iﬂ-‘ Mporoxone gan noWTORGRD CEpeepa |

PucyHok 68. Peaysnsmam co30aHus epynnel Npomokosio8 015 No4mogozo cepeepa

UTobbI CcOo34aTb ceTeBoM q)I/Iﬂpr ana obMeHa NouToOBbIMMU COO6LLI,eHI/IﬂMI/I C BHEWWHWMU cepBepamMn n
noJsb3oBaTenaMu, Ha 3aljMLleHHOM NOYTOBOM CEpPBEPE BbINOJIHUTE Ceaytolne ,D,el?lCTBMFI:

1 B okHe nporpammbl ViPNet MoHWTOp Ha naHenn Haeurauum BelbepuTe pasgen CeteBble GUAbTPLI >
®unbTPbI OTKPBLITON CETU.

2 B pa3zgene ®unbTpbl OTKPLITON CETU CO3JanTe ceTeBon duabTp Ans Bcex IP-agpecos, Tak kak IP-
ajpeca BHELUHNX NMOYTOBbIX CEPBEPOB 3apaHee HeN3BECTHbI U CO3jaBaemMbli GUAbTP JOMKEH
pacnpocTpaHaTbca Ha IP-agpeca Bcex nonb3osatenei. [1aa 3Toro Ha naHenn NPoCMoTpa HaxMuTe
kHonky Co3aaTh 1 B MOABMBLUEMCA OKHE CBOWCTB CO3aBaeMoro GuabTpa 3ajante ero napameTpsbl.

3 B pasgene OcHOBHble NapaMeTpbl yCTaHOBUTE Nepekatoyatens [lencTBue B NosoXKeHNe
Mponyckatb Tpadux.
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4 Y10bbl fencTBME GUAbTPa pacnpocTpaHanock Ha Bce |P-agpeca, B pa3genax UCTOUHMKM 1
Ha3HaueHus He 3asaBaniTe OTNpaBUTENEN LN NOJSyYaTeENEN COOTBETCTBEHHO.

5 B pazgene MNpoTokonbl B MeHtO KHOMKW [lo6aBuTb BbibepuTe NyHKT Mpynna npoToKo/0B, Noc/e
yero B NMOABMBLUEMCA OKHe BbibepuTe rpynny NpoTOKOI0B, KOTopasa bbina co3gaHa npesBapuTesbHO.

6 PacnuncaHue ana gaHHoro dunbtpa bopmumpoBaTtb He caeayer.
7 Haxmute kHonky OK.

B pe3ynbTate byaet co3gaH ceteBo GUALTP.

Takvm obpa3om, Ha 3alnLLLEHHOM MOYTOBOM cepBepe byaeT paspeLleH obMeH coobLeHnaIMmM ¢
BHELUHNMW CEPBEPAMM U COTPYAHUKAMU OpPraHU3aLmm n AOCTyNn COTPYAHUKOB K 3IEKTPOHHOW MouTe.

DUALTPE OTEPBITOR CETH

Ben. Qedcrene g Weroumee Hazmauemue Mpetokon Pacnngsse
SUBTPE NONMTHE GEI0NACHOCTI
' Papewwnrs fn"| <Boe IP-agpeca> Bee Bce UDP: c6E Bee
W’ Paspewwnrs (@) Wepesceeuarensmae ... Bee Whaponoee.. UDP:c& = Boe
HacTpanesennie GunsTp
o ' Paspewwrs DHCP-tpaduax Hee Bce DHCP Hee
| ¥ Papewwnts Tpadwe ¢ erewmmmn ¢... Boe Bce Mpotow.. Bee
¥ Paspewwnms MetBIOS- w WINS-tpad... Boe Bce MetEIOS ®  Bee
o ' Paspewwrs Wonogawmid Tpadux Mod yzen Bee Ece Bee
SUNBTPE N FHCTLERIND
@ Bnomapo._ fn"| Mpouwi Tpaguax Bee Bce Ece Bee

PucyHok 69. Pesynemam co3daHus paspewiarouje2o uibmpa o0as npomokosos SMTP, POP3, IMAP
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brokunpoBska IP-Tpadurka

C nomolwbto nporpammbl ViPNet MoHuTOp Bbl MOXeTe 3abioknpoBaTh Becb IP-Tpaduk komnbroTepa. B
3TOM cnyyae atobble CoOeANHEHNA C 3aLLMLLEHHBIMUW 1 OTKPbITBIMY Y3n1aMu ByAyT 3anpeLleHbl.

YT06bI 3a610KMpOoBaTh IP-TpaduK, BEINONHUTE CleaytoLne JencTBUS:
1 B nporpamme ViPNet MoHWTOp BKAOUMTE BNOKMPOBKY OAHWUM 13 CeAyoWmUX cnocoboB:
o B meHto ®aiin Bbibepute nyHKT KoHpurypauum > bnokmposatb IP-Tpaduk.

o Ha naHenu 3agay WenkHWTE NPaBO KHOMKOM MbIWW 3Ha4YOK NporpamMmmsl 1 B MEHIO
BbIbepuTe NyHKT baokuposatb IP-Tpadumk.

2 Ecau Bbl XO0TUTE, UTOGLI NOCAE BIOKMPOBKN Tpaduka Npu onpeseneHHbIX ycaoBmsax Tpaduk 6o
aBTOMaTMUeckn pa3baoknmposaH, B okHe biokupoBaHue IP-Tpaduka:

o YcraHosuTe ¢pnaxok Paspewntb IP-Tpadpuk aBTomaTnyeckm.

o W3 cnucka nog paaxkom BbibepuTe ycnosme s aBToMaTnyeckor pasbaokumposku IP-Tpadmka:
nocse nepesarpysku KOMMbOTEPA UM MO UCTEYEHUUN OMNPELENEHHOTO NPOMEXYTKa BPEMEHMU.

Bnoknposanue IP-Tpaduka @

Beco IP-Tpadwk byaeT sabnokmposaH. [lna pasbnokuposaHua
IP-TpadmKka EEIGEPUTE NYHKT MEHID «PazpelwnTe IP-Tpadwic:.

|:| PazpewnTs IP-TpadMK SBTOMaTHYECA:

Mocrne Nepesarpyskk KOMMbOTEPE

IEnomposaTbIP—Tpatbmrt‘ [ 3aKphITh l

PucyHok 70. BkarodeHue 6a0kuposku IP-mpaguka

3 Haxmute kHonky baokuposatb IP-Tpaduk. Becb OTKpbITbIN U 3aLUMLLEHHBIA TPadUK KOMMbIOTEPa
byaeT 3a610kMpoBaH, 3Hauok nporpammsl ViPNet MoHuUTOp B 061aCTW yBEAOMAEHWUIA NPUMET BUA

-]
4 Yr10obbl cHATb 610KMPOBKY IP-Tpaduka, BbINOAHUTE OAHO U3 CeAYHOLUNX AEACTBUN:
o B wmeHto ®aiin Bbibepute nyHKT KoHdurypauum > Paspewwmnts IP-Tpaduk.

o Ha naHenu 3agay LWenkHWUTE NPaBON KHOMKOM MbILWW 3HAaYOK NpOrpamMmmbl 1 B MEHIO
BblbepuTe NyHKT Paspewntsb IP-Tpadumk.

MpumeyvaHwme. [ina noBbilleHWs yPOBHA B6e30NacHOCTM Ballero KOMMbloTepa HacTpomnTe
aBTOMaTUYeckyto 610KNPOBKY Tpadurka nNpu obHapy>XXeHun yrpos (cMm. HacTpoiika 6a0knpoBKM
Tpaduka npu obHapyKeHn BMpYyca Ha cTp. 218).
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OTKArOUEHME 3alLKTbI TpadKKa

Mpn HEOBXOAMMOCTU Bbl MOXETE OTKJAHOUNTb 3aLuUTy Tpaduka ¢ NOMOLLbI0 NPOrPaMMHOro obecneyeHus
ViPNet Client. B aTom cnyyae byaeT npekpalleHa ntobas obpaboTka Tpadurka 1 BeLeHWe XypHana
perucTtpaumnm IP-naketos. CoeanHeHe ¢ 3awmeHHbIMK y3namm ViPNet 6yaet HEBO3MOXHO.

BHumaHue! He cnegyet paboTatb Ha CETEBOM Y3/1e C OTK/IFOUYEHHOM 3awWwmuTon Tpaduka,
A Tak KaK B 3TOM C/ly4ae KOMMbIOTEP He 3allMLLeH OT NMOMbITOK HECAaHKLMOHUPOBAHHOTO

1

A0CTyna 13 cetun.

YTobbl OTKNHOUNTD 3auunTty TpaCI)I/IKa, BbINOJIHUTE Cegyrolne Ael?lCTBVIﬂZ

1 B nporpamme ViPNet MoHuTOop B MeHto ®Paiin BbibepuTe nNyHKT KoHpurypauum > OTKAOUMTD
3aluTy.

2 Ecan Bbl xoTUTE, YUTOGBI NOCAE OTKAOUEHUA 3aLWUTLl TPadmKa Npu onpeAesieHHbIX YCIOBUAX 3aLmTa
6blna aBTOMaTUYeCKN BKIOYEHa, B OkHe OTKJIloUeHMe 3aLlUThl:

o YcraHosuTe $paxok Bkatountb 3awmty IP-tpadpmka aBTomatmyeckm.

o W3 cnucka nog paaxxkom BbibepuTe ycnoBue A1 aBTOMaTUYECKOrO BKAHOUEHWS 3aLLUTbI
Tpadwvka: nocae nepesarpyskn KOMMbIOTEPA WK MO UCTEUEHUN OTPELENEHHOTO NMPOMEXYTKa
BpPEMEHM.

OTKNHOUEHWE J3LLNTEI @

SawMTa 0T CeTeBLIX aTak U widposaHue IP-Tpadwika DyayT
OTKIKOYEHBI,
[lnA BKMOYEHWA 3ELNTE BEIBEPUTE MYHKT MEHID «BRMDUMTE JALLWTY:.

BrAKOUATE 3EWMTY IP-Tpaduka aETOMATHYECM:

Il'loc.ne MEpEesarpyskH KoMNLIoTERa vJ

| CITKMOHHTD SELLMTY | I 3aKphiTh I

PucyHok 71. OmkaroueHue 3auyumel mpagpuka

3 HaxmuTe kHOMKy OTKAHOUMTL 3almTy. 3alimTa Tpadurka byaeT OTKIOUEHa, 3HAYOK NPOorpamMmMbl

ViPNet MoHUTOp B 06/1aCTV YBEAOMAEHWI NPUMET CAEAYHOLLNIA BUS,

4 Y106bI BKIOUUTD 3aLLMTY Tpaduka, B MeHo Paiin BbibepuTe NnyHKT KoHdurypauum > Bkarountb
3aluTy.

ViPNet Client 4. PykoBoacTBo nonbzosatens | 157



ObpaboTka NPUKIaaHbIX
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HacTpowika napameTpoB 06paboTkn npukaagHbIX MPOTOKONOB 163
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Oblme cBeaeHna O NPYKNaaHbIX
MPOTOKOax

MpwknagHble NPOTOKOALI 0becneynBatoT paboTy NONb30BaTENbCKUX CETEBBIX CEPBUCOB, Hanpumep, |P-
TenedpoHnn, DNS-cnyx6bl, FTP-cay>6sbl. Mpu ncnons3oBaHUKM faHHbIX cny>6 IP-agpeca yacto
nepegatotcs B Tene |IP-naketa. 3Ta 0COBGEHHOCTb MOXET MOBAUATL Ha AOCTYMHOCTb CEPBUCOB B
3alLMLLEHHOW CeTH C BUPTYanbHOM agpecaunen (cMm. rnoccapuid, ctp. 415). Kpome Toro, HekoTopble
MPOTOKOJIbl, TOMMMO YNPaBASIOLLEro COeAMHEHMNS, OTKPbLIBAIOT A8 NepeAaun JaHHbIX JONOJHUTENbHbIE
COefMHeHNA Ha CNy4alriHO BbibpaHHbI NopT. [ocKobKY HOMep NopTa 3apaHee HensBecTeH, To Ana IP-
MakeToB HEBO3MOXHO CO3JaTb pa3pellarolmin GuabTp, ciefoBaTeNbHO, CoeanHeHne byaet
3aba0kmpoBaHo.

Pewwuntb nepeuncieHHble npobaemMbl N03BOAAET GYyHKLMSA 06paboTKM NpUKAaLHbIX MPOTOKOIOB, KOTOpas
obecneunBaert:

e [MoameHy BupTyanbHoro IP-agpeca 3awmiLeHHOro y3na B Tene |P-naketa Ha peanbHbIii.

e BkJ/toueHMe pa3zpeluatoLlero ceTeBoro GunbTpa AN COeANHEHNA Yepes CyYaliHblil MOPT, KOTOPbIA
MCnosb3yeTcs NPUKAaZHbIM NPOTOKO/IOM.

Mpumeuanue. B nporpamme ViPNet MoHuTOp 06paboTtka npuknazHbIX NPOTOKOI0B
BbIMOJIHAETCA 411 OTKPLITOrO M 3aLUMLLEHHOTO TpadwKa.

Cnepyet yunTbiBaTh, UTO 06paboTka NPUKNAAHbLIX MPOTOKONOB HE NpeamnoiaraetT aBTOMaTMUYeCcKoro
pa3peLleHmns Ha YCTaHOBEHWE YNPaBAAIOLLErO COEANHEHMA C OTKPbITbIMY Y3/1amu. YCTaHOBAEHME
YyNpaBAsIOLWEro COeANHEHUA C OTKPbITbIMUN Y31aMW BbINOJHAETCA B COOTBETCTBUU C PuabTpamu Tpaduka
(cm. Obwme cBeseHUs o ceTeBbix GuabTpax Ha cTp. 131).

ObpaboTka npotokona FTP

Mpun nepegaye GanoB Mexay KIMEHTOM U CEpPBEPOM MO NpoTokony FTP ycTtaHaBAnBaeTca Kak MUHUMYM
ABa TCP-coeanHeHus:

e [Nf OTNPaBKW KOMaHJ Ha cepBep M NoJlydeHus OTBETOB OT Hero (ynpasastowee TCP-coegnHeHne);

e 414 nepefayvn faHHbIX (AononHutTenbHoe TCP-coeanHeHwme).

YcraHoBneHue TCP-coegnHeHnin no npoTtokoay FTP nponcxoaunTt B cregyrollemM nopsake:

1 KnveHT co3gaet ynpasnsarowee TCP-coegnHeHne c cepBepoM CO CBOEro nopta u3s guanasoHa 1024-
65535 Ha 21-11 nopT cepaepa.

2 B 3aBMCMMOCTM OT BbIBPaHHOIO pexvMa nepesayuv JaHHblX, KIVMEHT OTNPaB/AeT Mo ynpasastowemy
COEAMHEHUNIO CEAYIOLLYHO MHDOPMALUIO:

o HOMEp MopTa, OTKPLITOrO KJAMEHTOM A/18 NONYYEHUSA AaHHbIX C cepBepa (aKTUBHBIN PeXM
nepejayvv AaHHbIX);

ViPNet Client 4. PykoBoacTBo nosnbzoBatens | 159



o 3anpoc Ha HOMep MopTa CepPBEPa, K KOTOPOMY BYAET MOAKNHOYATLCSA KANEHT (MacCUMBHbIA PEXMM
nepejayv AaHHbIX).

3 Janee, B 3aBUCMMOCTM OT UCMONb3YEMOIO PeXNMa Nepesayn aHHbIX, COEANHEHNE AN nepesaun
JaHHbIX YCTaHaB/IMBAETCA OAHUM U3 ABYX CMOCOHOB:

o0 B akKTMBHOM pexunme nepegavyn gaHHbIX — CepBeEpP CO34aeT 4ONONHUTENbHOE COeANHEHNE ANA
nepejayvn AaHHbIX Ha yKa3aHHbIl‘;I KJIMEHTOM NOPT;

o B MAacCUBHOM pexunMme nepesavm AaHHbIX — CEPBEP NO YMNPaBAsoOLLEMY COEANHEHWIO NepesaeTt
KJIMEHTY HOMEpP MOPTa, K KOTOPOMY KANEHT CO3AaET AOMNONHUTENbHOE COeANHEHWE ANs
nepesayn JaHHbIX.

Takvm 06pa3omM, B aKTMBHOM PEXMME COEAVHEHWE A/ Nepeaayun JaHHbIX CO3aEeT CEPBEp, a B
MacCUBHOM — KJINEHT.

[ns paspelueHns coeanHeHnin no npotokoay FTP BbimoaHUTe cieaytoLine HacTPOKM B MporpaMme
ViPNet MoHuTOp:

Ecnv gencTBytoT NpesycTaHoBAEHHbIE GUABTPbI OTKPBLITON CETW, KOTOPbIE pa3peLuatoT tobble ncxoasLme
COEAVHEHWS, TO A1 NCXOASALLErO YMPaB/AOLLErO COeANHEHNS JOMONHUTENbHbBIE HACTPOMKM He
TpebytoTca.

B nHOM cnyyae cospalite dunbTp oTKpbITOM ceTh (cM. Co3gaHre GUAbLTPOB A/ OTKPbLITON CETU Ha
cTp. 148), pa3peluatoLmii ncxogaiiee coegnHeHme no npotokony TCP Ha 21 nopt FTP-cepBepa.

o /115 pa3speLleHns AOMNOJHUTENBHOTO COEANHEHMS B aKTUBHOM PeXMMe paboTbl BKAOUUTE
o6paboTtky npotokona FTP, kotopas gobasnset HeobxoaMMbI GUABTP Tpaduka.

e [lns pa3peLueHuns JOMNOSHNTENbHOTO COeANHEHUSA B MAaCCUBHOM pexxume paboTbl HACTPOWMKM He
TpebytoTcs.

O6bpaboTka npotokona SIP

MpoTokon SIP npesHasHaueH A/1f opraHM3aumnm CeaHCoB CBA3N (MYIbTUMEANNHBIX KOHepeHLUH,
TenedoHHbIX COeMHEHNI) U pacnpeseneHuns MyabTUMeaninHoW MHGopMaLmn.

SIP-knaneHT oTnpaeaseT 3anpoc (Hanpumep, NpurialleHne N8 Hadana ceaHca CBA3W, MOATBEPXAeHNne
npuemMa oTBeTa Ha 3anpoc, 3aBepLUeHne ceaHca CBasn) gpyromy SIP-knneHty ¢ ykasaHuem ero SIP-
agpeca. B 3aBucnmocTtn ot cnocoba yCcTaHOBAEHMA COANHEHNA 3aMpoC HanpaBAseTCs BTOPOMY KANEHTY
nmnbo Hanpamyro, 1mbo ¢ yuactmem npokcu-cepsepa SIP, imbo ¢ yuactmem cepeepa nepeagpecauuu.
BbI3biBaeMbIN KAMEHT NepesaeT Bbi3blBatOLLLEMY KJAMEHTY OTBET Ha 3anpoc (Hanpumep, nHdopMaLuto ob
ycnewHom o6paboTke 3anpoca, OTKJIOHEHUM BbI3OBa, OLLMbOKe Npu obpaboTke 3anpoca).

[ns opraHu3aumm ceaHca cBs3n npoTokon SIP pernameHTnpyeT yctaHoBaeHWe coeamHeHmii TCP n UDP
yepes nopt 5060.

YT0bbI yCTaHOBUTbL CeaHc CBA3WN Mexay SIP-knneHTamu, ybeantecs, uto BItoueHa obpaboTka npoTokona
SIP, 1 BbINONHWTE AOMNONHUTENbHbIE HAcTPOLikK B Nporpamme ViPNet MoHuTOp:

1 Yrtobbl SIP-KAMEHT MOT MPUHATBL 3aMpPOC Ha YCTaHOBJ/IEHME CeaHca CBA3W WN MPUHATL OTBET Ha
3anpoc, co3gante GUALTP OTKPLITOW CETK, paspeLLatoLLnii BXogdLiee COefNHeHMe Mo NPOoToKoAaMm
TCP n UDP Ha nopt 5060.
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2 Yto6bl SIP-kNMEHT MOr OTNPaBWTL 3aNPOC Ha YCTaHOBJIEHWE CeaHca CBA3U WM OTBET Ha 3anpoc:

o Ecnn genctByroT NpesyctaHoBAEHHbIE GUALTPbLI OTKPLITOM CETH, KOTOPbIE Pa3peLlaroT atobble
UCXOAALLME COBAMHEHUS, HACTPOMKA JOMOJIHUTENbHBIX GUABTPOB He TpebyeTcs.

o Ecnm dmabTpbl OTKPLITON CETM He pa3peLlatoT Ntobble NCXOAALLME COEANHEH S, CO34alTe
GUABTP OTKPLITON CETU, paspeLLatroLLnii ncxoasilee coeanHeHne no npotokonam TCP n UDP Ha
nopt 5060.
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OnmcaHme NpuKaaaHbIX MPOTOKOIOB

|i| MpumeuaHue. B nporpamme ViPNet MoHutop Bepcumn 3.2 1 Bbilwe yaaneHa Beb-
dunbTpaums n obpaboTka NnpuknagHoro npotokona HTTP.

B nporpamme ViPNet MoHuTOp peanv3oBaHa BO3MOXHOCTb HAaCTPOWKM NapameTpoB obpaboTku
cnepyowmx NpUKNagHbIX NPOTOKONOB:

e [lpotokon FTP obecneunBaet nepegauy dainos mexay FTP-kaveHtom n FTP-cepepom.

e [Ipotokon DNS (Domain Name System) obecneuvnBaet pa3spelueHne DNS-umeH ceTeBbix y3108 B |P-
aapeca.

e [lpotokon H.323 obecneunBaeT paboTy NporpaMm a1 NPOBeAeHNA MYAbTUMEANIAHbIX
KOHpepeHumI yepes IP-ceTn, B ToM uncne ViHTepHer.

e [potokon SCCP (Skinny Client Control Protocol) obecneunBaeT nepegady coobLieHUA MexXay
Skinny-knneHTtamu (NpoBogHbIMK 1 6ecnpoBoaHbIMU IP-TenedoHamm Cisco) 1 cepBepOM roN0COBOW
noutbl Cisco Unity n Cisco CallManager.

e [potokon SIP (Session Initiation Protocol) obecneunBaeT ycTtaHOBAEHWE CeaHCOB CBA3M NP
nepezayve rosoCoBbIX 3BOHKOB, BUAEOKOHdEPEHLWN, a Tak)Ke MYJbTUMEANNHOW MHPOPMALIMN.

MpumeyaHue. Cnncok nogaep>kmeaemMbix nporpammort ViPNet MoHUTOp npuknagHbIx
MPOTOKOJ/IOB 3ajaH MO YMOJYaHWIO, HeNb3A A06aB/Tb NPOTOKObI UK YAANUTb
NPOTOKOJIbI U3 CMCKA.
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HacTporka napameTpoB 06pPaboTkK

MPVKAa4HbIX TTOOTOKOJ/I0OB

BHumaHue! B ceTsx, rae ncnonbsyercs obpabotka NpukaagHbIX NPOTOKO/IOB

cpenctamu ViPNet, Ha ceTeBoM 060pyaoBaHMM (MapLupyTUsaTopax, LWito3ax)
HeobxoanMo oTkatounTb dyHKumto DPI (deep packet inspection — raybokumii aHanuns
nakeToB). NprMeHeHne DPI MoxeT npusectn k c6osiM B paboTe NPUNOXKeHUH,

>

ncnonbsyrowmx npotokonbl FTP, DNS, H.323, SCCP, SIP.

YTobbI HaCTpPOUTb NapaMeTpbl o6pa60T|<|/1 npuKnagHbIX MPOTOKONOB AN OTKPbITOrO 1 3alMeHHOro

Tpaduka, BbINOAHUTE CeayroLLne AeACTBUS:

1 B okHe nporpammbl ViPNet MoHutop B MeHto CepBuc BbibepuTe NyHKT HacTpoiika npuao>keHus.

2 Ha naHenn HaBuraumm okHa Hactpoiika Bbibepute pasgen MpuknagHble NpoTOKObI.

HacTpoiika

[¥- OBume
+- 3ELMILEHHEA CETE
- ¥npasneHne TpadmKkon

- HypHan IPnakeTos
- OBMeH cooBLLEHWAMI
- Pafinossii oGMeH

oisran e rpororon |

X5

rlplﬂKJ'IE,\’J,HbIE npoToKonbl

Bl MOMETE MSMEHWTE ANA KSHAOr0 M3 MPMKNaAHGEIX NPOTOKONOE CETEE0M MPOTOKON
W MopT.

3HEYEHMA NOPTOE M MPOTOKOMCE AQTHHE COOTEETCTEOBETE SHEHEHMAN, YKE3EHHEIM
B HECTPOIKAX NPOrpamM, TaKMX Kak FTP-+MeHT , SIP-KMeHT 1 T.0.

MpuKnagHoi npoTokon CeTesolt NpoToKon: NopT

Mepeaaqa dainos (FTP - File Transfer Protocal)  TCP:21

CucTema gomenHbx MMed (DNS - Domain Mame ... UDP:53
BuaeokoHdeperws (H. 323 —cranaapt oprad... TCP:1720; UDP:1719
IP-TenedoHns Cisco {SCCP — Skinny Client Co...  TCP:2000
IP-TenedoHua (SIP - Session Initiation Protocol)  TCP:5060; UDP: 5060

W3MeHUTE. ..

YTobkl BOCCTEHOBUTE PEKOMEHAYEMDIE SHAYEHWA MNe v
HACTpoeK AnA 06paboTKM NPUKNEAHEIX NPOTOKONOE,
HEHKMMTE KHOMKY TIo YMOMYEHMK",

[ QK ] [ OTHEHE MNpUMEHIMTE

PucyHok 72. Pazden «[puknadHsle npomokoel»

B pasgene MpuknagHbie NPOTOKOJbI NMPUBEAEH CMMCOK MOAAEPXKMBAEMbIX MPOrPaMMON

NPVKaAHbIX NPOTOKOJ0B (cM. OnncaHve NpuKkaagHbIX MPOTOKONOB Ha cTp. 162).

anIMe‘—IaHI/Ie. Mo YMOJIHaHUNIO ANiIA BCEX MPUKAAAHbIX MPOTOKOJIOB 3a/aHbl Hanbonee

4acToO NCNoab3yeMble CeTEBbIE MPOTOKOJbl X NOPTbI.

Cnncok nogaepxmeaemMblx nporpammont ViPNet MoHWUTOp nprikaagHbIX MPOTOKONOB
3aZiaH Mo YMOYaHWUIO, HeNb3a A06aBUTb MPOTOKOIbI UAN YAANANTb NPOTOKObI U3

cnuncka.

3 B pa3zgene MpuknagHbie NPOTOKOJIbI BbIbepUTE MPOTOKOJ, NapaMeTpbl 06paboTkm KOTOPOro

Tpe6yeTca OTPeAakKTUpPOBaTh, 3aT€EM Ha>XXMUTE KHOMKY N3meHunTb.
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4 Ecan Tpebyetcs, B okHe HacTpolika npukiagHOro npoTokoJsia: <Ha3BaHWe NpUKAajgHOro

NpPOTOKOa> BbINOAHUTE CNEAYIOLLME AENCTBUS:

o YTObbI BKIHOUNUTL CETEBOW MPOTOKOJ, YCTAHOBUTE COOTBETCTBYHOLLMN GIadkKoK U 3ajaliTe NopThbl.

MprmeyaHue. 3agaHHble napameTpbl 06paboTkn NPUKNAAHbBIX MPOTOKOAO0B AOAXKHbI
COOTBETCTBOBATb MapaMeTpam, ykasaHHbIM B HaCTPOMKaxX PasiNUHbIX MPUIOXKEHWI,
Takux kak FTP-kaneHT, DNS-kaneHT, SIP-KAneHT n gpyrux.

Mpv BBOZE HOMEPOB MOPTOB, ANaNa30HOB HOMEPOB MOPTOB UX HEOBXOAMMO

pa3fenAatb 3anAaTbiMn.

o UTO6bl OTKJAHOUUTDL CETEBOM NPOTOKOJ, CHUMUTE COOTBeTCTByI-OLLI,I/IIZ CI)}'Ia)KOK.

o YTtobbl OTK/NOUNTL 06PAbOTKY NPUKAAAHOrO NPOTOKOA:

. OTKNtOUMTE BCE CETEBLIE NPOTOKOJ1bI.

e B okHe npegynpexaeHna Haxmute kHornky OK.

HacTpoiika npuknagiore npoTokona : SIP

Ina npuknapgHoro npoTtokena SIP eifepuTe caTeBoA NPOTOKON W
BEEOMTE HOMEDE NOPTOE.

MpoTokon: MopT:
V| TCP 5060
¥| UDP 5060

SHEYEHWA SaANATLIMA.
Hanpimep: 1,2,3,300-400

[Npw BEOAE HECKONBKIX NOPTOE W/UNA AMaNasSoHOE NoOPTOE, PasAenAnTe

[ 0K ]| Omvera |

PucyHok 73. Hacmpolika napamempog 06pabomku npukiadHo2o0 Npomokoaa

Mo OKOHYaHMW HaCTPOMKM HaxkmuTe KHomKy OK.

g BHumaHue! He pekoMeHayeTCca OTKa4aTb o6pa60TKy npuKaaaHbIX NPOTOKOJIOB, B
NPOTUBHOM Ciy4ae pa60Ta npuknagHbiX NporpaMmMm MOXeT 6bITb 3aTpyaHeHa.

5 Yrtobbl cOXpaHUTb HacTPOMKK, B OkHe HacTpoiika HaxxMuTe KHOMKY MpuMeHUTb.

6 YTObbl BOCCTAHOBUTL HaCTpOI?IKM Nno yMO/N4aHUKO, B pa3jene anKﬂaAHble MPOTOKOJIbl HAXXMUTE

KHonky Mo ymonyaHuto.
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BCTpoeHHble CcpeCTBa
KOMMYHMKALINM

Obuime cBeaeHus

O6MeH 3aWmLeHHbIMW COobLLIEHNAMN

Otnpaska nucem nporpammebl ViPNet [lenoBas nouta
®alinosbii 06MeH

BbI30B BHELLHMX NPUIOXKEHUIA

MpocMoTp Beb-pecypcoB CETEBOTO y3a

O630p 06LLMX pecypcoB CeTEeBOro y3na

MNpoBepka CoeANHEHUSs C CETEBLIM Y3/10M
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ObLupme ceeaeHs

B coctaB nporpammbl ViPNet MOHUTOpP BXOANT HECKO/IbKO AOMONHUTENbHbIX MHCTPYMEHTOB,
NpeAoCTaBAAOLLNX BO3MOXHOCTb ObICTPOro W 3aLMILEHHOTO O6MeHa MHPOpPMaLmen:

o O6MeH 3aLMLLEHHBIMW COOBLLEHNAMMY, 3aLumnLLeHHas KoOHPepeHums (cM. ObMeH 3aLLMLLEHHbIMY
coobLeHnsaMn Ha cTp. 167).

e bbicTpas oTnpaska 31eKTPOHHbIX NnuceM (cMm. OTripaska nvucem nporpammbl ViPNet lenosas nouta
Ha cTp. 173).

o ®dannosbii 06MeH (Ha cTp. 174).

e BbI30B NporpaMMbl yAaneHHoOro goctyna (cM. YaaneHHas paboTa Ha ceTeBoM y3ae Ha cTp. 205).

e [loctyn k Beb6-pecypcy ceTeBoro y3na. (cMm. [NpocMoTp Be6-pecypcoB ceTeBoro y3sa Ha cTp. 180)

e [loctyn K 06WMM pecypcam ceTeBoro y3na. (cM. O630p 0bLmx pecypcoB ceTeBOro ysna Ha crp. 181)

e [lpoBepka coegnHeHuns ¢ apyrum ceteBbiM y3nom ViPNet (cm. MNpoBepka coesnHeHNA C CeTEBbIM
y3/0M Ha cTp. 182).
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ObMeH 3alUuLLEHHBIMA
COODLLEHNAMM

Monb3oeatenn cetn ViPNet MOTYT B peXnme peasibHOro BpeMeHu 0bMeHnBaTbCs MTHOBEHHbIMM

COO6LLI,eHI/I$|MI/I C APpYyTrMMUK NOJIb30BaTeENAMMU ViPNet nan y4dacTBOBaTb B KOHCI)QPEHLI,I/IVI C HECKOJIbKMMU

noJsib3oBatenamMmum:

Bbl MOXeTe HauaTb ceaHC 06MeHa COOOLLEHUAMM, YTOObI OTNPaBAATbL COOBLLEHMS OAHOMY MU
HEeCKOJ/IbKMM MO0JIb30BaTe/AM OLHOBPEMEHHO W1 MOJAYYaTh OT HUX OTBETbI. [TpK 3TOM BCe yUaCTHUKM
ceaHca 6yayT noayyaTb Balm cOObLLEHNS, HO He ByayT NoayyYaTb OTBETHbIE COODLLEHNS OT APYrixX
noJsib3oBaTenem.

YTob6bl HauaTb ceaHc 0bMeHa coobleHmaMK, B okHe nporpammbl ViPNet MoHuTOp Ha naHenmn

HaBurauuu Bblbepute pasgen 3alMweHHas ceTb, 3aTEM Ha MaHeau NPOCMOTpPa BbIGEPUTE OAWH UK

HECKOJIbKO CETEBbIX Y3/10B. B KOHTEKCTHOM MeH!0 y3/10B BbibepuTe NyHKT Mocnatb coobueHne nam
.-"_'-\.

Ha naHean MHCTPYMEHTOB Ha>XXMUTE KHOMKY C006LIJ,eHI/Ie .

Bbl MOXeTe HauaTb KOHq)epeHLl'I/II-O C HEeCKOJIbKMMUW NOJ1b30BaTeIAMN, yTObbI BCE Yy4aCTHUKN CeaHCa
MOy nojayyatb COO6LLI|eHI/IFI OT Apyrux no/sib3oBaTesiel 1 OTBeYaTb Ha HUX. B 3Tom 3akntouaeTcs
oTanymne KOHq)epeHLI,I/II/I OT ceaHca obmeHa COO6LL|,€HI/IFIMI/I.

Y1obbl HauaTb KOHPepeHLMIo, B OkHe nporpammbl ViPNet MoHUTOp Ha naHenn Haeurauum
BblbepuTe pa3gen 3alyMLieHHan ceTb, 3aTeM Ha NaHean NPOoCMoTpa BbibeprTe HECKObKO CeTeBbIX
y3/10B. B KOHTEKCTHOM MeH!0 y3/10B BbibepuTe NyHKT KOHpepeHLMa nam Ha naHesn MHCTPYMEHTOB

HaXxmuTe KHonky KoHdepeHuusa @ (Mo ymonuaHuMo 3Ta KHOMKa CKpbITa).

Monb3oBatens ViPNet moxet y4acCTBOBATb B HECKOJIbKNX Ce€aHCaX obmeHa COO6LLI,eHI/IFIMVI

O4HOBPEMEHHO. Ecan noJiy4yeHo coo6u.|,eH|/|e, KOTOpO€ He OTHOCUTCA HN K OAHOMY U3 TEKYLLMNX CEAHCOB,

6yZeT OTKPbIT HOBbIW ceaHC 06bMeHa COObLLEHMAMMK.

Bce COO6LLI,€HI/IFI, noay4yeHHble N OTNpaBaEeHHbIE B TEYEHUNE Ce€aHCa, 3anncCbiBarOTCA B MNPOTOKOJ1 CeaHcCa.

Ecan B pamMKax ceaHCa OTnpaBUTb coo6|.u,eH|/|e KaKOMy-ﬂM6O No/Ib30BaTeNHO, €ro OTBET NPUAET B TOM Xe

ceaHce K 6y,u,eT COXpaHeH B TOM Xe NPOTOKOJIE. FIpM HeO6XO,ﬂ,MMOCTM Bbl MO>XXeTe COXpaHUTb NPOTOKOJ

ceaHca KaK TeKCTOBbIM dalin.

Bo Bpems ceaHca 06bMeHa COOBLLEHNAMMN Bbl MOXETE OTNPaBAATL NoAb30oBaTeNsIM Gaibl 1 NUCbMa (CM.

OTtnpaska $pannoB 1 N1UceM 13 NporpamMmmMbl 0OMeHa 3aLLMLLEeHHbIMKW coobLeHnamu Ha cTp. 171).

MpvMeyaHue. ECav Ha BalleM CETEBOM Y3/1e OOMeH COOBLLEHMAMY HEAOCTYTEH,
obpatutech k agmuHuctpatopy cetn ViPNet ¢ npocbboin paspelumnts obmeH
coobLeHNaIMU.
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IHTepdenc nporpamMmmbl 0bMeHa 3aLyeHHbIMY

COOOLLEeHNAMUA

Mprem 1 oTnpaBka cOOBLLEHN BbIMOAHAIOTCA B OKHe OnepaTUBHbIN 06MEH 3aluLeHHbIMU

COOGLIJ,EHI/ISIMI/I, KOTOpOEe npeacraBaeHo Ha ciegyrowemM puCcyHKe:

1 /7 2 /— 3 4
O3 Qﬂjﬂﬂ:muw COaBuEs AR =N E=R ~=" ‘

Ceanc  [lpaecs Eug  Crpgecs

rl.l- H (%] & = =k

Ootageime Coupadiife  JaEpLT Tadin Macuie Ilp-::epuu - =
Manyaarenn canal..,ﬂwﬂ 3 2 1 ; Lagiatisi
I H M@ Momyuatens  H.. H. Bpess nocnegnero cfmesa
1 Chent1-2 02,06, 2004 13:40:25
Nporosxon cemica:
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PucyHok 74. OkHO 0bMeHa 3aujuljeHHbIMU coobujeHuamu

Lndpamu Ha pucyHke 0603HaueHbI:

1 T[naBHOE MeHH nporpamMmmbl obmeHa 3alneHHbIMIK COO6LIJ,eHI/IFIMI/I.

2 T[laHenb NHCTPYMEHTOB. YT006bI Y4annTb Unn AO6aBI/1Tb KHOMKW Ha NMaHe/lb MHCTPYMEHTOB, B MEHHO

Bug, BbibepuTe NyHKT HacTpouTtb naHenb.

3 MaHenb Monyyatenu coobeHnin. Coaep>kUT CNUCOK NoJib30BaTeNeN, YHaCcTBYOLLMX B AaHHOM

ceaHce. NMocne OoTnpaBKn COO6LLI,eHVIH €ero Crtatyc 0To6pa>|<aeTcn C NOMOLWbKO Ciegyrownx CUMBOOB:

o O0— COO6LLI,EHI/Ie OTrNpaB/aeHO, HO eLle He AOCTaB/1eHO.

o [ — cooblueHne fOCTaBAEHO, Ha 3KpaHe NoJlyyaTens NosBUAOCL YBEJOMAEHVE O COOBLLEHUN.

o Y — coobuieHre npounTaHo NosyyaTtenem.
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o [ — coobuieHmre BbIIO NpoUNTaHO, NoNyYaTesb COBMpPaAETCA OTBETUTD.

CoobLieHns NpoHyMepoBaHbl B MopsAgKe nx oTnpaBku. KONOHKM CO cTaTycaMun OTNpaBAeHHbIX
COOOBLLLEHNI PaCcnONOXeHbl B 06paTHOM nopsjke (HaunmHas C NOCAeAHEro oTrnpaBeHHOro
coobueHuns). CoobLyeHnsa oTNPaBASIOTCA NOAb30BaTENAM, PAAOM C UMEHAMW KOTOPbIX YCTaHOBAEHbI
dnaxcku.

CTpOKa nouncka, npegHasHa4vyeHHaa anAd CbVIJ]praLI,VIVI Cnncka nonyaneneﬁ Ha naHenn CeaHchbl n Aanda
nouncka cnoe B COO6L|J.9HI/IFIX Ha NaHeaun npOTOKOI’I ceaHca. B NPOTOKOJIE C€aHCa BCe BXOXAeHUA
3aAaHHOl\/‘I CTPOKM NOUCKa OTMEYaroTCA XeNTbiM CI)OHOM.

MaHenb CoobuieHue. MpegHa3HaueHa A5 BBOAA HOBbIX COOBLLEHWN.

MaHenb MpoTokon ceaHca. Ha 3Toii NaHenn oTobpaxaeTcs ncTopus cooblueHunii (MPOoToko)
TeKyLLero ceaHca.

MaHenb CeaHcbl. CO,D,ep)KI/IT CMNCOK OTKPbITbIX CEAHCOB N KHOMKW nepexoja Mexay ceaHCamu.
OnucaHne KoNoHOK Ha naHenn CeaHcbl npueegeHoO B cne,a,yrou.l,e|7| Ta6/1|/|u,e:

KonoHka OnucaHue

-! CraTyc ceaHca:
3Hauku oTcyTcTBYHOT. CeaHC OTKPbIT, BCe coobLueHns bbinm obpaboTaHbl.

= CeaHc OTKPbIT, NONYy4Ye€HblI HOBbIE COO6LLI.eHVIH.

€3 CeaHc 3aKpbIT MHULMATOPOM, OAHAKO B CEaHCE €CTb HEMPOUNTAHHbIE
coobLeHns (3TOT 3Ha4oK oTobpaxkaeTcs, TONbKO eCNN CeaHC MHULIMMPOBaH
APYTVMM MOAb30BaTenem).

(% CeaHcC 3aKpbIT MHALMATOPOM (3TOT 3HaYOK OTOBpaXaeTcs, TONbKO ecu
CeaHC MHULMMPOBaAH APYrMM NOJIb30BaTENEM).

Ne Homep ceaHca.
Monyuyatenu CnncoK y4YacTHUKOB CeaHca.
HoBbix Yncno HoBbix (HEOH6paboTaHHbIX) COObLLEHMIA. ECIM HOBBLIX COOBLLEHNIA HET,

3TO nosae nycro.

He npouuTtaHo YUMo HenmpourTaHHbIX COOBLLEHUIA. ECM HEMPOUMTaHHBIX COOBLLEHUIA HeT,
3TO MnoJie nycTo.

Ecnvn B ceaHce ecTb HenpounTaHHble COODLLEHNS, aTPMBYTbl 3TOro CceaHca
BblAeNeHbl MOAYXMPHBIM LLUPUDTOM.

Bpems [Jata v Bpems nocnegHero coobLueHns ceaHca.
nocaeaHero
obmeHa

MoA CMMCKOM OTKPbITbIX CEaHCOB PacrooXeHbl KHOMKM lﬂl 7 lil C MOMOLLIbIO KOTOPbIX MOXHO
nepenTn K NpeaplayLLeMy Uimn K CledytoLieMy NpoCMOTPEHHOMY ceaHcy. B uctopum nepexogos
MeXAy ceaHcamu 3arnomuHaetca 10 mocnesHNX ceaHCoB, MPOCMOTP KOTOPbIX Npogoskancs 6onee 5
CeKyHA.
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OTnpaBKa COObLLEHWI

[ns obmeHa MrHOBEHHBIMU COOBLLLEHNAMMU BbIMOJHUTE CAeAYoLWME AeNCTBUS:

1 Ecnm okHo OnepaTtvBHbIN O6MEH 3alULLEHHBIMU COOBLLLEHNAMM 3aKPbITO, UTODObLI OTKPLITh €O, B
MeHto nporpammbl ViPNet MoHuTop BbibepuTe nyHKT Mpunoxenunsa > ObmeH coobeHuamu. B
OKHe 0bMeHa coobLLeHNAMU ByayT OTKPbITbI BCE HauaTble paHee CeaHchl.

2 Ytobbl HaYaTb HOBBIN CeaHC ObMeHa COOBLLEHNAMMN NN KOHPepeHUUto, B okHe OnepaTUBHbIN
06MeH 3alMLLeHHbIMY COOBLLEHNAMM BbIMOJHUTE CleAytoLLne AencTBUS:

o B meHto CeaHc BbibepuTte nyHKT HoBbIN, a 3aTeM LieskHUTe O6MeEH coobLeHnaMmn nam
KoHpepeHuus.
o B okHe Bblbop ceTeBOro ysna ykaxuTe y3/bl, C N0Jb30BaTeNsMN KOTOPbIX Bbl XOTUTE HayaTb

06MeH coobLLeHNAMU NN KOHdEpeHLIMIO. 3aTeM HaXkMUTe KHOMKY BbibpaTb.

OTKpoeTCs HOBbIV ceaHC 0bMeHa CooBLeHUAMM. ECav Bbl yKa3anu eanHCTBEHHbIA CETEBOW y3en, C
KOTOPbIM CeaHC 06MeHa COOBLLEeHUAMM yxKe Bbl HauaT, TO BMECTO HOBOTO ceaHca OTKPOeTcs
CYLLECTBYHOLLUMIA CeaHC.

MpumMeyaHue. YTo6bl HauaTb HOBbIN ceaHC 0BMeHa COOBLLEHMAMM UAN KOHbEPEHLMIO,
Bbl TaK)Xe MOXeTe BblbpaTh CETEBbIE Y3/bl B pasgese 3alulLeHHas ceTb U B
KOHTEKCTHOM MEHHO y3/10B BbI3BaTb MyHKT MocnaTte coobuieHme.

3 B okHe OnepaTuBHbIN 06MEH 3alLULLEHHBIMU COOBLLEHNAMM BbIOEpUTE CeaHC, B KOTOPbIN Bbl
XOTUTE OTMNPaBWUTb HOBbIE COOBLLEHNS.

4 Ha naHenn CoobuieHune BBeAUTE TEKCT COOOLLEHMS.

5 Haxmure kHonky OTnpaBuTb nan Knasuwy F5.

CoBer. B HacTpolikax nporpammbl 06MeHa COOBLLEHUMY MOXHO BbibpaTh, Kakoe
JelicTBME BbIMOJIHAETCA MO HaxaTuto Knasuwm Enter Ha nanenn CoobuieHune: oTnpaska
COOOLLEHMA UAN Nepexos Ha HoBYHo cTpoky. [lns atoro B nporpamme ViPNet MoHuTop
B MeHto CepBuc BbibepuTe NyHKT HacTpolika NpuaoXeHus, OTKPOETCS OKHO
Hacrpolika. B pa3gene ObmeH coobuieHusamu B rpynne HasHauntb ropsayve kaaBuLLIM
BblbepuTe Ctrl+Enter: oTnpaBka coobuyeHus, Enter: nepeBog cTpoku nav Hao6opoT.

[1prem coobLeHnI

Mo yMONYAHMIO MPU NOCTYMNEHNM HOBbIX COOBLLEHMI B 061aCTV YBEAOMAEHWIN NOSBASETCA 3HAYOK -,
TEKCT coobLleHmsa oTobpaXkaeTcs BO BCMJbIBAOLLEM OKHE Haj 061acTbio yBeAOMAEHNI. YTObbI
NpouYnTaTh HOBblE COOBLLLEHWS, BbIMOAHUTE OAHO U3 AENCTBUNA:

e LllenkHute 3Hayok '~ B 061aCTV YBEAOMAEHWIA.

e B okHe OnepaTuBHbIi 06MeH 3aluULLeHHbIMWY COOBLEeHUAMN Ha NaHeNN NHCTPYMEHTOB HaXMUTe

KHonky Mpountath “ .
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Bbl MOXKeTe N3MEHUTb CMOCO6 YBEAOMIEHNSI O HOBOM COOBLLLEHUN. [15 5TOro BbINOJAHNUTE Ceaytolme
JencTBUs:

1 B okHe nporpammbl ViPNet MoHutop B MeHto CepBuc BbibepunTe NyHKT HacTpoiika npuaoxeHus.

2 B okHe Hactpolika B pa3sene O6MeH coObLEeHMAMU YCTaHOBUTE UAN CHUMUTE CaeaytoLme
dnaxckn:

o yBeAOMJ’IﬂTb O npuxoae C006IJJ|eHVIﬂ nonynpospayHbiM OKHOM.

o yBeAOMﬂﬂTb O npuxoae C006IJJ|eHVIﬂ MUraHnem KHONMKM Ha nNaHenan 3ajad.
o yBeAOMﬂﬂTb O npuxoae C006IJJ|eHVIﬂ OKHOM MNMOBEepX BCEX OKOH.

o [oka3biBaTb HOBblE COOGLIJ,eHI/IiI B OTAE€/IbHOM OKHe.

Ecim dpnaxok MokasbiBaTb HOBble COOBLLEHUA B OTAE/IbHOM OKHE YCTaHOB/EH, MNPU NOAYYEHUN
coobLLeHNI OTKpOeTCs OKHO HoBble coobLueHms.

) HoBele cooBuyenna (ceanc: 1) El@

MocTynunn coobwerns oT:

OTnpasuTEnN Bpema AaTa OTBETUTE
Client 01 001 12:02:37 6 okTsbps 2009T.
Client 01 001 12:02:48 6 oxkTAbpa 2009 .

MpuHATE

CoofleHne: MpuHATE Bce

npueert! ¥aanMTe

3aKpbITh

il

D MoKasbiBaTh 3TO OKHO NOBEPX BCEX OKOH

Ceanc: 1 Client 01 001 Hoebix cooBluenwni: 2

PucyHok 75. Hosble coobuyeHus 8 omoesbHOM OKHe

B okHe HoBble coobueHns otobpaxkaeTcst CNMCOK HOBbIX COOBLLEHN B MOPsAKE MOCTYMNIEHUS.
C NOMOLLbHO KHOMOK B MPaBOM YacT OKHa Bbl MOXETE NPUHATL CoobLeHne (Toraa oHo byaeT
COXpaHeHO B MPOTOKOJe CeaHca), OTBETUTb Ha COObLLeHNe AN yaannTb ero.

OTnpaska ¢annoB 1 N1MCceM U3 NMPOrPaMMbl
OOMEHAa 3aLUMLLEHHBIMY COODLLEHMAMM

Bo Bpems ceaHca obmeHa cOObLLEHAMM Bbl MOXETE OTMPaBAATb Y4acTHMKaM ceaHca danbl 1 nucbma

< < ey j i
no 3awumuieHHomy kaHany VPN. [inga atoro ncnonbsymte kHonkyn ®ann =" 1 MucbMo w2y,
PacnoJ/Io>KeHHble Ha MaHeNn NHCTPYMEHTOB.

OTnpaBka $aloB OCyLLECTBASETCA C MOMOLLbLO NpuaoxeHna «Pannosbii 06MeH» (cM. OTnpaska
dannoB 13 nporpaMmbl 0bMeHa 3aLnLLLeHHbIMY COObLLEeHMAMMN Ha cTp. 176).
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OTtnpaBka NMCEM BO3MOXHa, TOJbKO eCNn BalleMy CEeTEBOMY y3/1y HazHaueHa posb «/lenoBas noyta» u
Ha HeM ycTaHoBaeHa nporpamma ViPNet [lenoBas noyta. YTobbl OTNPaBUTb MMCbMO, BbINOJAHNUTE
cnegyroLine AencTBus:

1 B okHe OnepaTuBHbIii 06MeH 3almLeHHbIMU coobLweHuaMN Ha naHenn CeaHcbl BbiIbepute ceaH
y4YacTHMKaM KOTOPOro Bbl XOTUTE OTAPaBUTb MUCbMO.

(o

2 Ha naHeaun n0ﬂy‘-IaTel'II/I C006IJJ,eHVIi;I Bbl6epVITe Y4YaCTHUKOB U Ha NMaHeNN MHCTPYMEHTOB Ha>XXMuUTe

kHonky Mucbmo L2,

B pesynbTate byset 3anyuieHa nporpamma ViPNet lenosasi nouta v NOABUTCA OKHO CO34aHUsA

HOBOTO NMNCbMa, B KOTOPOM B KauecTBe noJjiyyatenein OyayT ykasaHbl BbiOpaHHbIE yUaCTHUKK ceaHca.

MoapobHee o TOM, Kak CcO34aTb U OTNPaBUTb NUCbMO, CM. AoKyMeHT «ViPNet [lenosas nouta.
PykoBoacTBO nonb3oBaTensa».

MpumeyaHue. B cnvcok nosnyyatesneit HOBOro NUCbMa ByAyT BKAOYEHbI TOIbKO
|1| YUYaCTHWKM CeaHca C posbto «[lenoBas nouyta», y KOTOPbIX YCTaHOBAEHa NporpaMma
. ViPNet [lenoBas nouta. ECiM Taknx y4aCTHUKOB HET CpeAn BblIOpaHHbIX, TO OTNPaBUTb
nuceMo 6yaeT HeBO3MOXHO.

[1pekpalleHme obmMeHa CoOObLIEHNAMM

YT06bI 3aKpbITb CEaHC 0ObMeHa cOOBLEeHNAMM:
1 B okHe OnepaTtuBHbIii 06MeH 3ameHHbIMU coobweHaMn Ha naHenn CeaHcbl BbiIbepute ceaH

2 Ec/v Bbl XOTWTE COXPaHUTbL NMPOTOKOJ CeaHca B BUAE TEKCTOBOTO dalina, LeAKHUTe ceaHC NpaBow
KHOMKOWM MbILWN U B KOHTEKCTHOM MeHH0 BbibepuTte nyHKT COXpaHUTb Kak, 3aTeM yKkaxuTe daiin an
COXpaHeHUsi MPOTOKOa.

3 BbINOAHWUTE OAHO U3 AENCTBUIA:
o B meHto CeaHc BbibepuTe NyHKT 3aKpbITh.

o Haxwmure knasmwy F8.
o Ha naHenn MHCTPYMEHTOB HaXXMuWTe KHOMKY 3aKpbiTh Q
4 Tocne 3akpbiTVA ceaHc byaeT yaaneH ¢ naHenn CeaHcsbl.
Y106kl 3aKpbITh NpOrpamMmy o6MeHa 3alMLLEeHHbIMU COOOLLEHUAMM, BbIMOJHUTE OAHO U3 AEACTBUIA:

¢ B meHto CeaHc BbibepuTe NyHKT Bbixog,

e Haxmute KHOMKy 3aKpbITb o]

MpumeyaHue. Mpn NOBTOPHOM OTKPbLITMM OkHa OnepaTuBHbIA O6MEH 3aLyMLLEHHBIMU
coobLeHnAMM BCe TekyLme ceaHcbl byAyT BOCCTaHOBEHbI.
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Otnpaska nmcem nporpammbl ViPNet
/lenoBas rnouta

B coctaB nporpammHoro obecneuenus ViPNet Client Bxoaut nporpamma ViPNet Jenosas nouta,
KOTOpasi NO3BONAET OOMEHUBATLCS 3NEKTPOHHLIMUW NCbMamu B 3awuiuieHHol cetn VPN. Ecau Bawemy
CeTeBOMY Y34y Ha3HauyeHa posb «[lenoBas noyta» 1 Ha HeM ycTaHoBaeHa nporpamma ViPNet Jenosas
nouTa, Bbl MOXeTe OTNpPaBAATb MMCbMa HenocpeacTBeHHO 13 nporpaMmbl ViPNet MoHuTop. a4 atoro
BbINOJHWUTE CliedytoLLme AeACTBUS:

1 B okHe nporpammbl ViPNet MoHuUTOp Ha naHenu HaBurauum Bbibepute passen 3aliuleHHas ceTb.

2 B pasgene 3awmuieHHasn ceTb BbibepuTe CETEBOW Y3€, Ha KOTOPbI TpebyeTca OTNPaBUTb MUCbMO.
YT06bI BEIOPaTh HECKOJIBKO CETEBBIX Y3/10B, 3axkmuTe kaasumwwy Ctrl n no ouepesn wenkHWUTE HYXXHbIE
y3/1bl. YT06bI OTGUABTPOBATbL CMMCOK CETEBbIX Y3/10B, BOCMOAb3YUTECh CTPOKOM NONCKA B HUXKHEN
YyacTu pasgena 3aliMLeHHasn CeTb.

3 BbINOAHUTE OAHO U3 AENCTBUNA:

e
o Haxmute kHonky MucbMo LiZd Ha NaHeNN UHCTPYMEHTOB.

o LenkHuTe ceTeBoN y3en NpaBoOi KHOMKOW MbILUW N B KOHTEKCTHOM MEHHO BblbepuTe NyHKT
OTnpaBuTb NUCbMO.

B pe3synbTate 6yaet 3anyweHa nporpamma ViPNet lenoBas nouta 1 NosBUTCA OKHO CO3AaHMA
HOBOTO NNCbMa, B KOTOPOM B KadecTBe rnosyyatenein 6yayT ykasaHbl BblOpaHHble ceTeBble Y3bl.
MoapobHee 0 TOM, Kak cO34aTb U OTNPaBUTb MUCbMO, CM. AOKYyMeHT «ViPNet [lenoBas nourta.
PykoBogcTBO nonb3oBatens».

MpumeuaHue. B cnvcok noayyatenein HOBOro nNucbMa ByayT BKIOUYEHbI TONbKO

ceTeBble y3/ibl C PO/bIO «/lenoBas nouta», y KOTOpbIX ycTaHOBAeHa nporpamma ViPNet
[Jenosas nouta. Ecv Takux y310B HeT cpean BblIOpaHHbIX, TO OTNPaBUTL NMCbMO ByaeT
HEeBO3MOXHO.
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DanoBbI OOMeEH

C nomolwbto NpunoxeHus «dainosbln 06MeH» nosb3oBaTenn cetn ViPNet MoryT nepecbiiate 4pyr aApyry
dannbl no 3awmueHHomMy kaHany VPN. Pasmep danna ana otnpaBku He Jo/IKeH npeBblwath 2 6,
oTnpaska garnos ¢ pacwmpeHusamu dll n exe orpaHmnyeHa. ns oTnpaBky Takmx GparioB NOMeCTUTE UX B
apxmB. KpomMe 3Toro obecneumBaeTcs KOHTPOJIb UX LLeJOCTHOCTU. ECin LienoctHocTb danna npu
nepegaue 6bl1a HapyLleHa, TO AaHHbIA dan aBTOMaTUYECKM YAansaeTcs.

Mpumeyvanue. [ina Gainnos, NONyUEHHbIX OT NOAb30BaTENEN, Y KOTOPbIX YCTaHOB/IEHO
MO ViPNet Bepcnu 3.2 1 HxXe, NpoBepKa LieJIOCTHOCTM He BbINoJiHAeTcA. B okHe

®daiinoBblint 06MeH (cM. PrcyHok 76 Ha cTp. 175) ans Takux GainoBs ykasaH cTaTyc
LlenoctHocTb He noaTBepXAeHa. PelueHne 06 ncnonab3oBaHum Takoro danna
MPUHMMAETCA Ha YCMOTPEHWE NoNb3oBaTeNs.

MpunoxeHne «Pannosblii 06MeH» Bbl MOXeTe Bbi3BaTb 13 nporpammbl ViPNet MonuTop, 13
KOHTEeKCTHOro MeHto Windows mam ns nporpaMmmMbl 06MeHa 3almLeHHbIMW COOBLLLEHNAMN.

MpumeuaHue. Eciv Ha Bawem ceTeBOM Yy3/1e $alinioBbli 06MeH HeJOCTYMEH,
obpatutech k agmunHucTpatopy cetn ViPNet c npocbboi paspelunts Gpainnosblin 0O6MeH.

HTepdenc nporpammbl «PamnoBbii OOMeH»

Ans npocMoTpa NPUHATLIX U OTNpaBaeHHbIX dannos B nporpamme ViPNet MoHUTOp BbIGEpUTE MYyHKT
MeHto MpunoxkeHns > daiinosbii 06MeH. Takke OkHO «PainoBbI 0OMeH» NOABAAETCA Kax bl pa3

npwv oTnpaeke wan npueme dannos.

BHeLwHWN B1g okHa nporpamMmMbl «PainnoBbiil 06MeH» NpeACTaBAeH Ha CeAyoLWEM PUCYHKE.
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PucyHok 76. OkHo ¢alinosozo obmeHa

Lindpamn Ha prcyHke 060O3HaYeHbI:
1 [naBHOE MeHI NporpaMMel.

2 TMaHenb MHCTpyMeHTOB. C MOMOLLbO KHOMOK Ha MaHeAn MHCTPYMEHTOB MOXHO OTMNPaBUTb HOBbIN
balin, nepenTn K NPUHATBIM darinam nam yaannte Gann 13 cnucka.

YTtobbl yaanuTb v Aob6aBnTb KHOMKM Ha MaHeb MHCTPYMEHTOB, B MeHI0 Bug Bbibepute nyHKT
HactpounTtb naHens.

3 OunbTp cnucka dannos. MNpeaycMOTPEHO TPK pexkMMa OTOBpaXKeHms cnucka:
o Bce pannbi.
o [puHaTble painsbl.
o OtnpaBneHHble daibl.

4 Tpynna MpuHATbie dannbl. B 3101 rpynne otobpaxatotca daibl, NONyYeHHbIe OT NOJib30BaTeNEN
apyrux ceteBblx y3noB ViPNet.

5 Tpynna OtnpaBneHHble daiinbl. B 3101 rpynne otobpaxarotca Gpannbl, nepesaHHble NOAb30BaTENAM
Apyrmx cetebix y310B ViPNet.

6 Ccbika Ana nepexofa B narky, B KOTOPOW HaXxoAUTCA pain.

ViPNet Client 4. PykoBogcTBO nonb3osatens | 175



OTnpaska ¢pannos 13 nporpammbl ViPNet
MOHWTOP

MpumeuaHue. Pa3mep paiina Ansa oTnpaBky Mo 3aLLMLLEHHOMY KaHay He JOJIXKeH NpeBbiwaTb

2T6.

YTtobbl OTNPaBuTh daiia No 3aliMLLeHHOMY KaHay, BbINMOJHNATE Clefytolme AenCTBUs:

1
2

B nporpamme ViPNet MoHUTOp Ha naHenn HaBurauumn BoibepuTe pa3gen 3awmeHHas ceTb.

Ha naHenvn npocMoTpa BbIGEPUTE OAVH MK HECKONBLKO Y3/10B, yaepkusas knasuwy Ctrl. Ytobsl
0TO6PA3NTL TONBLKO Y3/1bl, COAEPXKALLUE OMPEAENEHHbIE CUMBOJIbI, BOCMO/Ib3YNTECH CTPOKOW NMomncka
B HUXHEN YacTu paszena 3awuilueHHas ceTb.

BbinoAHWTE OAHO U3 AECTBUIA:

=
o Haxmurte KHOMKY OTI'IpaBVITb ' Ha NnaHenn MHCTPYMEHTOB.

o UWenkHuTe ceTeBOI y3en NPaBoON KHOMKOW MbILUWN U B KOHTEKCTHOM MEHHO BblGepuTe MyHKT
OTtnpaBuTb daiin.

B nossmBLLUEMCA OKHe yKaxuTe daliibl AW Nankuy, KoTopble TpebyeTcsa OTnpaBuTb, U HAXXMUTE
KHOMKY OTKpbITb.

BbibpaHHble daiinbl ByayT oTnpaBaeHbl agpecary.

Otkpoetcs okHo PalinoBbii 06MeH (cM. PucyHok 76 Ha cTp. 175), B KoTopom oTobpaykaeTcs
MHPopMaL s 06 oTnpaseHHbIX dainax U UX COCTOSHUM.

Korga oTnpaBneHHble dalinbl ByayT AOCTaBAEHbI MOyYaTeNtO, MOABUTCS YBEAOMIEHNE O AOCTaBKe.
UTobbl OTK/IIOUNTL YBEAOMJIEHWS, B OKHE COObLLeHMs ycTaHoBUTe daaxkok He nokasbiBaTh 310
coobleHne B Aa/ibHENLLEM.

Mpumeyanue. [1ns HacTPoLikun yBeAOMIEHU B okHe nporpamMmbl ViPNet MoHuTop B
MeHto CepBuc BbibepurTe NyHKT HacTpolika npuaoxXeHus v nepeiante K pasgeny
®daiinosbiil 06MeH.

OTnpaBka GanaoB 13 NPorpaMmbl OOMeHa
3aMLLEHHBIMW COODLLEHMNAMM

Ytobbl oTNpaBmnTb dalin Bo BpeMs obMeHa MrHOBEHHbIMU coobLyeHnaMY ¢ noab3osaTtensamu ViPNet,

BbINOJIHUTE CefytoLLmMe AeNCTBUA:
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B okHe OnepaTuBHbIN 06MeH 3alULLEeHHbIMU cOObLeHNAMM Ha NaHenn CeaHcbl BbIbepuTe ceaHc,
y4YaCTHMKaM KOTOPOTrO Bbl XOTUTE OTMPaBUTbL pali.

Ha nanenn Monyuatenn coobLyeHnin BoibepuTe yHaCTHUKOB M Ha MaHEAN MHCTPYMEHTOB HaXXMuTe
M —
KHonky ®ann | =,
B noasmBLuEMCA OKHe yKaxuTe dalisibl, KOTOpble TPEbyeTCa OTNPaBUTb, M HAXKMUTE KHOMKY OTKPbITb.
BbibpaHHble daiinbl ByayT oTnpaBaeHbl y4acTHUKaM CceaHca.

Otkpoetcs okHo PaiinoBbli 06MeH (cM. PucyHok 76 Ha cTp. 175), B KOTopom oTobpaxkaeTcs
UHPopmMaums 06 oTnpasieHHbIX dainax n X COCTOSHUN.

Koraa otnpas/ieHHble dalinbl ByayT 4OCTaBAEHbI MNOAyYaATENAM, NPOrPamMmMa BblAacT yBeAOMAEHUE O
focTaBke. YTobbl OTKIOUUTL YBEAOMEHMSA, B OKHE COOBLLEeHMs yCTaHOBUTE Gpaaxok He nokasbiBaTb
3TO coobuieHNe B JanbHelluemMm.

MpumeyaHue. na HaCcTPOWNKM yBeAOMAEHUI B OKHe nporpammbl ViPNet MoHuTop B
MeHto CepBuc BbibepuTe NyHKT HacTpolika NpuaoXKeHWs 1 nepenauTe K pasgeny
®daiinoBbin 06MeH.

[1puem dannos

Mpw noctynaeHnn painos ot gpyroro nonb3osatens ViPNet:

1

MporpaMmMa BblAacT coobLieHne o NPUHATOM ¢aliie, B 061aCTh yBeAOMIEHUI NOSABUTCA 3HAYOK
nporpammsl aiinoBoro obmeHa =,

j Daiinoewlii obmeH
" nonyueno -1

PucyHok 77. YeedomaeHue o npuHamom cpatine

Mpumevanue. [1ns HacTpoLikun yBeAOMIEHU B okHe nporpamMmbl ViPNet MoHuTop B
MeHto CepBuc BbibepurTe NyHKT HacTpolika npuaoxXeHus v nepeiante K pasgeny
®ainnoBblin 06MeH.

Ut06bl NPOCMOTPETH MOoNyUeHHbIe haiinbl, WeNKHUTe 3Hauok daiinosoro obmeHa = g obnactu
yBegomMmneHuni. Otkpoetcs okHo PaiinoBbin obmeH (cM. PrcyHok 76 Ha cTp. 175).

B okHe ®annoBbi 06MeH B rpynne MNMpuHAaTble ¢painbl BbibepuTe HY>XHbIN Gaii 1 BbIMOAHWUTE OA4HO
N3 AeNCTBUN:

o LWenkHute uma darna B ctonbue Pann.

»
)
=

o Haxmurte KHOMKY an/IHFITbIe ) Ha naHenan MHCTPYMEHTOB.

B HOoBOM OkHe ByaeT OTKpbITa narnka, cogep>kallas BblopaHHbIA dain.
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Y106bI NpOoCMOTpETh Palibl, MONYUYEHHbIE OT ONpeAeseHHOro noab3osaTtens cetn ViPNet:

1 B okHe nporpammbl ViPNet MoHUTOp Ha naHenn HaBurauum Bbibepute passen 3aliulieHHas ceTb.

2 B pa3sgene 3awuuieHHas ceTb BbIGepUTE CETEBON Y3€J, OT NM0J/b30BaTe/If KOTOPOro OblIN MPUHATLI

daiinbl, M HaxkmuTe KHonky MpuHATbie WS Ha NaHeAn MHCTPYMEHTOB.

B HoBOM OKkHe 6y,a,eT OTKpPbITa Mnarika, cogep>allad CI)aVI}'IbI, nocrynmewimne C Bbl6paHHOFO ceTeBoro

y3na.

MpumeyaHue. Ecnv B pa3zgene 3awmeHHas ceTb BbIbpaTb HECKO/IbKO CETEBbIX Y3/10B
W HaxaTb kKHonky MpuHATbIE, OTKPOETCA Narnka, cogepykallas nognanku ¢ Ganamu,
KOTOpble OblAN MNONyYeHbl OT pa3Hbix nosb3osaTenen ViPNet.
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BbI30B BHELLIHMX MPUIOXEHMI

Mporpamma ViPNet Client nogaep>xuBaeT BbI30B BHELUHUX MPUAOXEHUW A8 YAANEHHOTO AOCTyna K
apyromy y3ny: VNC Viewer, Remote Desktop Connection, Radmin Viewer. NMogpo6bHee o paboTe ¢ 3tvimMm
nporpaMmmamm CM. pasgen 3anyck nporpamMmbl yaaneHHoro goctyna (cMm. YaaneHHas paboTta Ha ceTeBoMm
y3ne Ha cTp. 205).

MpenmyLectBo paboTbl ¢ BHeWHWMM NporpaMmmMamm B cetu ViPNet coctomT B TOM, UTO Becb Tpaduk 3TmX
nporpamMmm 3aLuymiieH KpuntorpaduyeckuMm MeToAamu.

[ns B3anmogencTeus ¢ Apyrum nosb3oBatesnem ViPNet ¢ NOMOLLbIO BHELLHErO NPUAOXKEHMS:
1 B nporpamme ViPNet MoHWTOp Ha NaHenn HaBuraumm Boibepute pasgen 3awmweHHas ceTb.

2 Ha naHenn npocmoTpa LWeNKHUTe CETEBOM y3en NpaBoi KHOMKOW MblLK, Bbibepute NyHKT BHewHne
NporpamMmsl 1 3aTEM HY>KHYHO MpOrpammy.

BHewwHss nporpaMma 6yeT aBToOMaTMyYecky 3anyLleHa B 3aLllMLLEHHOM PeXKMe, a NoJIb30BaTENHO
BblOpaHHOro ceteBoro y3na ViPNet 6yaet npeanoxeHo NoATBEPAMTb 3anyck TOW Xe NporpaMMbl Ha
€ro KoMmnetoTepe.
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[1pOCMOTP BEO-PEeCcypCoB CETEBOTO
V313

Ecam Ha komnbtoTepe ¢ ViPNet Client yctaHoBneH Beb-cepBep wan Be6-NpuUAoXKeHWe, TO gpyrue
nonb3osatenn cetn ViPNet MOryT coeaMHUTBLCA C HAM MO 3aluLLeHHOMY KaHany. [Mpu 3ToM gocTyn K
Be6-cepBepy BO3MOXEH TONBLKO ANA Tex nonb3oBateseit cetn ViPNet, KOTOpbIM agMUHMCTPATOP CeTH
pa3peLmnn AaHHOE COefMHeHNe.

370 NO3BO/IAET peann3oBaTh 3aLUMLLEHHBIN MHTEPHET-MOPTAJ, B KOTOPbIA MOTYT ObiTb UHTEFPUPOBaHI
pa3nnyHble npuaoxeHns — CRM, CMS, 6a3bl faHHbIX U MHOToe Apyroe.

Y106bl YCTAaHOBUTb Takoe COEANHEHNE:
1 B okHe nporpammbl ViPNet MoHUTOp Ha naHenu HaBurauum Bbibepute passen 3alulieHHas ceTb.

2 Ha naHenn npocmoTpa BbibepuTte CETEBON y3e, Ha KOTOPOM OpraHN30BaH 3aLUMLLEHHbIN Be6-
nopTasn, 1 BbINOJAHUTE OLHO U3 AENCTBUN:
o Haxmute kHorky Beb-pecypc 9 Ha MaHe v UHCTPYMEHTOB.
o LlenkHuTe BbIBPaHHBIA y3en NPaBoi KHOMKOW MbILWN U B KOHTEKCTHOM MEHHO BbiGepuTe NyHKT
Web-ccbinka.

MpuMeuaHue. Eciv Bbl XOTWTE OTKPbITb BE6-MOPTan Ha ceTeBOM Yy3/e, KoTopbli aBasetcsa MAK
ViPNet Coordinator HW vnan Ha kotopom ycraHoeaeHo MO ViPNet Coordinator for Linux, To

4N AocTyna K Beb-nHTepdelicy KoopamHaTopa ¢ HUM ByaeT ycTaHoBAEHO coeanHeHune no TCP-
nopty 8080 (Hanpumep, 10.0.2.8:8080). [lns BCex ocTanbHbIX y310B Beb6-nopTanbl byayTt
oTkpbiBaTbca no TCP-nopty 80.
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O630p 0bUIMX PeCypPCOB CETEBOIO
V313

®yHkumna «O630p 06LLNX pecypcoB CETEBOrO y3/1a» NO3BOAAET OTKPbITh CETEBbIE PECYpPChl C 06LUM
focTynom Ha ceteBoM y3ne ViPNet. CoeanHeHMe ycTaHaBMBaETCS B 3aLUMLLEHHOM PeEXUME.
Y106bI OTKPLITL 06K pecypc ceTeBoro y3na ViPNet:

1 B okHe nporpammbl ViPNet MoHUTOp Ha naHenn HaBurauum Bbibepute passen 3aliuleHHas ceTb.
2 B pa3zene 3awuuieHHas ceTb BbIbeEpPUTE HYXXHbI CETEBON y3€e/ U BbINOJAHUTE OAHO U3 AENCTBUIA:

o Haxwmwure kHonky O630p 2 Ha navenu MHCTPYMEHTOB.

o LenkHnTe BbIBPaHHBIN y3en NpaBoOi KHOMKOW MbILUN Y B KOHTEKCTHOM MEHHO Bbibepute nyHKT

OTKpbITb CETEBOW pecypc.

B pesynbtate MpoBoaHmK Windows B HOBOM OKHe 0TO6pPasnT AOCTYMHbIe CeTeBble Pecypchl Ha
BbIGpaHHOM ceTeBOM Yy3ne. [MyHKT KOHTEKCTHOrO MEHIO 1 KHOMKA Ha NMaHesn UHCTPYMEHTOB JOCTYMHbI,

TONIbKO eC/In BbibpaH OAWH CEeTeBOW y3en.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens |

181



[ lpoBepKa coesiMHeHnA C CeTeBbLIM
Y3/10M

B nporpamme ViPNet MoHMTOP MOXHO NPOBEPUTb AOCTYMHOCTb U akTUBHOCTb MOJb30BaTeNel CeTEBbIX
y3n0B ViPNet. 5T0 MOXeT NoHaf06UTbCS, KOrAa HEOHXOAUMO YAO0CTOBEPUTLCS, UTO MOJb30BaTENb
HaxoAMTCs Ha CBOeM paboueM MecTe, a Ha paboyem MecTe OTCYTCTBYHOLLErO NOJb30BaTeNs HET
aKTUBHOCTW. [lnfi NPOBEPKM COEANHEHUSA C CETEBBIM Y3/1I0M HEODXOAMMO, UTODbI 3TOT Y3€1 UMEN BepCuto
MO ViPNet He Huxe 3.x.

YTobbI npoBepunTb coegnHeHmne ¢ O4HUM NN HECKOJIbKUMU CETEBBbIMU Y3/1aMU ViPNet n Y3HaTb CTaTyC UX
no/ab3oBaTesen:

1 B nporpamme ViPNet MoHWTOp Ha naHenn HaBuraumun Boibepute pasgen 3almLieHHas ceTb.

2 Ha naHenn npocmoTpa Bbibepute CETEBON y3eh, COeAMHEHME C KOTOPbIM TpebyeTcs NpoBepuTb.
Y106bI BbIOpPaTh HECKOJIBKO CETEBLIX Y3/10B, 3axkmMuTe Knasuiy Ctrl u mo ouepesm WenKHUTE Hy>XKHble
y3/bl.

3 BbINoOAHWUTE OAHO U3 AENCTBUIA:
o HaxwmwuTe kHOMKy MpoBepnTbL L Ha naneu WNHCTPYMEHTOB.

o Haxmure knasumwy F5.

o LUlenkHuTe oanH 13 BbIBPaHHbIX CETEBBIX Y3/10B MPaBOW KHOMKOM MbILIN Y B KOHTEKCTHOM MEHHO
BbI6epuTe NyHKT MpoBepuTbL coeguHeHue.

OTKpOETCFI OKHO I'IpOBepKa coeanHeHud, cogepkatlee |/|H¢op|v|au,|/|ro 0o Bbl6paHHbIX CEeTEBbIX y31axX.

BHewwHW B1A okHa MpoBepka coeAnHEHUs NpeACTaB/eH Ha CIeAyoLWEM PUCYHKE:
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[ Makcwma En u... - Npozepea coeguHERNE | =[]
Main * Jdedcremn B Crnpaska
—_ 1 P ™ )
cola'p [ ]
VsEa - Cramyc AxfwBHOCTE Ha KouneoTepe  Mms cown.. Bepowa MO Bepons OC Oonaan...

) Apen Blakcus Brkropossy

Aocrynen

10 $espans 2017 r, 11:19:05

WIN-6D5E... 4303402... Microsoft ..

LAETHEHOCTE HE KORMMBRDT EpE
Hras kownmmoTepa

Beponr MO

Bepona OC

.ﬂ'DI'IU.ﬂ HATENBHD

-

ByTeipu+ Metp Hakonaeews  Hepoomyned OTeyTCT.
Myfanoe Mrope Huconaesns Hegocrynen Oreyrer...
Aaemposa Kanna Anexcad... Hepoomymen OreyreT..
HanmeHosarnme IHaueHue
¥men Apsrn Maxcum Bnemopoeny
Cramyc Aocryned

10 despans 2017 r. 11:19405
WIN-605IEBEKSAL
4.3(3.40228) RUS

Microsoft Windows 7 Enterprise Edition, 64-bit Service Pack 1 (build 7801 winTspl_gdr

Jamsecs: 1 Beera: 4

m
Bpems nponepesc 12:36:00
b— 7 —

PucyHok 78. OkHO npogepku coeOuHeHus

Lindpamn Ha prcyHke 060O3HaYeHbI:

1 T[naBHOE MeHH nporpamMmMbl NPOBEPKN COEUHEHNA.

2 T[laHenb MHCTPYMEHTOB. YT00bbI Y4annTb nnn AO6aBI/ITb KHOMKW Ha NMaHeb MHCTPYMEHTOB, B MEHHO

Bug BbibepuTe NyHKT HacTpouTb naHesnsb.

3 OcHoBHa#s naHensb. Cop,ep>|<v|T CNNCOK CeTeBbIX Y3/10B, C KOTOPbIMU BbINOAHAETCA NpoBEpKa

COeAVHEHNS.

LiseT 1 uBeToBOE BblgeneHme (GOH) MMeHM CeTeBOro y3na 0603HauatoT ero Tekyllee COCTOAHME:

LiBeT nmeHn

buonetosbii

YepHbli1 Ha 3e/1eHO

YepHbIn

M ¢doHe

CocrosHuMe ceTeBOro y3na

CeTeBoM y3en AocTyneH, HO nocnegHune 15 MUHYT
nonb30BaTeslb He NPOABAAN aKTUBHOCTU Ha
KOMMbOTepe.

CeTeBOM y3e AOCTYNEH Y NONb30BaTeNb
NPOABASA aKTUBHOCTb 3a nocieaHue 15 MuHyT

CeTeBol y3en B AaHHbIVI MOMEHT He NOAKNHYEH K
ceTn.
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o Ytobbl NOCMOTPETL NOAPOLHYH MHOOPMALMIO O CETEBOM Yy3/1€ B OTAE/IbHOM OKHE, BbINOJHWTE

OJIHO 13 AEeNCTBUNA:

o [lBaxAbl WENKHUTE HY>KHbIA CETEBOW Yy3en.

v -
L] Bb|6ep|/|Te ceTeBou y3es 13 Cnncka N HaXxXMunTe KHOMKY CBoMncTBa Ha NaHenun

WNHCTPYMEHTOB.

e  BbibepuTe ceTeBOW y3en U3 cnncka 1 HaxxmuTe Kaasuwy F3.

Otkpoetcs okHo CBoiicTBa y3na.

% CeolicTea y3na

Wridopraws o ctaTyce y3na Aproan Makcnm Buktoposny:

Crartyc focTyneH

AKTHMEHOCTE Ha KOMNBIOTEpE 7 despana 2013 r, 14:23:27

MMa KomnbtoTepa Win7

Bepaua MO 4.0.0 (15330) - 3.02 (672) - 3.03 (15330) RUS
Bepaa OC Microsaft Windows 7 Ultimate Edition {build

7600.win7_rtm.030713-1255), 32-bit

(=]l & s

PucyHok 79. lModpobHas uHgpopmayus o cmamyce cemegozo y3aa

o YTtobbl OTNPaBUTL Ha OAWH U3 CETEBLIX Y3/10B

B okHe lMpoBepka coeAnHeHUs NMUCbMO

nporpammbl ViPNet [lenoBas nouta, HauaTb ceaHC 0bMeHa 3aLLMLLEHHBIMW COOBLLEHNAMN NN
BbIMOJIHUTB APYroe AeNcTBME, AOCTYMHOE B pasgene 3alueHHas CeTb, LWeKHUTE BbIOpaHHbIN
y3e/1 NPaBoOW KHOMKOW MbILWW U B KOHTEKCTHOM MEHIO BblbepuTe COOTBETCTBYHOLLNI MYHKT.

4 Cronbubl ocHoBHOW naHenw. CTaTyc ceTeBbIX Y3/10B yKa3aH B ctonbue Cratyc. OnvcaHne BO3MOXHbIX

CTaTyCcoB npmnBeaeHo B Ta6n|/|u,e HUXe.

Cratyc

[octyneH

Ceasb no VPN ecTb, HO Moay/b yripaBneHus
ViPNet He gocTtyneH

HepoctyneH

OnucaHune
EcTb noNHOLEHHasA CBA3b C CETEBBLIM Y3/10M.

Ha ceteBom y3ne MO ViPNet paboTaet
HEKOPPEKTHO, 3aLlMLLeHHas CBA3b C y3/10M byaeT
npepBaHa npwv Jtobbix OOHOBIEHUSAX B CETU.

CBA3b C CETEBbLIM Y310M OTCYTCTBYET.

B CTO.I'I6LI|e AKTUBHOCTb Ha KOMMNbrOTEPE YKa3aHO BpeEMSA I'IOCJ'IeAHEI‘/’I AKTUBHOCTW.

Y106bI OTCOopTMpPOBaTb CNNCOK MO OAHOMY U3 CTOJ

6U0B, LWeNKHWUTE 3arosoBok cTto6ua. C noMoLbto

KOHTEKCTHOIro MeHK MO>XHO YAannTb NN AO6aBI/ITb CTOﬂ6LI|bI.

5 Crpoka noucka. MNpegHasHayeHa And duabTpaLmm

OCHOBHOW naHenu (3).

CrMCcKa CeTeBbIX Y3/10B Ha OCHOBHOW naHenw (3).

MaHesnb cBOMCTB y3na. Coaep>XUT NogpobHyr MHGOPMaLMIO O CETEBOM y3/e, BbiIBPaHHOM Ha
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7 Crpoka cocToaHums.

MpumeyaHme. Mo ymonyaHuto B okHe MpoBepka coefMHEHMs He OTObpaXatoTCs

naHenb MHCTPYMEHTOB (2), CTpoka noucka (5), naHenb CBOWCTB y3na (6) u cTpoka
coctosiHua (7). ns oTobpaxkeHns 3TUX 31eMEHTOB MHTepdelica B MeHo Bug,
yCcTaHOBUTE Pa>KKM B COOTBETCTBYHOLLMX MyHKTaX.
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AIMUHNCTPATUBHbIE DYHKLINN

PaboTa c xypHanom IP-naketos

MpocmoTp cratnctukm duabtpauum IP-naketos
MpocMoTp MHPOPMaLUKN O KINEeHTe

YnpasneHune KOHPUrypaumamm nporpaMmmsl
YpaaneHHas paboTta Ha ceTeBOM y3ne

Pabota B nporpaMmMe B pexume agMuUHUCTpaTopa

Hactpowika napameTpoB 3anycka nporpammbl ViPNet Client
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Pabota ¢ xxypHanom IP-naketos

B pazgene XXypHan IP-nakeToB Ha OCHOBE Pa3/INUHbIX MapaMeTPOB Noncka MOXHO CPOpMUpPOBaTL OTUET
0 3aperncTpmpoBaHHbIX Nporpammon IP-naketax. Takne oTyeTbl MO3BOIAIOT KOHTPONMPOBATL BCE
BXOZALLME U UCXOAALLME COeANHEHNA KOMMbOTEpPA.

HacTtpovika napameTpoB nowcka IP-naketos

Ana npocmoTpa xypHana IP-nakeTos:

1 B okHe nporpammbl ViPNet MoHuTOp Bbibepute paszsen Ctatuctuka n xxypHanol > XypHan IP-

nakeTosB.

[EY viPNet Clint =
®ain  MpunoxeHwa Cepeuc  Bwg Cnpaeka
CooBueHue Mucemo OTnpaenTe MpUHATEIE MposepuTe KypHan O6zo0p Eeb-pecypc R. Desktop |

ViPNet Client
>.:.':.'3 3alMLLEHHAA CETE
> CeTesble unLTpEl
d Tpynnel 0GbeKTOB

KypHan IP-nakeTos

YKEHMTE NEPEMETPLI MOMCKE B JKypHane IP-NaKkeTos M HEKMUTE KHomky Tlonak™,

4 ;I CTaTHCTVKE W HypHans! Bpema permcTpawan IP-nakeTos: [I‘IocnenHMﬁ luac 7
=] *Kypuan IP-naketos OToBpakaTs He Bonee | 100 MOCNEAHAK 3anHcei
=] CratucTuka
Tun Tpadmka: [BECb TpafMK hé
» | i Kondurypaumum
CofibiTve: Bce IP-NakeThbl -

CBOM KOMNBHTED

IP-anpec: Bce

BHEWHEE CETEBOE YCTPORCTED

IP-anpec: Bce -
CeTesol y3en: Bce - E
MpoTokon

MpoTokon: [Br_e V] E

MpwrzHarky [PnakeTos

HanpasneHue: [J‘hoﬁoe - ] Twn agpeca: Niofoi hd

MNowck ] ’ MapameTpel No yMonyaHuo ]

Cete M2 10773 IP-agpeca: 192.168.42.139 OrHOEHAA KOHGUIypauma

PucyHok 80. Hacmpolika napamempos noucka no xypHanay IP-nakemos
2 B pa3gene XypHan IP-nakeToB 3asainTe cnegytoline napaMmeTpbl noncka:

o Bpewms perncrpauyuu IP-nakeToB, ecin TpebyeTcs orpaHNYUTb pe3ysbTaT nomcka
onpeseneHHbIM BPeMeHHbIM MHTEPBAIOM.
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o Yucno 3anuceii xxypHana. 1o ymonuyaHuo yctaHoB/eH Gaxkok OTobpaxkaTb He 6osiee 1
3aZiaHHoe KonundecTtBo 3anuncert pasHo 100. Ecam cHATb 3TOT daaxok, byayT nokasaHbl Bce
3anucuy, COOTBETCTBYIOLWME NapaMeTpaM nouncka.

o B cnucke Tun Tpaduka ykaxuTe, kakme n3 IP-naketoB HY>XHO 0TOBPa3nTb: 3aIMPPOBaHHbIE,
He3alwundpoBaHHbIE NN BCe.

o B cnuncke CobbiTne ykaxuTe A1 Novcka onpeseneHHbI TUMN Uav rpynny TMnoB cobbITUi,
koTopble ViPNet MoHnTOp conocTasaseT kaxgoMmy IP-nakety (cm. CobbiTua, oTcaexreaemble
MO ViPNet Ha cTp. 332).

o B rpynne CBoi koMmnbtoTep ykaxuTe |IP-agpec cBoero komnbroTepa.

o B rpynne BHewHee ceTeBOe YCTPOMUCTBO yKkaxuTe IP-agpec koMnbroTepa Win UMA CeTeBOro
y3na ViPNet, aBnstowerocs BTOpbIM y4acTHUKOM COEANHEHMS.

MpuMeuaHwue. 3agaBaTtb 3HaueHWsa ans obomnx noseli (IP-agpec n CeteBoi ysen) umeet

CMBIC/ B C/lyYae, eC/Iv yHacTHUK COeUHEHUs MMEeET Heckonbko IP-agpecos n
Heo6X0AMMO MONYUYNTb CTAaTUCTUKY COEAUNHEHWNI C KaKUM-IMBO KOHKPEeTHbIM |P-
afpecoM, 3aperncTpMpoBaHHbIM Ha BbIBPaHHOM yYacTHUKE.

o B cnucke Mpotokon BbibepuTe NpoToKOA Nepesayn IP-naketos, KOTopble TpebyeTcs HaUTW.

Ecam B cnincke HeT HY>KHOTO NMPOTOKO/1A, HAXMWUTE KHOMKY I Aob6aBbTe ero B okHe Cnncok
NPOTOKOJIOB.

o B rpynne MpusHaku IP-nakeToB ykaxute HanpaBaeHne nepegaun |P-naketoB 1 Ha Kakon Tvn
ajipeca OHW OTMNPaBAANNCS.

o YTO6bl BOCCTAHOBWTL HauabHble NapaMeTpbl MNOMCKa, HaXKMUTe KHoMKy MapameTpsbl no
yMOUaHUto.

3 3apgaB napameTpbl Nomcka, HaxkMuTe KHomMKy Mowmck.

MpuMeuaHue. ECiM BBINOAHUTBL MOUCK C MapaMeTpamm No yMoa4aHuto, B otyeTte byaet
noka3saHo He 6onee 100 3anunceri 06 IP-nakeTax, 3aperncTPUpPOBaHHbIX 3a NOCAeAHUN
yac.

[ 1DOCMOTP pPEe3yNbTaToB MOWMCKA

Pe3ynbTaTbl MOMCKa NakeToB C yKa3aHHbIMU napametpamm 6yayT oTobpaxeHbl B okHe XKypHan
peructpauun IP-nakeTtos.
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o/

PucyHok 81. lpocmomp xypHana IP-nakemos

Lundpamm Ha prcyHKe 0603HaYeHbI:

1 T[naBHOe MeH!O.

2 TaHenb MHCTPYMEHTOB. YTOBbI yaanuTb nan 4o6aBnTb KHOMKW Ha NaHe b MHCTPYMEHTOB, B MEHIO

Bug BbibepuTe NyHKT HacTpouTb naHens.

3 OcHoOBHas naHenb. CO,CI,ep)KVIT CMXCOK 3anuncemn KypHasaa, COOTBETCTBYHOLWLMX 3alaHHbIM NapaMeTpam

nonmcka.

o UYTtobbl NpocMOTpETL NOAPOHHYO MHPOPMaLIMIO O BbibpaHHOM IP-nakeTe B OTAE/1bHOM OKHe,

HaxxmwuTe KHonky CBoWcTBa
nakeTos.

o UT06bI HANTU NMS KOMMbHOTEPA-OTNPaBUTENAd AN NOoNayYaTenA Bbl6paHHOrO nakeTta, HaxxmMuTe

Ha rnaHenn MHCTpPyMeHTOB OkHa XKypHan peructpauum IP-

KHOTMKY Onpep,enMTb MMA KoMMnbrOTEpPa l; Ha NaHeNn NHCTPYMEHTOB NN LWENKHUTE 3anncb O
rnakete I'IpaBOI‘;I KHOMKOM MbILIN N B KOHTEKCTHOM MEHHO Bbl6epl/ITe NYHKT Onpep,enmb nmva

KOMIMblOTepa.

4 CTtonbubl OCHOBHOW NMaHenu.

Y106bI OTCopTMpOBaTb CNMNCOK MO OAHOMY U3 CTOJ'I6LI,OB, LeNIKHUTEe 3arojioBokK CTOJ'I6LI,a. C noMoulbro

KOHTEKCTHOIro MeHK MO>XHO YAannTb NN AO6aBI/ITb CTOJ'I6LI,bI.

OnvcaHve cToN6LOB NpYBEAEHO B TabvLe HUXeE.
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Tabauya 5. OnucaHue cmosabyos 0CHO8HOU naHe U

Ha3BaHue ctonbua

OnucaHue

Tun cobbiTnA

CBoucTBa naketa

Hauano nHtepBana

KoHeL, nHTepBana

MNcTouHuk

Y3en uctouHuka

IP-apgpec nctouHmka
MopT ucrouHmka

HasHaueHue

Y3en Ha3HaueHusA

IP-appec
Ha3HayeHus

MopT Ha3HaueHus
(Tun / koa ICMP)

Mpotokon

Tvnbl cOBbITUI 0603HaYAIOTCA CNEAYHOLLUMUM 3HAUKAMU:
X.— IP-nakeTbl 3a6710KMPOBaHI.

%’ — IP-nakeTsl nponyLeHsbl.

I

IP-nakeTbl OTHOCATCA K CAY>KEOHBIM COBBITUAM.

CeolicTBa IP-nakeToB 0603HaUatOTCA CAeAyHOLMMM 3HaUKaMU:
IH

4= — OTKpbITble BXOAAWME |P-nakeTbl.

T,

= — OTKpbITble ucxoaawme IP-nakeTsi.
IH

e 3awmndpoBaHHble BxoaALLme IP-nakeTbl.

ouT,

i 3awmndpoBaHHble ncxoaaiume IP-nakeTbl.

[laTta v Bpems co3gaHuna 3anmcun Ana rpynnbl O4HOTUMNHBIX IP-nakeTos
(perncrpauus nepBoro nakeTa).

MoapobHee 0 perncTpauny oAHOTUMHBIX NMAaKEeTOB B TEUEHNE
onpezeneHHOro NHTepBasia BPeEMeEHM MOXHO y3HaTb B pa3gene
Hactpolika napametpoB peructpauumu IP-nakeTos B XypHane (Ha
cTp. 195).

KoHeu, nHTepBana perncrpaumm rpynnel OAHOTUMHBIX IP-nakeToB..

EC/M Ha AaHHbIA MOMEHT MHTEpBa elle He 3aKOHUWJICS, TO B 3TOM
cTonbue ykasaHo Bpems pernctpauuy nociegHero IP-naketa 4aHHOro
Tvna. Ecan ByayT 3aperncTpupoBaHbl HOBbIE MaKeTbl 4AHHOTO TWMa,
3HauUeHVe JaHHOrO NapamMeTpa U3MEHUTCS.

Vmsa ceteBoro y3na (ans 3awwmiueHHbix y3noB ViPNet) nan IP-agpec (ans
OTKPbITbIX Y310B) OTNPaBuUTeNa nakeTa.

Wms ceTeBOro y3na oTnpasuTess naketa (TONbKO /19 3aLMLLEHHbIX
y3108B). ECv naket oTnpasieH OTKPbITbIM Y3/10M, 3TOT cTonbel, 6yaet
MyCTbIM.

IP-aapec (ecan onpesennnock) oTApaBmUTENS NakeTa.
Homep nopta oTnpaButens naketa.

Vmsa ceteBoro y3na (ans 3awmiueHHbix y3noB ViPNet) nan IP-agpec (ans
OTKPbITbIX Y310B) Noay4atens nakerta.

Nwms ceTeBoro ysna nosydartens (TONbKO ANA 3alMLLEHHbIX Y310B). Ecan
nakeT nNpejHa3Hay4eH AN OTKPbLITOro y3na, 3ToT cTonbel, byaeT nycTbiMm.
IP-agpec (ecan onpesennnock) noayyatens naketa.

Homep nopta nonyyatens nakerta.

npOTOKO)’I, Nno KOTOpOMY 6bi10 YCTaHOBJ/IEHO CcoeanHeHune.
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CobbiTne CobbITue, COOTBETCTBYHOLLEE faHHOW 3anucy. OnucaHmne cobbiTnin
cosepxnTca B npunoxeHnn Cobbitns, otcnexrsaemsle [0 ViPNet (Ha

cTp. 332).
Konnuectso KonnuyectBo ogHOTUNHBIX IP-nakeToB, crpynnMpoBaHHbIX B OAHY 3anvcb B
naketos TeyeHWe 33/;laHHOrO NHTEPBaaa BPEMEHW.
Pasmep Pasmep (B 6ainTax) Bcex IP-nakeToB, CrpynnmMpoBaHHbIX B O4HY 3anuch.

5 [MaHenb cBolicTB IP-nakeToB. COAepPXUT NOAPOOHYHO MHGOPMaLMIO O 3anucK, BbIDpaHHOM Ha
OCHOBHOW naHenu (3).

6 Crpoka coctosiHuaA. Coaep>XMT pa3mep BbIbpaHHOro naketa (MAu rpynnbl NakeTos) B balnTax,
NopsAKOBbLIA HOMEP 3anncKn B CNINCKE 1 0bLee YNCN0 HalAeHHbIX 3anmcei. Ecim Ha OCHOBHOM
naHesnu (3) BbI6paHO HECKOBKO 3arnuncen, B CTPOKE COCTOSHUA OTOBpaXkaeTcs CyMMapHbIli pa3mep
cooTBeTcTBYOLWMX IP-nakeTos.

CoBer. YT06bl ONpesennTb CyMMapHblii 06beM IP-Tpaduka, 3aperncTpupoBaHHOro Ha
ceteBoM y3ne ViPNet, BbinosHuTe nomck Bcex IP-nakeToB B XXypHane. 3aTem B OKHe
XypHan peructpaumm IP-nakeToB ¢ MOMOLLbIO coyeTaHus knasuw Ctrl+A Bbibepute
BCe 3anucy. B cTpoke cocTosHUsA BygeT nokasaH CyMMapHbIi pa3mep HalZeHHbIX IP-
MakeTos.

MpocmoTp XypHana IP-nakeToB B MHTEpHET-bpay3epe nav B
Microsoft Excel

YT0bbI 3KCNOPTUPOBATb pPe3yabTaTbl NONCKaA, B OKHE )KypHan perncrpayunmn IP-nakeTtoB LLENKHNTE MEHIO
)KypHan, a 3atemMm Bbl6epl/ITe O4WH N3 NYHKTOB!:

e [pocmoTp B Be6-6pay3epe. Tabavua ¢ pesyabTatamu nomcka byAeT oTKpbiTa B Ballem Beb-
bpayzepe. B cTpoke agpeca byzeT ykasaH nyTb K daliny oTyeTa.

e [pocmoTp B Excel. Tabanua c pesynbtatamu novcka 6yaet oTkpbIiTa B npuaoxeHun Microsoft Excel
(&7151 3TOrO NPUNOXKEHME AOJKHO BbITb YCTAHOBAEHO Ha KOMMbIOTEPE). YTOOLI COXpaHUTL 3Ty
Tabaunuy, B Microsoft Excel Bocnonb3yintecs komaHaon CoxpaHUTb Kak.

Boibop IP-naketos

YTto6bl BbIgenTb IP-nakeTbl MO OA4HOMY U3 MPU3HAKOB:
1 B okHe XypHan perncrtpauum IP-nakeToB LLeAKHUTE 3aNnCb XypHaaa NpaBon KHOMKOW MbILWN.
2 B KOHTEKCTHOM MeHHO BblbepuTe:

o Bblgenutb no IP-agpecam, utobbl BbigennTb BCe 3anucy IP-nakeToB, nMetowmx Te xe IP-agpeca,
4TO BbIGPaHHbIN NakeT, BHE 3aBUCMMOCTM OT HanpaBJ/ieHUs NakeTa 1 NopTa COeANHEHMA.
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o BblgennTb ceccuto, UTOHLI BbIAEANTL BCE 3annCK |P-NakeToB, OTHOCALLMXCS K CECCUM

BbIBpaHHOro nakerta.
o Bblgenutb WnpokoBeLaTenbHbIe, YTOObI BbIAEINTb 3aNMUCU LUIMPOKOBELLATE/IbHBIX MaKETOB.

o Bbligenutb rpynnosblie, UTOObI BbIAENTL BCE 3anncy IP-nakeToB, OTHOCALLMXCS K FPYNNOBOWA

paccblike.
o Bblaenntb cnyxebHbie, UTo6bl BLIAEANTL 3aMUCK CYXKEBHbIX COBBITUN.

3 YT10bbl CHATb BblaeneHme, B KOHTEKCTHOM MeHH Bbl6epI/ITe NYHKT OTMeHuTb BblaeneHue.

MpumeuaHue. Moga ceccrelt nogpasymeBatoTcs Bce IP-nakeTbl, nepesaBaembie MexXay
y3nom 1 v y3nom 2. Ecam coeanHeHme ocywecteasetca no npotokony TCP nan UDP, To
YUMTBIBAOTCA TakKe 1 NopTel. Hanpumep, coeamnHeHne mexay y3nom 1 v y3nom 2 no

npotokony HTTP 6yaeT cuntaTtbcs ogHom ceccuel (y3en 1 oTkpbiBaeT Be6-cTpaHuLy ¢
cepsepa IIS, yctaHoBaeHHOro Ha y3ne 2). OgHako ecan y3en 1 NogKAUNTCA K Y31y 2 MO
npoTokony FTP (ckauaet daiin ¢ FTP-cepBepa, yCTaHOBNEHHOTO Ha y3.e 2), TO 3T0 yXKe
ByaeT cumTaThCs APYron ceccuen.

Moacuet ob6bema Tpaduka

C nomMoubto XXypHana IP-naketoB MOXHO nogcumTath 06WmMiA pa3mep IP-nakeToB, ya0BAETBOPAIOLLMX

KpuTepusaMm nowucka. as storo:

1 B okHe XypHan pernctpaunu IP-naketoB B OCHOBHOW NaHeNV BblAeNNTE MHTEPECYoLL e BacC

3anncu XypHana.

UTtobbl BbigenTb Bce IP-nakeTbl, MOKa3aHHbIE B XypHaJe BOCMO/b3yhTecb KOMBUHALMEN KNaBULL
Ctrl+A.

2 B cTpoKe COCTOSIHUA 0TOBPa3nTC CyMMapHbIA pa3Mep BbleeHHbIX |P-nakeTos.

PekomeHzaummn no aHannsy OTKPbITbIX (HEWNPPOBaAHHbIX) U
3aWPpPOBaHHbIX COEAMHEHN

[LJ'IFI yAO6CTBa aHanun3a OTKPbITbIX COG,D,I/IHeHVIl‘/‘I B XypHane perncrpauunm IP-nakeToB pekomeHayeTca

nponssectn ciegyroume HaCTpOIZKMZ

1 B okHe XypHan pervctpauuu IP-nakeToB LWeKHUTE NPaBON KHOMKOW MbILW M0 JAt060My 13

3aroN0BKOB CTONHLIOB.
2 B nosBuBLUEMCS KOHTEKCTHOM MeHto BbibepuTe CBOMCTBA.
3 [nsa aHanuza:

o  OTKpbITbIX (HelwndpPOoBaHHbIX) COEANHEHNIA:

e B okHe Monsa HacTpoWiTe oTobpaxeHme chegyrowmx ctonbuos: IP-agpec nctouHuka, IP-
ajpec HasHaueHwus.
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e B OkHe Monsa ckponTe chegytowme ctonbubl: ICTOUHUK, Y3en nctouHuka, HasHaueHwue,
Y3en Ha3HaueHus.

0 3aKpbITbIX (3aWNPPOBAHHbIX) COEAVHEHWNN:

e B OkHe Monsa HacTpoliTe oToBpaxeHue cnesyrowmx cToNbL0B: Y3en UCTouHuka, Yzen
Ha3HauyeHwus.

e B okHe MNonsa ckponte cnegytowme ctonbupl: IP-agpec ucrouHmka, IP-agpec HazHaueHus.

4 [lo oKoH4YaHWuM HaCTpOI‘/’IKI/I Ha>XXMUTe KHOMKY OK ANA 3aKpbITUA OKHa U COXpaHeHnA N3MEHEeHUN nan
KHOTMKY OTmeHa ANnAa BblXO4da 6e3 COXpaHeHunA N3MEHEHNN.

Co3aHme CceTeBOro GuabTpa rnpur NPoOCMoTpe
XypHana IP-nakeTos

Ecnun TpebyeTcsa nponyckaTtb IP-nakeTbl B pamkax 3anpeLLeHHbIX COegMHEHN 1mMbo 6aokmpoBsats IP-
MakeTbl B pamKax paspeLleHHbIX COeAMHEHW, Bbl MOXETe CO34aTb CETEBON GpuAbTP Ans Takux IP-nakeTtos
npv NPOCMOTPE COEANHEHUNN B XXypHane IP-nakeToB. [lns 3TOro BbINOJHUTE CleAytolme AeiCTBUS:

1 B okHe XypHan pernctpauum IP-naketoB (cm. [TpocMoTp pe3yabTaTtos novcka Ha cTp. 188)
BblbepuTe 3anncb 0 3a610KMPOBAHHOM COEAMHEHNM, KOTOPOE JOMKHO bbiTb pa3peLleHo, Anbo
pa3spelueHHoe coeMHeHre, KOTopoe A0MKHO bbiTb 3a610KMPOBAHO.

2 llenkHuTe BbIGBPaHHYHO 3aMWCb NPaBOW KHOMKOM MbILIM U B KOHTEKCTHOM MEHHO BbiGepuTe nyHKT
Co3patb GunbTP.

B 3aBucmmocTn ot Tnna Bbl6paHHOFO coegnHeHnAa NoABUTCA OKHO CO3JaHNA:

o CDW]pra OTKprTOI7I CeTn — eCn B paMKax coegunHeHna nepegaBaincb HEBEUJVIq)pOBaHHbIe IP-
NMakeTbl.

o CDW]pra BaLLI,VILLI,eHHOl‘/‘I CETN — edJin B paMKax coeanHeHna nepegaBanncb 3aLIJI/ICprBaHHbIe IP-
NMakeTbl.

3 B pa3zenax okHa CBOWCTB ceTeBOro ouabTpa byayT aBTOMaTU4Yecku 3ajaHbl NapameTpsl,
chopMUMpOBaHHbIE U3 3aMNCK BbIBPaHHOTO coenHeHUs. [py HEOBXOAMMOCTU BHeCHTE
COOTBETCTBYHOLLME U3MeHeHMs (cM. Co3aaHune ceTeBbiXx GUALTPOB Ha cTp. 145).

4 B okHe cBOWCTBa ceTeBOro ¢uabTpa Haxkmute kHonky OK. B pe3ynbTtaTte co3gaHHbIVi GuabTp
MOSBWTCA B CMCKE CeTeBbIX GUNBTPOB.
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[ TpoCMOTP XypHana IP-nakeToB Apyroro CeTeBoro
y3/1a

Mpwn paboTe B pexunMe agMUHNCTPaTOpPa CETEBOTO y3/1a MOXKHO 3anpocuTb XypHan IP-nakeToB apyroro
ceTeBoro y3na ViPNet, c KOTOpbIM y @aHHOTO y31a eCTb CBA3b. [l 3TOro BbINOJHWTE Cleytolme

AencTBus:

1 BbINOAHWUTE BXOZA B NPOrpaMmy B pexunme agMuHmucTpaTtopa (cMm. PaboTta B nporpamme B pexunme
ajMUHMCTPaTopa Ha cTp. 212).

2 B okHe nporpammbl ViPNet MoHuTop Ha naHenun Haeuraummn Boibepute pasgen XypHan IP-nakeTos.

3 B cnucke XXypHan ceTeBoro y3na BbibepuTe CETEBON y3€J, XXypHas KOTOporo Tpebyetcs

NPOCMOTPETb. ECIM HYXXHOMO CETEBOTO Yy3/1a HeT B CNMCKe, HaXXMUTE KHOMKY L] v e okme Bbi6op
CETeBOro y3/1a yKaXuTe HYXHbIi y3en.

4 Tocne BbIGOpa CETEBOTO Y3113, XYpPHaa KOTOPOro TpebyeTcs NPOCMOTPETb, C 3TUM Yy310M byaet
YCTaHOBJIEHO COEJMHeHMeE. B ciyyae ycnewwHoro coejuHeHns nMs BbIGpaHHOro y31a NOSBUTCA B
cnvcke XKypHan ceTeBoro y3na. Ytobbl npepBaTh NPOLECC MOAKIOUEHNS, HAXXMUTE KHOMKY OTMeHa.

MpumeyaHue. 3anpoc xypHana |P-nakeToB BO3MOXEH TOJ/IbKO C CETEBOTO Y313, Ha
koTopoM yctaHoBseHo MO ViPNet Bepcum He Huxke 3.x.

CnegyeT umeTb B BMAY, YTO NpW NPOCMOTpPe XypHana IP-nakeToB gpyroro ceteBoro
y3/1a napameTpbl MOMCKa COOTBETCTBYIOT TUMY 3TOro y3/a. TO eCTb ecan B nporpamme
ViPNet Coordinator 3anpocutb >xypHan IP-nakeToB KveHTa, MOXHO yKa3aTb TOJIbKO

napamMeTpbl, 4OCTYMHbIE Ha KJINEHTaX.

5 3apante napameTpbl noucka (cM. Hactpolika napameTpoB novicka IP-naketos Ha cTp. 187) 1
HaXXmuTe KHonky Mouck.

MpumeyaHue. Ecav Bbl NpocMaTpuBaeTe XypHaa KOOPAMHATOPa, TO BMecTo rpynn CBow

KOMMbloTep 1 BHellHee ceTeBOe YCTPOWCTBO MOSABATCA rpynmnbl YcTpoicTBo <1> 1
YCTPOWCTBO <2>, rAe Bbl CMOXETE YKa3aTb CETEBbIE Y3/Ibl OTNPABUTENSA U NOAyYaTENS CETEBbIX

MakeToB.

[TooCMOTP apxmBa XypHanoB IP-naketos

ApXI/IBaLI,I/IFI >KypHaioB IP-naketos NPUMEHAETCA Anda ONTUMU3aL M Noncka no IP-naketam un ana
paynoHaibHOIo NCNOAb30BaHUA ANCKOBOIO NPOCTPaHCTBa.

HoBbIli apxnB co3gaetcs, Korga TeKyLmMin XypHa IP-nakeToB AoCTUr pasmepa, onpeseneHHoro
napameTpoM MakcumanbHbili pasmep XypHana (cMm. HacTpoiika napaMeTpoB pervctpauum IP-naketos
B >KypHane Ha cTp. 195). Ecav gaHHbIV napaMeTp ycTaHOBAEH B 3HaueHne «0», apxmBupoBaHue XypHasia

He NMpouncxoanT.
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[na npocmoTpa apxmBa XypHana |IP-nakeTos:

1 B okHe nporpammbl ViPNet MoHutop B pasgene XXypHan IP-nakeTtoB Bbibepute nogpazaen Apxve
>KYPHaN0oB 1 Aajiee apXvB C HY>XXHbIM UHTEPBANOM AaT.

MpumeuaHue. Eciv nogpasgen ApxuB XXyYpHanoB He 0ToBpaXkaeTcs, 3HaumT, CUCTEMON
He 6blJI0 CO3A4aHO HN OAHOrO apxumBa.

2 YkaxuTe napaMeTpbl MoncKa No apxmBy XypHana (cMm. HacTpoika napametpoB nowvcka IP-naketos
Ha cTp. 187).

3 PesynbTathl Noncka 6yayT otobpaxkeHsbl B okHe XKypHan pernctpauum IP-nakertos.

CoBert. YT06bI yAanuTb HeaKTyasbHble apXuBbl XXypHanoB IP-nakeTo., B nogpasgene
ApXM1B XYpHaNOB BblbepuTe OANH UM HECKOJIbKO apXMBOB U BOCMO/b3YyTECh
knasuwew Delete Ha knaBraType MM KOMaHAON YAanuTb 13 KOHTEKCTHOrO MEHHO.

Hactporika napamMetTpoBs permctpaumm IP-rnakeTtos
B XXYpHase

Y106kl HacTpoWTb NapameTpbl XypHana IP-nakeTos:
1 B okHe nporpammbl ViPNet MoHuTOp B MeHto CepBuc BbibepuTe NyHKT HacTpoiika npuaosKeHus.

2 Ha naHenn HaBuraumm okHa Hactpoiika Bbibepute pa3gen XypHan IP-naketos.

HacTpoiika @

- Ofiwwme Kypran IP-nakeros
+- SELLMILEHHER CETE

- ¥npasnerie Tpadikan MaKoMMansHKI DAsMED HYPHENE: i = MB
- TpMKNAAHEIE NPOTOKOME!
- Kypran IP-naxkeTos MaKCHManEHLI PasMED aPXMBa XKYPHaNna:! 10 = MB
- ObmMeH cooBlueHnaMA
- dainossnt obMeH PerucTpawwa IPnakeTos

PervcTpuposaTe |Bee IP-nakeTbl A

PervcTPHMpPOBaTE 0AHOTHRHEIE IP-NaKkeTb! a0 =
OAHOI 38MMCBH0 B MHTEpBane: =| =T
|:| PErMcTpMpOBaTE WMPOKOBELWETENbHbIE IP-NaKeTol

[na TCP-coeAMHEHWA PErMCTPUPOBATE TOMBKO NOPT CEpEEpa

[ QK ] I OTmeHa ‘ MpuMEHUTE

PucyHok 82. Hacmpolika napamempos xypHana IP-nakemos

3 3apjaiiTe 3HaYeHMA CeAyOLWMX NapamMeTpoB:
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o B none MakcumanbHbIN pa3zmep XypHana ykaxkute pa3Mmep >XXypHasia B Merabartax (no
ymonyaHuo — 1 M6anT). Ecim pazmep xypHana npeBbICUT YKa3aHHOE 3HaYeHWe, 3anmcun B
XPOHOIOTMYECKOM nopsazke byayT NepeHOCUTbCS B apXuB.

YTO6bI OTKNIOUNTL BeAeHME XYypHana, 3aganTte 3HadeHne 0. 3anncm o HOBbIX
3aperncTpupoBaHHbIx IP-naketax He 6yayT Aob6aBnaTbca B XXypHan. OgHako 3anucK, Co3aaHHble
[0 npucBoeHus 3HaveHns 0, byayT coxpaHeHbl.

Mpw nepBoli apxmBaLmm XypHana IP-nakeToB Ha naHenn HaBuraumm rnasHoro okHa ViPNet
MoHuTop co3paetca pasgen ApxmB XXypHanos.

o [E #ypHan IP-nakeTos
= ApXHE ¥YyPHANOB
= CeHTAbpE 2009 - OkTabps 2009
T OkTAbpe 2009 - Hosbps 2009
= Hosbpe 2009 - Hosbpe 2009
= 3 voabps 2009 r. - 4 HoRbps 2009 1.
'—13 3 HoabpA 2009 r. 7:37:52 - 4 HosAGpA 2009 r. 8:09:54

PucyHok 83: Apxue xypHana IP-nakemos

o B none MakcMmanbHbI pa3Mep apxvBa XXypHana ykaxute pasmep apxusa B Merabantax (no
ymonudaHuto — 10 M6awr). Ecnm pasmep apxvBa XypHana NpeBbICUT YKa3aHHOE 3HaueHue,
cTapble 3anucy ByayT yaanaTbCA U3 apxvBa B XPOHONOrMYECKOM NMOpPsAKe.

YTOb6bI OTKIHOUNTL NEPEHOC 3anunceli B apxuB, 3agarTe 3HaueHue 0. Of4Hako AaHHble,
MOMeLLEHHbIE B apXMB A0 NPUCBOEHMWS 3HaueHus 0, 6yayT coxpaHeHbI.

o Cnomouwpto cnvcka PernctpupoBsath ykaxuTe, Kakue |P-nakeTbl cnegyeT perncTpmpoBsaTh B
XypHane: Bce IP-naketbl v Tonbko 6noknpyemsble IP-naketsbl.

o B none PernctpmpoBatb ogHOTUMNHbIE IP-nakeTbl 04HOM 3aNnCb0 B MHTEPBae yKaxuTe
WNHTEpPBaN BPeEMEHN B MUHyTax. [10 ncreyeHnmn ykasaHHoOro nHtepsana ans IP-naketos
onpeaeneHHOro Tvna byAeT co3aaBaTbCa HOBas 3anMWcb B XXypHane.

CMmbICh faHHOTO NapamMeTpa COCTOUT B TOM, YTO MpUY PerucrTpalmm nakerta c onpegeneHHbIMm
napametrpamu (IP-agpec, NnpoTokon, NOPT 1 Tak Aanee) ANA Hero Co3aaeTcsa 3anuncb B XXypHane. B
TeueHwue yKa3aHHOro nHTepBana BpeMeHu IP-nakeTsl, KOTOpble MMetoT Te Xe IP-agpec,
NPOTOKOJ, MOPT 1 ApPYyrie napameTpbl, PErMCTPUPYIOTCA, HO 3anncy B XypHase 418 HUX He
co3gatoTca. YMcno Takmx nakeToB, 3aperncTprpoBaHHbIX B Te4eHNe MHTepPBana, yKa3aHo B
ctonbue Konnuecrso naketos B okHe XXypHan peructpauum IP-naketos.

Korpa 3agaHHbI MIHTepBan BPeMeHU UCTeKaeT, As caegytollero IP-naketa co3gaetca HoBas
3anuncb B XKypHane, faxe eciv 3TOT NakeT MMeeT napameTpbl, KOTOpbIe yXXe 3apUKCMPOBaHbI B
Apyroii 3anvcu. Ecav noctynaet nakeT Apyroro Tvna, ANs Hero Takxke CO3/aeTcs HoBas 3amnnch B
XypHane. lNocne co3gaHna HOBOW 3anncK CHOBa Ha4YMHaeTCA OTCUeT MHTepBasia BpeMeHu Ans
NakeToB C OAMHAKOBbLIMM NapameTpamMu. [laHHbI MeXxaH13M pacrnpoCTpaHAeTCA Ha BCe
peructpupyemsble IP-naketbl.

Hauano n KOHeL nHTepBajia BPEMEHU, B TeHeHne KOTOpOoro 6bln 3aperncTpmnpoBaHbl IP-
NnakeTbl, O6'bep,VIHeHHbIe O,D,HOI\/JI 3anuncbiro, yKa3saHbl B COOTBETCTBYHOLLMX CTOJ'I6LI,aX.

JaHHbIVi MexaH3M MO3BOAAET 3HaUUTENbHO COKPATUTL pa3Mep XypHasa IP-nakeTos, cOXpaHuB
ero nHGopmaT1BHOCTb. Yem 6osiblue 3aAaHHbIA MHTEPBaN BPEMEHW, TEM MeHbLLE pa3mep
XypHana. OAHaKo C yBeNMYEHNEM NHTEPBana PErMcTpaLm yMeHbLIAETCs TOYHOCTb AaHHbIX B
XypHane (HEBO3MOXHO OMpeAenuTb BPEMS PErMcTpaLMn nakeTos).
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Ecan 3apaTh HyneBoe 3HaUeHWe MHTepPBasa PErucTpaLMy NakeToB, AN KaxAoro
3apernctpupoBaHHoro IP-naketa 6yaeT co3gaBaTbcs 3anuch B XXypHane. OgHako pa3mep
XXypHasa npu 3TOM MOXET CUbHO YBeNnUYnTbCs. HyneBoe 3HaueHne nHTepBana pekomMeHayeTcs
3alaBaTb TONbKO A5 TECTUPOBAHMA N Ha KopoTkoe BpeMms. ViPNet-apaliBep MOXET XpaHUTb He
60onee 10000 3anucen xypHana. No 4OCTUXEHMM 3TOFO OrpaHnyeHus bonee cTapble 3anucu
3aMEHSATCA HOBbIMU. ECi 06MeH TpadrKOM LOCTaTOUHO MHTEHCMBEH, YacTb MHbOpMaLmnm
MoXeT 6bITb NoTepsiHa. Kpome Toro, o6paboTtka Tpadurka MOXKET 3aMeANNTbCS, TakK Kak
YBE/IMUNTCA Harpyska Ha NpoLeccop KoMmnbtoTepa.

o YcraHoBuTe pnaxok PerncrpmpoBathb WwWnpokoselatenbHble IP-nakeTbl, 4Tobbl Takve nakeTbl
duKcMpoBanuch B XXypHane.

o Yb6eputech, uTo ycTaHoBAEeH daaxkok fna TCP-coegmHeHniA perncTpnpoBaTh TO/IbKO NOPT
cepBepa. B atom cnyuae IP-naketbl npotokona TCP 6yayT rpynnvMpoBaTbCs No NopTy cepeepa
BHE 3aBMCMMOCTM OT NopTa KAneHTa.

4 YT06bI COXPaHUTL HACTPOIKKN, HaXXMUNTE KHOMKY MpUMeHUTB.
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[ToOCMOTP CTATUCTMKM DUNBTPALIMM

IP-nakeTtos

YTt0obbI NPOCMOTPETL CTAaTUCTUKY PuabTpauunm IP-naketos, B okHe nporpammsel ViPNet MoHuTop Ha

naHenn Hasuraynmn Bbl6epI/ITe pasaen Cratuctuka n XXypHanbl > Cratucrtumka.

B pazgene Ctatuctuka npeacraBaeHbl JaHHble O KOANYECTBE BXOAALLMX U ncxoaawmx IP-nakeTos,

KOTOpble BbiIv NPONYyLLEHbI WV 3a610KMPOBaHbl B COOTBETCTBUM C 3aZaHHbIMU GuabTpamu Tpaduka.

JTa MHPOpPMaLMA MOXET BbITb NMOJIE3Ha NPU NepBOHaYaNbHOW HacTponke nporpaMmmbl ViPNet MoHuTop.

Y106bI OOHYANTL CTaTUCTUKY IP-NakeToB, HaxkMuTe KHOMKY OUnCTUTh.

dann  MpunoxeHna Cepewc Bwg Cnpaeka
L
0

L

CooblWweHWe MHcEMa OTNpasnTE MpUHATEE MpoEepuTE AypHan OBzop

ViPMet Client =3 Eol 55

»

llndpoearme IP-nakeTos BxAIOUEHO

Oumcus

Beb-pecypc g
ViPNet Client
p- CraTcTika
* g JAWMLIEHHEA CETh
s gﬁ CeTeBble GUALTREI HanmeHOBaHME CTATHUCTHEN Bxogawme WMowaaune
> Tpynnel c6bekTos Mponyweno oTkpeitex IP-naketos 3466 6163
4[] Cratuctuka w xypraner  Broknposano otkpemer [P-naketos 792 32
|=] *ypnan IP-naketos
[5] Cratucvka Mpenyweno sawndpoeantb IP-naketos 76 162
» [ 3 Kondurypawwm Bnoknpoeano sawmgposaHex IP-nakeToe 2 1506
L Agmunuctpatop
Mpenyweno wupokosewatensHen IP-nakeros 331 241
Bnokupoeado wwpokoeewatensHex IP-naketos 1 0
Mponyweno 3awngpoBaHHeR WWpokoeewaTeneHbx IP-naketos 500 281
Bnoknpoeado 3amgposaHHbix LUMPoKoBELATENbHbEX IP-nakeTos 703 365

CeTe M2 10773 IP-agpeca: 192.168.42.179 VPN 1 MHTepHeT

PucyHok 84. lpocmomp cmamucmuku IP-nakemos
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[1pOCMOTP MHPOPMALIMM O KIMEHTE

Y1o6bl nonyunts nHdopmaumio o cetn ViPNet, B koTopor Haxoantcs aaHHbIn y3en ViPNet, o
noJib30oBaTese, KOTOPbIA MPOU3BEN BXOJ B MPOTrPaMMy, CBEAEHNS O COEAVHEHUSX Y3a1a U APYTyro
JLOMONHUTENBHYO MHPOPMauuto, B okHe nporpaMmbl ViPNet MoHutop Beibepute pasgen ViPNet Client.

ViPMet Client

CooBwWweHune Mucemo

ViPNet Client
> .:.D.:. JalMLLEHHEA CETE
> Cetesble unLTpEl
> Tpynne! cGbekToR
4 [5] Cratnctuka u xyprans
|=] *ypnan IP-naketoe
[5] Cratucruka
> | g Kondwrypaumn
L. Agmunuctparop

®ain  MpunoxeHua Cepeuc Bug Cnpaeka

(=]l = |ms)

L i »
we = =

OTnpaenTe MpuHATEIE MpoeepuTe KypHan O630p Beb-pecypc

S

ViPNet Client

CeTb: N 10773. Network for Suvorina

¥3en: 2A15000D CeaTuH Anekceil leoHngoBwy
Knioun BBen: Ceamvn Anexcest lNeonmaosm

Ceronxs: 10:29:17 10 aerycra 2017 r.

Baw IP-agpec: 192.168.42.179

OBles YMCN0 3EWHIWLEHHEIX YSN0S, AOCTYMHEIX

Bam: 6
YWCNo YEN0E, B AaHHGIA MOMEHT NOAKMHOYEHHEIX K i
ceTH:

CeTe M2 10773 [P-agpeca: 192.168.42.179 VPN 1 MHTepHeT

PucyHok 85. Pazden obweli uHgpopmayuu o6 y3ne ViPNet
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YnpasaeHme KoOHOUrypaumamm
MpPOrpaMmbl

KoHurypaumsa — 310 coBokynHocTb Bcex HacTpoek ViPNet MoHuTop. B pa3aene Kondurypaumm moxxHo
CO3jaTb HECKONBbKO AOMONHUTENbHBIX KOHPUIYpaLUiA U YCTaHOBUTL HY>XKHYHO B 060N MOMEHT.

Mcnonb3oBaHne HECKONbKNX KOHOUTYpaLMii MOXKET ObiTb MONE3HO B CIEAYIOLWMX CyYasiX.
MpeAnosoXuM, UTo NoANTMKa HE30MacHOCTM KOMMaHUK 3anpeLLaeT OAHOBPEMEHHO paboTaTh C
JIOKanbHbIMW pecypcamu u pecypcamu ViHTepHeta. Torga Bam cnegyet co3gatb ABe KoHbUrypauum: B
OZAHOW KOHbUIypaLumm AoaxKHa 6biTb pa3pelleHa paboTta B VIHTepHETe v 3anpeLleH AOCTyN B JIOKa/bHYHO
CeTb, BO BTOPOU KOHOUrypaLmmn fo1KHa 6biTb paspelleHa paboTa B JIOKaNbHON CETU 1 3anpeLLeH AOCTyn
B VIHTepHeT. JInbo, Hanpumep, BaM NPUXOAMTCA NEPUOAMNYECKN U3MEHSATb HACTPOWKM MOAKIOUEHUS K
3almLLeHHon ceTn. Torga ans yao6cTBa Bbl MOXKETE CO34aTb HECKOJ/IbKO KOHOUIypaL i C pasHbiMM
HacTpoWKamMWn NOAKIFOUEHUS K 3aLLULLEHHON ceTu. B sanbHenleM BaM He NoTpebyeTcs N3MEHATb
HaCTPOWKM KaX bl pas, KOraa BO3HUKHET HEOBXOAMMOCTb. ByaeT AocTaTouHO NPOCTO BbIOpaTh
KOHOUIypaLumto C HyXXHbIMW HaCTPOMKaMM.

Mpwn nepBoM 3anycke nporpammbl co3gaeTcs OCHoBHasA KOHUrypaumsa, KoTopas COAepP>XKMT HaCTPOKM
Mo yMOAYaHUIO. DTy KOHUTypaLMIo Heb3A NeperMeHoBaThb, YAaIUTb WK U3MEHNUTb ee napameTpsbl.
Takoke B nporpamme ViPNet MOHMTOP MOTyT MO YMOAYaHWUIO NPUCYTCTBOBATb CrneLMaibHble
KOHPUrypauum, npesHasHauyeHHble ana paboTbl B VIHTepHeTe: «OTKPbITbIN VIHTEpHET», «BHYTpeHH:As
ceTb» U «VHTepHeT». OnncaHmne gaHHbIX KOHOUIypaLmi NpUBEAEHO B pa3genax HuXe.

B nporpamme ViPNet MOHMTOP Bbl MOXETe BbINOJAHUTL CAeAYIOLLME AECTBUA MO YNpPaBAeHNIO
KOHbUrypaumamm:

1 Yrtobbl co3aaTh HOBYO KOHPUrypaLuto, B OkHe nporpammsl ViPNet MoHWUTOpP Ha naHenn HaBurauum
LeNKHUTe NPaBO KHOMKOW Mbllwun pa3gen KoHdurypauum n B KOHTEKCTHOM MeHHo BbibepuTe
Coszaatb KOHGUIypaumio.

4| & Kondurypauwm |

i Ocnoenan MpumennTe kongurypaunio..,

# TecTosan K CoxpaHnTe TEKYLLYH KOHGUTYPaUWHD...
Co3aate KOHGUIYPaLMID... Ctrl+N
MepenmeroBaTy F2
¥ aanuTe... Del

HacTpouTe pacnncanme..,

PucyHok 86. Co30aHue Hosol koHguypayuu

B cnucke koHdurypauni nosasutca anemeHT HoBas KoHurypaums.

MpumeyaHue. B pexrmMe agMUHUCTPaTOPa MOXHO CO3aTb KOHGUIypaLmto
nporpaMMbl 415 1060ro Nosib3oBaTeNs, 3apPerucTpPMpPOBaHHOIO Ha y3ne. B faHHOM

pexume oTobpaxaroTcs Bce KOHOUIypaLmm, co3faHHble B npoLecce paboTsl ¢
NpOrpaMMoNn, MPUYEM OHU CrPyMNMMPOBaHbI MO NOJb30BATENSM, OT UMEHW KOTOPbIX
OblNN CO3zaHbI.
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2 Ytobbl neperMeHoBaTh KOHOUIYpaLMIO, LLENKHWUTE ee MPaBol KHOMKOM MbILIN Y B KOHTEKCTHOM

MeHto BblbepuTte nyHKT MepenMeHoBaTb.

3 BbinonHwute HacTpoiky nporpammbl ViPNet MoHuTop, f06aBbTe ceTeBble PUALTPDI, KOTOPbIE HY>XKHO
NPUMEHATb B JaHHOW KOHOUrypaumw.

3aTem coxpaHuTe KoHPUrypauuto. [ns 3TOro WenkHUTe HY>KHYH KOHGUrypaumno NnpaBon KHOMKOM
MbILIWN N B KOHTEKCTHOM MeHI0 BbibepuTe NyHKT CoXpaHUTb TeKYLLLy0 KOHPUrypaumio. B okHe

NOATBEPXAEHUNA HAXKMUTE KHOMKY Ll,a.

4 Y106bI CAeNaTb aKTUBHOMN HYXXHYO KOHUIypaLuto, BbIMOJHUTE OLHO W3 AeNCTBUIA:

o LenkHnTe KOHPUrypaLmo NPaBO KHOMKON MbIWW N B KOHTEKCTHOM MEHHO Bblibepute nyHKT

MprmeHnTL KOHUTYpaLmio.

o B okHe nporpammel ViPNet MoHuTOp BbIGepuTe B MeHto ®Paiin nyHkT KoHpurypaumw.

o LenkHnTe NpaBoW KHOMKOM MbILUW MO 3HAYKY 8 & o6nactu yBeZlOM/IeHWI 1 BbibepuTe

KoHpurypauumn.

B akTMBHOWM KOHOUrypaLmmn Bce n3meHeHus nporpammsl ViPNet MoHWTOp coxpaHsatoTcs

aBTOMaTn4yecku.

Ecnv B nporpamMmMe co3saHO HECKObKO KOHbUIypaLmiA U NMpu 3TOM B HAaCTPOKKax ycTaHOBEH dhaaxok

Bbi3biBaTh OKHO Bbi6opa KOH$Urypaumm (cMm. Hactpoiika napameTpos 3anycka nporpammel ViPNet
Client Ha cTp. 225), To npwu 3anycke ViPNet MoHUTOp OTKpoeTca OKHO Bbibopa KoH$Urypaumm.

[ ViPNet Client

_;-'mﬁ‘ ) BrifepuTe KoHdurypawo, B KoTopolt Gyaet
%.'j pabotaTe ViPNet Client:

23

QcHOBHEA KoHDUr ypawa
OTKpBITE =OHE
TecToBan KoHpUrypaums 1
TecToean KoHGMrypawa 2

ViPMet Client aBToMaTHYeckK NpoaomHMT
sanyck yepes 19 cexyHa.

[7]He nokaseiEaT Gonslwe 3To oKHO

PucyHok 87. Beibop koHueypayuu npu 3anycke npo2pammel

017 TOro UTo6bI 3arpy3nTb OAHY U3 3TUX KOHOUIYpaLuii, BbibepuTe ee B CMcKe 1 HaxmuTe kHonky OK.

Ecnun B TeueHme 30 cekyHA C MOMEHTa MOsIBEHWs OKHa He ByAeT BbibpaHa HM 04Ha KoHdUrypauus,

nporpamma ViPNet MoHWTOp NpoaonkmT paboTy B OCHOBHOM KOHOUTypaLuu.

Ecin s nporpaMmmMme co3gaHo HeCKOJIbKO KOH(ZI)IApraLI,IAVI, KOTOPble NCMNONBb3YHOTCA B OornpejeneHHble

nepuoabl BpeMeHw, TO A yaob6CTBa Bbl MOXETE HacCTPOWUTb pacrnmncaHvie aBTOMaTMUYeCcKoW CMeHbI
KOHPUrypaumi (cM. Hactpolrika pacnuncanma cMeHbl KOHGUrypauuii nporpaMmmel Ha ctp. 203).
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KoHpurypauma «OTKpbITbIN VIHTEPHET»

|i| Mpumeyanue. HaunHas ¢ Bepcun MO ViPNet Administrator LLYC 4.6.3, TexHonorms «OTKpbITbIN
VHTepHeT» Ha3blBaeTCs «3alUMLLEHHbIN NHTEPHET-LLUFO3>.

Ecam K1veHT cBfizaH C KOOPAMHATOPOM, Ana KoToporo B nporpamme ViPNet LleHTp ynpaBneHns ceTbio
BK/ItOYEHa PYHKLMA cepBepa OTKPbITOro VIHTepHeTa, B cnvcke KoHdurypaumii nporpammel ViPNet
MoHuTOp NpUCyTCTBYET KOHGUrypauus «OTKpbITbI VIHTEPHET».

Ecan poctyn knmueHToB B VIHTepHeT opraHn3osaH yepes cepsep OTkpbiToro ViHtepHera:

e /115 paboTbl B 3aLLUMLLEHHON CETW YCTaHOBUTE NH0BYH0 KOHOUIYpaL Mo, KpoMe KOHbUrypaLmm
«OTKpbITbIN VIHTEPHET».

B 3TOM Ciiyuae coefuHeHve ¢ cepBepoM OTKPbITOro MIHTepHeTa yCTaHOBUTb HEBO3MOXKHO.
CnesoBaTeNbHO, HEBO3MOXHO MOJY4YUTb AOCTYN K VIHTepHeTy.

o [lnsa pabotbl ¢ pecypcamu NHTepHeTa ycTaHOBUTE KOHGUTypaumto «OTKpbITbIA VIHTEpHET».

Mpw 3arpy3ke KoHOUrypauumn «OTKpbITbIV VIHTepHET» B pa3gen CeTeBble GunbTpbl OyayT
aBTOMaTnyecku fobasneHbl GUAbTPbI Tpadumka, 3anpeLLaroLine coeguHeHme ¢ KakuMmm-ambo
ceTeBbiMM y3n1amu ViPNet, kpome cepBepa oTkpbITOro ViHTepHeTa.

Takvm 06pa3om, KNNEHT MOXET ObITb NOAKIOUEH MO0 TONBLKO K 3awnieHHor cetn ViPNet, anbo
TONbKO K VIHTepHeTy. 3TO No3BOAAET U30ANPOBATb KOMMbIOTEP, OOMEHMBAOLWMNNCA NOTEHLNaNbHO
onacHblM TpadrkoM B VIHTepHeTe, OT ocTanbHbIX Y3108 ceTn ViPNet.

KoHOUrypaumm «BHyTpeHHAA ceTb» 1 «/IHTepHeT»

Ecnn agmuHmctpatop cetn ViPNet B nporpamme ViPNet LieHTp ynpaBneHus ceTbio yCTaHOBUA Ans
nosb3oBaTenel CeTeBOro y3a ypoBeHb NoJHOMOuUMN «h», B nporpamme ViPNet MoHunTop
aBTOMaTMYeCKM COo3AatoTca ABe KOHUrypaummn: «BHyTpeHHAs ceTb» n «VIHTepHeT».

MogpobHas MHPopMaLmsa 06 YPOBHSAX MOJHOMOUMI NOAb30BaTENS COAEPXKUTCS B JOKYMEHTE
«Knaccndunkaumsa nonHomouunii. Mpunoxerne K gokymentaummn ViPNet».

KoHdurypaummn «BHyTpeHHsAsA ceTb» 1 «VIHTEepHET» UMeIoT ciedytoLie 0cObeHHOCTM:

o KoHourypaumsa «BHyTpeHHAA ceTb» NpesHa3HayeHa Ans paboTbl B 3almweHHon cetn ViPNet 1
3anpeLaet COeANHEHNS C OTKPbITbIMUN y31aMu.

Mpw 3arpy3ke 3TOM KOHPUrypaumn B pasgene PunbTpbl OTKPbITOM CETU aBTOMaTUYECKU
pobasnatoTca GuabTpbl, GrokMpytoLwme Ntobor oTKpbIThIN IP-Tpaduk, kpome naketos cny>x6el DHCP.

o KoHourypaumsa «NHTepHeT» NpeAaHasHayeHa Ana paboTbl B OTKPLITOM CeTU U 3anpeLyaert
COoeAMHEHNA C 3amiLeHHbIMK y3namm ViPNet.

Mpw 3arpy3ke 31oi KOHOUrypaumm B pasgene PnabTpbl 3alLULLEHHON CETU aBTOMaTUUeCKn
fobasnatotca GuabTpbI, Baokmpytowme ntoboin 3awmileHHbIA IP-Tpaduk.
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HacTponka pacnmcaHma CMeHbl KOHOUIYpaLMn
MpPOrpammbi

Ecnn B npouecce pabotbl B nporpamme ViPNet MoHUTOp ncnonb3yeTcs HeCKobKO KOHOUTypaLmi,
Kaxkzas 13 KOTOPbIX JOJIXKHA YCTaHaBANBATbCA B OMpejeNeHHOe BpeMms, Bbl MOXETE HaCTPOUTb
pacnvcaHve aBTOMaTM4YeCcKol CMeHbl KOHGUrypaumin. Hanpumep, aBToMatuueckas cMeHa byaet yao6Ha
B TOM C/lyyae, ec/iv BaM NEPUOANYECKM B 3aZlaHHOE BPEMSs MPUXOAUTCS MepekoYvaThcs B
KOHdUrypauuro ana pabotbl B VIHTepHeTe. B ocTanbHbIx cayyasx, Kak NpaBuio, PEKOMEHAYeTCs MeHATb

KOHGUrypaumm BpyUHyto.

HactpouTb pacnuncaHve cMeHbl KOHPUIypaLmnii MOXHO TOJIbKO B TOM C/y4ae, eCiv B MpOorpaMme co3gaHo
6onee aByx KoHdUrypaumini. OCHOBHasi KOHPUrypaLmsa 1 cneymanbHble KOHGUrypauum npu 3ToM He
YUMTbIBALOTCSA, pacnmcaHne nx yCTaHOBKM HacTPOUTb Henb3s. OCHOBHas KOHOUrypauma aBToMaTn4eckum
yCTaHaB/MBAETCA U BCTyMNaeT B AEMCTBME B TE€ NPOMEXYTKM BPEMEHM, B KOTOPbIE He AeNCTBYHOT NO
pacnvcaHuto octanbHble KoHOUrypauun. CneumanbHble KOHOUTypaLMmM MOXHO YCTaHOBUTb TO/IbKO

BPYUYHY!HO.

BHumaHue! Mpu nepeceveHnn pacnuncaHnii aBToMmatmyeckas CMeHa KOHQUrypaLuii He
/A\ rapaHTMpyeTcs. B npoLecce cocTaBneHns pacnucaHnili PEKOMEHAYETC CeANTb 3a TEM,
UTOBbI PacnUCaHNs CMeHbl KOHQUIYpaLMiA He nepecekanmchb.

UT06bl HACTPOUTbL pacnvcaHne CMeHbl KOHOUTYpaLWiA, BEINOJHUTE CeAyoLne AeACTBUSA:

1 B okHe nporpammbl ViPNet MoHUTOp Ha NaHenn HaBUraLmm WenKHUTE NPaBoil KHOMKOW MblLUK
pasgen Kondburypaunm nam ntobyto co3gaHHyo KOHOUIypaLmo 1 B KOHTEKCTHOM MeHHo BbibepuTe
nNyHKT HacTpouTb pacnucaHue.

2 B okHe Hactpoliika pacnucaHus cMeHbl KOH$Urypaumm yctaHoBute $Gaxok YcraHaBanBaTb
KOH}Urypaumnv B COOTBETCTBUM C pacnncaHnem, nocae yero jobaBbTe B CMMCOK KOHOUIypaLuum,
KoTopble TpebyeTcsa ycTaHaBAVBaTb aBTOMaTUYECKH.

Mpw gobaBneHun KoHPUrypaLmm B okHe MapamMeTpbl pacnucaHus 3ajanTe Clefyolme JaHHbIe:
o Hauano pgeicreus;

o [AnntenbHoCTb — BpeMms, B TeUeHNe KOTOPOro AO/KHA AeNCTBOBaTb KOHPUrypauus nocne
YCTaHOBKMW (KONMYECTBO YacoB);

o nOBTOpeHI/Ie — AHW HeAeNn, B KOTOPbIE AOJI>KHA YCTaHAaBAMBATbCA KOHq)I/IpraLI,MFI.
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|4 Mapametpel pacnncanng @

KoHGMUrypaLMA M BpeMa AeficTENA

KoHdmrypaLys: [Tecrosaﬂ KoHur ypaLma 2 V]
Hawano aeficrema: 18:00 - AnuTensHocTs: 03:00 s
MoBTopeHHe

() EXeaHesHD

@ EeHenensHo

[ NoveaensHik YeTeepr [[cysBata
BTopHuk NaTHWLE |:| BockpeceHbe
D Cpeaa
() EXeMecaqHo 1 uMCna
oK ] [ OTMeEHa ]

PucyHok 88. Hacmpolika pacnucaHusi cMeHbl KoHgu2ypayuli

3 Haxwmwure kHonky OK.

B pe3ynbTaTe pacnvcaHve cMeHbl KOHGUrypaumii byaeT HacTpOeHO.

L_Ej HacTpeiika pacnucanna cMedsl KoHGurypaumi EI@

YCTEHIENWMESTE KOHMMYPaLMW B COOTEETCTEMM C PACTIMCEHWMEM:

Bpema MoeTopeHHe  Kondurypawia

09:00 - 15:00 BEwegHeBHo TeCcTOBEA KOHDWYPELMA 1
00:00 - 06:00 EwenresHo TecToBas KOHGWypaLwmA 2

E 4 ,ﬂoﬁasmb...] [MsMEHMTb...] ’ YAanmMTh ]

[ OK ][ OTMeHa ]

PucyHok 89. CchopmuposaHHoe pacnucaHue cMeHbl KoHguzypayuli

YTobbI yCTaHOBKa KOHCI)I/IpraLI,I/II7I nepecraja NpPpomn3BoANTbCA aBTOMATUNYECKN B COOTBETCTBUUN C

pacnucaHveM, B okHe HacTpoiika pacnncaHua cMeHbl KOHPUrypaLmm CHUMUTE COOTBETCTBYHOLLIMIM
dnaxox.

Utobbl Mepes KaXkaon CMeHoOW KOHGUrypaLmm no pacnmMcaHno NPOU3BOAMIOCL OMOBELLEHME, B
HacTpoWikax nporpamMmsbl B pasgene MpeaynpexaeHus yctaHoBuTe ¢paaxok BeigaBaTtb
npeaynpexaeHve nepes CMeHo KOHGUrypaLmm no pacnncaHuio.
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YnaneHHas paboTa Ha CeTEBOM Y3/e

Mporpamma ViPNet MoHWTOpP NO3BOASIET MOAYUYNTb YAaNEHHbIN AocTyn K ceTeBoMy Y3y ViPNet ¢
MOMOLLbIO CAeAyroLMX BHEWHUX nporpaMm: Remote Administrator (Radmin), VNC nan Remote Desktop

Connection. YaaneHHbIn 4OCTYN K CETEBOMY Y3/ly MOXET NOTPeOOBaTLCA agMUHUCTPATOPY 3TOrO Y313,
e GU3NYECKM JOCTYN K KOMMbIOTEPY 3aTPYAHEH, AW NMO/b30BATESIO, HAaNpuMep, 415 paboTbl Ha

KOMMbIOTEPE, HaxoaaweMcs B opuce, U3 joma.

YTobbI 3anyCcTnTb NporpamMmy yaaieHHoOro gocryna:

1 B okHe nporpammbl ViPNet MoHuTOp Ha NnaHean HaBuraummn Bolbepute pasgen 3alumieHHas CeTb.

2 LenkHnTe NpaBoi KHOMKOW MbILLW CETEBOW y3es, K KOTOPOMY TpebyeTcs MoAyYmnTb yaaneHHbIN

A0CTYyN, B KOHTEKCTHOM MEHHO Bbl6epI/ITe NYHKT BHewHue nporpamMmbl, 3aTemM Bbl6epI/ITe KOMaHA4y

3anycka Hy>KHOW MporpaMmebl yaaneHHOro focTyna.

)

L]

L]
)
)
£
)
0
)
L]
£
)

(]

i OTkpriTe Ctrl+E
Mankw 3
— it Beizeate VMNC Viewer...
~ ) MNocnate cooBLUeHKE... - -
. £ ¥]| Beizeate Remote Desktop Connection...
& KondepeHuna... -
_Q OtnpaeuTe dain...
g MpunaTeie aiine

=] OTnpaeuTe NUCEME,.

Q Web-cceinka

'yl OTkpeiTe ceTeBOIi pecypc

!:|_'7' MpoBEpNTE COEAMHEHME Fa
PaseepHyTs BCe Ctrl+"+"
CeepHyTb BCE Ctrl+"-"

Q; Onpenennts uma...

[E] HKypwan pernctpaunm IP-nakeTos

PucyHok 90. Bbi3os s8HewHell npo2pamme!

KomaHabl nogmMeHo BHelHWe nporpaMmbl akTVBHbI, TOJIbKO €C/IN Ha KOMMbIOTEPE YCTaHOB/EHDI
COOTBETCTBYHOLLME NMPOrpaMMbl (CM. YcTaHOBKa MporpaMmMHOro obecredeHus 4is yaaieHHOro
yrnpasaeHuns Ha cTp. 206). Kpome Toro, BbIOpaHHbI CETEBON y3eN AOKEH MMeTb HeHyeBon IP-

agpec goctyna (cM. HacTpolika focTyna K 3aliyileHHbIM y3nam Ha cTp. 100), 1 Ha 3TOM y3/1e A0MKHO
6bITb YCTAaHOB/IEHO, 3aMyLLEHO M HACTPOEHO COOTBETCTBYHOLLEE CEPBEPHOE MPOrpaMMHOe
obecneyeHue (Hanpumep, Radmin Server, VNC Server).

Mpumeyanue. MNpu ncnonb3osaHUn nporpammsl Remote Desktop ycraHoBka

nog ynpaenaeHnem OC Windows.

CepBEPHOro nNporpammMHoro obecneyeHns He Tpebyetca. C nomolybio Remote Desktop
MO>HO MOAYUNTb YAaNEHHbIV JOCTYN K toboMy ceTeBoMy y3ny ViPNet, pabotatowemy

Mpw cobarogeHnn yKkasaHHbIX YCI0BUIN OTKPOETCSH OKHO coefuHeHuns. Ecan coegnHeHne

YCTaHOBJIEHO, MOSBUTCA OKHO BBOZa Napos JOCTyna K BbibpaHHOMY y3y. [ocne ycnewHoro BBoga

napoAs OTKPOETCs OKHO C OTOBpaxeHneM paboyero cTona yAaaeHHOro CeTeBOrO y3na.
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Mpumeuanue. CregyeT UMeTb B BUAY, UTO ANs YCMELIHOTO MNOAKAHOUEHUSA K CETEBOMY

y3ny ViPNet TpebyeTcs npaBuibHO HAaCTPOUTbL UCMNOAb3YEMOE A5 YAaNeHHOro A40CTyrna

nporpaMmmMHoe obecneyeHue.

Hanpwumep, npu ncnonb3osaHum nporpammbl Remote Desktop Ha ceTeBoM y3ne, K

KOTOPOMY OCYLUECTBASETCS NMOAKAOUEHNE, AOXKHbI ObITb BbINOJHEHBI CeAyoLWwmne
HaCTpOMKM:

e B cBoONCTBax CMCTEMbI AOXKHO ObITb Pa3peLleHo yaaneHHoe NOoAKIFYEHNE K
KOMMbOTepY.

® YyeTHas 3anuUCb BHELIHEro noab3oBaTens AOIXKHa 6bITb AO6aBI'IEHa B CMNCOK
YAaN€HHbIX nosab3oBarenen.

YCTaHOBKa NpOrpaMMHOro obecnevyeHns Ans
YAANEHHOIO YrpaBaeHNs

Ecav Bbl XOTUTE yAaneHHO NoakatoYaThea K ceTeBbIM y3i1aM ViPNet ¢ NOMOLLbHO BHELLIHWX NPOrpaMm
Remote Administrator (Radmin), VNC uan Remote Desktop Connection, To ybegunTech, UTo yKasaHHble
nporpamMmbl yCTaHOB/EHbI Ha BalleM KOMMbLOTepe.

MonyunTb YCTaHOBOUHbIE KOMMIEKTbI aHHbIX MPOrPaMM Bbl MOXETE, 3arpy3uB UX CO CEAYHOLLNX
CTpaHuLL:

e Remote Administrator — co ctpanuubl Radmin http://www.radmin.com/download/. MaketT Remote
Administrator Bk1tOYaeT KJAMEHTCKYIO 1 CEPBEPHYHO YacTu.

o VNC — co ctpaHuybl RealVNC http://www.realvnc.com/download.html. Maket VNC Bkatouaet
KJIMEHTCKYHO U CEPBEPHYHO HacTu.

e Remote Desktop Connection. NMporpamma Remote Desktop Connection yctaHoBieHa MO yMOAYaHUIO
BO BCEX OnepaLmoHHbIX cuctemax Windows, B KOTOpbIX BO3MOXHa paboTta nporpamm ViPNet (cm.
CucteMHble TpeboBaHMA Ha cTp. 23). YcTaHaBAMBaTb NOAKAOUYEHUSA MOXHO C KOMMbIOTEPOB,
ncnonb3ytowmx ntobele Bepcunn ykasaHHbix OC. OfHaKo NOAKNHOHATBCA MOXHO TONBKO K
KOMMbIOTepaM, NCMOoNb3yoLWMM Bepcunn «KoprnopaTtneHas», «[podpeccnoHanbHas» u
«MakcnmanbHas». MNMogpobHas MHPopMaLmsa cogepXnTcsa Ha Beb-cainTe Microsoft
https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-
services/clients/remote-desktop-client-faq.

HacTporika TepMrHanbHOro ceprepa npm
YAANEHHOM YNpaBAeHM

Bo Bpems paboTbl B TEPMUHANABbHOW ceccnm (HanpyuMep, NPpU NOAKIOYEHUN K CepBEPY C MOMOLLLbHO
nporpammbl Remote Desktop Connection) MOXeT BO3HMKHYTb CUTyaLLMs, KOTA4a NOC/e BbIXxoAa U3
TepMUHanbHOU ceccum nporpamma ViPNet MoHMTOp aBTOMaTUUeCKM BbIFPYXXaeTca U3 NamaTu
yAaneHHoro cepeepa 1 3awmTa IP-Tpaduka otkarouaetcs. ECim 3To NponsonaeT Ha KOOPAMHATOPE, Y BCEX
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ceTeBbIx y3n10B ViPNet, ncnonbsyrowmx sToT KOOPANHATOP B KAYECTBE MEXCETEBOrO 3KpaHa UAn cepeepa
IP-aspecoB, BO3HUKHYT COOM MOAKIHOUEHMS.

37a npobaema BO3HUKAET, eCIM TEPMUHANbHBIN CepBep HaCTPOeH TakMM 06pa3om, UTOObI 3aBepLuaThb BCe
MPUNOXKEHNS MOJb30BaTENs NMOC/E ero BbIXOAa U3 TEPMUHANBHOM ceccumn. Ha pucyHKe HUXe nokasaHbl
HacTpoWikn B ocHacTke Hactpoika cny6 TepMuUHanoB, KOTOpble MPUBOAAT K HEXeNaTesibHOMY
3aBeplieHunto nporpammel ViPNet MoHuTOp.

21X
MaparseTped . | C amamep | Paspewerst
Obawe | Neporpeienans  Coawces | Cpasa | Ynsnesene spsoasue
Henanssyire STy Bxnanxy A 9o f arAayTa U
NEPENOarMONSHIE

ﬁm” 7W‘ ; NONLIOBITENR
Zaeepuwenee aTRICHENNOND Coprca |15 Mt =l

Drpaomens SETUBHOCO COMCE [ Mkorad

L L

[ omwes | Npmsesm |

PucyHok 91. HegepHble Hacmpoliku mepMuHaibHo20 cepaepa

[ns pelweHns npobaembl ciesyeT BEPHYTb BCE HACTPOMKM B COCTOSIHME MO YMOJYaHUIO, CHSB BCE
dnaxkn 3ameHUTb NapamMeTpbl NoJib3oBaTeNs.

213
Napmerpeskmeta | Corescanammep | Paspewersts

O | Napasaerpes svons MICM|WW

Mcnonesyiire STy BXAAKY ANA GETAHOSKM NADAMETDOS TAMRMAYTS
NEPENOAXMONEre

I:WWW ; 'lb’lww MNONLAICBITENR

DDLU OTRAONEOTD CEpITa I‘n'f Mg 'l
O pasaesiie aeTHEN0rD CEI0Y [uu oas vI
U pasfipiinof GEAAEAUTE CRaHES 'HAI oras ’l

™ 3apieraime napamerpel nons20saTena
Pt MDEOLELEHEAE OF PANERSHIT UM PIIPHIDE NORK MBI
& Oy, moaamn cove
€ Sevepuiae crmc

I= | Sacamaire: napsaerpo namS0ss
Papeware nepenaarmoves e
5 Or pofioro rrivatea
(ghts] N KIBIEHT

PucyHok 92. BepHbie Hacmpoliku mepMUHaabHO20 cepsepa
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MpumeuaHue. B onepaupmoHHon cucteme Windows Server 2008 R2 ciyx6bl
TEPMWHANOB Ha3blBaOTCA CNYy>K6aMW yaaneHHbIX paboumx CTONOB.

Hactporika aBToMatnyeckoro sxoaa B OC u
nporpammy ViPNet MoHnTOp

Mpv a4MUHWUCTPUPOBAHWM YAaNeHHbIX KOMMbIOTEPOB WM KOMMbHOTEPOB, GU3NUECKMIA OCTYN K KOTOPbIM
3aTpyAHeH, BO3HUKAET HEOHXOAMMOCTb MOC/IE Nepe3arpy3ku BbIMOIHATL aBTOMaTUYECKUA BXOA B

onepaumoHHYr cucteMy v 3anyck nporpammbl ViPNet MoHutop.

[ns HacTpPOWKM aBTOMATUYECKOro BXOAa B CMCTEMY U 3anycka nporpammbl ViPNet MoHWTOp, BbINOAHUTE

Ha CceTeBOM y3ne cnegyrouimne Ael\/’ICTBI/IﬂI

1 HactpoiTte napameTpbl aBTomaTuyeckoro sxoga B OC Windows (cM. HacTpolika aBToMatnyeckoro
Bxoga B OC Windows Ha cTp. 208).

2 B nporpamme ViPNet MoHuTOp:!

o HacTtpolite napameTpbl COXpaHeHWs Naposis NPy BXOAe B Mporpammy. [ns atoro BonamTe B
nporpamMmy B pexxvme agMuHucTpatopa (cM. PaboTa B mporpamme B pexumMe aZMyHUCTpaTopa
Ha cTp. 212). B meHto CepBuc BbibepuTe NyHKT HacTpoiika napameTpoB 6e30nacHOCTM 1 B
MOSIBUBLUEMCS OKHE Ha Bk/iagke AZMUHMCTpaTop ycTaHoBuTe diaxkok Paspewnts coxpaHeHuve
napons B peectpe (cCM. JonosiHUTeNbHbIE HACTPOKN NapamMeTpoB 6e3onacHoCT Ha cTp. 219).

MprmeyaHue. MNogpasymesaeTca, UTO Ha yAaN€HHOM y3/1e UCMOAb3yeTca
ayTeHTUdUKaLma noab3oBaTens no napoato (cM. Cnocobbl ayTeHTUGUKaALUN

nonb3oBatens Ha ctp. 70).

o BkarounTe onumio aBTOMaTMYECKON HAOKMPOBKM KOMMbIOTEPA NPU 3anycke NporpaMMbl (CM.
HacTtpolika napameTtpos 3anycka nporpammbl ViPNet Client Ha cTp. 225). 310 nomoxeT

npeaoTBpaTnTb HeC3HKLI,I/IOHI/IpOBaHHbII7I AOCTYyN K KOMMbHOTEPY.

BHumaHme! [laHHble HAaCTPOIKIN JO/IXKEH BbINOJHATL MO/b30BaTe b, 0bajatoLLMIA
npaeamu agMmuHuctpatopa B OC Windows. MNpu HEO6XOANMOCTU UX MOXKHO BbINMOAHUTb

B yAaJ'IeHHOVI ceccun.

B pe3ynbTaTe AN 3arpy3ku onepaumoHHOM cnucTeMbl U HULMann3auun gparisepa ViPNet He Tpebyetcs

HUKAKWX AeACTBUIA NOJb30BaTe N .

Hactponka aBToMmaTtnueckoro Bxoga B OC Windows

[ns HacTpokn aBToMatnyeckoro Bxoga B OC Windows:
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1 Haxmute couetaHme knasuw Win+R nam B MeHto Myck (Start) Bbibepute nyHKT BoinoaHnts (Run).
2 B noasuswemca okHe B none OTkpbITh (Open) BBeAWTE KOMaHAY netplwiz U HaxkMuTe KHonky OK.
3 B okHe YueTHble 3anucu nonb3osatesienn (User Accounts) BbINONHNUTE CaeaytoLine AeACTBUS:

o Ha Bknagke Monb3oBartenu (Users) B cnncke BbibepuTe Noib30BaTeNs, MO YHETHON 3anncbio
KOTOporo 6yaet BbiNoAHATbCsA Bxo4 B OC 1 cHumute dnaxok TpeboBaTb BBOA MMEHU
nonb3oBatens n napons (Users must enter a username and password to use this computer).

YueTHbIe 3anucK nonssosaTenei @

Mone30EaTENW | [lononHUTENEHD

[ CRegyrolwnii CIMCoK NCNoBSYETCA ANA NPEIOCTIENEHNA WK OTKA33
CE7) B AocTynE K BaLLEMY KOMMBIOTEDY, @ TKOKE ANA CMEHEI NAPOAEN 1
WHBIX N3paMETPOB.

| [] TpeBoeaTk BEOA MMEHKM NONL30BATENA M NAPOAA, |

Monesoearenw storo KOMNBHITEDS:

Vma nonescearens Ipynna
Administrator Appannncrpatepsr; Monbsosatenn
l,?_;User Monezoceatenn
LdoBaenTe... l [ ¥aanuTe ] I CeolcTEa

Mapone nonssceatena Administrator

Hrobbl CMEHMTE NapoAL, HEXMWTE COYETAHNE KNABALL
a CTRL+ALT+DEL w eeiGepute "CmenuTs napone”

CMEHWTE Naponk.

QK ] [ OTMEHS ] [ MPHHEHKTE ]

PucyHok 93. Hacmpolika asmomamuyeckozo exoda 8 OC Ha sksiadke Nose308amenu

o Ha Bknagke fononHutensHo (Advanced) cHumunTe draxkok TpeboBaTb HaXkaTma
CTRL+ALT+DELETE (Require users to press Ctrl+Alt+Delete).
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YueTHbIie 3anucK nonssoeaTenen @

NMonszoeatenn | AononHuTensHo

Maponw

Bei MOXETE YNPAENATE XPAHALLWMWCA HA 3TOM KOMOBHOTEDE N3P O0NAMK.

¥npaeneHne naponamMmn

,ﬂ,DI’IDJ’IHMTEJ'IbHDE YNPasENEHNE NOAb3CEATENAMK

; AnA 4oneaHWTENBHOD YNPEEAEHIA NOAL30BATENAMK
@% WcnonesyiTe ocHacTky "flokaneHele NoABIGBATEAN W Fpynnel",

JdenonHuTENEHD

BesonacHbIf Bxoa B cucTemMy

(%) 4nA noBbILEHNA BEIONACHOCTH MOXKHO NOTPEBOBATE HAXATHA
L,/f'} couetanua knasuw CTRL+ALT+DELETE nepen sxogom B
cncTemy. 310 GyAeT rapaHTreld NoAIMHHOCT NPUTNALLEHUS
EXOA@ B CUCTEMY WM 33LUMTOR OT NPOrpamm, MMUTHDYIOLLWX BXOJ
B CHCTEMY, 4ToBBI BRIKPACTE Naponk.

| [7] TpeBoeare Hasatun CTRL+ALT+DELETE |

O ] [ OTHEHS ] [ MPUMEHTE ]

PucyHok 94. Hacmpolika asmomamudyeckozo 8xoda 8 OC Ha sksi1adke JJonosHUMeIbHO

MprmeyaHne. Ecnv KOMMbIOTEP HAXOAMTCA B AOMEHE, TO YKa3aHHble GaaxKn MoryT
OTCYTCTBOBATb MW BbITb HELOCTYMHBLIMU B COOTBETCTBUU C FPYMMNOBON NMOJANTUKOM
6e3onacHocTn. B 3ToM cnyyae ans HacTponku aBTomMatnyeckoro Bxoga B OC
noTpebyeTca NpaBKka peecTpa BPYUHY!HO.

HenpaBuibHOe pesakTupoBaHWe peectpa MOXET NPUBECTU K Hemnoiazkam B pabote
OMepaLroHHON CUCTEMBI, MO3TOMY CO3AaiiTe pe3epBHYIO KOMWO peectpa. ITo
MO3BONUT BOCCTAHOBUTbL PEECTP B C/lyUae Hernonagokx.

Ecnn HepgocTyneH dpnaxok TpeboBaTe BBOA MMEHU NOJIb30BaTeNA M NapoAs, TO B

pasfene peectpa HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon napameTpy AutoAdminLogon NPUCBONTE
3HaueHue 1 (<UCTUHa»).

Ecam HepocTyneH pnaxok TpeboBaTb Haxxatua CTRL+ALT+DELETE, To B pa3gene

peectpa
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Pol

icies\System napameTpy Disablecad npucBoKTe 3HaueHne 1 («UCTUHa»).

Mpun OTCYTCTBMM yKa3aHHbIX MapaMeTpoB CO3AalTe UX BPYYHYHO, MCMOAb3Ys TUN
DWORD.

o Haxwmute kHonky MpumenunTs (Apply).

4 B okHe ABTOMaTUueckuii Bxog B cucteMy (Automatically Log On) BBeanTte naposib 1 Haxmute
kHonky OK.
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AETOMETUHECKNA BXDA B CUCTEMY @

ByAET yKaseIBaTb MMA 1 NAP0ONL NPW BXOAE B CHcTeMy. HTobel caenats
3T0, YKaXMWTE NONL30BATENA, 0T YbEro MMEHN ByAeT BEINONHATLCA
3BTOMATUYECKMI BXOJ B CHCTEMY!

% Moo HACTPOWTE KOMMNBHTED TAK, HTO NOABICEATENAM HE HYKHO

Monezoeatent: Administrator
Mapone: [TIITY)
MogreepaeHne: T

[ ok || omen |

PucyHok 95. OkHo 8800a naposis 0415 asmomamu4yecko2o 8xoda 8 cucmemy

B pe3ynbTaTe npu nocneaytoLmx 3anyckax komnetotepa Bxog B OC 6yaeT Npon3BoANTLCA NOJ YHETHOM
3anuncblo BbIbpaHHOro Noab3oBaTens, 6e3 BBoAa Napons n HaxaTtusa covetaHus knasuw Ctrl+Alt+Delete.
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PaboTa B NporpamMmMme B pexmme
AAMUHNCTPATOPA

ObLlme cBeaeHUs

B nporpamme ViPNet MoHuTOp npeaycMoTpeHa BO3MOXHOCTb paboTsl B pexxMMe agMuHucTpatopa. B
JaHHOM peXxunmMe JOCTYMHbI CaejytoLine AoNoaAHNTENbHbIe QYHKLUW N HAaCTPOMKM:

e Pazzen AAMUHUCTpaTOP, KOTOPbIV NOSBASETCA HA NaHEAN HaBUraL MW FaBHOrO OKHa NPOrpamMMbl 1
B KOTOPOM MO>HO BbINOJHUTb AOMNOJHUTENBHYHO HacTpoliky ceTeBoro y3na ViPNet.

o XypHan cobbITUiA, cogep>kalLmii 3anncu O PasinNUHbIX AENCTBMAX, COBEPLUEHHbIX MONb30BaTENEM
WAV AMUHNCTPATOPOM (CM. MpOCMOTp >KypHana cobbiTuii Ha cTp. 221).

e Bo3moxxHOCTb NpocMoTpeTh XypHan IP-nakeToB onpeaeneHHoro ceteBoro y3na ViPNet (cm.
MpocmoTp XypHana IP-nakeToB Apyroro ceTeBOro y3na Ha crp. 194).

e Bo3MOXHOCTb MPOCMOTpPa M U3MeHeHUs KoHPUrypauuin nporpammel ViPNet MoHutop (cm.
YnpasneHune KoHGUrypaumamu nporpammel Ha cTp. 200), co3gaHHbIX BCEMW MOAb30BaTENAMM

CeTeBoro y3na.

Mpun paboTe B pexxMmMe agMUHUCTPaATOPa CHUMALOTCA BCEe OrpaHMYEHMs, Hak1aAblBaeMble YPOBHEM
NMOJIHOMOYUMNIN NOJ/Ib30BaTENS.
Y106bl BONTK B NpOrpamMmy B pexxmmMe agMuUHUCTpaTopa:

1 BbINOAHUTE OAHO U3 AENCTBUIA:

o B okHe nporpammbl ViPNet MoHuTop B MeHto ®aiin BbibepuTe NyHKT BoinTn B pexxum

agMUHUCTpPAaTOopa.

o B okHe nporpammbl ViPNet MoHuTOop B MeHto CepBuc Bbibepute nyHKT HacTpolika
napameTpoB 6e30MacHoOCTy.

B okHe Hactpoiika napameTpoB 6e€30MacHOCTU OTKPOTe BKAAAKY AAMUHUCTPATOP N HaXxKMuUTe
KHOMKy Bxoa B pexxnm agMuHucrparopa.

2 B okHe Bxog B peXvum agMUHUCTpATOpa BBEAMTE Napob agMUHUCTpaTopa ceteBoro y3na ViPNet.

Exoa B pexiam agMuHNCTpaTopa @

[apent aaMMHHCTPaTopa:

EN|

[ QK ][ OTMeHa ]

PucyHok 96. Beod naposis admuHUCMpamopa cemegozo y3ia

3 Haxmure kHonky OK.
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Ecnv BBeseH BepHbIV Napob, ByAeT BbINOAHEH Nepe3anyck NPOorpaMMbl U CTaHYT AOCTYMHbI
JOMOJIHUTENbHbIE HACTPO KM,

BHumaHme! B ceTun ViPNet, ynpasasemoi ¢ nomotubto MO ViPNet Administrator,
napoav agMUHMUCTPaTOPa A1 KaX0ro CeTeBoro ysaa cosgatorca B nporpamme ViPNet
YA0CTOBEPAIOLLMI N KNHOYEBOWN LEHTP.

[lononHuTenbHble HacTponky nporpammel ViPNet
MOHWTOP

B pexxume agMUHUCTPATOPa MOXHO HACTPOUTb Psj AOMOJHUTENBHBIX NapamMeTpoB nporpammsl ViPNet
Client. lna HacTpolikM 3TUX NapamMeTpoB:

1 BbinonHuWTe BXOA B MpOrpamMmy B pexmnme agMuHUCTpaTopa (cm. PaboTa B nporpamme B pexunme
aZMUHUCTpaTopa Ha cTp. 212).

2 B okHe nporpammsbl ViPNet Client Ha naHenun HaBuraumm BelibepuTte pasgen AAMUHMCTpaTOP.
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ViPNet Client

®avn  MpunoxeHwa CepeMc

» 58 3aLUMLLEHHER CETh

BEwg Cnpaska

- 3
s -
CoobueHne Mucemao OTNpasuTe MpuHATEE MposepuTE KypHan OBzop
ViPNet Client
AnMrHWCTpaTop

23

E

> B Ceresbie punsTpbI
> Ipynnel c6bekTos
> [£] Crammctuca u syprane
» | & Kondmrypaumn
L Agmunuctpatop

MNapaMeTpsl pecTapTa:
[ OrpaHimTE MHTEpdeiic nonssoEaTENA

DHe SKTUBWIMPOBATE 3WMTY IP-TpadkKa NPW 38rPysKe oNepaLMoHHGR
CHCTEMBI

[C1He 3anyckaTs MOHWTOP NOCNE BXOAS B ONEPALMOHHYID CUCTEMY

MapaMeTpel EE0AS Napona:

[ OfiazaTensHbIA EECA NAPONS NDW EXOAE B ONEPALMOHHYKD CUCTEMY

ObpaboTka Tpaduka

JonycTvMan pasHILLE MEXKAY BPEMEHEMA 120 =] punyTed
OTMPEBKH W MPUEMS NAKETA:
[T Brko TS MHEMEKLIO NEKETOE € XPEHEHWEN COCTOAHWA

[ BnokuposaTe IP-Tpadik NpM HEPYILEHMIA LIENOCTHOCTM CETEERIX BUNETPOS

BROKMpOBATE KOMMBHOTED!
Mp1 DE3AEACTEMM NONB30BATENA B TEHYEHNE Hesagad o (maHyT)

[T] Mpu oTKMOUEHIN YCTPORACTES aYTEHTUDMKILIM

MonuTikn BesonacHoCTi

MPUMEHATE NOAMTHKA BesonacHoCTi

Hypran cobbrmai Windows

|:| OybrvpoBaTh 3anMon o BnokuposaHHbix IP-NaxkeTax

B3aMMOASHCTEME CO CPEACTEOM SHTUBHMPYCHON SaLUMTEI
[ BnokuposaTs IP-Tpadik, EChM Ha KoMMsKoTEPE ofHaPYKEH BUDYC

Ha komMnbtoTepe AomKHa BbITE YCTAHOBNEHS M SAMYLLEHS COBMECTHMAR
MporpamMMa-aHTHEMPYC

MpumernTs Omaexa 2KypHan cobbImaii. ..

Cete N2 10773 IP-agpeca: 192.165.42.129 OtHOBEHAA KOHDUrypayma

PucyHok 97. Hacmpolika dono/iHUmebHsiX hapamMempos 8 pexxume adMuHUCmpamopa

3 [nsa nameHeHus napametpoB nporpammbl ViPNet Client cneayiite ykasaHuaM caesyowmnx pa3aenos:

o OrpaHunyeHune nHtepderica nonsvzosatens (Ha cTp. 215).

o MapameTpebl 3anycka nporpammbl Npu 3arpyske Windows (Ha ctp. 215).

o MapameTpbl 610KMPOBKN KOMMbIOTEPA (Ha CTp. 216).

o [NapameTpebl 3awmTel Tpaduka (Ha cTp. 217).

o Hacrtporika napameTtpoBs 3anucu cobbiTnii B XxypHan Windows (Ha cTp. 223).

4 Ytobbl COXPaHUTb HACTPOMKWN, HAXXMUTE KHOMKY MpnMeHnTb. YTOObI OTKa3aTbCA OT U3MEHEHWU,

HaXxMuTe KHonky OTmeHa.
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OrpaHunyeHne nHTepdenca NonbL3oBaTens

Ecnv Bbl XOTUTE OrpaHMUYNTb BO3MOXHOCTb U3MEHeHUs NapamMeTpoB nporpaMmel ViPNet MoHuTOp 1
CKpbITb MaHeNn HaBuraumu, B pasgene AgMuUHMcTpaTop yctaHosute daaxok OrpaHnumTb NHTepdeiic
nosab3oBaTens.

MpumeyaHue. Ecav ans ceteBoro y3na 3agaH creunanbHbIi YPOBEHb NMOJHOMOYMNNA 3,
AaHHBIA GNaXKOK YCTaHOBJIEH MO YMOJYAHWUIO Y €0 HEBO3MOXHO CHATb.

Ecam atoT dnaxok yctaHosseH, B nporpamme ViPNet MoHUTOp AelCTBYHOT cneaytolime orpaHuYeHus:

e B okHe nporpamMmmbl 0T06pa>|<aeTcs| TONbKO NaHeJib NMPOCMOTPa CO CNCKOM CeTeBbIX Y3/10B ViPNet.

e B meHto ®aiin OTCYTCTBYET MYHKT CMeHuTb Nonb3oBaTens, HO npv 3TOM AOCTYMHbI MYHKTbI CMeHUTb

naposib nonb3oBatens 1 CMeHWUTb cnocob ayTeHTUPMKaLUKN Nonb3oBaTens.

MyHKT KoHurypauum B meHto ®Paitn npucyTcTeyeT B TOM Cllyyae, ecv B NporpaMmMe Co3faHo
HecKo/bKO KOHdUrypauuin. C MOMOLLbO AaHHOTO MyHKTa MOXHO TOJIbKO NepektoYvaThb
KoHourypauun. MyHkTel OTkAOUMTb 3aWwmTy 1 baokmnposath IP-Tpadpuk B HeM OTCYTCTBYHOT.

e [lonb3oBaTtesnb He MMeeT BO3MOXHOCTU CO3/aBaTb HOBble KOHOUrypaummn. Ecim B pexxume
aAMUHMCTpaTOpa CeTEBOrO y3/1a byayT co3aaHbl HOBble KOHDUrypaLmm, To OHW ByayT AOCTYMNHbI
nosab3oBatento. Ecan ceteBow y3en nmeert cBA3b C CEPBEPOM OTKPLITOro VIHTepHeTa, Ha 3TOM y3ne
6yaeT AocTynHa KoHpurypaums «OTKpbITbIA VIHTEepHEeT».

e HegocTtyneH nyHKT MeHto CepBUC, B CBA3M C 3TUM HEBO3MOXXHO U3MEHEHNE, COXPaHEHWE U
BOCCTaHOB/eHMe HacTpoek nporpaMmbl ViPNet MoHUTOp, a Takke N3MeHeHMe HacTpoek
napameTpoB 6e3onacHOCTL.

MapameTpbl 3anycka nporpammbl npu 3arpyske Windows
Y106bI M3MEHWTb JOMNONHUTENbHbBIE NapaMeTpbl 3anycka nporpammbl ViPNet MoHuTtop, B pasaene
AJMUHUCTPATOP BbINOAHUTE CieAytoLmne AeNCTBUS:
e EC/n Bbl XOTUTE OTKNHOUUTD 3aWUTY Tpadurka, yCTaHOBUTE GAaKKM:
o He aKTUBU3MNpOBaTb 3aluUTy |P-Tpaq)I/1Ka npwu 3arpyske OnepaLl,MOHHOﬁ CNCTeMbl.

o He 3anyckatb MOHUTOP Nocse BXxoja B onepaymoHHYHO CUCTEMY.

B aTtom cnyuae npwu 3arpyske Windows He BygeT BbinonHeH Bxog, B nporpammy ViPNet MoHuTop, 1
No3TOMy JOCTYN K AOMEHY, 3awmeHHomy cpeacteamun ViPNet, 6yaeT HEBO3MOXXEH. 3alUyLLEHHbIE U

TYHHe/IMpyeMble CETEBbIE PecypcChbl TakKe byayT HeaoCTynHbl. BoccTaHOBUTL NoakatoueHMe K
CeTeBbIM pecypcam MOXHO BPYy4YHYHO noce 3anycka nporpammel ViPNet MoHuTOp.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens |

215



BHumaHue! He pekomeHayeTca yctaHaBanBaTb Gpaaxok He aktmBmsmpoBsatb 3awmty IP-
Tpaduka npu 3arpyske onepaLMoHHON CUCTEMbI Ha KOOPAMHATOPaX, a TakXe Ha KANeHTax,
A\ KOTOpble UMEIOT AMHaMmUeckunii IP-agpec nam AONXKHbI B3aMMOAENCTBOBATL C y31amy,
T /MeloWMMY AuHaMUYeckuii IP-agpec. B NpOTYBHOM Cyyae MOXeT 6biTb HapyLIeHO
B3aMMOJENCTBME KOOPAMHATOPOB C 3allyuLLeHHbIMM y3namu ceTn ViPNet.

Ecam Bbl XO0TUTE, UTO6BI NOCAE 3arpy3km Windows 3alumTa Tpadurka bbina BKIOYEHA, HO NporpamMma
ViPNet MoHuTOp He 3anyckanach, yctaHoBuTe Gaxkok He 3anyckaTb MOHMTOpP MoOcC/e BXoaa B
ornepauuoHHyto cucteMy. B aTom ciyuae nocne 3arpyskm Windows 6yaet 3arpy>eH tonbko ViPNet-
ApaliBep, 3almTa KOMMbIoTEpPa OyAeT akTUBHa.

Ecan Bbl XOTUTe 3aNpeTnTb NOAb30BATENAM, UMEIOL MM YUYeTHble 3anucn Ha 4aHHOM KOMMbIOTepe,
3anyckatb nporpammy ViPNet MoHWTOp BO BpeMs ceaHca yAaneHHON paboTbl (Hanpumep, ¢
nomoubto Remote Desktop), cHuMuTe dpraxok Paspelints 3anyck MOHUTOPa B YAaN€HHOWN ceccum.
Mo yMonyaHuIo 3TOT Pp1aXKOK yCTaHOBJIEH.

3Ta PyHKUMSA AOCTYMHa, TOJIbKO eC/Iv Ha KOMMbIOTEPE YCTaHOBAEHO NPOrpamMMHoOe obecrneyeHne ans
yAaneHHou paboTbl.

MprmeuaHue. Ha koMnbroTepe MOXeT HbIThb 3anyLLeH TONbKO OAWMH 3K3EMMAAP NPOrpaMMbl
ViPNet MoHnuTtop. Ecamn nporpamma 3anyLueHa B ceaHce paboTbl Apyroro nosb3oBaTens, C

nomoubto Aucnetyepa 3agav Windows 3aBepLumTe npouecc Monitor . exe, 3aTeM 3anyctute
nporpammy ViPNet MoHuTtop.

Ecam Bbl x0TUTe, UTOBLI NpW 3arpy3ke Windows nosib3oBaTesib HE MOT 0TKa3aTbCs OT 3anycka
nporpammbl ViPNet MoHuTtop, yctaHoBuTe daaxok Oba3aTenbHbIN BBOA Napos Npu BXoje B
onepauvoHHyo cuctemy. B 3Tom ciyuae B OkHe Bxoza B NporpamMmMy kHorka OTmeHa 6yaeT
HeJoCTyMHa.

MpumeyaHue. Ecam yctaHosneH daaxok He aktusnsmposatb 3awmty IP-tpadurka npm
3arpyske onepaulyoHHON cucTemsbl, NnapameTp O6sA3aTenbHbIN BBOJ Napoas npu
BXOJe B OMepaLOHHYIO CUCTEMY He YUNTbIBAETCA.

MNapameTpbl 6J1OKMPOBKN KOMMbIOTEPA

Ecan Tpe6yeTca, B pasaene A,D,MI/IHVICTpaTOp B rpynne BI'IOKI/IpOBaTb KOMMNbOTEP Bbl MOXETE N3SMEHUTb

napameTpbl 6J10KMPOBKM KOMMbIOTEpPA:

|_|pl/l OTCYTCTBUWN aKTUBHOCTW NOJIb30BATENA B TEHEHUUN ONpefeNeHHOTro BpeMeHN. ,ﬂ'flﬂ 3TOTO yKaXuTte
NpPoAO/KUTENBHOCTb UHTEPBA1a 6J'IOKI/IpOBKVI B MWHYTax B noje anI 663Aei;|CTBI/|I/I nosb3oBaTesia B
TeueHue.

Y106bI CHOBa OTK/IHOUMTb aBTOMATUYECKYHO BJOKMPOBKY KOMMbHOTEPA, YKAaXUTE 3HAUEHNE MHTEPBasa
610knpoBky, pasHoe 0. Mo yMonYaHMIO 3HaUeHWe He 3aJaHo, 6J10KMPOBKa OTK/HOYEHaA.

Mo ymonuaHuto B nporpamme ViPNet MoHWTOp BkAtOUeHa aBToMaTnyeckas 610KMpoBKa
KOMMbIOTEpa NPu OTKNHOUEHMM BHELLHEro YCTPOMCTBA, KOTOPOE 6bIN0 MCMOo/Ib30BaHO ANS
ayTeHTUdMKaLmn nonb3osaTens. ECav Bbl XOTUTe OTK/IOUMTL BAOKMPOBKY KOMMbOTEPA NPWU
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OTKNHOUEHUWN BHELLIHEro YCTPOMCTBA, CHUMUTE dnaxkok MNMpu oTkAroUeHUN ycTporcTBa
ayteHTMdunKaLuu.

BroknpoBka KOMMbrOTEPa NPY OTKAHOYEHUW YCTPOMCTBA ayTEHTUOUKALNW AeNCTBYIOT TOBLKO B
C/lydae UCnosib3oBaHWs cnocoboB ayTeHTUdMKaum «[apoab Ha YCTPOUCTBE» U «YCTPONCTBO» (CM.
Cnocobbl ayTeHTUdUKaL MK nosb3osatens Ha cTp. 70). Ecim ncnonb3yroTcs BHeLHME YCTPOKCTBa
Ecam ncnonb3ytotcsa BHelwHme ycTpolicta iButton, Smartcard Athena, Akkopa-5MX Smartcard
Athena (cM. BHelwHWe ycTpoiicTBa Ha cTp. 349), TO GyHKLMA aBTOMaTUYeCKOW 610KMPOBKN He
JevncTByeT.

YT106bI NPOAOIKMTE PaboTy NOCNe aBTOMaTUUYECKOW 610KMPOBKK, HEOBXOAMMO MOAKAHOUNTD
BHeLLHee YCTPOIMCTBO, BBECTM MapoJib nosb3osatens Windows u, He n3meHsas cnocob
ayTeHTndukaunm, eect MNH-koa 1 naponb (ecan TpebyeTcs).

BHumaHue! s cHATUS 61OKMPOBKM TPeBYeTCs MOAKIOUNTE UMEHHO TO YCTPOWCTBO,

/A\ KOTOpOE MCMOJIb30BaN0Ch ANS BXOAA B MPOrpamMmy, 1 MCMOJb30BaThb TOT XKe Crocob
ayTeHTUOUKaLMK. [PpY NOAKIOYEHWM APYroro YCTPOMCTBa UAM Bbibope Apyroro
cnocoba ayteHTUdMKALMN CHATL BAOKUPOBKY BYAET HEBO3MOXKHO.

[NapameTpbl 3awWmnThl Tpaduka

Mpun HeobxoaMMOCTU B passene AAMUHUCTPATOP Bbl MOXETE U3MEHUTb JOMNOJHUTENbHbIE NapameTpbl
3awunTbl IP-Tpagpuka:

e [lporpammHoe obecneueHune ViPNet aBTomaTnueckn 6a1okmpyeT Bxogalime IP-nakeTbl, ecan pasHuua
MeXJy BPeMEHEM UX OTMPaBKN 1 BpeMeHeM npuemMa bonblue 3aaHHOro 3HayeHus. Jelicreme
AaHHOM GYHKLMM pacnipocTpaHsaeTcs Ha ceTeBble y3bl ViPNet, ¢ KOTOpbIMU Y AaHHOTO y3/1a ecTb
€BA3b (3TU y3/bl oTOBpaXatoTca B pasgene 3awmLieHHas ceTb).

Ecam Tpebyetcs, B none flonyctumas pasHuLa MeXAy BpeMeHaMu oTnpaBKuU U Npuema nakeTa
M3MEHUTE UHTepBaa BPeMeHW MeXJy OTNPaBKoW U NPMeMOM nakeTa B MUHyTax (no ymonyaHuto 120
MUHYT).

BHumaHue! B pesynbtate AeNCTBUA faHHON QYHKLMM MOTYT BbITb 32610KMPOBaHbI
/A\ BXoAsLMe IP-nakeTbl OT CETEBbIX Y3/10B, Ha KOTOPbIX HEMPaBW/IbHO YCTaHOB/IEHO
CUCTEMHOE BpeMsi.

e YTObbI BKAHOUNTL JOMOAHUTENbHBIA aHanu3 Tpaduka no TexHonorum Stateful Packet Inspection ¢
KOHTPOJIEM MOPsAAKa YCTaHOB/IEHUS COEAUHEHWS, YCTaHOBUTE (axkoK BKkatoumTb MHCMEKuuto
NakeToB C XpaHEHUEM COCTOSAHMA.

¢ T[porpamma ViPNet neprogunyeckun npoBepseT cocTosiHve 6a3bl ceTeBbIX GUALTPOB. B cnyyae mnx
MOBPEXAEHNSA NMOSABAAETCH COOTBETCTBYHOLLEE cOObLLeHME N GUABTPbI 3aMEHAIOTCA Ha
npeaycTaHoBeHHble. YTo6bl MPU 3TOM BbINOAHAAACh aBTOMaTMyeckas 6J0KMpoBKa Tpadwka,
yctaHoBuTe dnaxok baokuposatb IP-Tpadpuk npv HapyLIEHUN LLeNIOCTHOCTY CeTEBbLIX PUIBTPOB.

e [Ipn HEOBXOAMMOCTH Bbl MOXeETE OTMEHUTb AelCTBME CeTeBbIX PUIbTPOB, OTMPABAEHHbIX B COCTaBe
noantuk 6esonacHocTu us nporpammbl ViPNet Policy Manager. Hanpvmep, BpeMeHHO OTK/IHOUUTb
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ownBOYHO OTNpaB/ieHHble Ha y3en ceTeBble GUALTPBLI. s 3TOro cHUMMTE Gaaxkok MpumeHaTb
NoANTMKKN 6e3onacHoCTy.

Mpw 3TOM ceTeBble GUNLTPbLI, KOTOPbIE BbIIN MOJYYEHbI B COCTABE MOANTUK, BYAYT CKPbITbI U
repecTaHyT NCnosb3oBaTbcs. HacTpoliku [JenoBor noutbl U MOHUTOPA, YKa3aHHbIE B MOJAUTHKE,
OCTaHyTCa HemameHHbIMK. AgmuHmctpatopy ViPNet Policy Manager 6yaeT otnpasaeHa nHpopmaums
06 OTK/IFOUEHUW NONUTUK Be30NaCHOCTM Ha BalleM y3ne.

Ecnv dnaxok MprMMeHATb NOANTMKM 6e30NacHOCTU BNOCAEACTBMMN ByAeT MOBTOPHO YCTaHOBJEH, TO
AENCTBME YXKE MPUHSATBIX MOJIMTUK U MONYYEHNE HOBbIX NOAUTMK 13 nporpammsbl ViPNet Policy
Manager 6yaeT BO306HOB/IEHO.

HacTporika 61OKMPOBKM TpaduKa rnpw
OOHaPYXeHMM BMPYCa

MpuMeuaHue. OnucaHHbI GyHKUMOHaN ByaeT AOCTYNEH, ECAN YCTaHOB/IEH MOAYNb
pacwmpeHHon dunbTpaumm (Ha ctp. 17). Kpome Toro, Ha KoMMbroTepe A0JXKHa BbITh
yCTaHoBJ/IeHa U 3anyleHa nporpammMa Kaspersky Endpoint Security 10.

[ns noBblWeHNs YpOBHS 6€30MacHOCTN Ha BalleM KOMMbHOTEPE HaCTPOWTE COBMECTHYHO paboTy
nporpammel ViPNet Client ¢ aHTMBMpycom. as 3Ttoro:

1 BbimonHuWTe BXOA B MpOrpamMmy B pexunme agMUHUCTpaTopa (cm. PaboTa B nporpamme B pexume
agMuHUCTpaTopa Ha cTp. 212).

2 B okHe nporpammbl ViPNet MoHUTOpP Ha naHenu HaBurauum Bbibepute passen AAMUHUCTPaTOP.

3 B rpynne BsaumopgeicTBue co cpesCcTBOM aHTMBUPYCHOW 3alLUThbl YCTaHOBUTE (1adKoK
BaokupoBatb IP-Tpaduk, ecnm Ha KomnbloTepe 06Hapy>XXeH BUPYC.

3atemM HaxkmuTe KHOMKY an/IMeHI/ITb.

Mpumeuanue. Eciv dpnaxok baokuposatb IP-Tpaduk, ecam Ha KomnbloTepe 06Hapy>KeH
BUPYC NpVHMMaeT 3aTeHeHHbIN Buz B, 3HaunT B JaHHBI MOMEHT OTCYTCTBYET CBA3b C
MOZY/IEM paclUnpeHHon duabTpauum. MonpobyiiTe BBINOAHUTL HACTPOWKN MO34Hee.

Tenepsb, npy obHapy>xxeHnn Bupyca, nporpamma ViPNet Client aBTomatnueckn 3abnokmpyet Becb Tpaduk.
Ana npogonxeHuns pabotol:

1 BbINOAHUTE pekoMeHAaL K, NpeanaraeMble NPOrpaMMOn-aHTUBMPYCOM MO YCTPaHEHMIO YrPO3bl.

2 Otkntounte 610KMpOBKY Tpaduka. Jaa atoro B okHe nporpammbl ViPNet MoHuTop B MeHto ®Paiin
Bblbepute KoHpurypauum > Paspewntsb IP-Tpaduk.
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[1oNONHUTENBbHbIE HACTPOWKM MapaMeTPOB
6e30MacHOCTU

MoMWMO AOMONHUTENbHBIX NapPaMeTPOB HAaCTPOWMKK B pasgene ALMUHUCTPATOP, BO BpeMs paboThl B

pexunmMe agMUHUCTPaTopa ceTeBoro y3na (cM. PaboTa B nporpamme B pexxvmMe agMUHUCTpPaTOpa Ha

CTp. 212) AOCTYMHbI Ceaytol e NapaMeTpbl Ha BKIaZke AAMUHUCTpaTop B okHe HacTpolika

napamMeTpos 6e3onacHoCTy:

Pa3pelunTb coxpaHeHne napons B peectpe — No3BoJAET M0/Nb30BaTeNtO CEeTEBOrO y3/1a YCTaHOBUTb
¢dnaxok CoxpaHnTb napoab npu Bxoge B nporpammy ViPNet MoHutop. Ecam 3toT paaxok
yCTaHOBJIEH, NapOJib NOAb30BaTeNa XpaHUTCA B peecTpe Windows 1 aBTOMaTMyecku NoACTaBAAETCA B
noJsie BBoAa Napoas npwu 3anycke nporpammel ViPNet MoHutop.

Mpumeuanue. JaHHbln napameTp 3agaetcs agMmuHucTpatopom cetn ViPNet B
nporpamme ViPNet Administrator n nepesaetcs Ha y3en B coctaBe AUCTpUOYTMBa
KJIFOYen NAn B cocTaBe OOHOBNEHWS CNPaBOYHUKOB U K/IOYen. AgMUHUCTpaTOp
CETEBOrO Y3/1a MOXET U3MEHUTb COCTOsIHME diaxkka Pa3pelunTb coxpaHeHe napons B
peectpe, 3T0 U3MeHeHne ByAeT AeVCTBUTENbHO AO CleaytoLLero obHOBNEHNS
CMPaBOYHUKOB U KArouUel. Mocne cnepyrowero obHOBEHUSA COCTOsHNE daaxkka byaeT
COOTBETCTBOBAThL HACTPOWMKaM, 3aZaHHbIM agMUHUCTpaTopoM ceTu ViPNet.

ABTOoMaTnueckn Bxoautb B ViPNet — no3sosisieT BbINOAHATL BxoZ B MO ViPNet MoHutop 6€3
HeobXoAMMOCTN NOATBEPXAEHNA Napoas nonb3osatens ViPNet B okHe Bxoga B nporpammy. Ecim
dbnaxxok yCcTaHOBJIEH, MPW 3anycke MPOorpaMMbl Ha TEKYLLIEM CETEBOM Yy3/1e OKHO BXOAa B Mporpammy
He noasasetca n Bxog B [10 ViPNet MoHUTOP BbINOAHAEGTCA aBTOMATUYECKU. DTO NPOUCXOANT B
CefyroLnxX cay4asnx:

o MpW MCnonb3oBaHUK cnocoba ayTeHTudmKauum Mapoab — ecan Naposb COXpPaHEH B PEECTPE,
TO ecTb ycTaHOBAEH d1axoK PaspelnTtb coxpaHeHWe Napons B peectpe, a B OKHe BXoja B
nporpaMMy ykasaH BEpHbIV Naposib U ycTaHoB/EH daaxok COXpaHUTb Napoib;

o MpUW UCMOAb30BaHUN cnocoboB ayTeHTUdMKaLmn Maposib Ha YyCTPOACTBE U YCTPOMCTBO — ecan
BHeLLHee YCTPOMCTBO MOAKIHOUYEHO K KOMMbIOTEPY U B OKHE BXOAa B NMPOrpaMmMy yKasaH BEPHbIN
MNH-koga 1 yctaHosneH ¢paaxok Coxpauutb NMUH-koa,.

PaspelunTtb ncnonb3osaHune ceptndmkaros us xpaHuamwa OC — no3BoafeT NCNoab30BaTh
cepTUPUKaThl He TONBKO M3 JIMYHOIO XpaHuauLLa (XpaHuauLa NporpamMmsl), HO TaKxe 13
XpaHWAuLLa onepaLMOHHOW CUCTEMbI. DTO MOXET MOHaA0bUTbCA B TOM ciydae, ecan B MO ViPNet
npegnonaraeTcs UCNoNb30BaTb KPUNTOMNPOBaNAEpP APYroro Npon3BoAnTeNs (Hanpumep,
Kpuntollpo), a Takxe cepTUduKaThl, N3haHHbIE BHELUHUMM YAOCTOBEPAIOWMMN LeHTpaMu (BHe ceTu
ViPNet).

JoBepATb ToNbko cepTudmkatam agmuHuctpatopos YL, ViPNet — ecamn 31oT paaxok cHAT, npu
nposepke cepTudumkata NONCK KOPHEBOTO cepTUPMKaTa BbINMONHAETCA He TOAbKO BO BHYTPEHHEM
xpanuauuie MO ViPNet, HO 1 B cncTeMHbIX XpaHuavwax JloBepeHHble KOPHEBbIE LIEHTPbI
ceptudmkaumm n NpomexxyTouHble LLeHTPbl cepTuduKaLum.
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e rHopupoBaTb OTCYTCTBME CMUCKOB aHHY/IMPOBaHHbIX cepTUdMKaToB — 3TOT HaXoK cregyeT
YCTaHOBWTb, EC/IN B CUCTEME UCMONb3YOTCH CepTUdMKAThI, U3faHHbIE BHELUHUMUW YAOCTOBEPSAOLLMMM
LieHTpaMy, Tak Kak B Takux cepTudurkaTax MHbopmaLms o Cnmnckax aHHyIMPOBaHHbIX cepTUdMKaToB
MO>ET OTCYTCTBOBATb.

13MeHeHre cnocoba ayTeHTUdMKaumm
MOMb30BaTENA

Cnocob ayteHTMdMKaLMM OnpeaenseT, Kakne JaHHble JOKEH NPeA0CTaBMTb MOJb30BaTENb A5 BXOAA B
nporpammy ViPNet MoHuTOp. YTOObI M3MEHUTL CNOCOB ayTeHTUGUKaLMN NONb30BaTENS, BbINOAHUTE

cnesyoLLne AencTBus:

1 BbimonHWTe BXOA B MpOrpamMmy B pexunme agMmuHucTpatopa (cm. Pabota B nporpamme B pexume
agMuHUCTpaTopa Ha cTp. 212).

2 B okHe Hactpolika napameTpoB 6e3onacHOCTM Ha Bkiaake Knroum Haxmute KHonky M3meHuUTb.

3 B okHe Cnocob ayTeHTUdUKaLUN Bbibepute oauH 13 cnocobos ayTeHTUdMKaummn. OnncaHme
BO3MOXHbIX CMOCO60B ayTeHTUdMKaLMmM Nosb3oBaTens npusegeHo B pasgene Cnocobeo
ayTeHTMduUKaumm nonb3osatens (Ha ctp. 70).

MpumeyaHue. Cnocob Maposib Ha YCTPOUCTBE BbIOPaTh HE/Ib3sl, MOCKOAbKY OH
nepecran oteevaTb TpeboBaHMAM Be30nacHOCTH.

Mpw BbIGOpE cnocoba ayTeHTUdUKaLMM NO cepTUPUKATY NOAKAHOUNTE BHELLHEE YCTPONCTBO U
YKaXunTe HY>XXHbIN cepTUdUKaT B CrINCKe cepTUPUKATOB, OBHAPYXXEHHbIX Ha ycTpolicTee. Mpu
BO3HWKHOBEHWM 3aTPyAHEHWI B BbIbOpe cepTudUKaTa CM. passgen He yaaertcs BbINOJHUTbL
ayTeHTMdMKaLUMIo ¢ nomoLbro ceptudukata (Ha cTp. 278).

Mpwu BbIGOpE cnocoba ayTeHTUdUKaLMM NO NepPCOHANbHOMY KUY NOAKAOUNTE BHELLHEE
YCTPOMCTBO ANSi COXPAHEHMS Ha HEM MePCOHaNbHOTO Katoua nosib3osatens (cM. CUMMeTpUYHbIe
karoum B MO ViPNet Ha cTp. 328). Ecam Bbl Bbibpann cnocob ayteHTUdUKaLMm No nepcoHanbHOMy
K/IKOUY, Tak>Ke HeOOXOAMMO MepeHECTM Ha 3TO e BHeLLHee YCTPOMNCTBO KKOUM NOAMNMUCH
noJsib3oBaTeNs (KOHTeNHep Katouent (CM. rnoccapuin, ctp. 417)). KoHTeliHep KaroUe MOXHO Takxe
nepeHecTV 13 TekyLLeh nanky B ApYryto nanky Ha AUCKe, HO B 3TOM Cly4vae KaxZbli pa3s npu
noanncaHnn 1 WndpoBaHNN B CTOPOHHEM MPUIOXKEHWM BaM NOTpebyeTcs BBOAUTb Napo/ib.

BHumanwue! Ecan npu ncnonb3oBaHmm cnocoba ayteHTMdUKaLMM YCTPOMCTBO BHELLHEe
YCTPOMCTBO ByAeT OTKAHOUEHO, KOMMbIOTEP MOXET BbITb aBTOMaTUYECKMN 3a6N0KMPOBaH

/A\,\ — B COOTBETCTBMM C HACTPOMKaMK, 3aflaHHbIMW B pPeXumMe agMuHucTpaTtopa. Ans
NPOAOMKEHUS PaboTbl HEOBXOAMMO BHOBb MOAKAKOUNTL 3TO BHELLHEE YCTPOMCTBO. Mpu
Heobxo4MMOCTV NapaMeTpbl aBTOMaTUYeCKon 610KMpoBKN KoMMbtoTepa v IP-Tpaduka
MOTYT 6bITb U3MEHEHbI.

4 Haxmwute kHonky OK.
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Ha Bknaake Kntouu B rpynne AyteHTudumkaums sHaueHms nonert Cnocob ayteHtudukaumm n Tun
HOCUTENA N3MEHATCA B COOTBETCTBUM C BbIOPaHHBIM PEXMMOM.

B cetsx ViPNet, ynpasasembix ¢ nomoubto MO ViPNet Administrator, cnoco6 ayteHTUUKaLMm Takxke
MOXET N3MeHUTb agMUHMCTpaTop ceTh B Nporpamme ViPNet YgoctoBepstoLwmii n kntoueBow LeHTp. Ecan
aAMWHNCTPATOP Ha3HayvaeT Nosb30BaTeNto CNocob ayTeHTUdMKaL MK No cepTndmkaTy, TO NoNb30BaTeNb B
JAAaHHOM Cy4vae JO/KeH NpeAoCTaBUTb aAMUHNCTPATOPY BHELLHEE YCTPOWCTBO C CEPTUPUKATOM U
3aKPbITbIM KJIFOYOM ANA perncrpauun. Npm 3Tom JoMKHbI 6bITb COBMOAEHBI YCIOBKS, ONMUCaHHbIE B
npuMeYaHun B pasgene YCTponcTso (Ha cTp. 73). Mocne HazHayeHWs Noab30BaTe 0 HOBOrO cnocoba
ayTeHTMdUKaLMM agMUHNCTPATOP BbilaeT O6HOBAEHME KArOYei y3na. [puHAB jaHHOe 06HOoBEHNe
KNtOYen, MOb30BaTe/lb CMOXET BbINMOAHWUTL ayTEHTUOMKALMIO Ha Y31e TONbKO BbibpaHHbIM CNocoboM.

[1pOCMOTP XXypPHana CobbITUI

B >xypHane cobbITWIA perucTpupyroTcs AencTBus No naMeHeHnto Hactpoek nporpammbl ViPNet Client:
e I3meHeHue ceTeBbIX GUABTPOB.
e Bxoa nonb3oBatens B NporpamMmy v ero BbIXOA.
e Bxoa B pexvmMe agMuHMCTpaTopa.
e CwmeHa KOHuUrypaumm.

o [lpyrve cobbitus.

,ﬂ'aHHaﬂ I/IHq)OpMaLU/IFI no3BOJIAeT aAMUHUCTPATOPY KOHTPOJINPOBATb Ael\/ﬁCTBI/IFI Nnosib3oBaTtens,
oTcNexunBaTb HENCNMPABHOCTU M MOMbITKWN HapylweHna pernamMmeHTa 6e30mnacHOCTW.

[ns npocMoTpa XypHana cobbITuiA:

1 BbINOAHWUTE BXOZA B NPOrpaMmy B pexmnme agMuHucTpaTopa (cMm. PaboTta B nporpamme B pexunume
aZMUHUCTpaTopa Ha cTp. 212).

2 B okHe nporpammbl ViPNet MoHuTOp Ha naHenn HaBurauum Bbibepute pasgen AAMUHUCTpaTOP.

3 B pa3sgene AZMUHUCTPATOP HaxXMuUTe KHOMKY XKypHan cobbITUIA.
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Kypnan coBeimuin

Jata w epema ¥

i=] 09.08.2017 12:50:33

L8 09.08.2017 12:50:26
% 09.08.2017 12:09:52

& 09.08.2017 10:32:57
09.08.2017 10:32:56
% 09.08.2017 10:32:47

Mma nonesogatens CoBhiTie

CeatrH Anexceit NeoHMaosm 3anpoc wypHana cobbmai
CeATHH Anexceil NeoHMa 0B PE¥HN 3AMUHHUCTPMPOBAHHA
CeATHH Anexceil NeoHWa 0B CMEHa KoHbMUryPaLMK
CeATHH Anexcei MEoHUL 0B CMEHE KOHDMUMypaLMK
CeATHH Anexcei MEoHUL 0B Bxon B cucTemy

WMaA None30BaTENA He YCTaHOBNEHD

MoneITka Exoaa B CUCTEMY ...

Bbixoa ] | Cnpaeka

V| McnonezoBaTe dMNETP
WHTEpBan perucTpaLym:

9 aerycta 2016r. -

WMA nonbsoBaTensa:

(EXS

9 aerycta 2017r. =«

| Bre nonbzoBaTeni

CobiiThe:
|Bce cobbimua - |
OBHOBUTE
Janmce: 1 Beero: 6

PucyHok 98. lpocmomp xypHana cobeimutdi

4 Ytobbl 0TO6PaA3NTL B XXypHaae cOBObITUS ONpeseNeHHOM AaThl, CBA3aHHble C BbIOpaHHbIM

nosib3oBaTesieM Uan cobbITUA OAHOTo BUAa, ycTaHoBUTE daaxok Ncnonb3oBaTte GuabTp. 3ateM

YKa>unte ognH NN HECKOJIbKO HY>XXHbIX MapaMeTpoB N Ha>KMUTE KHOMKY O6HOBUTL.

5 Ans npocmoTpa xXypHana cobbitnii B dopmate HTML nam XLS B okHe XKypHan cobbITUiA LenkHUTe
NOBYHO CTPOKY MPaBOM KHOMKOW MbILIW U B KOHTEKCTHOM MEHHO BbibepuTe MpocmoTp B Beb-
6paysepe vnau MpocmoTp B Excel (414 npocmoTpa xypHana B dopmate XLS Ha koMnbtoTepe A0MXKHa

6bITb YcTaHOBAEHa NporpaMmMa Microsoft Excel).

[ns noHnMaHna nHdopmMauum, KOTopas 3anmncbiBaeTcs B XXypHase COObITUIA, 03HAKOMbTECH C Tabauuel

HW>Xe:

Tabauya 6. Cobeimus, pukcupyemele 8 XypHase

Cronbel,

OnucaHue

[ata n Bpems

Nmsa

Korp,a npowmsowno cobbiTue.

KTo aBasanca MHULKMATOPOM cobbITHS.

nonb3oBaTtena

CobbiTne

Pacumdposka cobbITUiA:

Bxog B cuctemy.

- BbIXOA N3 CUCTEMDI.

R Pexxum agMUHUCTpaTopa — Npuv BXOZe B NPOrpaMMy € Naposiem

aAMUHUCTpaTopa.

% MonbiTka BXxOAa B cMCTeMy OTBeprHyTa (MMs noab3oBaTens He

yCTaHOB}'IeHO) — NOABNAETCA B C/ly4ae TPEXKpPaTHOro HeBepHOro BBoAa napona

nonb3oBaTtenAa.

& Nonbitka BXOZa aZMWHMCTpaTopa B CUCTEMY OTBEPrHyTa (MMs

Mo/sb30BaTeNs He YCTaHOBAEHO) — MOABASETCA B C/lyYae TPeXKpaTHOro

HeBepHOro BBOZA Napos agMUHKUCTpaTopa.

NPVHATUS dannoB 06HOBAEHWS.

TexHONOrMYecKMin Nepesanyck — nepesarpyska nporpaMmsl nocie
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TexHonorMyeckuii nepesanyck — rnepesarpyska nporpaMmMbl nocne
aBapUNHOro 3aBepLUEHUs.

== CMeHa nonb3oBaTess — BXOA B MPOrpaMMmy Apyroro rosib3osarens,
3aperucTpMpoBaHHOroO Ha AaHHOM CETEBOM Ya3e.

£ CmeHa kOHUrypaLMm — cMeHa KOHGUIypaLmMmn NporpaMMbl B pasaene
Kongpurypaunn.

Eﬂ M3meHeHne (l)l/l)'Ipra — ntobble AeVICTBI/IH Nno Co34aHuI0, peaakTMpoBaHNIO

Wan yaaneHuto GuabTpoB.
OTktoueHne 3awmnTbl Tpaduka.
BkntoueHne GyHKLMM BaOKMpOBaHWE Bcero Tpaduka.

Pa3pelueHne npoxoxaeHna Tpaduka.

! BkntoueHne nam BbikatOUEHME onunnm <<5IIOKVIpOBaTb BCe NMPOTOKOJIbl

kpome IPv4, ARP» — ycTaHaBavBaeTcs B okHe HacTpolika B pasgene
YnpaBneHue Tpadpukom.

! BknroueHmne nam BbikatoUeHMe q)yHKLI,I/II/l <<5}'IOKI/IpOBaTb KOMNbHOTEP» —

ycTaHaBiMBaeTca B okHe HacTpoiika B pa3gene O6wme > 3anyck u
aBapuiiHOe 3aBeplLueHue.

) MpocMOoTp >KypHana cobbITnin.

HacTtpoika

MapamMeTpOB 3armcK CObbITUIA B

xypHan Windows

Ecav B Bawew cetn ViPNet passepHyT nporpammHbivi komnaekc ViPNet StateWatcher, Bl MoxeTe
pa3pewntsb K ViPNet StateWatcher cobupaTtb 1 aHann3npoBaTb 4OMNOAHUTENBHYIO MHPOPMaLUIO O
cobbITMAX Ha BalleM 3alUuLLEeHHOM CeTeBOM y3/e. B 3Tom cayvae Heob6XoaMMO BKAKOUNTL 3aMmncChb

cobbITUI, NponcxoaaLLmx Ha ceTeBoM y3ne ViPNet, B xxypHan Windows Mpunoxeruis, Tak kak MK ViPNet

StateWatcher npu cbope nHdopMaLmm o ceTeBOM y3ne obpallaeTcs K XypHanam cobbitnin Windows.

Mpumeuanue. Ytobel nonb3osatenn MK ViPNet StateWatcher moran nonyyats onosetyeHns

06 3Tnx CO6bITI/IﬂX, aaAMUHNCTPATOPY HeO6XOAVIMO cO34aTb COOTBETCTBYHOLLEE NMpaBUIO

aHasnu3a, ykasaB B KayecTBe NCTOYHMKA COBbITUS nporpaMMHoe obecnedeHune ViPNet Client.

ﬂ.OI‘IOﬂHMTe}'IbeIe cBejeHna CM. B JOKYMEHTE «npOFpaMMHbIVI KOMNaekC MOHUTOPWHra

3awmweHHbIx ceTelt ViPNet StateWatcher. APM MoHWTOpUWHra. PyKOBOACTBO agMUHUCTPaTOpPa».

B nporpamme ViPNet Client npeagycmotpeHa 3anuck B xypHan Windows 6aokmpoBaHHbIx IP-nakeTtos (cm.

BnokunposaHHble |IP-nakeTbl Ha cTp. 333).

Y106kl BKIOUMTL 3anuncb cobbiTnii nporpammoit ViPNet Client B xxypHan Windows MpunoxeHue,

BbINOAHUTE Cheayrowme ,D,EVICTBMFIZ

1 BbINOMHWTE BXOZ B MPOrpaMMy B pexuMe agMuHucTpatopa (cM. ObLive cBegeHns Ha cTp. 212).

2 B okHe nporpammbl ViPNet Client Ha naHenn HaBuraumm Boibepute pasgen AGMUHUCTpaTOP.
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3 B pa3gene AamuHuctpatop B rpynne XXypHan cobbituii Windows yctaHoBUTe Giaxkok
Ay6anposatb 3anucu o 610kupoBaHHbIX IP-naketax.

4 Haxmute kHonky MpumMeHnTb, UTOObI HauaTb 3anucb CobbITUIN B XXypHan Windows MpunoxkeHue.
Mpw 3TOM 3anunCb 3TUX COBLITUI MPOAOIXKUTCA N B COBCTBEHHOM XypHane nporpammsbl ViPNet
Client.

14 MpocmoTp coBermmii EI@
®aiin  Jeiictene  Bug  Cnpaeka
@ =| zE)
@ [l M RGN AR IR PR Mpuaoxenme  CoBeimuit: 1 297 (1) Ecte HoBbie coBbimus
> [ Hactpawsaembie npeacrasne
4 [ ¥ypuans Windows YpoBeHs fJata u spema WMeTouHmk Kop co.. Kateropwa sagaum il
(i)Coegerma  07.08.20151351:12  IVPServer 0 Orcyrcreyer E
is| BezonacHocTs I@CEEAEHMH 07.08.201511:59:26  ViPMet Client 10142  MzmeHerune npasun duneTpaymm |
5] ¥cranoeka (i) Ceeaerua 07.08.201511:58:07  IVPServer 0 Orcytcreyer
@ Cucrema @CEE,JJ,EHMH 07.08.201511:58:03  IVPServer 0 Orcytcreyer
) Q MepenanpasnenHele cod @CEE,&,EHM 07.08.201511:57:58  IVPServer 0 Orcytcreyer
4 [0} Kyprans npunoxennii n cr @Cae,qEHuu 07.08.201511:57:57  IVP5erver 0 Orcytcreyer
£] Internet Explorer (i)Coegerma 07.08.20151111:23  VSS 8224 Orcyrcreyer
=] Key Management Service | (7) Coeperin  07.08.201510:28:35  TVPServer 0 Orcyterayer
] Media Center (i) Coeperma  07.08.201510:28:28  IVPServer 0 Orcyrcrayer
p & Microsoft (i) Ceeaerun  07.08.201510:28:26  IVPServer 0 Oreyrerayer -
] ViPNet CSP ] m
| | »
£5] ViPNet Security
@ Windows PowerShell CoBeirne 0, IVPServer x
. ] CoBbitua oBopyacsatna O6uwe | Moapobroctn
4 Moanuckn
He yaaerca Haiitn onucanue Ana naentudmkatopa cobemua 0 us ncroununka IVPServer. A
Rermeimaininnal 120mns ~ARLITISS FALIMALELT LS 1FTILAB IS0 L3 ATARS AAKSALLALS FARINLIATENS
WMma xyprana: Mpunoxerne -
< 1n | b
] i b

PucyHok 99. Cobbimue y3na ViPNet, coxpaHeHHoe 8 xypHane Windows lNpunoxeHue

BHumaHme! B cnyuae ecm KONMUeCTBO 3anmcaHHbIX COObITUIA ByaeT CANLLKOM BObLIVM U
BO3HWKHET yrpo3a nepenonHeHuns xypHana Windows, Bbl MOXeTe yBeNNUNTb ero 06bem ¢
MOMOLLbHO CTAaHAAPTHbIX HACTPOEK XXypHana.
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HacTporka napamMeTpoB 3arycka
nporpammbl ViPNet Client

[Ana HacTpoWikv NapameTpoB 3arnycka Nporpammbl:

1

B okHe nporpammsbl ViPNet MoHuTOp B MeHto CepBUc BbibepuTe NyHKT HacTpolika npuaoxeHus.

2 B okHe HacTpoiika Ha naHenn HaBuraumm Boibepute pasgen Obuwme > 3anyck u aBapuinHoe

3aBepLieHune.

Hacrpoiika @

- 0Buwme 3anyck W asapuiiHoe 3aBEpLUEHKHE
penyNpeEsLEHMA

IMPH 3EMYCKE MPMoHKEHUA
JalMILEHHAA CBTh
YnpaeneHue Tpadgikom
MpHKNaaHEIE MPOTOKONE! [] BrokuposaTs KoMmboTEp
HypHan IP-NaKkeTos

OfMeH cooBlueHaMI

Daiinossid obMed

BiiseisaTe okHo Bxibopa KoHdMrypaLm

[ QK ] [ OTmeHa ] MpUMEHUTE

PucyHox 100. Hacmpolika napamempoe 3anycka u agapuliHoz2o 3agepuieHus pabomesl npozpammel

Y1o6bl NpwM 3anycke Nporpammbl He BbIBMpaTh KOHPUrypauuio (CM. YnpasaeHve KoHbUrypaunamm
nporpaMmsbl Ha cTp. 200), cHUMuTe dhnaxkok BbisbiBaTb OKHO Bbibopa KoHUrypauuu. Mpun 3Tom
3anyck nporpamMMbl ByaeT NPonNCXoauTb B TOM KOHOUIypauum, KoTopas UCnoib3oBanach B
nociesHem ceaHce paboTbl.

Echm B nporpamMmme HaCTpoO€Ha TO/IbKO OJHa KOHqJVIpraLI,I/IFI, OKHO Bbl60pa NnoAB/ATLCA HE 6yAET
HE3aBUCMO OT YyCTaHOBKMU q)ﬂa>KKa.

Ytobbl Npwu 3anycke nporpamMmmbl 610KMpPOBaTh AOCTYN K pabouemMy CTONy KOMMbOTEPa, yCTaHOBUTE
¢dnaxxok bnoknposatb komnbtoTep. [N pa3baokMpoBaHMa KOMMbIOTEPA BBEAUTE NAPOJb
noab3osatena Windows.

[JaHHaa GyHKuMA nonesHa ana NpeAoTBpaLLeHNs HeCaHKLMOHMPOBAHHOW paboTbl C KOMMbHOTEPOM
nocse ero nepesarpysku, eCAN HaCTPOEH aBTOMaTUUYeCcKuin Bxog nosb3oBatens Windows B
onepaumoHHyo cuctemy. Mpu 3tom nporpamma ViPNet MoHUTOp BbiNOAHAET BCce QYHKLUN NO
3aluuTe KOMMbloTepa.
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CMeHa napoaa nosib3oBaTesns

Maponb Noab3oBaTeNs PeKOMeHAyeTCs MeHsATb pa3 B 3 Mecsua. Kak npaBuio, YactoTa CMeHbl Naposs

noJsib3oBaTena onpeaendaerca periaMeHTom 6e3onacHoOCTK opraHmsauunun.

CMeHa TekyLLero naposs Nosib3oBatess TPebyeTcs B CIeAyOLWMNX CyYasX:

e [lo ncreuerHum CpoOKa Ael‘/’ICTBVIﬂ Tekyuiero naponsa (B cnydae, ecam 3TOT CPpOoK Ael\/‘ICTBI/Iﬂ OFpaHI/I‘—IeH).

e [lpv nocTynaeHun Ha ceTeBOl y3en O6HOBAEHMNA Kntouen 13 nporpammsl ViPNet YgoctosepsatoLwmia

N KAHOYEeBOW LEeHTpP, cogep>Kallero onoseweHmne o HEO6XOAI/IMOCTVI CMeHWTb NapoJib NOAb30BaTENA.

B 3TOM cayyae npu exoge B nporpaMmmy noaBmuTCA OKHO C COO6LLI,eHI/1€M «PeKOMeH,ﬂ,yETCﬂ CMEeHUTb
napoJib NoaAb30BaTeNA», O4HAKO Napo/ib He 6yp,eT M3MEHEH aBTOMaTU4yeCckKy, nNo3ToMy npoueaypy
CM€eHbl NapoaAd HeO6XO,CI|I/IMO BbIMONHUTb BPYYHYHO.

e Ecim KOHTeI\/'IHep KArouen 3awueH ¢ ncnoab3oBaHMeM NepCcoHasbHONO Kako4Ya noJib3oBaTensd,

napob K KOHTeIZHepy K/touen 6yAeT coBMnagaTb C Napoaem noJjib3oBaTesiAd. |_|O3TOMy npu

HeobX0AMMOCTN CMeHbI NMapos K KOHTEHepy Katoyel (cM. CMeHa naposis K KOHTEHepY Ha

CTp. 264), cnepyeT CMeHUTb Napo/b NOJb30BaTENs.

KpOMe TOro, peKOMeHAYyeTCA MEHATb MapOoJib NOJIb30BaTeENA NP NEPBOM BXOA€E B NMporpamMmy nocne

YCTaHOBKWM CNMpPaBOYHUKOB U KJrOUen. OTO NoBbICUT HaAe>XHOCTb NMNapoJia, MOCKOJIbKY OH He 6yAeT

N3BECTEH aZMWHUCTPATOPY.

,ﬂ'flﬂ TOro YTOObl CMEHUTD napoJib NONAb30BaTENA:

1 B okHe Hactpoiika napameTpoB 6e3onacHocTn oTkpoiTe Bkaaaky Mapossb.

HacTpoiika napametpoe GesonacHocTy @I
| MonssoBaTens I SNEKTPOHHER NOAMWCH I LndposaHie
Napons | Knroqm | ALMAHMCTPATOD I KpunTonposaligep
Tun napona
) CoBCcTEEHHEIR
@) CayualiHeli Ha OCHOBE NEPONEHOI HPasE!
Cnosape! [Pym{mﬁ -
Cnog B naponsHoi dpase: 4 -
BYKE W3 Kawaoro Cnosa:
[AnuHa napons: 12
_) Cny4aitHeIi LmdpoBoit
Cpok aefcTEnA
["] OrparmanTs cpox aeficTens napons
30
[ QK ] ’ OTmMeHa ] ’ MpHMEHKMTE ] ’ Cnpaeka ]

Pucyrok 101. CMeHa mekyuje2o naposia noie308amesns

2 B rpynne Tun napons BbibepuTe TOT TUM, KOTOPOMY JO/KEH COOTBETCTBOBATH HOBbIW NMapoJib:
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o CobcTBEeHHbIW — Napo/b, OnpesensieMblil Nosib3oBaTesnem (CM. Beibop cobcTBEeHHOro napos
Ha cTp. 228);

o CnyyaiHblii Ha OCHOBE NapoJibHOM ¢ppa3bl — Naposib, POPMUPYEMBIN aBTOMATUYECKM Ha
OCHOBe MaposibHOW ¢pa3bl MO 3afaHHbIM NapaMeTpam (cM. Bbibop naposis Ha ocHoBe
naposbHon dpasbl Ha cTp. 228);

o CnydyaitHbi unbpoBon — Napob, GOPMUPYEMbIA aBTOMATUYECKM M3 3aaHHOMO Ymcia undp
(cm. Beibop undposoro napons Ha ctp. 230).

3 Haxwmute KHOMKY CMeHunTb naposb. ,ﬂ,aaneVlLume ,D,el;lCTBMﬂ no CMeHe Naponsa 3aBUCAT OT
Bbl6paHHOFO TUMNa Naposa n onncaHbl B COOTBETCTBYHOLLEM pa3jene.

4 |_|pl/l HeO6XOAI/IMOCTI/I OorpaHmnyeHuna cpoka AEIZCTBMQ HOBOIO MNMapossa ycraHoBUTE (I)ﬂa)KOK
OFpaHVI‘-II/ITb CpoK ,qel7|CTBVIS| naposd, Nocjie Yero yka>xmte 4mcio ,D,Hel;l.

5 Haxmure kHonky OK.

Bbibop cOOCTBEHHOTO NMapoiA

[A.ns TOro UToBbl CMEHUTL TEKYLLWIA Napoab NOAb30BaTeNs Ha COBCTBEHHbIN:
1 Ha Bknagke Maposb (cMm. PrcyHok 1071 Ha cTp. 227) BbI6epnTe COBCTBEHHDIN.
2 Haxwmute kHornky CMeHUTb napoJib.

3 B okHe CMeHa napois BBeAUTE HOBbIW Naposb (ANMHON He MeHee BOCbMUW CMMBOJIOB) NOOYepeAHO
B KaX>XOM 13 MOJIeW, yUnTbIBas PerncTp u packiagky Knasuatypsl.

BHumaHume! He co3paBaite naponab aAnvHol B 32 cumBona. [Mapoau ¢ Takon A/IHON He
/A\ MOTYT MCMOAb30BaTLCA B TEKYLLMX Bepcusax npuaoxenuii ViPNet. JaHHOe orpaHuyeHue

CBfI3aHO C CYLLECTBYHOLLMM aropUTMOM Nepesayun naposs B kKpuntonposaligep. B

COOTBETCTBMM C 3TUM aNropuTMOM AJIMHA Naposa He JoJIKHa npeBbIwaTb 31 cumBon.

4 Haxmwute kHonky OK.

Tenepb npwu 3anycke nporpammsl ViPNet MOHUTOP OT MMEHU TOrO >Ke No/b30BaTeNs ciesyeT BBOAUTD
yKa3aHHbIV Napob.

BbI60p napons Ha OCHOBE NapObHOM dpa3bl

s Toro uto6b6l CMEHUTL TEKYLUMIA NAapOab Ha CyYaliHbIW, COCTaBNEHHbIM HAa OCHOBE NaposibHOW dpasbl:

1 Ha Bknaake MNaposb (cM. PucyHok 101 Ha cTp. 227) Bbibepute CayyailHbIN Ha OCHOBE NapO/IbHOMN
¢dpasbl, nocne Yero 3ajariTe napaMeTpbl HOBOrO Mapos:

o B cnuncke CnoBapb BbibepuTe A3bIK MapoabHON Gpasbl.
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o B cnucke Cnos B naponbHoli ¢ppase BbibepuTte uncno cnos (3, 4, 6 uan 8), n3 koTopbix byaet
CoCTONTb NapoJibHas ¢pasa. Yem 6osbLIe UNCIO CNOB, TEM ANMHHEE U, COOTBETCTBEHHO,
HagexHee byaeT naposb.

o B cnucke BykB 13 kaxkgoro csioBa BbIbepmTe UNCNO HaYvanbHbIX OYKB KaXaoro ciosa (3 naum 4),
KOTOpble BOMAYT B MNapoib.

B ctpoke [lavHa napons otobpa3mntca koamyectBo BykB B naposie, KOTopbIin byaeT chopMUpoBaH €
YYeTOM yKa3aHHbIX NapamMmeTposB.

BHumaHue! He co3paBaite napoab AnvHown B 32 cumBona. Mapoau ¢ Takon J/IMHON He
/A\\ MOTYT NCMONb30BaTbCA B TEKYLLMX Bepcusax npuaoxeHuin ViPNet. laHHoe orpaHuyeHve

CBSI3aHO C CyLLEeCTBYHOLLMM airopuTMOM MepeAaun napoas B Kpuntonposangep. B

COOTBETCTBUW C 3TUM aJIrOPUTMOM JJIMHA Napos He 40JKHa npesbiwaTh 31 cumBon.

2 Haxwmute kHornky CMeHUTb napoJib.

3 BbINOAHWTE AeWCcTBUSA, Npeaiaraemble B OKHe DNEKTPOHHas pyaeTka.

MpumMeyaHue. Eciv B pamkax TeKyLLLero ceaHca 371eKTPOHHas py/eTtka yxe 6bl1a
3anylieHa, JaHHOe OKHO He NosABUTCA.

INEKTPOHHAA PyNeTka (==
nEDENELU.aIﬁTE YKE33TEND MblllK B NPEAEN3X OKHE MK
HEWMMERTE MioOble KNZBMILK Ha KNaBWaType (BBI'IDMMHBTb

WX HE HymHO). B pesynbTaTe sawmnx aeicTemi ByaeT
WHULMENWMZMPOBEH MeHEPATOP CYYEAHEN YACEN,

MPOUECC MHULMANNZ AL, .. 42%

OTMEHa

PucyHok 102. DnekmpoHHaAs pysiemka
4 3anoMHuWTe Napob (Mav NaposibHyo dpasy), oTobpaxkeHHbIV B okHe CMeHa napoas.

Mpy HEOHXOANMOCTN U3MEHUTE NapObHYHO dpasy 1 Naposib Ha ApYrue, Takke COOTBETCTBYHOLLME
yKasaHHbIM NapameTpaMm, C MOMOLLbIO KHOMKM [ pyroi napob.

Haxmute kHonky OK.

Tenepb npw 3anycke nporpammbl ViPNet MOHUTOP OT MMEHW TOTO Xe NOob30BaTeNA C/efyeT BBOAUTD
yKa3zaHHOe 4ncio BykB KaXzoro coBa NapoJsibHoON dpasbl, 6e3 Npobenos. Hanpumep, 415 NaposbHON
bpazbl «kmnyynin dasaH cKpyTWa pasruabaas» ¢ mapaMeTpamMin nNapos no ymonyaHuio (4 6yksbl 13
KaXzoro cnoBa) Npw 3anycke Nporpammbl CleAyeT, UCMOb3ys aHIIMNCKYH Packnagky KiaBmaTypsl,
BBOAMTb ByKBbI «kunydasackpypasr».
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BbI60OP LMPPOBOro naposs

[ns TOro uto6bI CMEHUTL TEKYLUMA NapoJ/ib NONb30BaTENS Ha LLUPPOBON:

1 Ha Bknaake Maposb (cMm. PrucyHok 1071 Ha cTp. 227) Bbibepute CayyalHbIn LM POBOMA, NOC/IE Yero B
none Yncno undp ykaxure ganHy Napons.

BHumaHue! He co3gaBalite naposb gnnHon B 32 cumBona. [Naponv ¢ Takol AMHON He
/A\\ MOTYT NCMONb30BaTbCA B TEKYLLMX Bepcusax npunoxeHuin ViPNet. laHHoe orpaHuyeHve

CBf3aHO C CyLLEeCTBYHOLLMM aJIrOPUTMOM Mepesayv napons B Kpuntonposangep. B

COOTBETCTBMU C 3TUM aArOPUTMOM JJ/IMHa Napoasa He AOJKHa NpeBbiwaTte 31 cMBO.

2 Haxmwute KHonky CMeHUTb napob.

3 BbINOAHWTE AeWCTBUSA, NpeAsaraemble B OKHe DNeKTPOHHas pynetka (cM. PucyHok 102 Ha cTp. 229).

MpumMeyaHue. Eciv B pamkax TeKyLLLero ceaHca 371eKTPOHHas py/eTka yxe 6bl1a
3anylieHa, JaHHOe OKHO He NosABUTCA.

4 3anoMHuTe LndpoBOIN Naposib, NPeasoxXeHHbIl B okHe CMeHa napoas.

Mpv HEOHXOANMOCTN U3MEHUTE 3TOT NapOb Ha APYroK, Tak)Ke CoOAep>KaLLMi yKazaHHOe Yo
undp, ¢ noMoLLbo KHonku Apyron MUH-koa.

Haxxmute kHonky OK.

Tenepb npu 3anycke nporpammsl ViPNet MOHUTOP OT MMEHM TOrO XKe NMoJ/ib30BaTeNs CledyeT BBOAUTb
NpeANoXXeHHbIN LnMdpPoBON Napob.
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HacTtpomka napamMeTpoB
LINPPOBaAHMA

Bbl MOXeTe HacTpouTb NapameTpbl WNGPOBaHUS NCXOAALLLEA MHPoPMaLMK. [lif 3TOro BbINOAHUTE

cnesyoLLne AencTBus:

1

B okHe Hactpoiika napameTpoB 6e3onacHocTu oTkpoiTe Bknaaky LngposaHue.

HacTpoiika napametpos BesonacHocTv @

Kntouqmn I AAMUHWCTPETOP I KpunTonpoeaigep

MNonbsoBaTEND | Moanuce | LLncpposaHue Mapons

MapameTpe! WihposaHA

ANropuTH WbpPoBaHHS:
[rocT 28147-89 ~|

Knrod, Ha KOTOPOM BRINQNHAETCA LI.IMdJDDBﬁHME No YMOTHaHKD:

[CBHTMH Anexcei NleoHMLOBMY v]

[ OK ] [ OTmena ] [ MpHMEHMTH ] [ Crnpaeka ]

PucyHok 103. Hacmpolika napamempos wugposaHus
B cnvcke Anroputm wndpoBaHus BbibepuTe anroputm WwWrdpoBaHus ncxoaaiein MHGopMaLmn.

Mo ymonyaHuto BbibpaH anroputm FOCT 28147-89. B cOOTBETCTBMM C BbIBPAHHBIM anropuTMOM
6yzeT BbIMOAHATLCA WNGPOBaHME UCXoaALLero Tpaduka, B TOM Ymcie WndpoBaHme NCXOAALLIMX
nucem JenoBoi nouTtbl. PaclimdpoBaHmne BxoasLero Tpadurka u NMcemM npomn3BoamTCs B
COOTBETCTBMM C TEM aJITOPUTMOM, KOTOPbIN BbI 3a4aH Npu 1x 3alMbpoBaHM OTNPaBUTENEM.

Ecam pna ynpaenerus cetbto ViPNet ncnonbsyetcs nporpamma ViPNet Network Manager Bepcun 4.3
n Bbiwe mam MO ViPNet Administrator Bepcun 4.4.1 n Bbiwe, agmuHucTpatop cetn ViPNet moxeT
W3MEHWTb anropuT™ WwndpoBaHus. B 3ToM ciyyae nocie 06HOBAEHNS CNPABOUYHMKOB U KNtOYEN Ha
ceTeBOM Yy3/e byaeT BbiOpaH anroputM™, 3ajaHHbli agMuHUcTpatopoM cetn ViPNet.

B cnegytolemM cnncke ykaxkuTe Katoum, Ha KOTOPbIX AOKHO BbIMOAHATLCA LUINPPOBaHME UCXOAALLNX
nucem B nporpamme ViPNet Jenosas nouta. na wndposaHus MoryT 6biTb BbIOpaHbl Kak Kakouu,
AOCTYN K KOTOPbIM MMeeTe TO/IbKO Bbl, TaK W KJIOUW, JOCTYMHbIE APYrMM NO/b30BaTeNAM Ballero
y3na (ecm Takme ectb). [pOCMOTPETb CNMCOK NOJIb30BaTENEN, UMEIOLLMX AOCTYN K KaKUM-11M60
KJroYaM WNGpoBaHUs, Bbl MOXKeTe Ha Bkaagke MNonb3osartensb.
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Bbibop kntoueln WnppoBaHMsa NO3BOASET pa3rpaHMYMTb AOCTYN MNOAb30BaTeNEeN, paboTatoLwmx Ha
OfHOM CETEBOM Y3/€, K 3awmndpoBaHHoM nepenuvcke B nporpamme ViPNet lenosas nouta. To ecTb
ecIn ncxogsiiee NMcbmo 66110 3aMPPOBAHO Ha KItOUax, AOCTYMHbIX TOAbKO BaM, TO Apyrue
noJsib30BaTeN, 3aperncTpUpoBaHHbIe Ha BalLeM Y3/ie, ero NpoYmnTaTb He CMOTYT.

4 Haxwmwute kHonky OK.
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HacTtpomka napamMeTpoB
KpmntonpoBanaepa ViPNet CSP

B coctae nporpammHoro obecneuenuns ViPNet Client BkatoueHa nporpamma ViPNet CSP. 31o
KpvnTonpoBaigep, KOTOPbIN MO3BOASET UCMO/b30BaTb POCCUACKME KPUMTOrpadpuyeckme airoputmol B
npunoxeHnax Microsoft n gpyrux nporpammax, ncnonb3ytowmx nutepderic Microsoft CryptoAPI 2.0.
Kpowme 3toro, nporpamma ViPNet CSP o6ecneunBaet paboTy ¢ KOHTeHepamMu Katouen (CM. raoccapui,
cTp. 417) v NnoaAepP>KKY BHELLIHUX YCTPOMCTB XpaHeHWs Katoyen (CM. BHelHMe ycTpoircTBa Ha cTp. 349).

Y106kl HacTpouTb Nporpammy ViPNet CSP, BbiNoAHWTE cneaytolime AeACTBUS:

1

B okHe Hactpoiika napametpoB 6e3onacHocTu oTkpoiiTe Bkaaaky Kpuntonposarigep.

KpunTonpoBaiaep ViPNet CSP nozeonaeT ofMEHMBATECA 3ELUMULEHHEIMIA
MOHTOBLIMKM COOBLLEHHAMN BHELUHMM MPMACKEHWAM, MCMIONBIYIOLMM
wHTEpheice Microsoft CryptoAPI (Microsoft Outlook n gp.).

[ Hacrpoiika ViPNet CSP... |

ABTOMATWJECKW YCTEHAENMEATE B CUCTEMHOE XPaHWIMILE:
TEKYLMI CENTMDOMKET NONBZ0BATENA
CEPTMDMKATE ¥ AOCTOBEPAIOWLETD LEHTPE CETH ViPNet

CMMCKK 3HHYNWPOBEHHEIX CepTHMKATOE CaTH ViPMNet

Hactpoiika napameTpos GesonacHocTi @
MonssoBaTens I 3NEeKTPOHHEA NOANHCE: | LWndposaHie
Maponb I Konro-m | AAMMHWCTPATOD | KpunTonposaiaep

[ QK ] [ OTmMeHa ] [ MpUMEHKMTE ] [ Cnpaeka ]

PucyHok 104. Hacmpolika napamempos kpunmonpoeatioepa ViPNet CSP

2 Haxwmute kHonky Hactpolika ViPNet CSP. Otkpoetcs okHo ViPNet CSP, B KOTOPOM Bbl MOXeTE:

o 3agatb HeobxoaMMble NapameTpbl kpuntonposaligepa ViPNet CSP.

o BbIMOAHUTL onepauun C KOHTeIZHepaMM KArouen.

o HactpouTb napameTpbl NCNOAb30BaHNA BHELLUHWX YCTPOWUCTB — 3a4aTb TWMbl YCTPOWCTB,

KOTOPbl€e MOTYT UCNOJIb30BaTbCA, BbINOJIHUTb UHUNLUNaNN3aLNKO AN NUSMEHUTb |-||/|H-KO/J'.

MoapobHee cm. gokyMeHT «ViPNet CSP. PykoBoacCTBO MoJ/ib30BaTEN S ».

3 Ecnm HeobxoamMmo, HacTpoKrTe NapameTpbl aBTOMaTUYECKOW YCTaHOBKN CepTUdUKATOB B XpaHUAULLE

(cm. HacTpoika aBTOMaTM4Yeckor YyCTaHOBKM CepTUPUKATOB B CUCTEMHOE XpaHUAULLLE Ha cTp. 234).

4 BbINOJHUB HEOHXOAMMBIE HACTPOMKH, HaxkMuTe KHormKy OK.
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HacTporka aBToOMaTMUYeCKOM
YCTAHOBKM CEPTUDUKATOB B
CUCTEMHOE XPaHUANLLE

YTobbI 3a4aTb NapaMeTpbl aBTOMaTMuecKkomn YCTaHOBKMU CepTI/ICI)I/IKaTOB B CMCTEMHOE XpaHuUauLle,
BbINOAHUTE Caeayrowme AeVICTBI/IFI:

1 B okHe Hactpolika napameTpoB 6e3onacHocTu oTkpoiTe Bkaagky Kpuntonposaiigep
(cm. PucyHok 104 Ha cTp. 233).

2 [lpy HeOBXOAMMOCTH YKaxuTe, Kakne cepTudukaTtbl 1 CINCKN aHHYIMPOBAHHbIX CEPTUPUKATOB
cnefyer yCTaHaBAMBaTb B CUCTEMHOE XPaHWIMLLE aBTOMATUYECKM (CM. YCTaHOBKa B XpaHuauLLe
aBTOMaTnyeckun Ha CTp. 241), yCTaHOBMB Hy>KHble GAaXKM:

o TeKywWwuih cepTudukaT nosb3oBaTens — J/11 YCTaHOBKM B cucTeMHoe xpaHuauiie Windows
ceptTudurKaTa, KOTOpPbIN BblN HazHaUeH TeKYLMM;

o cepTudukatbl YgoctoBepstouero ueHtpa cetu ViPNet — ans yctaHoBKM B cucteMHoe
xpaHuave Windows ceptndurkaToB nsgateneli (KopHeBbIX CEpPTUGUKATOB), NOyYaeMbIX U3
nporpammbl ViPNet YaocToBepstoLwmii 1 K1HOYEBOM LEHTP B COCTaBe OOHOB/EHMS KNOUEN;

o  CMUCKM aHHY/INMPOBaHHbIX cepTudukatos cetn ViPNet — a1 ycTaHOBKM B cMCTEMHOE
XpaHWAVLLE CMUCKOB aHHYIMPOBAaHHbIX CEPTUPMKATOB, MoayYaeMbix 13 nporpammbl ViPNet
YA0CTOBEPSAIOWMI U KNHOUEBOM LIEHTP B COCTaBe OOHOBAEHNS KNOYEN.

3 BbINOJHMB HEOBXOAMMBIE HAaCTPOMKH, HaxmuTe kHonky OK.

MoapobHee 06 aBTOMAaTMUECKON yCTaHOBKE CepTUPUKATOB B XpaHWANLLE CM. pasjen «YcraHoBKa B
XpaHuauLLLe aBToMaTnyecku (Ha cTp. 241)».
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Pabota ¢ ceptudmkaTamm 1
KNFOUaMM

MpocmoTp cepTndurkatos 236
YnpassieHune ceptndukatamm 240
PaboTa Cc KOHTEMHEPOM KatoUen 262
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[TooCcMOTP CcepTndMKaTOB

Hpmmeanwe. OnuncaHHble B JaHHOM pasaene BO3MOXXHOCTU AOCTYMHbI, €C/IN Bbl pacnojiaraete

[eNCTBUTEIbHBIM CepTUdUKATOM INEKTPOHHON nognucu. [ins nonyyeHns ceptmoukara

o06paTuTech K aAMUHUCTPATOPY BalLero yA0CTOBEPSIOLLEro LeHTpa.

npOCMOTp CepTI/ICI)VIKaTa MOXeT FIOHaAO6I/ITbC$| Ana nonyyvyeHunsa VIHCI)OpMaLI,VII/I O ero HadHa4deHunu,

mn3gartene, coctaee FIOJ'IEI‘/’I, npunynHe HeAeIZCTBVITe.ﬂbHOCTM CepTI/IC')I/IKaTa M TaK ganee. I'Iop,po6Haﬂ

nHdopmauma o cepTudukatax cogepmTca B pasgene Obwme cBegeHns 0 cepTudukaTtax Kitouen

NPOBEPKM INEKTPOHHOM noanucy (Ha ctp. 314).

B nporpamme ViPNet Client MOXHO npocmaTtpuBaTh Ciesyrolme TUnbl cepTMdrKaToB:

TekyLwmi ceptndukaT nonb3osatens (cM. [IpocMoTp TekyLlero ceptudurkarta nosb3oBaTess Ha
ctp. 237);

NNYHble cepTdUKaTbl NOAb30BaTENSA (CM. [TPOCMOTP NMYHbBIX CEPTUPUKATOB NMOJIb30BATENA Ha
ctp. 237);

JOBepeHHble KopHeBble cepTudumKaTbl (CM. [POCMOTP AOBEPEHHbBIX KOPHEBBIX CEPTUDUKATOB Ha
cTp. 238);

n3ganHble ceptudukatel (CM. [pocMoTp n3gaHHbIX cepTUduKaToB Ha cTp. 238).

OcHoBHas nHpopmaums o BblbpaHHOM cepTudmkaTte oTobpaxaetcs B okHe CepTudukar Ha Bkiajke
O6wue:

Ha3HayeHne CepTMq)VIKaTa nan (,CI,J'IFI HeAePICTBVITeIIbeIX CepTVIq)I/IKaTOB) npnynHa
HEAEVICTBMTeﬂbHOCTM CepTI/Iq)I/IKaTa}

UMSs BAaZenbla Kitoua NPOBEePKM 3NEKTPOHHOM NMOAMNCY, KOTOPOMY BbijaH cepTuduKaT;
UmMs n3gatens ceptuodukata;
CPOK AeicTBUsA cepTudukara;

CpoK AeﬁCTBMﬂ KJIKO4a 3.I'IEKTpOHHOI7I noAanncun, COOTBETCTBYHOLWETO AaHHOMY CepTI/Iq)I/IKaTy (Tonbko
Aand CepTVIq)VIKaTOB HOﬂbBOBaTEHEVI)}

VIHq)OpMaLI,I/IFI O NOJINTUKaX NMPUMEHEHNA cepTqulKaTa, 0T06pa>Kae|v|aﬂ NMpun Ha>XaTnn KHOMKKU
3asaBieHue mn3pgarens.

Mpumeuanwue. B ceptndukate nonbzosatens cetn ViPNet kHornka 3asBneHne nspatens

AOCTYMHa TONbKO B TOM C/lyyae, eCan NOAUTUKN NPUMEHeHUA Bblan NpUCBOeHbI

cepTudmkaty npu ero usganum B nporpamme ViPNet YgocToBepstownii v katoUeBon
LleHTp.
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CepTudmkar @

Ofwme |Cocras | MyTs r_epmd)unauum|

CeeneHnn o cepTudmKaTte

3IToT ceprwdmKkar:

*» SaWMWaET cooblueHa BHEKTDDHHDﬁ noYTel

Komy BeigaH: CBATHH Anexcell TeoHMaoBMY

Kem BoigaH: AnMUHUCTPaTOP ceTk 10773

HAeitcteurenen ¢ 11.05.2017 mo 11.05.2032

EcTh 1nitoy 3NeKTPOHHOM NOAMMCH, COOTEETCTEYIOWMA 3TOMY
CEPTHDMKATY.

Cpok OSHCTBHA KNH0Ya SNEKT POHHON NoANMCHE:

€11.05.2017 no 11.05.2018

YCTEHOBHTE CEPTUAMKAT. .. ] 3amBneHWe UsAaTens

Pucyrok 105. Mpocmomp ocHosHol uHgpopmayuu o cepmugukame

[10OCMOTP Tekyllero ceptudmkaTa noasL30BaTenNd

[Ans npocmoTpa TekyLlero cepTudurkaTa nosb3oBaTtens B okHe HacTpoiika napameTpoB 6e3onacHoCTH
OTKpOMWTE BKNAAKY DNEKTPOHHAs MOAMUCH, NMOC/AE Yero HaxmuTe KHornky Mogpo6Hee.

[1DOCMOTP IMYHBIX CEPTUDKMKATOB MOb30BATESA

ﬂ'ﬂﬂ npoCcMOTpPa NNYHbIX CepTI/ICI)I/IKaTOB NnoJsib3oBaTtena:

1 B okHe HacTpoiika napameTpoB 6e30MacHOCTU OTKPONTe BKAaAKY DNEKTPOHHas NOANUCh, noce
yero HaxxmuTe kHonky CepTudukarbl.

Otkpoetcs okHo MeHepykep cepTiduKaToB ¢ MHPOpMaLMen 06O BCEX MUHBIX cepTUdUKaTaxX
nosib30BaTess, a TakkKe 0 cepTudmKaTax, yCTaHOB/IEHHbIX B XpaHUIULLE ONEPaLMOHHOMN CUCTEMBI.
Bce aaHHble cepTudurKaTbl BBEAEHbI B EeACTBME.

Mpumeuanne. Ceptndukartsl, yCTaHOBAEHHbIE B XpaHWMLLE ONepaLOHHON CUCTEMDI,
oTobpaxatoTca B TOM C/lyyae, eCin Ha Bkaagke AgMuHUCTpaTop okHa Hactpoiika

napameTpoB 6e3onacHOCTM ycTaHOBeH $naxkok Paspeluntb ncnosbsoBaHue
ceptudukaTtoB us xpanmamiua OC (cm. [lononHuTenbHble HAaCTPONKM NapaMeTpoB
6e3onacHocTy Ha cTp. 219).
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2

Mpun HeobxoamMocT NpocmoTpa bonee NogpobHOM MHopMaLmm 06 ogHOM 13 cepTUdUKaTOB
BbIGEPUTE HYXHBIN cepTUdUKAT, MOC/Ie Yero Haxmmute kHorky CBOMCTBa WM ABaXAbl LLLENKHUTE

3T0T cepTudmKar.

Otkpoetcs okHo CepTudukar c nHdopmaLumern o BIBpaHHOM NNUYHOM cepTudmKarTe.

[IpOCMOTP AOBEPEHHbIX KOPHEBbLIX CEPTUDMKATOB

[na npocmoTpa AOBEpPEeHHbIX KOPHEBbIX CePTUUKATOB:

1

B okHe Hactpoiika napameTpoB 6e30MacHOCTU OTKPOMTe BKAaAKY DNEKTPOHHasA NOoANUCh, Nocse
yero HaxxmuTe KHornky CepTudukarsbl.

B okHe MeHepykep cepTudukatoB oTKpoiiTe BkNaAKy JoBepeHHble KOpHeBble cepTUdUKaThI.

Mpy HEOBXOAMMOCTU NpocMoTpa Bonee NOAPO6HOW NHPOPMaLMK 06 OAHOM 13 cepTUdUKaTOB
BblGepUTE HYXHbI cepTUdMKaT, NOCNe Yero HaxkMuTe KHonky CBOWCTBA WM ABaX/Abl WeNKHUTe

3TOT cepTudmKar.

OtkpoeTtcs okHo CepTudukar ¢ MHbopmaLmen o BbiIbpaHHOM KOpHEBOM cepTudmKaTe.

[1pOCMOTP M3A4aHHbIX CEPTUDUKATOB

[ns npocMmoTpa cepTdmkaToB, KOTOpblE M3aaHbl B nporpamme ViPNet YaocToBepstowmii n K1Ho4eBol
LeHTp (cm. rnoccapuin, cTp. 414) no 3anpocam Nosib3oBaTeNen AN NO MHULMATMBE aAMUHKUCTPaTopa
YKLL, HO eLle He BBeZEHbI B AENCTBUE, BbINOJHUTE CleAytoLme AeNCTBUS:

1

B okHe HaCTpOVIKa napameTpos 6e3onacHoCTU OTKpOI\/’ITe BKNagKy 3lleKTp0HHa$| noanunchb, nocne
4Yero Ha>XXMuTe KHOMKY MN3paHHblE CepTMCI)I/IKaTbI.

OTkpoetcs okHO MeHeaxxep cepTudumkaToB ¢ uHGopMaLmer 06 n3aHHbIX cepTudmKaTax.

Mpu HeobxoaMMOCTN NpocMoTpa bonee NogpobHor UHPopmMaLmm 06 ogHOM U3 cepTUdrKaToB
BbIGEPUTE HYXHBIN cepTUdUKAT, MOC/Ie Yero Haxmmute kHonky CBOMCTBA WM ABaXAbl LLLEAKHUTE

3TOT CepTVIqJ nKart.

OtkpoeTtcsa okHo CepTudukar ¢ MHbopMaLmen 0 BbiIbpaHHOM M3AaHHOM cepTudukare.

[1pOCMOTP LENOoUkM CepTUdUKALIMNL

Ons npocMoTpa Lenoyky cepTudukaumm (CM. rioccapuid, cTp. 421) onpeaeneHHoro ceptuoukara:

1

BbizoBuTe okHO CepTudukar 415 Toro ceptrdurkata, LLenoyKy cepTudmKaLmm KoToporo

HEO6XOAI/I MO NPOCMOTPETbL.

OTkpowiTe Bkagky Myt ceptndurkaumm.
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Ha gaHHOM Bkiaske oTobpaxkatoTcs cepTudurkathl, obpasytroLine nepapxuto nsgatenen Toro
ceptTudukata, 418 KOTOPOro Bbi3aBaHO okHO CepTudukar, a Takxe nHdopmaums ob ux cratyce.

3 Mpu HeobxoammocTn NnpocmoTpa bosiee NoApPobHOM MHbOpPMaLmK O cepTudmrkKaTe Of4HOro 13
n3gatenieli BbIbepuTe HY>KHbIN cepTudUMKaT, MoC/Ie Yero HaxxmMmuTe KHornky MpocmoTp ceptudmrkarta
VAW BbINOJIHWUTE ABONHOM LLENYOK MbILIW A/ 3TOrO cepTudmKaTa.

OtkpoeTtcs okHo CepTudukar ¢ HbopMaLmen o BoibpaHHOM cepTudukare.

[IpoCMOTP Moen ceptudmkata 1 neyatb
ceptmdurkara

Ans npocMoTpa nosewn onpeaeneHHoro CepTMq)I/IKaTaI

1 BbizoBute okHO CepTudukar s Toro ceptmdurkaTa, CoctaB noael KOToporo HeobxoaMmMo
NPOCMOTpPETb.

2 Orkpovite Bknagky Cocras.
Mo ymonuaHuio Ha AaHHOW BKaaAke oTobparkaeTcs nepeyeHb Bcex Nosen ceptudukara.

3 [ns orpaHnYeHms KOANYeCTBa NPOCMaTPUBAEMbIX MOJEN BbIBEpPUTE HYXXHYHO TPpynny NoJen B cnmcke
Moka3atb:

o Tonbko nons V1 — Bce nons, KpoMe paclUnpeHui;

o TosbKO paclumpeHua — AOMNoJHUTE/bHbIE MO cepTUdmrKaTa, COOTBETCTBYHOLLErO CTaHAAPTY
X.509 Bepcun 3;

Mpumeuanue. Pacimperne Cpok AeNCTBUA 3aKPbITOTO KAtoUua 0TObpaXxKaeTcs B TOM

cnyyae, eCin CPOK AeNCTBUS cepTudmkaTta npesbiwaeT 1 rog. Ecam cpok genctaus
ceptndukata npesbillaeT 1 rog, To CPOK AEUCTBUA K/KOUA INEKTPOHHONM MOAMUCH
COCTaB/ISET POBHO 1 roA.

o Tonabko Kputnyeckne paclumpeHmnsa — TOJIbKO Te pacCllnpeHna, KOTopble NMpPpW3HaHbl n3gaTtenem
KpUTn4yeCKknmMmu,;

o TonbKO CBOWCTBA — MapamMeTpsbl, KOTOpble He ABAAIOTCA NOAMU cepTudMKaTa, HO
npvcBavBaroTCA cepTUdUKaTy NP XPaHEHUM ero B CUCTEMHOM XPaHWINLLE UCMOb3yeMOW
pabouen ctaHLmW.

4 Bb|6ep|/|Te B Ta6n|/1u,e HYy>XHO€ noJie, nocne 4Yero B HUXKHEN YacTn OKHa 03HAaKOMbTECh C
COAEPXMMbIM 3TOTO MOoAA.

Ons oTnpaBkn cepTudmrKaTa Ha NMPUHTEP, MCMOJIb3YEMbIV MO YMOYAHMIO Ha TeKyLLel paboyen cTaHump,
HaXkMuTe KHonky Meuars.
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YrpaBieHme ceptndmKkaTamm

Bo3moxkHoctu nporpammebl ViPNet Client no ynpaeaeHuto ceptudukatamm ¢ nomMmoLpto okHa Hactpolika
napameTpoB 6e30MacHOCTU NpeacTaB/eHbl B Tabanue.

q)yHKLI.VIOHaﬂbHaSI BO3MOXXHOCTb Ccbinika

YcraHoBKa cepTudunkaToB B XpaHuauie. BoamoxHa  YcTaHOBKa B XpaHWMLLLE aBTOMATUYeCKN
HacTpoiika napaMeTpoB aBTOMaTUYeCKOW YCTaHOBKM (Ha cTp. 241)

cepTdUKaTOB B XpaHWNLLE, a TakKe yCTaHOBKa YCTaHOBKa B XpaHWALLE BpyUHYto (Ha

CepTMdMKaTOB B XPaHUIVLLE BPYUHYHO cTp. 243)

CmeHa TekyLero ceptugmkarta. MoxxHo BbibpaTtb CmeHa TekyLero ceptudukara (Ha
ApYyrov cepTudukart (M3 unmcna 4encTBUTENbHbBIX cTp. 256)

JINYHBIX CEPTUPMKATOB MOAb30BaTENSA) B KaYeCcTBe

TekyLLero.

O6HoBNEHWNE K/HOUa 31IeKTPOHHOM NoANUCHY U Hactpolika onoBelueHns 06 ncreueHmm
ceptudmkaTta. MOXHO HacTpPOUTbL NapameTpsbl CpoKa AeNCTBUA KAroYa 3N1eKTPOHHOM

aBTOMATUYECKOrO OMoBeLLEeHMs 06 NCTEYEHMM CpOKa  MOAMUCK 1 cepTudukaTta (Ha cTp. 248)
JencTBMA Tekylero ceptnudurkata un
COOTBETCTBYHOLLIErO MY K/KOUa 3/1eKTPOHHOMN 3MEKTPOHHOI MOANVCH U CepTidMKaTa (Ha
noanuncK, a Takxxe, Mpu HeobxoaMMOoCTH, CTp. 248)

chopmMmpoBaTb 3aNpoc Ha 06HOBAEHWE 3TOro

cepTuduKaTa v KitoUa 3NeKTPOHHON MNOAMUCH.

Mpoueaypa o6HOBAEHWNSA KtOYa

Beoga cepTudmkata B gelictBue. Ecim Tpebyetcs BBog B fieficTBMe aBTOMaTMyecku (Ha
ncnosb3oBaTh cepTUdUKaT, NepeAaHHbI Ha AaHHbIN cTp. 255)

ceTeBOMN y3eJ/1, HeObXOANMO BBECTW 3TOT cepTUdmKaT
B gelcTBre. MOXHO HacTpoWTb NapamMeTpbl
aBTOMaTU4eCKOro BBOAa cepTUdUKaTOB B AeicTBME
WAW BbINOAHWTbL BBOJ, B €MNCTBME BPYUHYHO.

BBog B AericTBMe BpyUHyto (Ha cTp. 255)

MpocMoTp 1 yaaneHue 3anpocoB Ha cepTUdMKaThbI. MpocMoTp 3anpoca Ha cepTudmkart (Ha
MO>HO NMPOCMOTPETb COCTOAHME 3anNpPOCOB Ha cTp. 257)

CepTI/I(I)VIKaTbI, Cq)OpMI/IpOBaHHbIX Tekywmm yﬂ,aJ'IE‘HI/Ie 3anpoca Ha CepTVIq)VIKaT (Ha

noJsib30oBaTeNeM, a Takxe yAaanuTb HEHYXXHble cTp. 258)
3anpocsl.
3kcnopT cepTudukata. B 3aBMCcMMOCTM OT Lienen okcnopT cepTndmkara (Ha cTp. 258)

ncnonb3osaHna cepTudurkata 3a npegenamu MO
ViPNet, ceptndukaT MOXeT BbITb 3KCMOPTUPOBAH B
dbaiinbl pasamyHbix GopmaTos.
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YCTaHOBKa CepTMOMKATOB B XpPaHUANLLE
OonepauUyioOHHOW CUCTEMDI

YctaHoBKa cepTMdmnKaToB B XpaHWIMLLE ONEPALMOHHON CUCTEMbI NMO3BOJIAET UCMOJIb30BaTh CEPTUPUKATHI
BO BHELUHWX NpuaoxeHusx (takux kak Windows Live Mail, Microsoft Outlook, Microsoft Word n gpyrux).

BHumanwue! [ins paboTbl € 3alMLLEHHbIMW LJOKYMEHTaMMW, MOMUMO cepTudukaTta
A nosib3oBaTesis, HeOHXOANMMO TakXKe YCTaHOBUTb B XPaHWUANLLE KOPHEBON cepTudmkaTt
(M3paTens) n CNMCOK aHHY/IMPOBAHHbIX CEPTUPUNKATOB.

yCTaHOBKy MO>HO BbIMOJIHATb aBTOMaTUYeCKN NN BPYUYHYHO.

BHumaHwme! Mpy HeobxoAMMOCTH yCTaHOBKU cepTudukaToB B xpaHuamiie OC Windows

/A\'\ Vista nan Windows Server 2008 cnepyet 3anyckatb nporpammy ViPNet Client oT umenn
agMmuHucTpaTtopa OC (C NOMOLLbIO KOMaHZAbl 3anyck oT UMeHM agMuHucTpaTopa (Run
as Administrator) KOHTEKCTHOrO MEHHO APAbIKa).

YcTtaHoOBKa B XpaHUAnue aBToMaTtn4yeckn

YcTaHoBKa cepTndMKATOB 3amycKaeTcs aBTOMaTUYeCKW Npu COBAOAEHNN CeayrOLWMX YCIOBUNA:

e cepTudwMKaTbl (TEKYLMI CEPTUPMKAT NOJIb30BaTENs, KOPHEBOW cepTUdUKAT N CNINCKN
aHHY/IMPOBaHHbIX CepTUHUKATOB) eLLie He Bblav YCTaHOBAEHbI B XPaHUANLLE;

e B OkHe Hactpolika napameTpoB 6e3onacHocTu Ha Bkiazke KpuntonpoBaligep yCTaHOBEHI
dnaxku rpynnbl ABTOMaTUUYECKW YCTaHaBIMBaTb B CUCTEMHOE XPaHWMLLE.

I'IpmmeuaHme. B aBTOMaTnueckom pexXnmMme BbiNONHAETCA yCTaHOBKa CepTI/Iq)I/IKaTOB n
CMNCKOB aHHY/IMPOBaHHbIX CepTI/Iq)I/IKaTOB B XpaHuauule Tekyliero noab3oBaTtena.

Ecnm HeobxoaMMO obecneunTb aBToMatnyeckoe o6HOBEHME CMUCKOB
aHHYNNPOBaHHbIX CEPTUDUKATOB B XPaHWWLLE NOKANbHOIO KOMMbIOTEPA, BbIMNOJHUTE
cnepytoLme AencTBumS:

e [lpesBapuTENbHO BPYYHYHO YCTAHOBUTE B 3TO XPaHUAMLLE COOTBETCTBYHOLLME
KOPHEBOW cepTUOUKAT U CMUCOK aHHYIMPOBaHHbIX CePTUPMKATOB (CM. YCTaHOBKA B
XpaHuAnLLLe BPYUHYHO Ha cTp. 243).

e Ybeantechb, UTO yCTaHOBAEH KOMMNOHeHT nporpammbl ViPNet CSP «Moaaepyxka
paboTtbl ViPNet CSP uepe3 MS Crypto API». MogpobHee cM. gokymeHT «ViPNet CSP.
PykoBogcTBO nonb3oBatens» pasgen «[lobaBneHue, yaaneHvne n BOCCTaHOBNEHNE
KOMMOHEHTOB MpPOrpamMmbi».

e [lns 3anycka nporpamMmsbl ViPNet MOHUTOP Mcnosb3yiiTe YUeTHYO 3amnuch,
obnagatoLLyro npaBamu agMUHUCTPaTOpa.
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[ns aBTOMaTUYECKON YCTaHOBKM TekyLlero ceptudurkata noab3oBaTens n CrickoB aHHYIMPOBaHHbIX

ceptndmKaToB (NpU COHBNOAEHNM NPUBEAEHHbIX BbILLE YCIOBUN) HE TPEBYETCA HMKAKNX AOMOJIHUTE/IbHBIX

JLENCTBUI CO CTOPOHbI NOJ/Ib30BaTENS.

[ns yctaHOBKM KOpHEBOro cepTudmKaTa HeoHbXoaMMO NOATBEPXKAEHME 3TOrO AECTBUSA NOJb30BaTeEM
OKHe YcTaHoBKa KopHeBoro ceptudukara. [laHHOe OKHO MOSABASETCs TOrAa, KOrAa KOpHeBO
cepTUdUKaT OTCYTCTBYET B XpaHuauwe ceptudpurkatos Windows. 3T0 MOXET MPOU30ONTU B CREAYHOLLUX

cnyyasnx:
e [lpn nepBmuyHOoM 3anycke MO ViPNet nocne pa3BepTbiBaHNA CETEBOrO y3/a.

e EC/iM COBMECTHO C 06HOBAEHMEM TeKyLLEero cepTudmkaTa noab3oBaTens noayyeH HOBbl KOPHEBOW
ceptudumkar.
[ns NoATBEPXAEHUS aBTOMATUYECKOM YCTaHOBKM KOPHEBOTO cepTuUdmKaTa BbINOAHUTE CieaytoLLme
JencTeus:
1 [pwv nosBAEHUN OKHa YcTaHOBKa KOPHEBOro cepTudukara:

o YTOObI BbIMOJHNTL aBTOMATMUYECKYHO YCTaHOBKY cepTudukata, Haxxmmte kHonky OK;

o ec/nun aBTOMaTU4Yeckas yCTaHOBKa KOPHEBOro cepTudurkata n apyrux ceptudunkaTos He
TpebyeTcs, yctaHoBuTe dnaxkok OTKIHOUNTL aBTOMaTUUECKYHO YCTaHOBKY cepTudUKaToB,

nocne yero Haxxmmute kHonky OK.

MpumeuaHue. B okHe HacTpoiika napameTpoB 6e3o0nacHOCTU Ha BKiagke
KpuntonpoBaiaep daaxku rpynnsl ABTOMaTMyecky ycraHaBanBaTb B CUCTEMHOE
XpaHunuue 6yayT TakxKe CHATbI.

YeTaHoBKa KOpHEBOrD cepTudnkaTa

i MOTOBMTCA MPOUEAYPE YCTAHOBKM KOPHEBOMD cepTiudmkaTa Bawero YKL B
\4) CUCTENMHOE XpaHunMiLe. Ecni 5To HeofxoawmMo, NoATEEPAWTE NOANMHHOCTE
cepTMPMKETA B CReayioweM sanpoce OC,

ECni YCTaHOBKS CEPTUMKATOR B CMCTEMHEIE XPEHWUIMILE He TpefiyeTca, Bt
MOMETE OTKAKYMTE 28 CelYac, MSMEHEHME HACTPOEK SETOMATHHYECKOR
YCTAHOBKM CEPTHMEMKSTOS AOCTYMHO M3 HacTpoek CepswMca BesonacHocTH

OTKMKYMTE SETOMATHYECKYID YCTAHOBKY CEPTHDMKATOE

o

PucyHok 106. YcmaHoeka kopHesozo cepmugukama

2 Ecnv aBTOMaTUYeckas ycTaHOBKa cepTMdUKaTOB He Bbina MpepBaHa, B OKHe 3anpoca Ha Ao6aBeH

B

mne

CepTI/Iq)MKaTa B XpaHuauulie npoBepbTe NOAJIMHHOCTb cepTMq)leaTa, nocse 4yero HaXXMumTe KHOMKy ﬂ,a.
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MNpegynpexaenne o BesonacHocTy J

loToBMTCR yeTaHoBKa cepTudimkaTa ot uenTpa cepTudukaumn (UC) 8
l L 3TOM JOMEHE:

HM UBAHOE K.K.

He yaaetca npoeepute, 4To cepTUgUKaT NPUHAANERUT "Un MBAHOB
wu.". OBpatutecs K "4n MEAHOBE W.W." M NOATEERAWTE ErO
nponciokgeHine, CRegyrowme yncna GyoyT NoNeEsHsl 48 JaHHOMo
npougcca:

Otnevarek (shal) : 3BFL3BDG 67D0B191 A2E928C2 1E1BB496 BAOECDOS

Mpegynpexaenne:

Ecan ycraHoBuTe AaHHBIR kopHeBoi cepTudmkar, To Windows
ABTOMATUHECKN ByAET JOBEPATE NHOBOMY CEPTUHMKATY, BblJaHHOMY
LC. Yeranoska ceprudimkata Bes oTNEYETKE MOXKET NPHBECTH K PUCKY
GesonacHocoTy, "[a" yKasblEaET, YTe PUCK NEMHWMAETCA,

YeTaHOBUTE JaHHBIR cepTudmkar?

Aa | Her |

PucyHok 107. [MoOmeepxdeHue nodaUHHOCMU KopHe8o2o cepmugbukama

Cnepyet UMeTb B BUAY, YTO Nnay3a rnepej aBTOMaTUUeCKON YCTaHOBKOW KOPHeBOro cepTudmkara

MOXeT 3aHMMaTb NPOA4OJ/IKUTE/IbHOE BPEMA B 3aBUCMMOCTU OT I/ICI'IO}1b3yEMOI7I nporpamMmmbl ViPNet:

o B nporpamme ViPNet MoHUTOp onpoc napamMeTpoB BbIMOAHAETCA Yepe3 5 MUHYT nocse 3anycka

1 Aanee C 2-4acoBbiM MHTepBasoM. Mpu OTKpLITOM OKHe HacTpolika napameTtpos
6e30MacHOCTM MHTepBaa onpoca cokpawaercs o 10-15 MUHYT.

o B nporpamme ViPNet [lenoBas noyta onpoc napameTpoB BbIMOJAHAETCA Yepe3 5 MUHYT nocne
3arnycka nporpammbl, a 3aTeM ¢ MHTepBanomM 60 MUHYT.

KOpHEBOl‘/JI CepTI/Iq)VIKaT YCTaHOBJ/IEH B XpaHuauie CepTVIq)I/IKaTOB Tekyuwiero nosb3oBartens.

YCTaHOBKa B XpaHWJIMNLLE BPYYHYHO

Ecav n3gaHHbIZ cepTudmKaT Nosb3oBaTeNs He Obl YCTaHOBAEH B XpaHUAULLE aBTOMATUYECKN (CM.
YcTaHOBKa B XpaHwvLle aBTOMaTU4eCcku Ha cTp. 241), Bbl MOXeTe YCTaHOBUTb €ro B XpaHuauLe 1
COMOCTaBUTb C KNHOYOM INEKTPOHHOM NOAMNCK BPYUHYHO. Takxke COBMECTHO C cepTUdmnKkaTtom
Mo/b30BaTeNs Bbl MOXETE YCTaHOBUTb B XpaHUIMLLE ONePaLMOHHON cucTembl cepTudurkaTt nsgatens u
CMMCOK aHHY/IMpPOBaHHbIX cepTudmkatos (CRL) (cMm. rnoccapui, ctp. 420).

,ﬂ,ﬂﬂ YCTaHOBKW cemechKaTa noJsib30oBaTend, a Takxe CepTI/ICI)I/IKaTa n3gartena un CRLB XpaHuauuie
OI'Iean'I/IOHHOIZ CNCTEMBI BbINOJIHUTE Cegyrowmne ,ﬂ,el7|CTBIAﬂI

1 Bbi3oBuTe okHO CepTuduKat 414 Toro ceptmdurkata, KoTopbli HEO6XOAMMO YCTaHOBUTD B
xpaHuauuie (cm. NMpocmoTp ceptndmkatos Ha cTp. 236).

2 HaxmuTte kHonKy YctraHoBUTbL cepTudumkar.
3 Ha cTpaHuue NpuBETCTBUA MacTepa yCTaHOBKWN cepTUdMKaTOB HaxXmMuTe KHonky fanee.
4 Ha ctpaHuue Bbibop xpaHuauiia ceptudmKaToB BbINOJHUTE CeAytoLMe AeNCTBUA:

o YkaxwuTe, B Kakoe xpaHuauLLe bysaeT ycTaHOB/IEH Ball cepTudumkar.
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o Ecnn Ha ceTeBon y3en kpome cepTudurKaTta Nonb3oBaTeNs Takxke NOCTynuan ceptudukaTbl
nsgatenen n CRL, Ans nx ycTaHOBKM YCTaHOBUTE COOTBETCTBYHOLLME PIadKKW.

Haxxmunte kHonky [Janee.

MacTep ycTaHOBKM CepTUgMKATOR >

Beibop XpaHuwnHa cepTHdHKaTOB fi‘%

XPEHUAMILE CEPTMBMKETOS - 3T0 0BNACTH CMCTEMEI, B KOTOPLIX NPOH3E0AMTCA vy
XPEHEHME CEPTURMKETOB.

CepTudmkat ByaeT YCTAHOENEH B XPEHUIMILE CEPTURMKETOR:
(®) Texywero nonbsosaTena

O KomMnsioTepa

[ ¥cranoeute ceprudikaTe usnaTensit

|:| ¥cTaHosuTe CRL

< Hasan OTmeqa Cnpaeka

PucyHok 108. Belbop xpaHuauwa cepmugukamos

Mpumeyanune. CepTndukat cnegyeT ycTaHaBAMBaTb B XPaHWIVLLE TEKYLLErO
nosb3oBatens Ana uenen wndposaHus, paclumndpoBaHns 1 nognmcanmsa Gpanios, a
TaKKe AN JOCTyNa K 3allyLLeHHbIM pecypcam Yepes Beb-6paysep. B xpaHuauie
KoMnbtoTepa CefyeT yCTaHaBAMBaTb CePTUPMKaTbI, KOTOPble ByAyT NCMOb30BaTbCA
cnyxx6aMm JaHHOro KOMMbOTEpPa, U cepTnduKaThl ANs ayTeHTUdUKaLMmM B Mporpamme
ViPNet.
CepTtndukat cnegyeT ycTaHaBAMBaTb B XpPaHUAULLE KOMMbIOTEPA MPU UCMO/b30BaHNM
ViPNet Client Ha Be6-cepBepe A1 opraHu3saLmMm A0oCTyna K 3aLliMLeHHbIM pecypcam.

Ec/v BO3MOXHOCTb YCTaHOBKM CepTUdMKaTa B XpaHWUIMLLE KOMMbIOTEPA HEAOCTYMHA,
3anycTtute nporpammy ViPNet oT UMeHn agMUHKCTpaTOpa.

5 Ha ctpaHuue FoToBHOCTL K ycTaHOBKe cepTudumKaTa:

o [poBepbTe NpaBUILHOCTL BbIBpaHHbIX MapaMeTpoB. Mpy HEOHXOANMOCTN BEPHUTECH Ha
npeAbIAyLLYyo CTPaHULY MacTepa C MOMOLLbIO KHoMku Hasag v BbibepuTe Apyrne napametpbi.
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MacTep ycTaHoBkm cepTudukaTos X

TOTOBHOCTB K YCTaHOBKe cepTHdmKaTa.

MaCTep roTos K YCTaHOBKE CEpTMRMKATE B CHCTEMHOS
XPEHHMMLLE,

BbinW yKasaHs! CNEAYIOWME NEPaMETPhl:

Brifpano xpannwnnue cepTt KaToB
Terylero Nonb3oBaTens

[lONONHNT ENbLHEIE NAPAMET Dbl
He yCTaHaBNMBaTE CEPTHMKETE M3aaTensH,
He yCTaHaBNMBATE CMCKK OTOSBEHHEIX CepTHdMKATOS,

Bl MOMETE YKA38Th KOHTEAHED € 33KPLITEIM KIKKYOM,
WHbopHMaLMA 0 KOHTERHEPE C 3aKPLITEIM ktoYom ByaeTt
9 A003ENEHE B ¥PEHWIMLLE CEPTUOMIKSTOE.

He NpHESSLIEATE K KOHTEHHEPY ~

PucyHok 109. Cepmugbukam zomoe Kk ycmaHoske

o [ns conoctaBneHuvs ceptrdmrKaTa Noib3oBaTeNs C KIKOUYOM 3NEKTPOHHON NMOAMNCK YCTaHOBUTE
bnaxxok YkaszaTb KOHTEMHEpP C KNHOUOM 3/1eKTPOHHOM NoANUCH.

o Haxwmure kHonky flanee.

6 Ecin dnaxkok YkasaTb KOHTEMHEpP C KJIFOUOM 3/IEKTPOHHOW MOAMNUCKU YCTaHOBJEH U KOHTENHEpP He
HangeH nnbo HegocTyneH, B nosemBlueMcs okHe ViPNet CSP — nHMumnanusauma koHTeliHepa
K/ItoUen yKaxnTe pacroNoXeHne KOHTeHepa Katouen:

o Nnanky Ha AUCKe;

o YCTpoMcTBO (C ykasaHuewm ero MNH-koza).

MpumeyaHue. Ana Ncnonb3oBaHWA Kakoro-anbo BHELLHEro YCTponcTBa HeobXxoanumo
NOAK/OUUTL 3TO YCTPOMCTBO W YCTaHOBUTDL AN HEro gpansepsbl. [MepevyeHb

noaAep>KMBaEMbIX YCTPOMNCTB XpaHEHNA JaHHbIX U Noae3Has nHdopmaLms ob

MCMO/Ib30BaHUM YCTPOWCTB COAEPXKUTCA B pa3gene BHeluHue ycTpoicTea (Ha cTp. 349).

MNMocne storo HaxmuTe KHonky OK.

7 B okHe NoATBepXAEHUSA HaxXmute KHonky Ja, 4tobbl 406aBUTL CepTUPUKAT B KOHTENHEP KAOYEN,
nan kHonky Het, utobbl ocTaBuTL cepTUdMKAT B BUAE OTAENLHOTO daina.

8 Ecam nossunock okHo ViPNet CSP — naposib KoHTelHepa katouei, To B nosie Maponb BBeaMTE
naposib AOCTyNa K KOHTeNHepy, nocae Yero HaxxmumTe kHorky OK.

Coser. CoxpaHeHuWe cepTudurKata B O4HOM KOHTEMHEepe C KIH0UOM 31eKTPOHHOM
NoANUCK YA06HO, eCIM KOHTEMHEP NAaHMPYETCS NePeHOCUTb U yCTaHaBIMBaTb Ha
APYrom KomnbtoTepe.
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Mpumeuanue. OkHo ViPNet CSP — naposib KOHTelHepa katove oTobpaxaeTtcs B
CneAyroLmnX Cayyasnx:

® KOHTeWHep, B KOTOPOM HaxoaMTca cepTudukat, cGopMMpoBaH C MOMOLLIbHO
nporpammbl ViPNet CSP nan ViPNet Registration Point;

® ec/au paHee Mpu COXpaHeHWN Naposs He Bbli ycTaHoBAeH daaxkok CoxpaHuTb
naposnb.

9 Ha cTpaHvLe 3aBeplueHne paboTbl MacTepa yCTaHOBKM cepTudmrKaTa HaxmuTe kHonky FoToso.

CepTudukaT ycTaHOBNEH B BblIOpaHHOE XpaHuauLLe cepTudukaTos. Ecam B npoLiecce ycTaHOBKM
ceptdukaTta eMy He 6bl COMOCTaBAEH KAFOY 3/IEKTPOHHON MOANMNCY, Bbl MOXETE BPYUHYHO YCTaHOBUTb
cepTndurKaT B KOHTENHep KAtoueit (cM. YcTaHoBKa cepTudurKaTa B KOHTEMHED KArOYen Ha CTp. 268).

OBHOBNEHME K/IHOYA INEKTPOHHOW MOAMMCK U
ceptmdurkara

CepTudukat K1roUa NPOBEPKM INEKTPOHHOM NMOAMUCU U KNHOU SNEKTPOHHOM NOAMUCU UMEIDT
OrpaHWUeHHbIN CPOK AENCTBUS, MO3TOMY MX TpebyeTcs peryaspHo 06HoBAATb. [py 06HOBAEHUN
cepTudmKaTa Takxke 0BHOBASETCS KNHOY INEKTPOHHOM NOAMMUCH.

O6HoBIEeHWE TPeBYETCA B CIeAYOLWMNX CIyYasnX:
e llcrek cpok aenctBus ceptudukata. Cpok AeicTBna cepTudumkata MOXeT COCTaBAATb 40 5 neT.

e llcTek cpoK AeNCTBUSA KoY 3NEKTPOHHOM nognucy. Cpok AeNCTBUA KakoUa 31eKTPOHHOW NOANUCH
coctaBasieT 1 rog (ecam cpok gencteums ceptudmkaTa npesbilaeT 1 ro4) v paBeH CPOKY AeNCTBUIS
ceptudukata (ecv cpok AencTeus ceptudukata MeHblle 1 roza).

e TpebyeTca NonyunTb cepTMdmKaT, B KOTOPOM ByayT U3MEHEHbBI JaHHble O €ro BAajesbLie
(BOMKHOCTb, MoApasfeneHve n Apyrue) i fobasneHbl JONOAHUTENbHbIE aTPUBYThI, paclUMpPeHus.
Hanpwumep, ana ncnonb3oBaHus ceptudukaTa B CMCTEMaxX AOKYMEHTOOH60pOTa B HEFO MOTYT 6bITb
A06aBneHbl HY>HbIE MOANTUKN MPUMEHEHUA.

Taknm obpazom, TpebyeTcs 0BHOBAATL CEPTUOUKAT KArOUa NPOBEPKM 3/IEKTPOHHON MOAMMWCH U KoY
3NEKTPOHHOM NMOANUCK He pexe, yeM 1 pas B rog.

O6HOBUTL CEPTUHMKAT M KJIHOU 31EKTPOHHON NOAMUCK Bbl MOXETe He Tosbko B nporpamme ViPNet Client
(13 okHa Hactpoiika napameTpoB 6e30nacHOCTM), HO U C MOMOLLbIO €€ KOMMOHEHTa — NPOrpaMmbl
ViPNet CSP (cm. gokymeHT «ViPNet CSP. PykoBOACTBO MO/ib30BaTENS»).
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Tabauya 7. NocnedosamensHocme delicmauli npu 06HOBEHUU KJIK0YA 3/1eKMPOHHOU nodnucu u

cepmugbukama
[JeiictBne Ccbika
O MpoBepbTe HaCTPOVKM OBHOBAEHNA CEPTUPUKATOB. YcTaHOBKa B XpaHuauLle
Mpn HEO6XOAMMOCTM HaCTPOINTE aBTOMATUYECKYHO aBTOMaTM4eckn (Ha cTp. 241)

YCTaHOBKY CEPTUPMKATOB B XPaHUIMNLLE U UX

BBog B feicTBMe aBToMaTUyeckm (Ha

aBTOMaThn4yecknn BBOA B Aencreme cTp. 255)

O Cospaiite 3anpoc Ha cepTudukar Mpouesypa obHOBAEHMA KtOYa

3NEKTPOHHOM Nognuncn n ceptndukara
(Ha cTp. 248)

O JoxawnTeck, noka ceptudukat byaet nsgaH B YKL n
nepejaH Ha Ball y3en

O  YcraHoBwWTe cepTndUKAT B KOHTENHEP KKOUel U B YcTaHoBKa B XpaHWnLLe Bpy4Hyto (Ha
CUCTEMHOE XpaHWnLLe, eCAn He BblI0 HaCTPOEHO cTp. 243)
aBTOMaTWNYECKOE BbIMONHEHWE 3TUX AeNCTBUI

O Mpn HEOBXOAMMOCTM CAeNamnTe NoNyUEHHbIN CmeHa TekyLllero ceptnoukara (Ha
cepTmdukat TekyLum cTp. 256)

O Beegute ceptudukat B geincTeme, ecau He bbiio BBog B AeiicTBMe BPYyUHytO (Ha
HaCTPOEHO aBTOMAaTMUECKOE BbINOJHEHME 3TOr0 cTp. 255)
AencTBus

CoBert. Mbi pekomMeHayeM pacneyatartb CMUCOK M OTMeYaTb B HEM LWarn no mepe mnx
BbINOJHEHUA.

MpyMeuaHue. Ecam UcTek CPOK AEWCTBUA KItOUa 31EKTPOHHOMW NOAMMUCY, HO MPU 3TOM
cepTMdMKaT KNHoUa NMPOBEPKU 3NEKTPOHHON MOAMUCU OCTAETCs AENCTBUTENbHbIM,
MOXHO CO34aTb 3anpoc Ha 06HoBeHMe cepTudmKaTa. 3anpoc bygeT noagnucan
K/IKOUOM 3/IEKTPOHHOW MOAMUCH, HO 3IEKTPOHHAA NOANMCL ByAeT HeAelCTBUTENLHOM.
OHa 6ygeT NCnonb30BaThCs He AN MOATBEPXKAEHWS aBTOPCTBA, @ TOLKO A1 MPOBEPKY
LLeSIOCTHOCTH 3ampoca. B atom ciyuae notpebyercs Balle NOATBEPXKAEHUE
KOPPEKTHOCTM 3ampoca COracHO PeriaMeHTy, MPUHATOMY B Y40CTOBEPSIOLLEM LIEHTPE.

Ecam nctek cpok AeicTBUA 1 KtoYa 31eKTPOHHOW NoANUCK U cepTndmrkata, 3anpoc Ha
06HOBJ/IEHWE CO3AaTh HEBO3MOXHO. HOBbIN cepTndurKaT B 3TOM Cllyyae MOXET bbiTb
M3gaH TONIbKO MO MHULMATUBE agMUHMCTpaTopa nporpammsl ViPNet YaocTtoBepstowmii
W KIHOUEBOW LiEHTP.

B cnyuae oTcyTCTBMSA KAHOUA SNEKTPOHHOW NOAMUCK CO34aTh 3amnpocC Ha cepTudmkaTt
TaK>Ke HEBO3MOXHO.
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Hactpoika onoBeleHns 06 ncrteveHmn cpoka AenCTBUA Karoua

3/IEKTPOHHOM NoANUCK U cepTudumkaTa

Mo ymonuanuto nporpamma ViPNet Client HaunHaeT BblgaBaTth NpegynpexaeHuns 3a 15 aHen ao

NCTEUYEHMNS CpOKa AENCTBUA cepTndMKaTa UM KNKUa 31EKTPOHHOW MOAMMUCH.

YTOobbl M3MEHUTb HaCTpOI;IKI/I onoselweHund, BbINOJHUTE cieayrolne ,D,el?lCTBVISIZ

1

B okHe Hactpoiika napameTpoB 6e30nacHOCTU OTKPOITE BKaAKY DNEKTPOHHAsA NOANUCH.

B none Hpopmauma o TekyLem cepTudukate ykasaH Cpok AelCTBuA cepTudmkata 1 Katoya

3ﬂeKTpOHHOI7I noanncu.

HacTpoiika napamerpos GesonacHocTv @
MNapons I Konkoui I AAMUHWCTPETOR I KpunTonpoBaiaep
MonesoBaTens | JReKTPOHHA NoANWCE | LWndposatne

WHDOPMELMA 0 TEKYLLEM CEPTMDMKETE:

CBATHH Anetcel NeoHuaosK
NEeACTEMTENEH

* KoMy BblgaH:

® CTatyc

* CpoK ASACTEMA
CepTudukaTa:
Knoua 3M:

* KemBblaaH:

c 19.06.2014 no 19.06.2019
c 19.06.2014 no 19.06.2015
Kysneuos BukTop MeTposud

4 UL 3

® Comuslinnii iomen: 11 CF AR 9F 55 CA 3590 00 00 00 01 15FA 00~

m

[ MoapofHes ” Brifpats... ”QﬁHosMTbcepTud)uKaT...

ANrOPMTH XEWHPOBAHNA:

[rocTP 34.11-94 -]

iCooQu.LaTb 00 MCTEYEHWW CPOKOE LEACTEMA | 15
H i

SKYLWEro CEpTHMMKETE M KDY 38
BTOMATMHECKM BE0ANTD B AEACTEME CEPTHDMKATDI,
W3AEHHEIE MO 3aNPOCy NoMs30EaTENA

OHER

[ ABTOMaTIMECM BBOANTE B AEACTEME CEPTHdMKATEI,
W3AEHHBIE N2 MHWLKMETHEE 3AMWHWCTPaTOPE YL

’ermd)mn.aTbl ] [3anpocb| Ha CepTMMKaT ] ’HsgaHHble CEpTUHOMKETEI ]

[ ok

] [ OTmMeHa ] [ MpHMEHKTE ] [ Cnpaeka ]

PucyHok 110. Mpocmomp uHgopmayuu o mexyuweM cepmugpukame u Hacmpolika napamempos
onoseuwjeHus 06 ucmeyeHUU Cpokog delicmaus K/r4a 31eKmpoHHOU nodnucu u cepmugpukama

YctaHoBUTE MK cHUMUTE daaxok CoobLliatb 06 NCTeUEHUN CPOKOB AeNCTBUA TEKYLLEero

ceptudmKaTa U KNtoYa 3a 1 B NoJie CnpaBa BBeAWTE Yncio aHel He 6onee 30.

Mpoueaypa 06HOBAEHMA KAKOUA 3NEKTPOHHOM MOAMUCHU U
ceptTudukara

3a Heckonbko AHEVI A0 NCTeyeHna cpoka AEVICTBMH cemechKaTa NI Karo4ya 3J'IeKTpOHHOI7I noanuncum

Tp66yETCﬂ BbINOAHUTL Ceayrouimne Ael‘/’ICTBVIﬂI

Ecan BkatoueHo onoeeuieHne 06 ncteueHumn CpoOkKa AEVICTBMH CepTVIq)VIKaTa M Knro4a 3!]8KTpOHHOI7I

noanuvcu:

@)

Korga o ncteueHns cpoka ocTaeTcs 3aflaHHOe KOIMUecTBo aHel, nporpamma ViPNet Client

Bbl4acCT COOTBETCTBYHOLLEE COO6LLI,EH ne.
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Mpeaynpexaenne Cepenca GesonacHocTy @

CpoK ASACTEMA TEKYIWLEND CEPTHMIKATS SNeKCTPOHHOA
i ® %  noomaom wcrexaet 08.09.2017.

Cpeaw vMetowmxca y Bac cepTMMKETOB eCTe AOCTYMHLIE ANA
WMCNONBI0BaHWA. PEKDNEHD.}I’ETC‘F! BblﬁpaTb 0A4MH U3 HAX 1Nk 3anpociTe
ofHOBNEHME TEKYILErD CEPTMRMKETA,

NeifcTEre
@ BoibpaTe Apyroi cepTUPMKET B KadYecTBe TEKYLLEro
OTNpaBuTE 3aNpoc Ha 0BHOBNEHME cepTudiKkaTa
OTKPLITE HACTPOIAKI 3NEKTPOHHOIN NOAMMCA
HaMOMHMTE CHOBA Yepes | 10 MuHyT

HENoMHWTE MPK CIEAYIOWER aYTEHTUDMKELM

PucyHok 111. MpedynpexdeHus o ckopoMm ucmedeHuu cpoka delicmeus cepmugbukama u Karo4a
3/1eKkmpoHHoU nodnucu

o Ecan ncrekaet cpok aencteusa ceptudukata, B okHe coobLieHus BbibepnTe OTNpaBuTb 3anpoc
Ha o6HoB/IeHMe cepTuduKaTa, nocsie vero Haxmute kHonky OK. byaet 3anyweH Mactep
obHoBieHMna cepTuduKara.

MpumeyaHne. MoXHO TakXe OTKPbITb OKHO HaCTPOMKM NapaMeTpoB 3IeKTPOHHOWM
MOAMMNCY, OTNOXUTL OTMPaBKY 3amnpoca Ha O6HOBNeHWE cepTUdMKaTa UM BbIbpaTh
Apyron ceptndukat Npu ero Haanumn.

o Ecnm ncrekaet cpok AencTBms katoua 3NEKTPOHHOM NOANNCK, B OKHE COObLLeHMs BbibepuTe
OTKpbITb HACTPOWNKM INEKTPOHHOM NOANMCK, Noc/ie Yero Haxmute kHornky OK. B nossueLiemcs
okHe HacTpoiika napamMeTpoB 6€30nacHOCTU Ha BK/1ajKke DNEKTPOHHasA NOANNCh HAXXMUTE
KHonky O6HOBUTb cepTUdMKaT.

o Ecam onoeeuweHne 06 ncreueHumn CpoKa AEPICTBMH CepTI/Iq)VIKaTa n Knro4a 3J'IeKTpOHHOI7I noanuncum
OTK/IKOYEHO:!:

o B okHe Hactpolika napameTpoB 6e30NacHOCTU OTKPOWTE BKAAZLKY NEKTPOHHAs NoANuUCh.

o Ha Bknagke dnekTpoHHasa nognucb (cM. PricyHok 110 Ha cTp. 248) HaxkmuTe kHonKky O6HOBUTB
ceptudwmkar. byget 3anyuweH Mactep o6HoBAeHUs cepTudmkaTa.

YTt06bl cOpMUMPOBaTL U OTMPaABUTL 3aNpPOC Ha OBHOBAEHNE cepTdMKaTa U KNKOYa 3NEKTPOHHOM
MoAMNMCK C MOMOLLbIO MacTepa:

1 Ha nepBoi cTpaHuue MacTtepa o6HOBEHUsA cepTUdmKaTa HaxmuTe KHonky Janee.

ViPNet Client 4. PykoBoacTBO nonb3oBatens | 249



Macrep obHoBAEHMA cepTudnkaTa
L -

CETH.

AaHHbIX,

Bac npusercrByeT Mactep o6HOBNEeHnA
ceptndpmkarta

3TOT MACTEp NoMoraeT oBHOBUTE cepTUdMKET,
BhINYLLEHHBIR YA0CTOBEpAOLYAM UeHTPon (Y1) Bawei

CepTHdUKET, BbIAGHHDIA YAOCTOBEPAMDILMM LIEHTPOM,
ABNASTCH NOATELMHAEHWEM BALIEH NMMUHOCTH 1
COAEPHMT MHopMaLMID, HeoDXoAMMYIO ANA 3EWHTEI
AEHHEIX MW YCTEHOBNEHWA SEWLMILEHHEIX CETEEEIX
MOAKMFHEHMH,

KMtod 3NEKTPOHHOM MOAMNMCOM AENASTCA CEKPETHOM
. MONOBWHOI NapEl KNKOWe, CBA3EHHBIX C

| cepTudmMkaToM, OH MCNONb3YETCA ANA COSAGHHA
3NEKTPOHHON NOAMACA WKW ANA PacUMhpoEEIBaHAA

Y lnA NPOGOMLKEHHA HaMMUTE kHonky ~danee”,

Orobpaars Boe CTPaHLL!

s

QTMeHa

PucyHok 112. Cmapmosas cmpaHuya macmepa obHoseHUa cepmugukama

2 Ha ctpanve Kntou 3/1eKTPOHHOM NOANWCY BbIMOJIHUTE CleAytoLLne AeNCcTBUs:

2.1 YkaxwuTe Ha3HauyeHue Kito4a n ceptudukaTa:

L] eCin npegnonaraetca nx NcnoJib3oBatb TONbKO A4 NOANNCUA — 3Ha4veHune 3ﬂeKTp0HHa$|

noanunchb;

o ecin npegnonaraetTca nx NCnoJsibsoBaTtb Kak a4 noAnncKn, Tak n AnA LIJI/Iq)pOBaHI/IFI —
3HayeHune 3]'IEKTp0HHa$| noanncb n LUMqJPOBaHMe.

2.2 3ap,a|7|Te aaropunTtm qJOpMI/IpOBaHMﬂ KJKO4Ya U napaMeTpbl airopntMa B COOTBETCTBUN C

NnpvBeAEeHHON HUXe TabanLei:

Tabauya 8. Xapakmepucmuku an2opummos

A.I'IrOpMTM M ero onncaHue

FOCT P 34.10-2001

Cwm. RFC 4357
(http://www.ietf.org/rfc/rfc
4357.txt)

CTaHAapT 3/1eKTPOHHOW
NoAnMcKn, OCHOBaHHbIN Ha
apvdmeTumke
INMNTUYECKNX KPUBbIX

OID «1.2.643.2.2.19»

MapameTtpbl anroputma AnvHa knrova
NPoBepPKWN 3N1EKTPOHHOW
noanvcu

Ana nognucu:

FOCT P 34.10 - 2001 MNapameTpebl No
YMOJIHaHWNIO (pekoMeHayeTcA)

OID «1.2.643.2.2. 35.1»

FOCT P 34.10 - 2001 MNMapameTpbl nognucu B

OID «1.2.643.2.2. 35.2»
512

FOCT P 34.10 - 2001 MapameTtpbl nognucu C
OID «1.2.643.2.2. 35.3»

Ansa noanucy v WwnppoBaHus:

FOCT P 34.10 - 2001 EDH MNapameTpbi No
YMOAYaHUIO (peKoMeHayeTCs)

OID «1.2.643.2.2. 36.0»
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AHrOpMTM n ero onuncaHume

FOCT P 34.10-2012/512

HoBbI cTaHzapT
3/IEKTPOHHOW nognucuK ot
2012 rosa ¢ ANMHOW KAtoUa
3/IEKTPOHHOW nognucy 256
o6ut

OID «1.2.643.7.1.1.1.1»

FOCT P 34.10-2012/1024

HoBbiln cTaHgapT
3NEKTPOHHOW NOAMUCK OT
2012 roga ¢ ANMHOW KAtoUa
3/1eKTPOHHON nognucu 512
o6ut

OID «1.2.643.7.1.1.1.2»

MapameTpbl anroputma

FOCT P 34.10 - 2001. EDH lNMapameTpbl
obmeHa B

OID «1.2.643.2.2. 36.1»
FOCT P 34.10 - 2001 MNapameTpbl Mo
YMOAYaHWUIO (PEKOMEHAYETCA)

OID «1.2.643.2.2. 35.1»

FOCT P 34.10 - 2001 MapameTpbl nognucu B
OID «1.2.643.2.2. 35.2»

FOCT P 34.10 - 2001 MNapameTpbl nognucm C
OID «1.2.643.2.2. 35.3»

Mpumeuannme. Mapametpbl FTOCT P 34.10 -
2001 ncnonb3yroTcs ANa ABYX anrOPUTMOB:
FOCT P 34.10-2001 n TOCT P 34.10-

2012/512, nockonbky ctaHgapt FOCT-2001

naeHTnyeH FOCT-2012 ana katouen 256 6uT.

FOCT P 34.10 - 2012/1024 Habop
napameTpos A

FOCT P 34.10 - 2012/1024 Habop
napametpos B

AnvHa katova
NPoBepPKWN 31E€KTPOHHOW
noanvcu

512

1024

CoBert. Mbli pekomMmeHayeM 1NCrno/ib30BaTb NapaMeTpbl airoprUTMa, npeaiaraemMmbie no
YMOJIHaHWIO. AaHHble napamMeTpbl XapakKTeprnsyroTca HanbonbLien CKOpPOCTbHO
BblYCAEeHNA N NPOBEPKN 3}'IeKTpOHHOIz noanumcu, LUI/Iq)pOBaHI/IFI n pacmmq)poaaHMﬂ.
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MacTep obHosnennA cepTrdmkara

Knroy 3neKT poHHON noan1ck
YKEHHMTE NEPEMETPEI KIHOYE INEKTPOHHOA NoANKCH,

KpunTonpoBaiasp: [Inf'otecs Cryptographic Service Provider

[=]
8

ANrOpUTM 3NEKTPOHHOA noankaq:  TOCT P 34.10-2001

MapameTpsl anropyuTtma 3

[I'OCT P 34.10 - 2001 NapameTpbl N0 YMONYaHMID Y]

AnMHa KNkoYa npoeepki 30 (BuT): [512

)

HazHaueHue Knoda: [BHEKTDOHHER noanuce

7

[]He oTofpakaTe B AANBHEALEM STY CTPEHULY

[ < Hazag “ lanee = ] [ OTtmeHa

PucyHok 113. Belbop anzopumma u e2o hapamempos

2.3 Haxwmure kHonky [lanee.

Ha ctpaHuue KoHTeliHep ¢ KJFOUOM 3/1€KTPOHHOM NOAMNUCK YKaXMTe MeCTO XpaHeHUs KOHTenHepa:

o nanky Ha Aucke,

o YCTPOMCTBO C yKasaHueM ero napametpos v MH-koza.

MpumeyuaHue. Ana Ncnonb3oBaHWA Kakoro-anbo BHELLUHEro yCTponcTea Heobxoanmo

NMOAK/HOUNTB 3TO YCTPOMCTBO U YCTAaHOBUTL A1s1 HETO ApaliBepbl. [epeueHb
NOAJEPXKNBAEMbIX YCTPONCTB XpaHeHWs JaHHbIX U nose3Has MHbopmMaLms ob

MCMO/Ib30BaHUM YCTPOWCTB COAEPXKMTCA B pa3gene BHeluHue ycTpoicTBa (Ha cTp. 349).

Mocne 3TOro HaXXMUTE KHOMKY Danee.

Macrep obHoBAEHMA cepTudnkaTa

KoHTeiiHep € KNOYoM 3NEKT POHHON NoanWCH
Kntod 3nekTpoHHOR Noanuo BYAeT CoXPaHeH B 3alMIULEHHON KOHTERHepe,

MmA KoHTelHepa: | sgn-5561-A950-5906-F461
(@) Manka Ha aucke

) YerpoiicTeo

KaTanor:

C:'¥ProgramData\InfoTeCs\24 1500000 user_0002 ey _disk\dom’

=l

[ < Hazag ][ Hanee = ] [ OTmeHa ]

PucyHok 114. YkazaHue mecma xpaHeHUs KoHmeliHepa kro4el
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4 Ha ctpaHuue Cpok gencreusa ceptudukarta 3agante xenaembli CpoK JecTBMA OOHOBAAEMOrO
ceptudurkaTa yAobHbIM A1 BaC cnocobom, Noce Yero HaxmuTe KHormky Janee.

MacTep oBHOBNEHIMA cepTudinkaTa @
Cpok aedcrena cepruduraTa F
YKEHMTE HENaTENEHBIA CPOK AERCTEMA CEpTUDMKATE 0

@) MpoAoMHUTENEHOCTE: &0

OKoHYaHWE : 09,09, 2015 11:27:36

Hauano ¥ oKoHYaHWE: 09.09.2010 11:7

09.09,2015 11:2

He oTofipawaTe B AanbHENWEN STY CTPaHULLY

| < Hazan |[ Hanse = ] | OTMEHS |

Pucyrok 115. Yka3zaHue xenaemozo cpoka delicmeus cepmugukama
5 Ha ctpaHuue F'OTOBHOCTB K CO3AaHUIO 3anpoca Ha cepTudumkar:

o Yb6eautecb B MpaBWIbHOCTU NApPaMeTPOB, 3aJaHHbIX Ha MPeAbIAYLLMX CTpaHuuax Mmactepa. MNpu

Heob6X0AMMOCTN U3MEHEHWNA NapPaMEeTPOB BEPHUTECh Ha HY>XXHYHO CTPaHWULLY C MOMOLLbIO KHOMKM
Hazag.

o [pw HeobxoanmMocTV NnevaT MHbOPMaLMK O 3aNpoce Ha NPUHTEPE, NCMOAb3YEMOM MO
YMOJIYaHMIO Ha JaHHOM CETEBOM Y3/e, ybeantecb B TOM, UTO ycTaHOBAEH paaxok MeuaTatb
nHPpopmaLuio o 3anpoce. B npotmBHOM ciyyae cHUMUTE Gaaxok.

[Mocne 3T0ro HaxkmuTe KHOTKY ,D,a.nee.

6 |_|pl/l noABAEHUN l-)J'IeKTpOHHOl‘/II pyneTkn cne,a,yl7|Te yKa3aHVAM OKHa.

Iil I'Ipmmel-laﬂme. B Ccaydae ecan B paMkKax TeKyLLI.eI‘/’I CeCCU SNIEKTPOHHAaA pyseTka yxe
6bina 3anyuleHa, JaHHOE OKHO He MoABUTCA.

7 Ha ctpaHuue 3aBeplueHue paboTbl MacTepa 06HOBEHNs cepTudMKaTa HaxmMuTe KHOMKy FoToBo.

B pe3ynbTaTe 3anpoc Ha obHoBAEHUEe cepTudmKaTa byaeT nepegaH B nporpammy ViPNet
YA0CTOBEPSIOWMIA U KNHOUYEBOM LIEHTP.
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Mpumeuanue. Bpems oxugaHunsa otseta oT nporpammsbl ViPNet YgoctoBepsatowmin n
KNHOUEBOM LIeHTP MOXET 3HaUMTeNbHO BapbUPOBaTLCA B 3aBUCUMOCTM OT NapamMeTpoB
HacTpoliku 3Toi nporpammel. Ecan nporpamma ViPNet YaoctoBepstowmin n kntoueBom
LileHTp HacTpoeHa Ha aBToMaTu4eckyto 06paboTky 3anpocoB Ha cepTUdmMKaTbl, Bpems
OXMWJaHNA oTBEeTa He npesbilwaeT 5 MUHYT. Ecain obpaboTka 3anpocos B nporpamme
ViPNet YaocToBepsAroLWwmii U KNHOYEBOMN LEHTP OCYLLECTBAAETCS BPYUHYHO, BPEMS
OXWzaHusa oTBeTa He orpaHunyeHo. MogpobHee cM. sokymeHT «ViPNet
YAOCTOBEPAOLWMA U KNHOYEBON LIEHTP. PyKOBOACTBO agMUHMCTpaTOpa».

Ecnu 3anpoc Ha o6HoBAeHMe cepTudumkaTta B nporpamme ViPNet YaocToBepsitoWwnin n KNtoUeBoOW LIEHTP
OyZeT yAOBNETBOPEH, Ha CETEBOW y3e/ NOCTYNUT OBHOBAEHHbIV cepTudmKaT. Ecan nsgaHHbln ceptudukat
6bl1 BBEAEH B AEMNCTBME M HAa3HaYeH TekyLUMM aBToOMaTn4eckn (cM. BBoz B feicTBre aBTOMaTUYeCKM Ha
cTp. 255), B okHe MeHegykep cepTudumkaToB A/ 3anpoca, No KOTOPomy bbin n3gaH ceptudukart, byaet
oTobpaxaTbCs CTaTyc cepTudMKaT BBEAEH B geicTeue (cM. [pocmoTp 3anpoca Ha ceptudukaT Ha

cTp. 257).

MeHemxep cepTudukatos = @
W3AaEHHEIE CEpTHGMKETE! | 38MPOCk! HE CEPTHdMKET | e
Brageneu kmoua  CepuitHelil HOMED  ANTOPUTH Cratyc Oata cos...

Client 1-1 01D3FE30F... TMOCTP 34.10-2001 cepTwdukaT seeaeH B aciicteme  07.06.2018
CroifcTEa YaanuTe 3nemerHTos: 1
[ OSHOBWMTE OKHO ] [ 3aKpLITE ] [ Cnpaeka ]

Pucyrok 116. Cmamyc 3anpoca 8 ciyqae 8goda cepmughukama e delicmsue

Ecnun ceptudumkat 6611 nonyyeH, HO He BBEAEH B AeNCTBME aBTOMATMYECKM, A5 3anpoca, MO KOTOPOMY
OH 6bI1 M3aaH, byAeT oTobpaxaTbCs CTaTyC YAOBAETBOPEH. BbinoaHWTe B JaHHOM Ciy4ae BBOA,
cepTndmKaTa B AeNCTBUE BPYUHYLO (CM. BBOZ B leiicTBME BPYyUHYHO Ha cTp. 255).

Ecnu 3anpoc Ha o6HoBAeHMe cepTudumkaTta B nporpamme ViPNet YaocToBepsitoWwnin n KNKOUYEBOW LIEHTP
byseT OTKIOHEH, cepTudmKaT He ByaeT nsgaH. 3anpoc Ha cepTudukat byAeT NMeTb CTaTyC OTKIOHEH.
ObpatnTech K agMrHUCTpaTopy nporpamMmbl ViPNet YgocTtoBepstoWwmii n Kao4eBOM LEHTP ANs
YTOUHEHWsl MPUYMH OTKJIOHEHWS 3anpoca.

BBOA ceptmdmkaTta B AeNCTBME

O Toro UTo6bl NCMO/Ib30BaTh CepTUdUKAT, MONYUEHHBIR M3 NporpaMmbl ViPNet YaocTtoBepstoLwmi u
K/NFOUEBOW LIEeHTP, HEOBXOANMO BBECTW 3TOT cepTudumKaT B AelicTBue. Mpun aTom ceptudmkaTt
COMOCTaBAAETCA C 3aKPbITbIM KJHOYOM W YCTaHaBANBAETCA B KOHTENHEp.
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BBog B AeNCTBME aBTOMATUYUECKM

[ns Toro utobbl BBOA B AENCTBUE CEPTUDMKATOB, MONYUEHHBIX M3 Nporpammbl ViPNet YaoctoBepsitowmii
1 KNKOYEBOW LLEHTP, BbIMOAHAICA aBTOMaTUYeckn, ybeanTtecb B TOM, YTO B OKHe HacTpoiika napameTpoB
6e3onacHOCTM Ha Bk/agke DNeKTPOHHasA NOANUCH YCTaHOB/EH daxok ABTOMaTUUECKN BBOAUTb B
Jencreune ceptudmKaTbl, U3gaHHble MO 3aNpocy NoJsib3oBaTtens, a Takke Gpaaxkok ABToMaTMyecku
BBOAUTb B elcTBMe cepTuduKaTthbl, U3faHHble NO MHULMaTUBE agMmuHucTpatopa YKLL.

Mpun HanMuMKM faHHbIX Gaaxxkos cepTudurKaTbl ByayT BBOAUTLCSA B AEMCTBME aBTOMATUYECKU B TeUEHNE
Yyaca ¢ MOMeHTa 1x nosay4veHus. CeptndukaTtbl, U34aHHble MO BaIMM 3anpocaM, CMOTYT BBOAUTLCA B
AEeNCTBME aBTOMATUUECKN TONBKO B TOM C/lyyae, eCaun AOCTYMNHbl KOHTEMHEPbI C COOTBETCTBYHOLLUMMU
KJOYaMU 31EKTPOHHOW noAnucuy. B npoTMBHOM ciyyae OHW MOryT ObiTb BBEAEHbI B AeNCTBUE TONbKO
BPYUYHyto (CM. BBOZ B AelicTBME BPYUHYHO Ha CTp. 255).

BHumaHwue! Ecnn KoHTeMHEpP C KAHOYOM 3/1EKTPOHHOW MNOAMUCK XPaHUTCS B Marke Ha

/@\ AMCKe, TO OH JOCTYNeH Bcerga. ECn KoHTeHep XpaHWTCA Ha BHELLIHEM YCTPOICTBE, TO
OH ByAeT AOCTyMNeH, eC/iv YCTPOWCTBO MOAKAOUEHO U coxpaHeH MNH-koa K Hemy nan
MNH-koa yxxe BBOAWMACA B paMKaXx TEKYLLEN ceccum.

Mpu BBOAE B AelicTBME cepTUdMKaTa, U3LaHHOIO MO MHMLMATUBE agMUHUCTpaTopa nporpammbl ViPNet
YA0CTOBEPSIOLWMNIA 1 KNHOUEBOW LIEHTP, NoaBUTCA okHO MpeaynpexkaeHue cepBuca 6e30nacHOCTM €
COOTBETCTBYHOLUMM cOObLLeHNeM (cM. CepTnudurKaT, U3LaHHbIN NO MHULMATUBE aZMUHUCTPATOPA, BBEAEH
B AenctBue Ha cTp. 301).

BBoa B feNCTBME BPYUHYHO
BBoga cepTndmKaToB, Noay4YeHHbIX U3 nporpaMmbl ViPNet Yao0cToBepAOLWMIA 1 KNHOYEBOW LIEHTP, B
AEVICTBME BPY4YHYHO Tpe6yeTc;| BbINOJHATL B CAeAyHOLWnX Cydaax:

e Ec/in He ycTaHOB/IEHBI GIaXKW, MO3BOAIOLLME BbINOJHATE aBTOMaTUUECKUIA BBOJ, CepTUhUKATOB B
JelcTBue.

. |_|pl/l aBTOMaTM4yeCKoM BBOAE CepTVIq)VIKaTa B ,D,el‘/JICTBVIe Obin HeJOoCTyneH KOHTEVIHep C
COOTBETCTBYHOLLUMM KAHOYOM 3!]6KTpOHHOI7I noanucu.

UTobbI BPYy4YHYHO BBECTU B Ael\/‘ICTBI/Ie nonyquanZ CepTI/Iq)I/IKaT, BbINOJIHUTE Ciegyrolne Ael\/’ICTBMﬂI

1 B okHe HacTtpoiika napaMeTpoB 6€30nacHOCTU OTKPOITe BKAAAKY DNEKTPOHHasA MOAMUCH, MOC/E
Yero HaxmuTe KHornky M3aaHHble cepTudumKaThl.

2 B okHe MeHeaxep cepTudukaToB Ha Bknaske N3gaHHble cepTuduKaThl BbIGEPUTE NONYUEHHbIN
cepTudumKaT, KOTOPbIA HEOBXOAMMO BBECTU B AEWCTBME, MOC/E YEro HaxXMuTe KHOMKY BBectn B
AeNcTBue.

B pesynbTaTe BBEAEHHbIN B AeicTBME cepTudumKaT oTobpasutcs B okHe MeHeaxkep cepTudumkaTos
Ha BK1aake JInuHble ceptudmkaTbl. ECiv HeOBXOAMMO MCMO/Ib30BaTh 3TOT cepTUdMKaT AN
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NOAMMNCaHNA NEKTPOHHbIX AOKYMEHTOB, Ha3HaubTe ero Tekywmm (cM. CmeHa TekyLero
cepTudurkara Ha cTp. 256).

CMeHa TekyLlero ceptmdmkara

Ecnn y Bac ecTb HECKONbKO AENCTBUTE/IbHBIX INYHBIX CEPTUOUKATOB, Bbl MOXETE UCMOAb30BaTh NH060M U3
HWUX B KayecTBe TekyLero. Tekywmi ceptudurkat ncnonbsyetcs nporpammori ViPNet Client no
YMOJIY@HWUIO NPY NOAMNCAHMM NUCbMa WA 3alndpoBaHmmM paina.

BHumanwue! Ecan npu obHOoBAEHWIN cepTudUKaTa HOBbIN cepTudUKaT, M3LaHHbIA MO 3anpocy
no/sb3oBaTens, nepeAaH Ha CETEBOW y3e/ B COCTaBe KNOUen, A/ ero NCNoNb30BaHMA
HeobXxoAMMO Ha3HauWTb 3TOT cepTndMKaT TeKyLMM. YTOObI AenaTb 3TO aBTOMATUYECKM, B OKHe
/A\\ Hactpoiika napameTpoB 6e30nacHOCTU Ha BKAajKe INEKTPOHHasA NOAMNUCL YCTaHOBUTE
~ ¢naxok ABTOMaTMUeCKy BBOAUTb B AeiicTBME cepTUMKaTbI, M3aHHbIE NO 3anpocy
nosb3oBates. [1py 3TOM HOBbIV CEPTUPMKAT CTAHET TEKYLLMM TONBKO B TOM C/lyyae, eciu
cTapblin cepTudmrKaT HeLeUCTBUTENEH.

,ﬂ'l'lﬂ Bbl60pa ,Cl,el7|CTBMTeIIbHOFO JINYHOTO CepTI/Iq)I/IKaTa B KayecTBe TeKyLllero:

1 B okHe Hactpoiika napameTpoB 6e30MacHOCTU OTKPONTe BKAaAKY DNEKTPOHHas NOANUCD, Noc/e
UEero HaXKMmTe KHOMKy Bbibpartb.

Ecan Yy BacC eCTb XOTA Obl OAVH Ael\/’ICTBI/ITeIIbeII\/’I JINYHBIN CepTMq)MKaT, nosBuTCA OKHO HasHaueHwne
CepTI/Iq)I/IKaTa TeKywum c I/IHq)OpMaLI,I/IeI‘/’I 060 BCex INYHbIX CepTI/Iq)I/IKaTaX, a Tak>XXe o CepTI/Iq)I/IKaTaX,
YCTaHOBJIEHHbIX B XpaHuiuwe Ol'lepaLl,I/IOHHOlZ CNCTEMBDI.

Mpumeuanne. CeptTndukartsl, yCTaHOBNAEHHbIE B XpaHWMLLE OMepaLoHHON CUCTEMDI,
oTobpaxatoTca B TOM C/lydae, eCin Ha Bkaagke AgMuHUCTpaTop okHa Hactpoiika

napameTpoB 6e3onacHOCTU ycTaHOBAeH $paaxkok Paspeluntb ncnosbsoBaHue
ceptndukaTtos us xpanmamiua OC (cm. lononHuTeNbHble HACTPONKM NapaMeTpoB
6e3onacHocTn Ha cTp. 219).

Ecam He HaﬁAEH HW OAWH AeVICTBI/ITeﬂbeH?I JINYHBIN CepTI/ICI)I/IKaT, noABUTCA OKHO C COO6LLI,eHMeM
«Het AeIZCTBMTEHbeIX CepTMCI)I/IKaTOB C AeIZCTBMTeﬂbeIM KNTHO4YOM 3}1€KTpOHHOI7I noanncm».

2 B okHe Ha3sHaueHue cepTndmrkaTa TEKYLLMM BbIGEPUTE HYXHBIN cepTUdUKAT, NPU HEOHXOAUMOCTU
BOCMO/1b30BaBLUNCL KHOMKOV CBOMCTBA AJ15 MPOCMOTPa NOAPOOHONM HPOPMaLMK O cepTudukate,
nocne yero Haxxmmute kHonky OK.

MpumMeyaHue. B kauecTBe TekyLLEro AOMYCKaeTCs NCMOAb30BaTh CEPTUDUKAT, KOTOPbIN
BBeJeH B AeicTeue. 3aaHHbIN, HO He BBEAEHHbIV B AeNCTBME INYHBIN cepTudukaTt

HeobXx0AMMO CHavasa BBECTU B AeicTBUe (CM. BBog cepTudukaTa B felicTBUE Ha

CTp. 254), a 3aTeM Ha3HaunTb TEKYLLMM.
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Mpwn ycnewHoM BbINOJHEHWM ONUCaHHbIX AEUCTBUIA BbIGpPaHHbIN cepTudumkaT HazHavaeTcs Tekywum. Mpu
3TOM Ha Bknagke Knroum (cm. PucyHok 119 Ha cTp. 263) B rpynne DAeKTpOHHaa MoANMCb MeHAeTCA
MHPOPMaLMSA O KOHTEMHEepe KAHUEN, C KOTOPbIM COMOCTaBAEH BbiOpaHHbIN cepTudukar.

PaboTa ¢ 3anpocamm Ha cepTmdmkarTsl

Pabota c 3anpocamu Ha cepTndukaTbl (CM. roccapuin, ctp. 416) BoinoaHseTcs B okHe MeHegykep
cepTndMKaTOB Ha BKAajke 3anpockl Ha cepTudmkar.

Ana BbizoBa okHa MeHepykep ceptndukaTos:
1 B okHe HacTpolika napameTpoB 6e30MnacHOCTV OTKPOWTE BKAAAKY DNEKTPOHHas Nojnuch.

2 HaxmwnTte KHOMKy 3anpocbl Ha cepTudmkar.

[NpocMoTp 3anpoca Ha cepTudukat

A8 npocmoTpa Noapo6bHOM MHPOPMaLLMK O 3anpoce Ha cepTUdUKarT:

1 B okHe MeHeaykep cepTudumkaToB Ha BKNaAke 3anpocbl Ha cepTuduKat BbIGepuTe Hy>XHbIN 3anpoc,
nocse yero HaxxmuTe kHorky CBOMCTBA MW ABaX /bl LLIESKHUTE MO 3TOMY 3anpocy.

2 B okHe 3anpoc Ha cepTudumKaTt NPoCMOTPUTE HYXKHYH MHPOPMALIMIO Ha COOTBETCTBYHOLLNX
BKJ1aZKaXx.

Mpv HEOHXOAMMOCTIN 3aNPOC MOXHO pacneyataTb (Ha MPUHTEPE, NCMOAb3YEMOM MO YMOJYAHWUIO Ha
JaHHOM KOMMbIOTEPE) C MOMOLLbIO KHOMKM MeuaTtb, a Takxke coxpaHuTb B dalin popmata * . txt — C
nomoLbio kHomnkun KonvpoBatk B daiin.
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] Menepkep ceprudikaros o (===

WsaaHHbIE CepTHdMKETEI | 3aNPockl Ha cepTrdmKaT | bl

Bnagenew k... CepuitHelil Ho...  ANropuTH CraTtyc laTa cosaaHva
CeATHH Ane,., 0103 100D 0,.., [OCTP 34.10-... oTnpaened 08.08,2017
CBA
Con 3anpec Ha cepTrgrKaT @

| KnkoY NpOBEPKM 3NEKTPOHHOM NOAMMOM | Cratyc | SNeKTpoHHas NoANUcE

Ofume | Enaaenew knioqa I Cpok. AeACTBMA

CBeqEeHHA O 3aNpoce Ha CEPTHMKAT

CepuitHblil HOMEP:
01D3 100002 1D C100 0000 00 0E 2A 150001

= Janpoc nognucan:
Croiig A . Fos: 3
CeATkH Anexcen MNeoHnoosud

Bnapeney Knova 3NeKT POHHO NognucH:

CEATHH Anekcei NeoHMaosny

MenarencHolil CpOK OelcT BHA cepTudHKaTa:
c 08.08.2017 no 08.08,2022

Craryc zanpoca:

OTNpaBnNEH

o 3NEKTPOHHARA NOAMMCL AENCTBUTENBHE,

MeyaTe ] [ KonupoeaTe B daiin. .. ]

[ OK ][ Cnpaeka ]

PucyHok 117. Mpocmomp nodpobHoli uHghopmayuu o 3anpoce Ha cepmugpukam

YaaneHve 3anpoca Ha ceptudmkat

Ons yaaneHus 3anpoca Ha ceptudukar:

1 B okHe MeHeaxep cepTuduKaTOB Ha BkaZke 3anpockl Ha cepTrdUKaT BbibeprTE HY>KHbIN 3anpoc
(unn HeckonbKo, yaepxuBas knasuwy Ctrl), nocne yero HaxxmuTe KHOMKY YAanuTob.

2 B OKHe NOATBEPXAEHWs HaxXmMuTe KHomMKy [a.

NHdbopmauwms o 3anpoce 6yaeT yaaneHa. YaaneHHbli 3anpoc He 6yAeT oTobpakaTbCs Ha BKAAAKE
3anpocbl Ha cepTUdUKaT, MPU STOM CepPTUDUKAT, U34aHHBIN MO STOMY 3aMpPOoCy, COXPaHUTCS.

JKCMOpPT cepTudmkaTa

B nporpamme ViPNet MOXHO BbINONHWUTb 3KCMOPT cepTudumKaTa NoNb3oBaTeNs B pa3nnyHble GopmMaThl.
Bbibop dopmaTa akcnopTa 3aBUCKT OT Lieneu, A8 KOTOPbIX MPOBOANTCA AaHHbIA 3KCMOPT.

kcnopT cepTrdUKaTa MOXKET NMOHAZOOUTLCA 4151 BBIMOJHEHNSA CeyroL X 3a4ay:
® apxMBMpOBaHWe cepTudrKaTa;

e KonunpoBaHue CepTI/ICI)I/IKaTa 4719 NCNOJIb30OBaHMA Ha APYTrOM KOMIMbHOTEPE,
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e OTMNpaBka cepTMdmKaTa pyroMy nosib3oBaTeso 418 OpraHM3aumm obMeHa 3anppoBaHHbIMU
COObLEHUAMMY;

e npocmoTp cepTndmKkaTta B yaobHoM dopme.

[ns akcnopTa ceptudumkata B dalin onpegeneHHoro popmara:

1 BbizoBute okHO CepTudukar as Toro ceptmdurkaTa, KOTopbli HEO6XOAMMO 3KCNOPTMPOBATHL (CM.
MpocmoTp cepTudukaToB Ha CTp. 236).

2 Ortkpouite Bknagky CocraB, nocse 4ero HaxmmTe kHonky Konuposatb B ¢aiin.

3 Ha HauyanbHOW CcTpaHULe MacTepa 3KcnopTa cepTUdMKaToB HaxKMnTe KHoMky Janee.

CoBerT. Ec/v npy nocnesyrowmx 3amnyckax MacTepa >kenaTesibHO NponyckaTb NnepByto
CTpaHuLy, yCTaHOBUTE Ha Hell aaxxok He oTobpaxkaTb B fasibHelLEeM 3Ty CTpaHuLY.

4 Ha ctpaHuue ®opmart skcnoptupyemoro daiia Bbibepute oguH 13 npeanaraeMblix GopmaTos (CM.
dopmatbl 3KkcnopTa cepTudurkaTos Ha cTp. 259), nocne yero HaxxmuTe KHonky flanee.

MacTep 3kcnopTa cepTndukatos @

PopMaT 3xcnopTupyemoro daina fm

CepTHdHKaTEl MOrYT BbIThk 3KCNOPTHPOBaHE B Pa3NHYHEIX GopMaTax.

BribepuTe dopMaT daiina cepTudikaTa:

@) iDaiinel 8 DER -koaMpoeke X.509 (.CER)

DaEiinel B Baset4-+oamnpoBke X.509 ((CER)
CTaHaapT Cryptographic Message Syntax - cepTubkkaTel PKCS #7 (p7h)
BKIMOYATE Mo BOSMOMHOCTA BCE CEPTURMKATEI B MYTe cepTUdMKaTa
DaEinel 8 HTML-opmaTe (. HTM)
TekcToswle dalins
BrOKOUMTE CEPTHMDMKAT B Base64-+oaupoBke

PFX(PKCS#12)

| < Hazan |[ Hanee = ] | QTHEHE | | Cnpaexa

PucyHok 118. Beibop popmama ¢paiina

5 Ha ctpanvue Umsa daiina akcnopra ykaxuTe NOAHbIV MyTb K cO3AaBaemMoMy daliy, mocae Yero
HaxxmuTe KHomky [Janee.

6 Ha ctpaHuLe 3aBepLueHne paboTbl MacTepa 3KCnopTa cepTuduKkaToB ybeanTech B MPaBUIbHOCTY

napameTpoOB 3KCMOPTa, 3aAaHHbIX Ha NPeAbIAYLLMX CTPaHMLaX MacTepa, Noc/ie Yero HaXxKmMuTe KHOMKY
FoToBO.

7 B okHe ¢ coobLieHneM 06 ycrnewHOM 3KCnopTe HaxmMuTe kHomky OK.

®opmaTbl 3kcrnopTa cepTndmKaToB

Mpu BbIbOpe dopmaTa akcnopTa cepTudmKaTta cneayer pyKoBOACTBOBATLCA NepeUncaeHHbIMN
MONOXEHUAMM.
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Mpw akcnopTe cepTudumkaToB Ans MMNopTa Ha koMnbtotep ¢ OC Windows npeanoyTUTenbHbIn
dopmart akcnopta — PKCS #7, nockosibky 3TOT popmaT obecrneunBaeT COXpaHeHUE LLEeNOUKM
LeHTpoB cepTudurKaumnm (nytm ceptudurkaumnmn). Hekotopble NpuaoXeHUs TpebyroT Npu MMNopTe
ceptudukata us panna npeacrasneHuns B suge DER nnn Base64. MNoatomy dopmat akcrnopTa
Heob6xoAMMO BbIGMpPaTh B COOTBETCTBUM C TPeOOBaHNAMMN NPUNOXKEHNA AN CUCTEMBI, B KOTOPYHO
3TOT cepTudmKaT NpegnonaraeTcs UMNOPTUPOBATh.

[na npocmoTpa cepTudumkata v BbIBOAa €ro Ha neyaTb UCMO/b3yrOTCA TeKCToBbI U HTML-popmartsl.

Huxe npuBeaeHa nogpobHas nHGopmaLmsa o Kaxaom us GopmaToB 3KCnopTa cepTmdurKaTos,

noasep>xxveaemblx MO ViPNet.

CraHgapt Cryptographic Message Syntax (PKCS #7)

®opmat PKCS #7 no3sonseT nepegaBatb ceptndukat n Bce ceptudmkaTbl B Lenouke ceptuburkaumm
C OAHOTO KOMMbIOTEPA Ha APYron Uan ¢ KOMMboTepa Ha BHelwHee yctponcteo. Gannbl PKCS #7
OObIYHO MMELDT paclUMpPeHMe .p7b U COBMECTUMbI co cTaHgapToM ITU-T X.509. ®opmat PKCS#7
pa3peLuaeT Takme aTpmbyThl, Kak yAOCTOBEPAIOLWME NOAMMNCY, CBA3aHHbIe C OObIYHBIMU MOAMUCAMW.
[na Takmx aTpnbyToB, Kak MeTka BPEMEHM, MOXHO BbIMNOJHUTbL MPOBEPKY NOAANHHOCTM BMECTE C
COZLEP>XMMbIM CO0bLLeHNs. JononHnTenbHble cBegeHus o dopmaTte PKCS#7 cm. Ha Beb-caiiTe RSA
Laboratories.

®aiinbl B DER-koanposke X.509

DER (Distinguished Encoding Rules) ans ASN.1, kak onpegeneHo B pekomeHaaumm ITU-T
Recommendation X.509, — 6osiee orpaHnYeHHbIN CTaHAAPT KOANPOBAHWSA, YeM afbTepPHaTUBHbIN
BER (Basic Encoding Rules) ans ASN.1, onpeseneHHbili B pekomeHgauun ITU-T Recommendation
X.209, Ha koTopoM ocHoBaH DER. M BER, n DER obecneunBatoT He3aBUCKMMBIA OT MAaTGOPMbl METOZ
KOAMPOBaHUA 06bEKTOB, TakUX Kak cepTUdMKaTbl U COOBLLEHUS, ANs Nepesayun Mexay
YCTPOMCTBAMU U MPUAOXKEHUSMM.

Mpu kogmpoBaHuK cepTudmKaTa BONLLLUMHCTBO NPUAOXKEHWI UCNOAL3YHOT cTaHaapT DER, Tak kak
cepTudukart (CBeAeHMNA O 3anpoce Ha cepTUPUKaT) AOAXKEH ObITb 3aKOANPOBaH € nomolubo DER n
nognucaH. ®annbl ceptudunkatos DER umetoT paclumpeHue . cer.

[JononHutenbHble cBefeHns cM. B gokymeHTe «|TU-T Recommendation X.509, Information
Technology — Open Systems Interconnection — The Directory: Authentication Framework» Ha Be6-
y3ne International Telecommunication Union (ITU) http://www.itu.int/ru.

®annbl B Base64-koanpoeke X.509

JTOT MeTOA KOAMPOBaHWA co3aaH Ans paboTbl ¢ npotokonomM S/MIME, koTopblil nonyaspeH npwu
nepegaye 6uHapHbIx hannos yepes ViHTepHeT. Base64 koampyet dannbl B TekctoBbli dopmat ASCII,
yTo obecneumBaeT LENOCTHOCTb MHGOPMaLMn Npu ee nepegade no cetu. MNpotokon S/MIME
obecneunBaeT paboTy HEKOTOPbIX KpunTorpadmueckmnx cny>k6 6e3onacHOCTU AN NPUIOXKEHWNI
3/1EKTPOHHOW MOUYTbI, BK/IHOUas MeXaHWN3M HEOTPEKAEMOCTH (C MOMOLLbHO 3/1IEKTPOHHBIX MOAMUCEN),
CEKPETHOCTb 1 6e30MacHOCTb AaHHbIX (C NMOMOLLbI0 KOAMPOBAHMSA, NpoLLecca NpPoBepKM
NOANMHHOCTM U LLeNIOCTHOCTU coobueHnin). annbl ceptudmkaTtos Baseb4 nmeroT paclumpeHme . cer.

MIME (Multipurpose Internet Mail Extensions, cneyndukaums RFC 1341 n nocneayrowme)
onpezensieT MexaHN3Mbl KOAMPOBaHMWSA MPON3BOJIbHbIX ABONYHbIX AaHHbIX AN Nepejayun no
3/1eKTPOHHOW MouTe.
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JononHutenbHble cBefeHUsA cM. B 4okymeHTe «RFC 2633 S/MIME Version 3 Message Specification,
1999» Ha Beb-y3ne Internet Engineering Task Force (IETF)
http://www.ietf.org/rfc/rfc2633.txt?number=2633.

®annbl B HTML-popmare

®annbl Ans NpocMoTpa U nedaTtn B 1H060M Beb-6pay3epe, a TakKe B ODUCHBIX U APYrux
nporpammax, nojAep>XuBatonx a3bik pasmetku runeprekcra HTML.

TekcToBble ¢aiibl
®alinbl B koanposke ANSI ans npocmoTpa B 11060M TEKCTOBOM peAakTope M BbIBOAA Ha MeyaTb.
®aiinbl B popmate PFX (PKCS #12)

®opmart PFX (PKCS#12) nopaep>xkvBaeT 6e3onacHoe xpaHeHne ceptudmkata 1 3akpblTOro Kikoua,
COOTBETCTBYIOLLETO cepTudumKaTy NoJib30BaTeNs, MOXET codepkaTb Bce cepTudurKaThl B Liernoyke
JoBepusa oT cepTUdumkaTa Nosb3oBaTeNsA 4O KOPHEBOro cepTudmrKarta yA0CTOBEPAOLLIErO LieHTpa 1
CRL.
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PaboTa € KOHTEMHEPOM KroUen

KoHTeliHep kitouel (CM. rnoccapuid, cTp. 417) cofep>KnT K1Y 3NEKTPOHHOM NOANUCK (CM. ra1occapuii,
CTp. 417) n COOTBETCTBYIOLWLUI eMy cepTUdMKAT KItoUa NPOBEPKM 3NEKTPOHHON NOAMUCHK (CM. rnoccapui,
cTp. 420), ecnn OH yCTaHOBJ/IEH B KOHTEHeEp.

B nporpamme ViPNet Client Bbl MOXeTe BbINOAHATL CeaytoLLime onepann ¢ KOHTEUHEPOM KAtOUEN:
e YcTaHoBKa (CM. YCTaHOBKa KOHTelHepa Katoueit Ha cTp. 266).

YcTaHOBKa HOBOTO KOHTEMHEPa KAtouelt yKasaHHbIM crocobom TpebyeTcs B TOM C/ly4ae, eCan y Bac
€CTb HOBbI KOHTENHEP K/IKOUEW, U Bbl XOTUTE €ro 1CMosb30BaTh.

Bbl Takxke MOXeTe yCTaHOBUTb KOHTEMHEP Kitouei ¢ nomoLbo nporpammsl ViPNet CSP, BxoasLei
B cocTaB ViPNet Client. Ho npv 3ToM ncnonb3oBaTbh KatoY 1 cepTUdUMKaT U3 TaKOro KOHTEMHepa
K/IHOUEel Bbl CMOXETE TOJIbKO B TOM C/lyYae, eC/iv BaM PaspeLleHo UCMO/1b30BaHNE BHELLHMX
ceptTndukaTtoB (cM. JlononHuUTeAbHble HacTPOVKN NnapamMeTpoB 6esonacHocT Ha cTp. 219). B
NPOTUBHOM C/lyyae, OHM ByayT BaM HeAOCTYMHbI, faxXe eC/iv KOHTEMHEP KAtoUel ByAeT yCTaHOBJIEH.

e (CMeHa 1 ysaneHne COXpaHeHHOro Napos K KOHTenHepy (cM. CMeHa naposia K KOHTeHepy Ha
CTp. 264).

3afiaHHbIN Napoib K KOHTEMHEPY KAKOUEN PeKOMEHAYeTcs UCrnob30BaTh B TedeHre 1 roga. Mo
MCTEYEHMI 3TOTO CpoKa CAedyeT 3aaTb HOBbIM NapoJb. YAaneHne CoOXxpaHEHHOro NapoJis MOXeT
noTpeboBaThCs, €CNN U3MEHUACS PErNaMeHT 6€30MacHOCTM Ballelr opraHmM3aLnmn n xpaHeHme
napoJisi Ha KOMMbIOTEPE CTaNI0 HELOMYCTUMbIM.

o VI3MeHeHWe pacnoioXXeHns KOHTelHepa (CM. [NepeHoC KOHTeHepa KatoYer Ha cTp. 268).
MepeHoc TekyLLero KOHTeNHepa Karouel TpebyeTcs B CeyoLMX CayYasx:

o eCn pacnoaoxeHume KOHTEIZHepa 6b10 M3MeHeHO, HanpuMep, BCaeacTBMne TOro, YTo XpaHeHne
KOHTEVIHepa no npexHemy nyTun 6bis10 NPWU3HaHO He6e3OI'IaCHbIM,'

o Npwv nepexoje Ha cnocob ayTeHTUdMKaLMM YCTPONCTBO B ClyYae, eCln NCNOb3yHoTCA
npoLiesypbl 31€KTPOHHOW MNOAMUCH 1 WNGPOBAHNSA BHYTPWU CTOPOHHUX NPUAOXKEHNIA 1 NpK
3TOM KOHTEIHep KAtoYen M3HavyalbHO He XPaHUACA Ha BHELIHEM YCTPOMCTBE, NCMOJb3yeMOM
ana ayteHTMdunkaumm (cm. VismeHeHune cnocoba ayteHTMdMKaLum nosb3oBaTens Ha ctp. 220).

BHumaHme! B cetu ViPNet, ynpasasemoi ¢ nomouubto MO ViPNet Administrator,
BbIMOHATL Pa3NNYHble OnepaLMn C KOHTEMHEPOM KIHOUEn MOXET TONbKO
/A\ nosab3oBaTeNb, KOTOPbIA 061aAaeT NpaBoM nognucu. Takoe NpaBo NpeAoCcTaBaAfeTCcA
~ nonb3osatensm cetn ViPNet B nporpamMe ViPNet YaocToBepstowmii 1 kntoueBoi

LieHTp.

[ns paboTbl C KOHTENHEPOM KJIHOYEN:

1 Otkpovite Bk1aaky Knroun.
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HacTpoiika napametpos BesonacHocTv

==l

Mons3oBaTens I SNeKTpoHHaA NoANWCE I LWndpoEaHue
MNaponb | Krraun | AQMWHMCTPETOR I KpunTonposaiaep
AYTEHTHDMKELMA

Crnocob ayTeHTudmkaws:  MNapons

TN HooHTEnsA: Marka Ha AucKe
KnioHesoi HooMTENk:

C:\ProgramData\InfoTeC5' 241500000 user _0002

BHEKTDUHHBH noanuce

MA KOHTEIHEPE: sgn_cont

Twn HoouTens: nanKka Ha AMcKe
KnouUeBol HOCMTENE!

C:\ProgramData\InfoTeC s\ 241500000 \user_0002%ey _disk\dom',

[ MpocroTp ] [YcraHosLnTb KOHTEIAHED ] [ MepeHecTH... ]

[ 0K

H OTmeHa ] MpUMEHNTE

PucyHok 119. Paboma ¢ koHmeliHepom krouel

o [pocMoTp — a/19 NpoCcMOTpa NoAPO6HON MHbOPMaLLMK 06 UCNO/Ib3YEMOM KOHTENHEPE

2 B rpynne aﬂeKTpOHHaSI noanncb HaXxkmMute oaHy 13 caeayronXx KHOMOK:

KJIFOYEN, a Takxke A/19 USMEHEHWA CBOMCTB KOHTEHepa:

e CcMeHbl naposs (cM. CMeHa naposs K KOHTeMHepy Ha CTp. 264);

. yaaneHuna napons (cm. y,ﬂ,aJ'IEHI/Ie COXpPaHEeHHOro Ha KOMMbHOTEPE Mapoaa K KOHTel\/lIHepy

KJrOUen Ha cTp. 265);

e  MPOBEPKM COOTBETCTBMSA KJOUa 3/IEKTPOHHON noanucuk ceptudurkaty (cMm. Mposepka

KOHTelHepa Kkuelt Ha cTp. 266);

. yAaneHuma Kitro4a 3J'IeKTpOHHOI7I noanumcun.

KOHTelHepa K/touel Ha cTp. 266).

Karouel Ha cTp. 268).

YCTaHOBUTb KOHTEMHEp — /151 YCTaHOBKM HOBOTO KOHTEMHepa Kitouen (CM. YcTaHoBKa

MpumeyaHue. B rpynne dneKTPoOHHasA NoANUCb oTobpaxaeTcs MHdopMaLMs O Kitoye
3/1EKTPOHHO MOAMUCY, COOTBETCTBYHOLLIEM TEKYLLEMY CepTUdUKATY.
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CMeHa naposia K KOHTenHepy

3aAaHHbIV NapoJib K KOHTEMHEPY KJAHOUEN PeKOMEHAYETC NCNOo/b30BaTh B TedeHme 1 roga. Mo
MCTEYEHWW 3TOTO CPOKa C/efyeT 3afaTb HOBbIN MNaposib. ONMCaHHbIA HUXE CLLeHapUA CMeHbl Maposis K
KOHTENHepPY KNHOUYEN NPUMEHSAETCSA TONbKO 151 KOHTEMHEPOB, KOTOPbIE BblAN CO34aHbl B MporpaMme

ViPNet Registration Point, 1m60 6blan nepeHeceHbl 13 Nankn kKAtoYen nosb3osatens (Mo yMoa4aHuo
C:\ProgramData\InfoTeCS\<umeurnomuxkarop y3iya>\<ugeHTudmUxkaTop

nonbzoBarens>\key disk\dom) B ApYryto nanky. B octanbHbIx caydasx CMeHa Napoas K KOHTeNHepy
npeanosaraet cMeHy naposs nosb3osatens ViPNet (cm. CmeHa napons nonb3oBaTens Ha CTp. 227).

[ns cMeHbl Naposisi K KOHTEHEPY KAKYel:

1 B okHe HacTpoiika napameTpoB 6e3onacHocTu Ha Bkaagke Knroun (cm. PricyHok 119 Ha cTp. 263)
HaxxmuTe KHonky MpocmoTp.

2 B okHe CBolicTBa KOHTeMHepa KatoUen HaxxMuTe KHOMKy CMeHUTb Napoib.

CeolicTea KOHTERHEPS KNHOYENR @I
MMA KoHTelHepa: sgn_cont
TN KOHTERHEPa: Manka Ha aucke
Pasmewenwme: C:\ProgramData\InfoTeCS 241500000 user_0002'key_disk\dom
Knoueii 3MM: 1
CepTudmnkaros: 1

Maponk AOCTYNE K KOHTEMAHEDY

[Ins cMEHS! NApons KoHTEHEpa HakMTe "CHEHUTE Naponb”,

[N YOANEHNA PAHEE COXPEHEHHOMO NAPONS HEXMMTE “YAaNMTE
COXPEHEHHBIA NEponb”, Nocne 3Toro Napons ByneT = =
3AMPAWMEATECA Ka Ak PA3 NpW A0CTYNE K KOHTefHepY. LR R TR E T TR AT

CHMEHWTE Naponb. ..

KNKo4M 3NEKTPOHHOIA NOANHCH

CepuitHelil HoMep AnropuTH [ata cosaaHwa

01D2CA 3BBE AADA 1000000000 24 150001 TMOCTP 34.10-2... 11.05.2017 12,

’ CepTHOMKAT... ] ’l-lpoBEDMTb ] [ ¥aanuTe OofaBuTe...

[ OBHOBMTE OKHD ] [ 3aKpeITh

PucyHok 120: CmeHa napons kK KoHmeliHepy karodel

3 MMpwv nosBaeHumn coobuieHuns «na faHHOro KOHTeHepa CMeHa Napos BO3MOXHa TONbKO B
HacTpowke 6e3onacHocTy npunoxeHuin ViPNet» HaxxmuTe kHonky OK, nocne vero 3aBepLunte
paboTy c okHoM CBOMCTBa KOHTENHEpPa KAOUeN 1 U3MeHUTe Napob noab3osatens (cM. CmeHa
napons nosib3oBatens Ha cTp. 227).

4 B okHe Maposb BBEAUTE TEKYLLMIA Naposib AOCTYNa K KOHTEMHEPY KArOYelr 1 HaxxmuTte kHomky OK.

Mpumeuanwue. Ecim paHee 6bin ycTaHoBAEH pexknM COXpaHWUTb NapoJib, TO OKHO
MNaponb He nosBKTCH.

ViPNet Client 4. PykoBoacTBO nonb3oBatens | 264



5 B okHe ViPNet CSP - cmeHa napons KOHTENHepa KAtoUen yKaxkmTe TeKyLMA Naposib, 3ajanTte u
NOATBEPANTE HOBbIV Napob. HaxxmuTe kHonky OK.

YT06bI COXpPaHWTb Napob AN MNOCAEAYHOLNX OBpaLLEHNI K KOHTEMHEPY KNOYER, yCTaHOBUTE
dnaxxok CoxpaHnTb NapoJib.

ViPNet C5P - cvena napona KoHTERHEPE KNHOYER @

W5 YkamuTE TEKYLWWA Naponb AnA paboTsl C KoHTEHEpoM
KNtoueil M ABIKALI BEEAWTE HOBEI Napons(He MeHee &
CMMEQNOE).

Terywwil napons: reesnnee
HoBbiit naponk: LLLIT LTS
MoaTEepHASHKHE! [TITTITT Y]

CoXpaHUTb Naponb

EN| [ CK ] I OTHeHa

PucyHok 121. CmeHa naposs docmyna kK KoHmeliHepy krodeli

BHumaHue! He co3gaBalite naposb gnnHol B 32 cumBona. [laposau ¢ Takol 4AMHON He MOryT

/A\ MCMo/Ib30BaTbCA B TeKyLUX Bepcuax npunoxxerunin ViPNet. [laHHoe orpaHuyeHune cBsA3aHo C
CyLLEeCTBYHOLLMM aJiropUTMOM Mepeaaun napons B Kpuntonposargep. B cooTBeTCTBUN € 3TUM
aAropuTMOM A/IVHa Napos He 40MXKHa npeBbiwaTb 31 cMMBO.

Maposab fOCTyNa K KOHTENHePY KAtoYe U3MEHEH.

YaaneHue CoOXpaHeHHOro Ha KOMMbHoTepe Nnapoid
K KOHTEVHEPY KIHOYEN

Y,a,aneHme COXPaHEeHHOTro naposa K KOHTeI7IHepy KJHOUEn MoXeT I'IOTp66OBaTbCFI, ecan NUSMeHUINCb
ycnoBua 3KCriyatauum napona nan periameHT Ballew opraHunsauun, ecneacreme Yero xpaHeHne napona
Ha KOMMNbHOTEPE CTa0 HEAOMYCTUMbIM.

Ana yaaneHns coxpaHeHHOTo Naposisf K KOHTEMHEpPY KAtoUein 1 oTobpadkeHns OKHa BBOAa Naponas npu
JOCTyre K KOHTelHepy:

1 B okHe HacTpoliika napameTtpoB 6e3onacHocty Ha Bknagke Karouum (cm. PucyHok 119 Ha cTp. 263)
HaxxmuTe KHonky MpocmoTp.

2 B okHe CBoOWCTBa KOHTeHepa KItoUer HaXKMUTE KHOMKY YAaauTb COXpaHEHHBIN Napo/ib.

CoxpaHeHHbIN NapoAb yaaneH. Tenepb Naposib HEOOXOANMO BBOAUTL BCAKMIA pa3 nNpw AocTyne K
KOHTENHEpPY KAHOYEN.
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[1poBEpPKa KOHTENHEpPa KIKOYeM

MpoBepka KOHTeNHepa KAtoYen No3BOASET YOeANTLCA, YTO Palin KOHTENHEpPa He MOBPEX/EH,
XpaHsLWMecs B KOHTENHepe cepTUdUKAT U KUY 3NEKTPOHHOW NMOAMUCK COOTBETCTBYHOT APYT APYTY U
MOTYT 6bITb MCMOJ/b30BaHbI 415 PaboThl € 3aLUMLLIEHHBIMW AOKYMEHTaMMU.

YT06bI NPOBEPUTL KOHTENHEP KAOUER, BBINOJHUTE CeAytoLne AeNCTBUS:

1 B okHe HacTpoliika napameTtpoB 6e3onacHocty Ha Bknagke Katouum (cm. PrcyHok 119 Ha cTp. 263)
HaXxMuTe KHonky MpocmoTp.

2 B okHe CBOWCTBa KOHTEWHEpPa KJItOUEeN HaxmuTe KHonky MpoBepuTs.

Mporpamma chopmMmpyeT pparmMeHT JaHHbIX, KOTOPbIN ByAeT NoANMcaH C MOMOLLLIO KAtoUa 31eKTPOHHOWM
noanucu. Mocne vero byaeT BbINOAHEHA NPOBEPKa 3/1€KTPOHHON NOoANUCK. TaknM 06pa3oM, MOXHO
BbISCHWTb MPUrOAHOCTb K/AOYa 3/1eKTPOHHON MOAMMWCU 1 ero COOTBETCTBME cepTUdUKaTy Karoua
NPOBEPKM SNEKTPOHHOM NOAMMNCY, XPaHSALLLEMYCS B KOHTelHepe.

MpumeyaHwme. MNpoBepka BO3MOXHa TO/IbKO B TOM C/ly4ae, eC/v B KOHTeHepe Katoyei
eCTb cepTUdMKaT, COOTBETCTBYIOLLMIA KJIKOUY 371€KTPOHHOW nognucu. Ceptudumkat
MOXeT OTCYTCTBOBaTb B KOHTE/HEpe KItOYEN, eC OH pa3MelLeH OTAEeNbHO.

CepTudukaTt pasmeLlaeTcs OTAENbHO OT KOHTEHepa K/toUel, eCun 3anpoc Ha
obHoBneHne cepTudmkata chopmmposaH B MO ViPNet CSP. Ecam 3anpoc

chopMmnpoBaH B Apyro nporpamMme, ceptrdukat aBToOMaTUYECKM NMOMELLIAeTCS B

KOHTEWHEp K/OYEN.

Mpwv NpoBepke KatoYa 3/1eKTPOHHOW NOAMNWUCH NPOBepKa AeCTBUTENBHOCTM

ceptdukaTa (CpoK ero AevcTBUs, OTCYTCTBUE B CMMCKAX aHHYIMPOBaHHbIX

cepTndUKaTOB U NPOYEE) He BbIMOTHAETCS.

YCTaHOBKa KOHTEMHEPa KHOYEN

Ecnn y Bac ecTb KOHTENHepP KiroUe ¢ cepTUdUKaTOM, KOTOPbIV Bbl XOTUTE UCMOJIb30BaTh B MpOrpamMmme
ViPNet Client, To Bbl MOXeTe ero ycTaHoBUTb B OkHe HacTpolika napamMeTpoB 6e30nacHOCTU Ha BKIajkKe
Knrouwn. [laHHas ciTyaLmMs MOXET BO3HUKHYTb B CIEAYHOLLUX ClyYasX:

e Bbl MepeHoCUTE KOHTENHEP KoYl C Apyroro KOMMboTepa.

e Bbl cdopmmpoBanm 3anpoc Ha ceptudukat (cMm. Mpouesypa 0OHOBEHUA KAtOYa 3EKTPOHHOM
noanucu n ceptudukata Ha cTp. 248) 1 noayunam Ha Hero cepTudukaT n3 nporpammbl ViPNet
YA0CTOBEPSAIOWMIA U KNHOYEBOM LIEHTP HEe MO CeTW, a B OTAebHOM Gdanne.

e Y Bac eCcTb KOHTeWHep Katouen, chopmMmpoBaHHbIn ¢ nomolbto ViPNet CSP (cm. KpuntonpoBaiiaep
ViPNet CSP Ha ctp. 17). O Tom, Kak chopmmpoBaTb KoHTenHep katoven B ViPNet CSP, cm. B
fokymeHTe «ViPNet CSP. PykoBoAcTBO Nosib3oBaTens».

ViPNet Client 4. PykoBoacTBO nonb3oBatens | 266



A

BEpCUUN Huxe 3.2.X.

BHuMaHue! Henb3s ycTaHOBUTHL KOHTEMHEP KAtouer, chopmmpoBaHHbiv B MO ViPNet

B okHe HacTtpoiika napameTpoB 6e3onacHocTy Ha Bkaagke Knroum (cm. PucyHok 119 Ha cTp. 263)

HaXXMUTe KHOMKY YCTaHOBUTbL KOHTEWMHep.

K/oYen:

o Nanky Ha ANCKE;

HeJOCTYMHbl BaM, JaXe eChn KOHTeI‘/’IHep KAouen 6yAET YCTaHOBJIEH.

N5 yCTaHOBKM KOHTEMHEpPa KAKOYEen BbIMOAHUTE Clesytowme 4encTBus:

o YCTPOWMCTBO C yKa3aHueM ero napametpos v MNH-koaa.

ViPNet C5P - wHWLManu3aLma KoHTEAHEPE KNFOYE @

YKEHNTE MECTO XPEHEHUA KOHTEAHEPa KNOYEi,
(P

MMA KOHTEAHEPE: Isgn_cont h I

~) Manka Ha AnoKe: C:/Program Files/InfoTeCS ViPNe OB, ..

@ BoifiepuTe YCTPORCTEO: IeToken Aladdin(00334a1c ] 'J

BeeawTe MH-+<oa: LLTET L]

[T CoxparmTe MAH-+o0A

] I CTtmeHa

@ OK

PucyHok 122. YcmaHoska koHmeliHepa karoyeli

Haxxmute kHonky OK.

kHonky OK.

ViPNet Client 4. PykoBoacTBO nosib3oBaTens

Bbl Takxke MOXeTe YCTaHOBUTb KOHTEMHEp Kitouer ¢ nomoLbto nporpammel ViPNet CSP, Bxogslueit B
coctaB ViPNet Client. Ho npu aToM ncnosnb3oBaTth Katou 1 cepTUdMKaT U3 TaKOro KOHTeHepa K/toYel Bbl
CMOXeTe TO/IbKO B TOM C/lyyae, ec/iv BaM pa3peLleHo UCMoNb30BaHMeE BHELHNX CepTUHMKATOB (CM.

2 B okHe ViPNet CSP — uHnumnanunsaumsa KoHTeHepa Katoua yKaxKmTe MecTto XpaHeHns KOHTenHepa

[lonosiHWTe IbHblE HAacTPOMKN NapaMeTpoB He3onacHoCTM Ha cTp. 219). B npoTuBHOM cayyae, oHM ByayT

3 B okHe Ha3sHaueHue cepTrdurKaTta TEKYLUUM BbIOEPUTE COOTBETCTBYIOLLMI CEPTUPMKAT U HaKMUTE

B pe3ynbTaTe K/tOY 31EKTPOHHON NOANUCK U cepTUdMKaT, KOTOPbIE XPaHATCA B BbIGPaHHOM KOHTENHepe,
6yayT HaszHaueHbl TekywMu. VIHdopmaLma o cepTudukate, KOTOPbIA XPaHWUTCA B YCTaHOBAEHHOM
KOHTelHepe, oTobpasnTCca Ha BkNaAKe INEKTPOHHasA NOAMUCh.
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[lepeHOoC KOHTEMHEepPa KIKOYen

MepeHoC TekyLLero KOHTeNHepa KatoYern MoXxeT noTpeboBaTbCs A/ U3MEHEHUSA PACMONOXEHUSA
KOHTeNHepa, HanpuMep, ecNn XpaHeHWe KOHTENHepa Mo NpexHeMy NyTn 66110 NPU3HaHO
Hebe3onacHbIM.

MpuMeuaHume. MNMepeHecT MOXHO TONbKO KOHTEMHEP C KtoYaMu, CGOPMUPOBaHHBIMU

B MO ViPNet Bepcnmn He Huxe 3.2.x.

He pekomeHayeTcs nepeHOCUTb KOHTEMHEP BPYYHYHD, MEHSS €ro PacrnosioXeHue Ha
auncke. Ecav 370 NpounsoLwno, BbINOJHUTE YCTAaHOBKY KOHTEMHepa (CM. YcTaHOBKa

KOHTelHepa katouel Ha cTp. 266).

He nogaep>xuBaeTcs NepeHoC KOHTeMHepa KIKoUYel Ha YyCTPOCTBa C annapaTHom

peanvsaumen Kpuntorpadruyeckmx GyHKLUNA.

[.ns TOro UTOBbI NOMEHATH PaCNONOXKEHNE KOHTENHepa KAroYel:

1 B okHe HacTpoiika napameTpoB 6e3onacHocTu Ha Bkaagke Knroun (cm. PricyHok 119 Ha cTp. 263)
HaxxmuTe KHonky MepeHecTn.

2 B okHe ViPNet CSP — nHnumnanmnsaums KoHTeliHepa KarUen yKaXKmte HOBOE MeCTO XpaHeHus
KOHTeHepa Katouel:

o Nnanky Ha AUCKe;

o YCTPOMCTBO C yKasaHueM ero napametpos v MH-koza.

MpumeyaHue. Ana Ncnonb3oBaHWA Kakoro-anbo BHELLHEro yCTponcTea Heobxoanmo
. NOAK/OUUTL 3TO YCTPOMCTBO W YCTaHOBUTL A/ HEro Apaiisepsbl. MNepeyeHb
|1| noaAep>XMBAaEMbIX YCTPOMCTB XpaHEHNS AaHHbIX U Nose3Has nHdopmaLms ob
MCMO/Ib30BaHUN YCTPOMCTB COAEPXKMUTCS B pasgene BHellHue ycTpoicTea (Ha cTp. 349).

YkaxuTe napob s AOCTyNa K KOHTEMHEPY KIHOUel, ecau NosiBUNOCh COOTBETCTBYHOLLLEE
coobuieHue.

KoHTeliHep kntouen Byaet nepeHeceH No ykazaHHOMY NyTu.

YCTaHOBKa cepTudmkaTta B KOHTEMHEP KIHOUEN

Ecnn no kaknm-To NpuvyumMHam Ball cepTUPUKaT He HaXOAUTCA B KOHTeMHepe Ktouen, Bbl MOXeTe
YCTaHOBWTb €ro B KOHTEMHEP KAFOUEN BPYUHYHO. YCTaHOBUTL cepTudMKaT B KOHTENHEP MOXHO Kak B
nporpamme ViPNet CSP, Tak 1 B okHe HacTtpoiika napameTpoB 6e3onacHocTu. [pu 3ToM B 060ux
Cyyasnx KOHTerHep KaoYen JomKeH 6biTb YCTaHOBAEH B MPOrpaMmy.
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Coget. CoxpaHeHue cepTudukaTa B OAHOM KOHTEHepe C KIHOUOM 3/IEKTPOHHOW
MOAMUCK yA0OHO, eC/IN KOHTEMHEpP MAaHUPYETC NePeHOCUTb U yCTaHaBAMBaTb Ha
APYrom KomrbtoTepe.

YctaHoBKa cepTudukaTta B KOHTelHep ¢ nomoLybto nporpaMmmebl ViPNet CSP onncaHa B fokymeHTe
«ViPNet CSP. PykoBogacTBO nonb3oBaTens». YTobbl ycTaHOBUTL CEPTUPMKAT B KOHTEMHEP KNtOUelN B OKHe
Hactpolika napameTpoB 6€30MacHOCTH, BbIMOAHWUTE CAefytoLme AeACTBUSA:

1 Mepenaute Ha Bknaaky Kntoum (cm. PucyHok 119 Ha cTp. 263).

2 YcTaHOBWTE KOHTEMHEP K/HOUEN, eC/IM OH He YCTaHOBJIEeH (CM. YCTaHOBKa KOHTeHepa Katouel Ha
CTp. 266).

3 lNepenante B CBOWCTBaA KOHTEMHEpPa C MOMOLLbIO KHOMKK MpocmoTp.
4 B okHe CBoiicTBa KOHTENHEpPaA KAtOUen HaxmMmuTe KHornky Jlo6aBuTb.

5 Ykaxute pann ceptndurkata, KOTOPbIN COOTBETCTBYET KIHOUY NEKTPOHHONM MOAMNCY, HAXOAALWEMYCS
B KOHTeWHepe. Ecn byseT yCcTaHOBAEHO, YTO yKa3aHHbIV cepTdMKaT COOTBETCTBYET KJIHOUY
3NeKTPOHHOW noAnucy, oH byaeT fobaBneH B KOHTeHep. B npoTMBHOM cnyyae, nosBuTCS
COOTBETCTBYHOLLIEE COOBLLEHME.
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[1peaynpexaeHns ob yrpo3ax

MpeaynpexaeHns o6 yrpo3ax npeAHasHaueHbl 418 CBOEBPEMEHHOTO MHGOPMUMPOBaHMWA NoJb30BaTeNs O
CHW>XXEHUW YPOBHS 6e30MacHOCTN CEeTEBOTO y3a.
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HapyLleHa LUenoCTHOCTb Ganna

[ns obecneueHns 6e3onacHOCTM CETEBOrO Y3a KaxAbli pa3 npw 3anycke nporpammbl ViPNet Client
BbIMOJIHAETCA MPOBEPKA LeIOCTHOCTM BCeX Moayner n komnoHeHToB MO. Mpu obHapy>keHUN Henonagok,
NosBUTCA COObLLLEHNE O HapyLLeHWUW LenocTHocTh daiina. Mporpamma ViPNet Client 6yaet nepeseseHa B
aBapUHBIN pexxM paboTbl, MPU KOTOPOM:

e 3a6/I0KMPOBaH JOCTYN K pecypcaM 3aLluULLEHHON CeTy;

e paspeLleH JOCTYMN K OTKPbLITOW CETU B COOTBETCTBUM C HACTPOEHHbIMY CETEBLIMU GUIBLTPaMMU.

BoccraHoBneHune pabotbl MO ViPNet Client BbinosHseTcs B pydHOM pexxume. [as 3Toro BOCnonb3ynTech
OAHUM 13 cnocoboB:

e BbINOJIHWUTE BOCCTaHOBJ/IEHWE Nporpammel (cMm. lobasieHune, yaaneHvie n BOCCTaHOB/IEHNE
komnoHeHToB ViPNet Client Ha cTp. 49);

e obpatutech kK agMmuHucTpatopy cetn ViPNet 3a obHoBAeHMEeM nporpammebl (cM. O6HOBAEHME,
oTnpasneHHoe 13 ViPNet LleHTp ynpaBaeHuns ceTbto Ha CTp. 44);

* npoBeanTe OOHOB/IEHWE CAMOCTOATE/IbHO (CM. OBHOBAEHME C MOMOLLbIO YCTAHOBOYHOIrO daiina Ha
cTp. 45).
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ObHapy>xeHa NonbITka HapyLLeH s
CeTeBbIX PUNBLTPOB

[Ana 6e3onacHon paboTbl B CeTU HEOBXOAUMBI KOPPEKTHO HAaCTPOEHHbIE NpaBuaa puabTpauum Tpaduka.
Ecam no kakoli-To npuumnHe ceteBble GUALTPLI BYAYT NCKaXXeHbI, MOABUTCA COOTBETCTBYIOLLEE
coobueHure. Mpu 3TOM GUALTPBI 3aMEHAIOTCA Ha NPeAYCTaHOBJ/IEHHble. YTOBbI MpK HapyLueHWN
LLeSIOCTHOCTU GUABTPOB aBTOMaTUYeCKN B610KMpPOBaTh TpaduK, BbIMOJHUTE HEOOXOAMMbIE HACTPOMKM B
pexvme agMuHUCTpaTopa.
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BO3MOXHbIE HEMOAAAKN U
CNOCODbI UX YCTPaAHEeHUS
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COop AMATHOCTMYECKOW
MHPOPMALIMM MPY BO3HUKHOBEH MM
HEeMo1aA0kK

Mpw obpaLyeHnn B ciy>xby TEXHNUECKOro CONpPoBOXAeHMsA kKomnaHun «MHpoTeKC» B cnyvae Henonagok
B pabote MO ViPNet Bam, kak npaBuno, notpebyeTcs NpesocTaBUTb MHGOPMALMIO O KOMMbIOTEpe, Ha
koTopoM gaHHoe MO ycraHoBneHo. Ha ocHoBe 3TOM MHPOPMaLIMK COTPYAHMKMN OTAeNa CONPOBOXAEHNA
CMOTYT BbISIBUTb MPUUMNHBI BO3HUKHOBEHWA HEMOAAA0K 1 ONPeAeNnTb CNocobbl X YCTPaHEHWS.

MHbopMaumio 0 KOMMNbrOTEPE Bbl MOXETE MOAYHYUTb C MOMOLLbIO YTUANTLI lumpdiag, BcTpoeHHon B MO
ViPNet Client. lna paboTbl C yTUAUTON Bbl AOMKHBI 061asaTb NpaBaMy ajMUHUCTPaTOpa onepauuoHHOM
CUCTEMBI.

Ytunuta cobupaet nHdopmaLmio o KoMnbroTepe (Hanpumep, MHGOPMaLMIO O CUCTEME,
KpunTorpapuueckom OKpYy>KEHUM U Tak Janee) HezaBUcMMo OT paboTtocnocobHocTm MO ViPNet Client.

MpumeuaHue. B npouecce paboTbl yTnanTbl c6op Ballen KOHGUAEHLMaNbHOM
nHpopmaummn He npounssogamtca. OAO «NHPoTeKC» oTBETCTBEHHO NOAXOANT K 3aLuute

BalLEl IMYHOM UHGOPMALMK U NPUHMMAET BCE MEpPbI A8 NPeAOTBPaLLEHNS
HecaHKLMOHWPOBAHHOIO JOCTYNa UAWN pasraalleHns nHdopmauum, KOTOPYHO Bbl HaM
npegocTaBaseTe.

C NOMOLLbIO YTUANTBI Bbl MOXeTe cobpaTb HeobxoanMyo nHGopMaLnto 1Mbo B apxms, 16O B Nanky
\SysEnv, KOTOpas aBToMaTnvecku cosgaetca B nanke ycraHosku MO ViPNet Client.

[ns nonyyeHus cnpaBoYHOn MHOPMaLMM MO UCMOb30BaHWIO YTUAUTLI B KOMAaHAHOWM CTPOKe BBEAMUTE:
lumpdiag -h, F4e h — KJIHOY, KOTOPbI BbI3blBaeT CNpaBKy. Ecav yTuanTa Bbi3BaHa 6e3 ykasaHUs Kakux-
NMBOo K/IoUEen, CUMTaEeTCs, YTO OHa Bbi3BaHa C JaHHOW onumen.

[Ans cbopa MHGOopMaL MM B KOMaHAHOW CTPOKe, Haxoaschb B narnke ycraHoBku MO ViPNet Client, BBegute:

lumpdiag -a [<archive file>], rae:
® -3 — KKV, KOTOprl‘/‘I 3anyckaeTt npouecc c6opa VIHq)OpMaLI,VII/I Ha KOMIMbHOTEPE,;

e <archive file>— NyTb K apXuBY, B KOTOPbIV ByAyT ynakoBaHbl daiibl, CObpaHHble B pe3yabTtaTe
paboTbl yTUAUTBI.

Ecnv npu cbope nHpopmauum napameTp <archive file> He Hbla yKkasaH, TO cobpaHHas
nHPopmaums byset coxpaHeHa B nanke \SysEnv nanku ycraHosku MO ViPNet Client (no
YMONYaAHUIO: c: \Program Files (Program Files (x86))\InfoTeCS\ViPNet Client). Ecau
nanka \SysEnv y>Xe CyLecTBYeT, TO yTUauTa 3anpoCuT y Bac paspeLlueHne Ha nepesanucb
COZeP>KMMOrO Nanku.
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BO3MOXHbIE HEMO1aaKu

HEeBO3MOXHO YCTaHOBMTb MM OOHOBUTH
MPOrpPamMmMy
Ecnn y Bac yctaHoBaeH aHTUBMpYC Kacnepckoro, yctaHoBka nan obHoeneHne ViPNet Client moxeT 6bITb

3a610kMpPOBaHO CaMO3alLMTON aHTMBMpYCa. [ns yCTaHOBKM NPOrpamMmbi:

e OTKJNHOUMTE CaMO3aLUUTy aHTUBMpPYCa (MOXET ObiTb 3a610KMPOBAHO NOUTUKOM 6e30MacHOCTH,
NPUHATOW B BalLeW opraHn3aLumm);

e 3anpocute B cnyxbe noaaepxkn Kacnepckoro naty 3140 (nogxoaut ans MO Kaspersky Endpoint
Security), ycTaHOBWTe NaTy ¥ nepesarpy3nte KOMMbIOTEP.

BHumaHwme! Eciv Bbl NPUOCTAHOBUTE aHTUBUPYCHYHO 3aLLMTY AW BbIRAETE U3 MPOrpaMmbl
A Kaspersky, npobaema He byaeT pelueHa. He06X0ANMO OTKIHOUMTL CaMO3aLLMTY aHTUBUPYCa
ONUCaHHbIM HMXe CnocoboMm.

[Ans oTKAOUEHNA CaMO3aLLNTbl BbIMOAHWUTE Cleaytoline AeCTBUS:
1 B okHe nporpammbl Kaspersky Anti-Virus nan Endpoint Security Boibepute Hactpoiika.
2 Ha ctpaHuue Hactpoiika BbibepuTe pasgen JonosHutenbHo v 3atem Camosawmra.
3 B MNapametpax camo3awmTbl cCHUMUTE Gaakok Bkarountb camosawmry.

4 B okHe NOATBEPXAEHUNA HAXKMUTE KHOMKY npO,ﬂ,O.ﬂ)KVITb.
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r - IEX
'® NapaMeTpsl CAMO3a WUTE KASPERSKY %

Camosawmra

Bad MOORETE EMUASDUHTE CAMSOISIATY AN OEOIMEUENIA SONCARATEALN0R SEICNBINOCTH EBLMTD EOAMMOTERA

of | BatsCruATe CAACOBATY
Py T MUATE S AOADYEITCE BOE ST LG AR B LA o i ey &

(S — =

ag wamerenan BabparHe NAPIMETPOB HEaSKOLWD
B NOATBEDMEGEHME,

He HNPIEHEITE NOATEEDLEHHA § Teserme 30 sithyT

PucyHok 123. OmkarodeHue camosawjumel 8 aHmusupyce Kacnepckoz2o

Mocne oTkNtOUEHUA camO3aLLMThl aHTMBMPYCca Kacnepckoro 3aHoBo HavHuTe yctaHoBky ViPNet Client.

OtkntoueHne camMo3alnTbl Tpe6yeTc;| TOJIbKO Ha BpeMA YCTaHOBKW.

HeBO3MOXHO 3aMyCTUTb MPOrpamMmy

ﬂ'aHHaﬂ npo6ne|v|a MO>KeT BO3HUKHYTb B Ce4yHoWUnX cyyaax:

Mporpamma ViPNet MoHuTop 6bii1a yaaneHa ¢ komnbtotepa Mbo 6bilan yaaneHbl Ganbl,

HeobxoaMMble Ans ee paboTbl. Y6eautech B TOM, 4To nporpamma ViPNet MoHWTOp ycTaHOBAEHa, U B

cnydae HEO6XOAVIMOCTI/I nepeycraHoBuTe ee nmbo O6paTI/ITer 3a NOMOLWbIO K agMUHNCTPATOPY CeTU

ViPNet.

Ecan Ha ceTeBOM y3/1€ 0OgHOBPEMEHHO ycTaHoBAeHbI NporpamMmbl ViPNet Registration Point 1 ViPNet

Client n cpok gelicTBuMA nnMueH3nm Ha posb «VPN-kAneHT» UcTek, AanbHenwwas paboTa ¢
nporpammoit ViPNet Registration Point 6ygeT HeBo3moXHa. [lns npogonkeHus paboTsl ¢
nporpammoit ViPNet Registration Point Heo6xoaMMO 06HOBUTL MLLEH3MIO B NporpamMmMe ViPNet
LieHTp ynpaBneHus ceTbto (cM. fokyMeHT «ViPNet LleHTp ynpaBaeHuns ceTbro. PykoBoaCTBO
aAMVHUCTpaTopa», rnasa «YnpaBaeHne ceTbio», pasgen «ObHoBAEHNE NLEH3NN»).

Ecan ana Bxoga B nporpaMmy Bbl UCMOJIb3YyEeTe BHELLHEE YCTPOWCTBO, TO MOTYT BO3HUKHYTb
npobaembl Npu ayTeHTUGMKauun. Ana ncnpasneHuns npobaembl oTkntoumte B nporpamme ViPNet
CSP Bce Hencnosb3yemble yCTPONCTBa ANs ayTeHTUduUKaumm. MNogpobHee cm. «ViPNet CSP 4.2.
PykoBogCTBO Nonb3oBatensa», pasgen «Hacrporika cnmncka onpativBaeMblX YCTPONCTB>.
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HeBO3MOXHO MPOW3BECTM aBTOPM3aLIMIO
nonb3oBatend ViIPNet

Mpw NosiBEHNN TaKOW OLWINOKM BbINOAHUTE CAeAyroLmne AeACTBUS:
1 3arpy3uTe KOMMbtOTEp B 6€30MacHOM pexume.
2 B meHto Myck Boibepute ViPNet > Hactpolika komnoHeHToB ViPNet Client.
3 Ha ctpaHuue YnpaeneHue coctaBom ViPNet Client BoibepuTte nyHKT BocctaHOBUTE.

Mocne BoccTaHOBIEHNA nporpamMmmMbl 3anyCctute KOMMbOTEP B 06blUHOM pexume.

Ecnv npuBeseHHble 4eliCTBUS HE NOMOran Bontk B nporpammy ViPNet, obpatutecs B ciy>by
TexHnueckoro conposoxgeHuns «MHPoTeKC» (cm. ObpaTHas cBA3b Ha cTp. 28).

He HanaeHbl KIHOUM NOIb30BaATENSA MW HEBEPHbIM
Mapob

B atom cnydae nporpamMma Bblgaet caegyroulee COO6LIJ,€HI/I€Z

[E] vietiet Ciient =l @ 3

@ e TS s SRR MOMSBORAT AN T HEBATHESR NAN0MS.

o ]

PucyHok 124. CoobujeHue o HesepHoOM naposie

Bo3MOXHbIE BapuaHThbl peLleHns npobaemMb:
e [lpoBepbTe cocTosiHMe knaBuwm Caps Lock.

. I'IpOBepre packnagky KnaBmatypbl, NCNOAb3YyA COOTBeTCTByPOLLI,I/IPI MHANKATOP B OKHE BBOAa Nnaposas.
Ecan ncnonb3yeTtca CﬂyanIHbllz napoJib, ero ciejgyet Ha6VIpaTb B aHIINNCKOM packnagke
KnaBuatypbl.

e [lpoBepbTe NPaBWILHOCTbL NMaPOJs U eLle pa3 BHUMaTebHO HabepuTe Naposb.
e BO3MOXHO, K/IFOUM MO/Ib30BATENA YCTAHOBJIEHbI B Marky, KOTopas OT/IMYaEeTCs OT Nanku Karo4ew
noJib30BaTeNs Mo yMOAYaHWIO.
b ~
B 3TOM C/lyuae B OkHe BBOZa NMapos LWeKHUTE 3HaUOK :] crnpaBa OT KHOMKM HacTpoiika, B MeHto

Bbl6epI/ITe MYHKT Manka kntouen nonb3oBartens u YKa>Xunte nyTb K Nanke KJHOUEN NnoJsib3oBaTens.

Ecnv onepaumoHHas cnuctema elle He 3arpy>eHa, B okHe BBoga napons ViPNet Haxxmute KHOMKy
OtmeHa. Nocne 3arpy3kun onepaumoHHON cuctembl 3anyctute ViPNet MoOHUTOpP 1 yKaxunTe nyTb K
narnke K/irouein nonb3oBaTens.
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He yaaeTca BbIMOJAHUTE ayTEHTUDUKALMIO C
MOMOLLbHO CepTrdmKaTa

Ecnv Bam He ypaetcs Bontun B nporpammy ViPNet Client, ncnonbsys ans ayteHTndukaumm ceptudukat n
COOTBETCTBYHOLUMIA €My KAOY INEKTPOHHOM NOAMMUCY, KOTOPbIE XPaHATCA Ha BHELLHEM YCTPOWUCTBE, 3TO

MOXXET ObITb BbI3BAHO OAHOI‘/’I U3 cnegyrowmnx NnpuynH:

BHelUHee ycTpoNCTBO He obecneumnBaeT anmnapaTHyro noaaepxky anropmutmos FOCT.

BHelUHee yCTPONCTBO XpaHeHUs JaHHbIX He noaaepxusaet ctaHgapt PKCS#11. Mpoeeputs,
noAAep>X1BaeT NN Balle YCTPOMCTBO 3TOT CTaHAAPT, MOXHO B pasfene BHellHve ycTpoiicTa (Ha
cTp. 349).

Cpok gelictBua BbibpaHHOro ceptndurkata uctek. MNpwu Belbope HepelcTBUTENBHOTO cCepTUdMKaTa
NosBWTCA COOTBETCTBYHOLLee coobLeHme. B aTom cnyuae cnegyet nepesatb ceptudumkat
aZIMVHMCTPATOpPY Ballero yJ0CTOBEPAIOLLEro LieHTpa /15 O6HOBAEHMS.

BbIOpaHHbIA cepTUduKaT NPUCYTCTBYET B CMINCKE aHHYMPOBAHHbIX CEPTUHUKATOB, KOTOPbIA
YCTaHOBJIEH B XpaHWIVLLEe AaHHOTO y3na. [pun Bbibope aHHYy/IMpOBaHHOrO cepTudmKaTa NoABMTCA
cooTBeTCTBYtOLLee coobLieHme. B aTom cnyyae cnegyet obpaTnTbca K aAMUHUCTPATOPY Ballero
YAOCTOBEPAIOLLEro LieHTpa.

BbibpaHHbIA cepTndumkaTt He nMmeeT HazHauveHus «LLndposaHue kntoUen». ITO paclumpeHne JOMKHO
oTobpaxaTtbcs B okHe CepTudumkart, Ha Bknagke CocTas, B nose Ucnosb3oBaHue kiatoya. B atom
cnydae cnegyeT obpaTUTbCA K aiMUHUCTPATOPY Ballero yAOCTOBEePAOLLEro LeHTpa Ans
nepeunsganHva ceptudmkara.

[Tocne 0B6HOBNEHMA NPOrPaMMbl HABNHOAAKOTCH
nepebon B paboTe 3aLNLIEHHOW CeTH

Mocne o6HoBAeHUs MO ViPNet Client Ha ceTeBbIX y31ax MOTyT He nepesaBaTbCd O6HOBAEHNA
CMPaBOYHMKOB W KAtOUEN UK NncbMa [e/I0BON MNOYUTbI. OTO MOXET ObiTb CBA3AHO C TEM, YTO Ha

HEeKOTOPbIX CETEBbIX y3/1ax B HacTporikax moayns MFTP yka3saH kaHan SMTP/POP3, a HoBas Bepcus

nporpamMMbl HE NMoAAepP>XMBAaET nepejady KOHBEPTOB MO 3TOMY KaHay.

,ﬂ'ﬂﬂ peweHnsa ﬂpO6ﬂeMbI BbIMONHNTE AGMCTBMH:

Mo BO3MOXHOCTN OB6HOBUTE NporpamMmy Ha Bcex ceteBbix y3nax ¢ OC Windows o Bepcun 4.5.1 nam

BblLleE.

Ha ceTeBbix y3nax Windows c npexHeli Bepcuein nporpamMmmbl WM NPOrpaMmMHbIX KOOpAUHaTopax Ha
OC Linux n MAKax B HacTpolikax mogyns MFTP 3ameHunTe kaHan SMTP/POP3 Ha MFTP.

MoapobHee ana MO Windows cM. JOKyMeHT 13 cooTBeTCTBYOLLEero komnaekta «ViPNet MFTP.
PykoBoACTBO agMUHUCTPaTOPa», pasgen «YnpasneHve nepesadein KOHBEPTOB» AN «YNpaBaeHne
KaHanamu nepegayv KOHBEPTOB».
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MoapobHee ans MO Linux 1 NMAKOB cM. JOKYMEHT 13 COOTBETCTBYHOLLLEro KoMnaekTa «HacTporika ¢
MOMOLLbFO KOMaHAHOW CTPOKW», pasgen «Bbibop kaHana nepesaun KOHBEPTOB.

HEeBO3MOXHO COXPaHWTb Mapo/ib

CoxpaHeHve Napoas B peecTpe MOXeT NPOTUBOPEUNTL pernameHTy 6€30nacHOCTM Ballelr opraHu3aLum.
DTa BO3MOXHOCTb OfnpesensieTcs HacTpolikamu nporpamMmsl ViPNet:

e B pexumMe paboTbl agMUHUCTpaTopa nporpammbl ViPNet MoHuTop (cM. JononHuTenbHble
HacTpOWKM NnapameTpoB 6e3onacHocTn Ha cTp. 219);

e B nporpamme ViPNet Administrator.

Ecnvn BaM HEOBXOAMMO COXpPaHUTbL NapoJib, 06PaTUTECH K a4MUHUCTPATOPY CETEBOTO Yy3a WK
agMuHuctpatopy cetn ViPNet.

HeBO3MOXHO YCTaHOBWTb COEAMHEHME C OAHNM
13 3aLUMLLEHHBIX Y3108

Bo3MOXKHbIE NPUUUNHBI:
o CeTeBO y3en BbIKJIIOYEH WM Ha HEM He 3anylieHa nporpamma ViPNet MoHuTtop.

e HeT knrouew, HEOBXOAUMBIX A5 CBA3U C CETEBBLIM Y3/10M. Ob6paTUTECh K aAMUHUCTPATOPY CETU
ViPNet.

e Baw KOMMNbOTEP ¢M3MHeCKI/I He NoAgKn4eH K cetTn nan He UMeeT BbiIXOJda B MHTepHeT.

HEeBO3MOXHO MOAKNHOUNTLCA K PECYpCaM B
VIHTepHeTe

Bo3moxkHble NPUYNHbBL

e CoeanHeHwne ¢ pecypcamu VIHTepHeTa 3a610KMPOBaHO GUALTPAMM OTKPbLITON CETU Nan
3abs0knpoBaH IP-Tpadumk komnbroTepa. YoeamTech, UTO HaCTPOEHbI CeTEBbIE GUALTPDI,
paspeluatone coegrHeHne c TpebyembiMu agpecamu (cM. Co3gaHre GUALTPOB A/1A OTKPbLITON CeTH
Ha cTp. 148), a Takke B TOM, UTO IP-Tpadmk KomnbtoTeEpa He 3ab0KkNpoBaH (06 3TOM
CBUAETENbCTBYET, Hanpumep, Haanuve B MeHto ®ann > KoHpurypauum komaHael baroknposatb IP-
Tpaduk).

e Ha komnbloTepe ycTaHOB/IEHa Bepcus aHTuBMpYyca Avast, koHpamkTytowas ¢ MO ViPNet. Ytobel
obecneunTb HopMaabHOe COBMECTHOE GYHKLIMOHMPOBaHWE aHTUBMPYca Avast 1 NporpamMmmHOro
obecneuyeHuns ViPNet, o6HoBUTE Nnporpammy Avast fo Bepcum 10.3.223 nam 6onee HOBOA.
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HEeBO3MOXHO NOAKIKUUTLCA K pecypcam rno DNS-
MMEeHM

Mpobaema MOXET NOABUTLCA, ECAN Bbl UCMONb3yeTe aHTMBUPYC Avast nnn AVG Internet Security. Mpw
3TOM APYrvX Henosiajok B pabote cetu Het. [Jns pelleHns npobaemMbl BbINOJHUTE CeAytoLlme AeNCTBUS:

1 B rnaBHOM okHe nporpaMmmel Avast namn AVG Bbibepute MeHto > Hactpoiikn > KOMNOHeHTHI.

2 B nporpamme AVG B pa3gene KOMMNOHEHTbI OTKAHOUNTE KOMMNOHEHTbI YCUAEHHbIN (YyULLeHHbIN)
6paHamaysp 1 3awmTta oT NoAAeNbHbIX CalToB.

3 B nporpamme Avast B pa3gene besonacHocTb OTKAHOUNTE KOMMOHEHTLI bpaHamayap 1 MoannHHbIe

caunThbl.

@ Avast Premier

9 sawmra or nporpamm-BeiMoraTened m v
O6Guwmne =
KoMnoHeHThl @ MognUHHEIE CaiTkl m v
O6uoaneunune @@ JawwTa oT crama YCTaHOBWTE KOMINOHEHT W

YcrpaHeHne HENCpPABHOCTER
% BpaHamaysp HacTpoikm m

O nporpamme Avast

Otmens

PucyHok 125. OmknarodeHue 6paHoMayspa u 3aujumei calimos 8 Avast

HeBO3MOXHO MOMYYUMTL M OTNPAaBUTb COODLLEHNS
3NEKTPOHHOW MOYTb!

Mpobaema MOXeT NOABUTLCA, €CN Bbl UCMOAb3yeTe aHTMBMpPYC Avast nam AVG Internet Security. Mpwu
3TOM JpYrvx Henonajok B paboTe ceTu HeT. [lns pelleHns npobaemMbl BOCNOAb3YNTECH OAHVM U3

cnocoboB.:
e OTk/IHOUUTE CeTeBOE NepeHanpas/ieHne NOPTOB AJiA NMOUTOBbIX KJIVEHTOB.

[ns 3toro B rnaBHOM okHe nporpaMmsbl Avast unm AVG Bbibeprte MeHto > Hactpoiiku >
YcTpaHeHMe HencnpaBHOCTeW. 3aTeM B pasgene HacTpolikv nepeHanpaBaeHvsa yaanmte Bce 3anmcu

C HOMepaMu NMopToB.
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@ Avast Premier

O6ue

KoMmnoHeHTwl

O6GHoBNEHHE

YcTpaHeHne HencnpaBeHocTel

O nporpamme Avast

npw sanycke

FazpewWTe NRPAMOR O0CTYN K QUCKaM NPK BEINCAHASMOM Avast CKaHWPOoBaHMK

MPpenycTUTE NPOBERKY UMBROBLIX NoagNMcen 2apakeHHEIX Gannos

+ BKMOYHTE MogyNb CAMOZaluMTEl Avast

3arpyKaTh cNyxobl Avast TONBKO NOCNe 3arpy3ku ApYrix CUCTeMHEDX Cryo

¥ OrpaHMYKMBaTE OOCTYN K NporpamMme ona rocTeeol yYeTHOR 3anncK

¥ BKIKUWTE BMPTYaNW3ayni ¢ annapaTtHoA NoanemKkon

MaccHUBHEIA pexim

BoccraHoBUTE CTaHOAPTHEIE SHaYeHMA

HacTpoAkW NepeHanpaeneHma

MCI'IO."IbB‘}-’F‘ITE‘ STH NapamMeTpel AnA YCTpaHeH s HE‘MCI'IPaBHOCTt"lT‘I E MOOyne

CeTeBoro NepeHanpaeneHWA.

MOYTA

SMTP-NopT (eI
POP-nopt(bI):
IMAP-nopT|bI):
NNTP-nopTik):

MrHopupyemMele agpeca:

PucyHok 126. Y0aneHue 3anucu o nopmax 8 Avast

Otknrounte 3awnTy NoYThbl U 3alnTy OT CnNaMa.

¥ MIFHOPKMPOBaTE NOKANEHEIM 0GMeH AaHHLIMK

BezonacHele NOPTEL
BezonacHele NoOpTEL
BezonacHele NopTEL

BezonacHele NOPTEL

[Jns 3Toro B rnaBHOM okHe nporpammbl Avast nan AVG Bbibepute MeHto > Hactpoiikm >

OTmeHs

KomMnoHeHTbl. 3aTeM B pasgene be3onacHOCTb OTK/IFOUNTE KOMMOHEHThI 3aLLI|VITa noYyThbl N 3au.|,v|Ta

OT CnaMa.
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@ Avast Premier

BezonacHocTb
O6ue

|| SawTa oT palnoe Hacrpoiku

KoMmnoHeHTwl

AHanMz NoeedeHKMa Hactpoikmn
O6GHoBNEHHE

SawmTta NodTel Hactpoikm

YcTpaHeHne HencnpaBHocTer

O nporpammMe Avast Beb-zawmra HactpoikK

2aWMTa oT NPorpamMM-BeIMoraTenei

MognuHHEIE CalTel

SawaTa oT cnama Hacrpoikn

© 2
-
-
CID-

OTmeHs

PucyHok 127. OmknaroyeHue noumosoll 3awjumel 8 Avast

Ecav nepeuncieHHble cnocobbl He MOMOTAN BOCCTAHOBUTL PaboTy MOYTbl, BOCMONb3YATECH
pekoMeHaaumamm Ha cante Microsoft https://support.microsoft.com/ru-ru/help/813514/error-occurs-
when-you-send-or-receive-an-email-message-in-outlook-or-o.

HEeBO3MOXHO 0bPATUTLCA K Y3/1aM AOMeHa Mo
DNS-mmeHn

Ecnn B ceTn ViPNet Bawwei opraHmsaummn ncnonbsyetcsa cnyxba Active Directory n npu atom
KOHTponepbl foMeHa ¢ DNS-cepBepamu, KOTOpble B pamKax JOMeHa CUHXPOHM3NPYHOTCA Mexay cobon,
HaxoAATCsA Ha pa3HbIx y3nax ViPNet nan TyHHennpyoTcs pasHbIMU KOOpPAUHATOPaMK, TO MOTyT
BO3HWKHYTb Npobaembl pa3pelueHuns IP-agpecos npu obpalleHni K HUM C APYrux 3alluLLeHHbIX y310B. B
3TOM C/yyae BbINOAHUTE yKa3aHus pasgena Vcnonb3oaHne DNS-cepBepoB Ha KOHTpoOnepax AJOMeHa
(Ha cTp. 127).
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HeBO3MOXHO NOMYUNTb YAANEHHbBIV AOCTYM K
3alUMLLEHHBIM y31aM Mo DNS-numeHmn

Mpwn coBmecTHoM ycTaHoBke Ha koMnbtoTep MO ViPNet Client n ESET NOD32 Smart Security BO3MOXHb!
npobaeMbl C yCTaHOB/IEHNEM COEAMHEHUS MEXAY 3alULLEHHBIMU Y3/1aMUN 1 JOCTYMNOM K pecypcam

MHTepHeTa. YT06bI 06€ecneumnTb Ha KOMMNbIOTEPE COBMeCTHOe PYHKLMOHMpOBaHMe nporpamm ViPNet

MoHuTtop 1 ESET NOD32 Smart Security, B nporpamme ESET NOD32 Smart Security co3zaaiite npasuna,
paspeLlatoLye obMeH AaHHbIMU MO NpoTokoay 241 (cM. [poTOKOIblI COEANHEHWI B 3aLLULLIEHHON CEeTK
Ha cTp. 90) 1 ncnosnb3oBaHWe KOMMOHEHTa Itcsnatproxy.exe.

BbinosHUTE cnegyroline AencTBus:

1 OtkpowiTe rnaBHoe okHo nporpammbl ESET NOD32 Smart Security n Boibepute Bknagky Hactpolika.

2 B npaBo# yacTi okHa wenkHuTe ccbinky CeTb 1 B OTKPbIBLUEMCA OKHE LesKHUTE cCbiaky HacTpoutb

npasuJia N 30HbI.

3 B okHe HacTpoiika 30H 1 npaBu HaxmuTe kKHonky Co3aatb.

4 B okHe HoBoe npaBuno Bbibepute Bkaaaky O6wue u B rpynne Obwas nHdopmaums o6 stom

npaBuie yKaXkmnte HasBaHMe paspellatoero npasuia gnda npoTtokona 241.

]

ESET Smart Security

SMART SECURITY 8

HacTtpoiika 30H 1 npaewnn

Mpasnna | Zonel
MpaBuna onpenensx
ANA onpefeneHHiIX
30ECh,
MeperntouUTHEA B N

[

Hoeoe npasuno

MpunoseHeNpas
oo oes
[-[n7XocT-npoL
G- [ Windows L
G- [ Mpunosxen
i-[17Local Secu
@ Mporpamm
--System

e WA O

M \p

Coznate I

OBwme | MokansHsi | YoaneHHsii

Ofwwan nHpopmaumua of SToM Npaevne

Wran: 241 |
Hanpaenenws: | [ofioe W

Deictene: Paspeumme v

MpoTokaon: 241 Brifpate npoTokon...

Mpoduns: [ns kaxaoro ¥ | | Mpogwna...

DononHuTensHoe oeicTeEme

[] *ypHan [[] ¥eenomis nonszosatens

Q6wmne: Hanpaenenwe: MoBoe fedctewe: Pazpewnts [Mpoto
Ypanenubiit komnetotep:  Jna kaxgoro

Nokanehbii komnetotep: [na kaxaoro

NoAKNKDHEHUA
0 NPaBEMnax cM.

MprMeHATE

Vi

ENJOY SAFER TECHNOLOGY™

LT CRE RS US BECTIVIATHAA NMPOBHAR
uepes 15 gH. BEPCHA

Pucyrok 128. Coz0aHue npasusa 8 ESET NOD32 Smart Security a4 npomokona 241

5 HaxwmwuTe kHonky BbibpaTh NnpoTokon v BbibepuTe npotokon 241.
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6 Haxmute kHonky OK, uTo6bl coXpaHWTb NpaBuIO.

7 B okHe HacTpolika 30H 1 npaBua Haxxmute kHorky Co3gaTtb, UTOObI CO34aTb NPaBUO ANS
KOMIMOHEHTbI Itcsnatproxy.exe.

8 B okHe HoBoe npaBusio Ha Bkiagke O6wume B rpynne Obwas nHpopmauma o6 3Tom npasuie
yKaxxuTe Ha3BaHWe pa3pellatoLLero npaswa.

9 TMMepeiiauTe Ha BKAaaky JlokanbHbIii v B rpynne MpunoxkeHue ykaxuTe nyTb K Gpaiiy
Itcsnatproxy.exe. Hanpumep,

C:\Program Files

]

(x86) \InfoTeCS\ViPNet Client\Itcsnatproxy.exe

ESET Smart Security

SMART SECURITY 8

Mpaguna | JoHe

AnA onpeaeneHHbIx
308,
[epernoynTECs B

S

MprnoseHue fipa

- System

M P A AN S

Cozpate

Mpaswna onpeaensy

Hactpovika 30H 1 npasun

Hosoe npaeuno

OBuwe | TokansHsId | YaaneHHsA

TNoKaneHem nopT

LoGaenTs nopr...

[pfasnTe gManasoH NopTos. ..

¥Yoanue

MpunoxeHwe

C:\Program Files £B6)\nfo TeCS'\WiPNet Client'tcsnatproey Exe

Obwme: Hanpaenenue: Moboe [efctewne: 3anpetute [NpoToy
¥nanewusiii komnerotep: [lna kaxgaoro
Nokanbhbii komnetotep: MNopTer Jna kaxaoro

Mpunosenue: C\Program Files (x86)\InfoTeCS\ViPMet
£ >

oK Omvera

dTb NOARAKHEHNA

0 0 MPaBMNax cM.

HTEpHET

a ¥ MpurmeHnTs

4

ENJOY SAFER TECHNOLOGY™

[Ty R Erearr- o BECMIATHAA NPOBHAR
uepez 15 gH. BEPCHA

PucyHok 129. Co3daHue npasuna 8 ESET NOD32 Smart Security dna komnoHeHme! ltcsnatproxy.exe

10 Haxxmute kHonky OK,

YTO6bI COXPaHWTL NMPaBWJIO.

11 B okHe HacTpolika 30H 1 npaBua HaxxmuTe kHonky MpumeHutb. CoegnHeHne Mexay
3alMLWEHHBIMK Y31aMU 1 AOCTYN K pecypcaM VIHTepHeT ByAyT BOCCTaHOB/EHbI.

HEeBO3MOXHO YCTaHOBUTb COEAMHEHME C
OTKPbITbIM Y3/10M B JIOKa/IbHOW CETH

Bo3moxkHble NPUYNHbBL
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e |P-agpec oTKpbITOro y3/1a NPUCYTCTBYET B CMCKE 3alLMLLEHHbIX Y310B. B 3TOM ciyyae ViPNet-
ApaliBep MNbiTaeTcA NOCaaTh 3aWMdPOBaHHbIN NakeT Ha OTKPbITbIN KOMMbHOTEP, YCTaHOBUTb
coeAnHeHwue He yaaetca. [lna ycTpaHeHWs AaHHOW nNpobaembl HEO6XOAMMO YAaNUTb aapec
OTKPbITOrO y3/1a U3 CNucka afpecoB 3aLUMLLEHHbIX Y3/10B.

e HenpaBuabHO HacTPOEHbI GUALTPLI A/ PaboTbl C OTKPLITOW ceTbto. s HopManbHOM paboThbl B
cetax Microsoft ybeanTech, UTO BK/IOUEHbI M HACTPOEHbI HYXHble GUALTPLI OTKPLITOM CETU (CM.
Obuwwne cBeseHns o ceTeBbIX GuabTpax Ha cTp. 131).

HeBO3MOXHO YCTaHOBUTL COAMHEHME MO
MPOTOKOY SSL

Bo3MOXHO, NpUYMHON Henonaakmn aBaseTcs cbo 0gHOro n3 komnoHeHToB nporpammbl ViPNet Client.

ﬂ'ﬂﬂ peweHna AaHHOI;I I'IpO6/'IeMbI BbIMOJIHUTE AelzCTBMﬂ, OonncaHHbIE B pa3jene HeBo3MOXHO 3anyCcinTb

cny>xby MSSQLSERVER (Ha cTp. 287).

HEeBO3MOXHO YCTaHOBUTL COeAMHEHME MO
npoTtokony PPPoOE

CoeguHeHune no npotokony PPPOE moxeT 6biTb 3abnoknposaHo nporpammoin ViPNet Monutop. [ns
peLleHns JaHHOM NPobaemMbl BbINOAHNUTE ClejytoLLme AeNCTBUA:

1 B okHe nporpammbl ViPNet MoHuTOp B MeHto CepBuc BbibepuTe NyHKT HacTpoiika npuaodKeHus.
2 B okHe Hactpoliika oTkpoliTe pa3gen YnpasaeHue Tpadukom.
3 CHumute dnaxok bnokuposaTtb Bce npoTokoJbl, kpome IPv4, ARP.

4 Haxmwute kHonky OK.

B cetn 3aperncTpmpoBaH y3en C Taknm xe
MAEHTMDVKATOPOM, Kak Yy Ballero y3na

B 3ToM cnyuae:

e B xypHane cobbiTuii pernctpupyetcs cobbitne ¢ HomepoM 95 (cMm. barokrpoBaHHble IP-nakeTsl Ha
cTp. 333).

e [losHocTblo 6i0KMpyeTCs Bech IP-Tpaduk.

e B nporpamme ViPNet MoHuTOp nosiBasieTcs cnepytollee cooblyeHme:
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[EY ViPNet Client B

B nokansHoi ceTk no agpecy 172.168.42.135 (Win7 ) ofHapyeH CRTEB0M 3KPaH C TaKUMA e
PEMMCTPELMOHHBIMK AEHHBIMK.
IP-TpadMK NONHOCTEKD GnokMpyeToa.

PucyHok 130. CoobujeHue o mom, Ymo 8 cemu 0bHaApyxeH y3es ¢ Makum xe udeHmugpukamopom

[ns ycTpaHeHus gaHHON npobaemMbl TpebyeTcs yaanuTb aybaumkaT Bawero y3na us cetn ViPNet (yaanuts
Ha HeM TeKyLLWe KAOUYM UAK YCTaHOBUTb HOBbIe Kitouw). Mocae 3Toro TpebyeTcs nepesarpy3nTb Ball
KOMMbIOTEP.

ObHapyxeH KOHPAKKT IP-aapecoB man DNS-1meH

Mpwn pobaeneHmm IP-agpeca nam DNS-nMeHN B NpoLecce HaCTPOMKM JOCTyNa K 3aLlULEHHOMY UK
TYHHeMPYyEMOMY Y3y MOXET OKa3aTbCA, YTO OH coBnagaeT ¢ IP-agpecom nan DNS-nmMeHewm, 3agaHHbIM
paHee An1a Apyroro y3na. Torga noaBuTca ciegytolee coobLeHwe:

‘ Mpotepra xondmmroe midm| | | Mpoeepxa xondnuxroe e |
IP-aapec 192.168.42. 10 yxe 30201 Ana y3as Porost DINS 4942 «wwr. y8.rU» VX8 338340 ANa y3nd «Posaes
l \ s Cepreetini» wm €70 TyrHenet. ! A Anexcanap Cepreetarar.
YasmuTe IP-a2pec 10 NApINeTPROS ADYTOC0 YN YaanTo DNS9tR 10 NapaseTPon Soyraro yina
He aofSasaars IP-aspec He pobasnats DNS 4o
9 MNpoaycTuTo KomdresT 9 MponycTirn Kot
_npogonnrm | NpoaomorTs

Pucyrok 131. [lelicmsus npu obHapy>xeHuu hepecedeHus IP-adpecos unu DNS-umeH

KoHdaukt IP-agpecos n DNS-1MeH Takke MOXeT ObITb 06Hapy>KeH B XO4e UX NPOBEPKMN C MOMOLLbHO

kHOMkn MpoBepnTb KOHGANKTBI . B 3TOM cnyyae nosBuTcsA Takoe coobLyeHue:

— - > < — - ~
f rsem (]
Mposepka koudmros 3| || Mposepxa xondanxros
IP-aapec 192.168.42. 10 yxe 3aa2e 253 Y303 Posist DNS-9t0 «aww. ya.ru» yxe 335840 AN yInd «Poried -5»,
. l\ Anexcanap COpreesinis wm 610 TYHHene. !\ Anesicanzp Cepreesans,
Yasmme [P-2pec 13 NapIMeTROs ADYTOr0 YR YaanTo DNS 4843 10 NOPasMeTRos DYTON0 Y39
Yaasro IP-2peC i3 OwiXa TEKYIero yana Yaan ro DNS 40 13 CradXs Texywero ysna
9 NpoaycriTe KondreeT 9 MponycTiTn KondrueT
| Moepese mooeepny | | Noegesmo nposexy |

PucyHok 132. [lelicmsus npu obHapyxeHuu nepecedeHus IP-adpecos unu DNS-umeH

Onda yctpaHenusa koHdavkTa IP-agpecos nan DNS-umeH Bbl MoXeTe:

e yaanuTb nosTopAowmics IP-agpec nav DNS-ums 13 napamMeTpoB Apyroro y3na;
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e He pgobansATtb IP-agpec uan DNS-umsa B nepBoM cayuae, yaanutb IP-agpec nam DNS-ums 13 cnncka

TeKyLLero ysfna — BO BTOPOM.

KpoMme 3Toro, Bbl MOXeTe He y4nTbiBaTb BO3HUKLINIA KOHPAUKT (B nepBOM Ciyyae ByaeTt sobaBneH
yKasaHHbIl IP-agpec nav DNS-nms), a Takxke BO BTOPOM C/lyyae npepsaTb NpoBepKy.

HeBO3MOXHO 3anycTutb cayxby MSSQLSERVER

BO3MOXHO, NPUUYNHON HEMONAAKM ABASETCA OO O4HOTO 13 KomMnoHeHToB nporpammsbl ViPNet Client.

Ans peweHns gaHHON NPo61eMbl BbINOAHUTE Cleaytolme 4eCTBuS:

1 B komaHgHou ctpoke Windows BbINOAHUTE KOMaHAY: regsvr32 /u
C:\Windows\System32\itcssp.dll.

2 W3meHuTe ums daiina itcssp.dll, HAXOAALWErocs B Nanke C:\Windows\System32, Ha ftoboe
apyroe.

Ecam Ha komnbroTepe Obina yctaHoBaeHa nporpamma ViPNet CSP ¢ nogaep>kkon 64-paspsgHbix
onepaLmOHHbIX CMCTeM, B Nanke C: \Windows\SysWOW64 TakxXe CyliecTByeT dann itcssp.dll,
KOTOpbIV TpebyeTca nepenMeHOBaTh.

3 Tlepe3arpy3ute kKomnbroTEP.

HEeBO3MOXHO M3MEHWUTL HAaCTPOWKM B MPOrpaMmme

ViPNet MoHWTOp

MN3meHeHwve HacTpoek nporpammbl ViPNet MOHUTOP MOXET BbITb HEBO3MOXHO MO OHOW U3 CEAYHOLLNX

NPUYNH:

e Ha ceTeBOM y3/1e orpaHuyeHbl MOJHOMOUMA NOAb30BaTeNS. VI3MEHWTb HacTPOMKM NPOrpamMmMbl
ViPNet MOHNTOP MOXET TONbKO NOJIb30BaTeNb C MaKCMMaabHbIM YPOBHEM MOAHOMOUNNA.
Obpatutechb k agmuHncTpatopy cetn ViPNet ¢ npocbboii NOBbICUTb YPOBEHb NMOAHOMOYNIA B
nporpamme ViPNet LieHTp ynpaBneHus ceTbto.

e YCTaHOBJEHbI OrpaHnyUeHns HTepdeica B pexxume agMuHncTpaTtopa (cMm. Pabota B nporpamme B

pexxvMe agMuHucTpaTopa Ha cTp. 212). Obpatutecs K agMmuHuctpatopy cetu ViPNet ¢ npocb6oit
CHATb OrpaHnyeHue.

He yaaetca ncnonb30BaTh anmapaTtHbIv AaTumk
CAYHANHbBIX YMCeN

Ecnm Tpebyetca ncnonb3osatb B nporpaMmMHoM obecneyeHmmn ViPNet annapaTtHbI gaTumk cayyanHbix

yncen, BbIMOJHUTE Cleaytollme AeCTBUS:
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1 Ha komnbtoTepe, Ha KOTOPOM TpebyeTcsa NCMO/b30BaTh anmnapaTHbIA AaTUMK CyYalHbIX Ymcen,
co3zanTe nanky C:\ProgramData\InfoTeCS\ViPNet CSP.

2 B ykasaHHOW nanke co3jainTe TEKCTOBbLIN Gai cneayroLLero coAep KaHus:
[Common]
EnableCspSupport=Yes
[Devices]

RandomNumberGeneratorType=<Tun naTumka>

3 B kayecTBe 3HaUEHUS napamMeTpa RandomNumberGeneratorType YKaXuUte TN AaTyMKa CﬂyHaVIHbIX
yuncen, KOTOprIZ Tpe6yeTcn MCMoab30BaThb. ITOT napamMeTp MOXeT UMETb CieayroLlne 3HauyeHnA:

o accord — Akkopa-AMA3.
0 sobol — 3NEKTPOHHbIN 3aMok «Cob0b».

o bio— 37eKTPOHHas pyneTka (MCnoab3yeTcs B nporpaMmmMHoM obecnedeHunn ViPNet no
YMOJIYaHWIO).

o tokenJava — eToken PRO (Java).
o ruToken — Rutoken L.
4 CoxpaHuTe CO3aHHbIV aiin, 3aTeM MU3MEHUTE ero UMsA U PaclUMpeHne Ha csp config.ini.

Mpw cnepyrolwemM BbI3OBE JaTumka CyYalHbIX Uncen ByAeT MCrnosib30BaThCs YKa3aHHbIN AaTumk.

He npoxoant obHoBneHme 10, oTnpaBaeHHOe 13
LleHTpa yrnpasneHna CeTbro

MpuumnHbI HeyaauHoro obHoBaeHus MO MOryT BbITb CeayHOLLMMU:

e Mporpamme yCTaHOBKM He yAanocb 3aBepwnTtb paboty Bcex komnoHeHToB 1O ViPNet (Hanpumep,
Kakme-To koMmnoHeHTbl MO ViPNet 6b1a1 3anyLueHbl B ceccum Apyroro nosib3osarens);

e BO3HMKAW Npobaembl coBMecTMocTyh MO ViPNet ¢ Balimm KomnbroTepom.

[LJ'IFI peweHna yKasaHHbIX I'IpO6J'IEM BbINOAHUTE Caeayrownine AemCTBMﬂZ

1 YbeaunTech, UTO KOMMNbIOTEP YAOBNETBOPSAET CUCTEMHBIM TpeboBaHMAM (CM. CucteMHble TpeboBaHuA
Ha cTp. 23) ana yctaHoBkwm MO ViPNet.

2 [lepe3arpysuTte KOMMbHOTEP, HAa KOTOPOM He yaanocb obHoBuTb MO ViPNet.

3aTem oTnpaBbTe 06HOBAEHWE U3 nporpaMmsbl ViPNet LieHTp ynpaBaeHus ceTbio 1 NPYMUTE ero Ha
y3ne (cm. ObHoBneHuWe, oTnpaBaeHHoe 3 ViPNet LleHTp ynpaBieHna ceTbro Ha CTp. 44).

3 3anyctute ycTaHOBKY NporpamMmbl U3 yctaHoBouHoro EXE-daina Ha kakoM-n1mbo ceteBoM y3ne. Ecan
npu yctaHoBke ByayT obHapy>eHbl MpobaeMbl COBMECTUMOCTH, BbINMOJHUTE NPEANOXEHHbIE
pPEKOMEHAALIMN ANS BCEX KOMMbIOTEPOB, Ha KoTopble ycTaHaBanBaetcs ViPNet Client.

3aTem oTnpaBbTe 06HOBAEHME U3 NporpaMmbl ViPNet LieHTp ynpaBieHUs ceTbto U NpUMUTE ero Ha
y3ne.
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4 Ecnvn yctaHOBUTb OBHOB/IEHWE He yAanocb, 0bpatutecb B Cy>0Oy TEXHNUYECKOro CONPOBOXAEHUA
koMnaHun «MHPoTeKC» (cm. CHop aAmarHocTmyeckon nHGopmMaL My Npu BOIHUKHOBEHUN

Hernonajok Ha cTp. 274).

SIP-kAneHT Zoiper copacbiBaeT BXOAALINE 3BOHKM

Ecnm Ha komnbtoTepe ¢ MO ViPNet Takxe yctaHOB/IeHa nporpamMa Zoiper, B HaCcTpOMKax KOTOpOoK
3af,aHo ncnonb3oBaHue npotokona TCP, To BxoasLme 3BOHKM cbpackiBatoTca yepes 30 cekyHA nocne

NPUHATUA BbI3OBa.

Ans ycTpaHeHus 3To npobiembl B HaCTpoOKiKax NporpaMMbl Zoiper BKAKUNTE UCMOb30BaHWe

npotokona UDP Bmecto npotokona TCP:

Hacrporiku

B O %

Contacts  Automation Skin Advanced Premium

General Extra Codec Advanced

PaclunpeHHbie HacT poiikn
aKKayHTa

PErMCTpaELIM [ Enable ZRTP
Keep alive time-out: | Disable _

LF ™ roanncea Ha MPHCY. .. ~ MyBRMKDBETE MPMCYT...

7 OrcwinaTs KPML DTMF R

M vcnon T rport UDP TpaHcmopT
M WcnonbsosaTs rport

MnobansHer STUN

TLS client certificate

Use certificate as: | Don't use

Hacrpoiikn STUN

Mepuoa ofHOBNEHNA :
OTMeHa

Pucyrok 133. Hacmpolika mpaHcnopma UDP e npoepamme Zoiper
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He yaaertca 3aperncTpmpoBaThb B CETU KIMEHT
Cisco

Ecnn B pamkax 3awmuieHHon cetn ViPNet passepHyTa cetb IP-TenepoHunmn Cisco, BkaroUas KANEHTbI (Kak
annapatHble, Tak 1 NporpaMMHble) 1 cepeepbl (Cisco CallManager - CCM, Cisco Unified Communications
Manager - CUCM), To a5 cepBepoB Cisco He0HX0AUMO HaCTPOUTb BUAMMOCTb B CETM MO UX peanbHbIM
IP-agpecam (cm. Hactpoiika gocTyna K TyHHenanpyembiM y3nam Ha cTp. 107). BugumMocTs no peasnbHbIM
IP-agpecaM HEOHXOAMMO BKAOUMTb Kak Ha 3alLMLLEHHbIX CETEBBIX Y3aax € ycTaHoBeHHbIM MO ViPNet
Client, Tak 1 Ha KOOpAMHaTOpPaX (417 TYHHeNUPYyeMbIx ceTeBbIx y3n0B). Ecan xe ana CCM (CUCM) Bbl
HacTpowuTe BUAMMOCTb MO BUPTyaibHbIM ajpecamM (Hanpumep, B ciyyae KOHGIMKTa afpecos), TO
coefMHeHUe Mexay KaneHTamu n cepsepamu Cisco He ByAeT yCTaHOB/IEHO.

ViPNet Client HEBO3MOXHO YCTaHOBWUTb Ha CEPBEP
HP ¢ BkaroueHHbIM NIC Teaming

Ecan Bbl ycTtaHaBavBaeTe nporpammy ViPNet Client Ha cepsep HP ¢ BKIHOUEHHBIM PeXMMOM
ob6besanHeHus ceteBbix MHTepdelricos (NIC Teaming), To B npoLecce YCTaHOBKU MOTYT BO3HUKHYTb
Hernoaagkn. 3To MPOUCXOANT B TOM Cyyae, eciv cepsep pabotaet nog ynpasaeHnem OC Windows
Server 2008 R2, n pexwum NIC Teaming HacTpoeH ¢ nomoubto yTuamTbl HP Network Configuration Utility.
Tak kak Windows Server 2008 R2 He noaaep>xmBaet pexxum NIC Teaming, To Ans pelleHna npobaemsl
o6HosuTe OC go Windows Server 2012 n HacTpoliTe pexxum NIC Teaming cpeacrtBamMu cMCTEMbI.

Owwunbka: He HalaeH Kitod 41a NOAMMCK 3anpoca

I'Ipvl 0bHOBAEHNN CepTVIq)I/IKaTa noAaBJsIAe€TCA ciegyrouee COO6LLI,€HI/I€Z

Macrep oBHoBnEHNA cepTudinkaTa X

| He Haligen Koy AnA nognucw sanpoca.

PucyHok 134. Owubka obHoeseHUs cepmugukama

[JaHHas owwnbka MOXEeT BO3HMKaTb NOCAe CMEHbI MacTep-kitoyvein B Bawen cetn ViPNet. Ans pelueHuns
npo6sembl Bbibepute B kKauecTe TekyLlero ceptuomkat (cM. CMeHa Tekylero ceptudukaTa Ha cTp. 256),
BbIMYLLEHHbI BMECTe C HOBbIMW Katouamu. Kak npaBuao, 3To ceptudurkaT C camon No3gHen faTon
Bbinycka. Ecav noaxoasuero ceptndurkara Het, obpaTuTech K agMUHUCTpaTopy Balen cetn ViPNet.
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He HanaeH pe3epBHbI HAbop NepCOHa N bHbIX
kKnrouen (PHIK)

Mpwn nepBoM 3anycke nporpammbl ViPNet noseasetcs cooblueHne o He0HXOAMMOCTIN yKa3aTb
pacrnofioXXeHne pe3epBHOro Habopa NepCcoHasbHbIX Karo4uen (CM. rnoccapuid, cTp. 419) uam o Tom, UTo
PHIMK He HanaeH. JaHHas owmnbka MOXeT BO3HMKATb NOC/e CMeHbl MacTep-K/toUei B Ballei ceTu
ViPNet. Ans peleHns Npobaembl BbINOJAHUTE Cleaytollime AeCTBUS:

1 Monyuute ¢anin PHMK y agMUHUCTpaTOpa Ballen CeT Man NoaKIroUnNTe BHELLHeE YCTPOMCTBO, Ha
kKoTopoM HaxoauTcst PHIK (baiin AaaA.pk, rae ARAA — UAEHTMOMKATOP NOAb30BaTENS).

2 YkaxwuTte nyTb Kk ¢pariny PHIMK nam nomectnte ero B nanky d_station\abn AAAA, PaCNONOXEHHYHO B
narnke KAro4en Nosib3oBaTtens, Mo yMOAYaHWNIO:

C:\ProgramData\Infotecs\<nanxa c umeHTudmxaTopom ys3ma>\d station\abn AAAA.

Mocne atoro 3anyctute ViPNet Client 1 BbINosHUTE BXOZ B NporpaMmmy.

[1porpamma ViPNet He mo3BoNAEeT BOMTH B
cnctemy Windows

Mpobnembl Bxoga B cnctemy Windows MoryT BO3HUKHYTb Npu cbosx B paboTe nporpammsbl ViPNet Client
NN B Clyyae KOHGIMKTOB KOMIMOHEHTOB MPOrpammsbl C y>Ke ycTaHoBAeHHbIM MO, Ecam gpyrue cnocobbl
BOCCTaHOBJ/IEHWNA BXO4a He npuMeHuMbl, yaanute nporpammy ViPNet Client B 6e3onacHom pexume

Windows.

[lns 3TOro BbINOMHUTE C/iesytoLmne AeNCTBUS:
1 3arpyswute KOMMbtoTEp B 6e30MacHOM pexxmme.
2 BoliguTte B cucTeMy, UCMOb3ys YUETHYIO 3anucb agMuHUcTpatopa Windows.

3 3anyctute dpaiin safeModeUninstall.bat U3 nanku yctaHoBku nporpammel ViPNet Client.

Mpumeyanue. Mo ymonuanuto nporpamma ViPNet Client yctaHaBavBaeTtcs B nanky
C:\Program Files\InfoTeCS\ViPNet Client B 32-6utHbix Bepcuax Windows v B nanky
C:\Program Files (x86)\InfoTeCS\ViPNet Client — B 64-6UTHbIX BepcusX.

Joxanteck 3anycka cnyxboel «Windows Installer» («YctaHoBwmk Windows»).
Yaanute nporpammy ViPNet Client (cm. Yganenuve MO ViPNet Client Ha cTp. 50).

Mepe3arpy3unte KOMMNbIOTEP B O6bIYHOM pexXume.

N o o b~

Y6eanTechb, UTO Ball KOMMbIOTEP COOTBETCTBYET CUCTEMHBIM TpeboBaHUAM A/1A YCTaHOBKM
nporpammebl ViPNet Client (cm. CuctemHble TpeboBaHuUs Ha cTp. 23).
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8 YcraHosute nporpammy ViPNet Client nan obpatmtech cny>Kby TEXHUUYECKOTrO CONPOBOXAEHUS
koMnaHun «MHPoTeKC» (cm. CH6op anarHocTmyeckor nHGopmMaLmm npy BO3HUKHOBEH WM
Hernonajok Ha cTp. 274).

CpOK AENCTBUSA NLEH3MNM Ha AAHHYHO NPOrpamMmy
3aKaHYMBAETCA UM 3aKOHUMIICA

Mpwn nosiBNEHNN Takoro coobLLeHns obpaTnTecb K agMUHUCTpaTopy Balwen cetn ViPNet ana obHoBAeHMS
JINLEeH3NMN.

ViPNet Client noctoaHHO TpebyeT nepesarpysku

Ecnv nocne nepesarpysku KOMMbloTepa CHOBa NoABAAETCH coobLieHMe O nepesarpyske, nogoxante 5-10
MWHYT, noka 3arpy3atcs Bce koMnoHeHTbl 10 ViPNet Client. NMocne 3Toro BbINOAHWUTE Nepe3arpysky
KOMMbtoTepa.

[Tporpamma nepesanylyeHa 13-3a oWmnbkmM B
pabote

Ecnv Bbl CMOb3yeTe HECKONBKO BHELIHWX YCTPOMCTB A/ ayTeHTUdbMKauuwm, nporpamMma ViPNet moxet
pabotaTb HecTabuabHo. [1ns cnpaenaeHns npobaembl oTkatoumte B nporpamme ViPNet CSP yctpoicteo
JaCarta 1 Bce Heuncnonb3lyeMble YCTPOMCTBA As ayTeHTUuKaumm. MoapobHee cm. «ViPNet CSP 4.2
PykoBoacCTBO nosib3oBaTtensi», pasgen «HacTpoika cnucka onpatunBaeMbiX YCTPONCTB».

ObHapyxXeHa NCKAKUUTENbHAA CUTYaLIMA B
MoAayne Monitor

Ecnn Bbl cnonb3yeTe HECKOBbKO BHELLUHMX YCTPOWCTB Ana ayTeHTudurKaumm, nporpamma ViPNet moxet
pabotaTb HecTabuabHo. [1n1 ncnpaBneHns npobaemel oTkatoumte B nporpamme ViPNet CSP yctpoincTteo
JaCarta n Bce Hencnosb3yemble yCTponcTea ans ayteHTudumkaumm. NoapobHee cm. «ViPNet CSP 4.2.
PykoBogaCTBO Nonb3oBaTens», pasgen «Hactporka cnucka onpatumnBaembliX YCTPOUCTB».
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[Tocne konmpoBaHMa daina No cetr NponaaaeT
COeAMHEHME C CETbIO

Ecam nocne konmpoBaHusa dalina U3 CETEBOro PacnoNoXeHUa NponagaeT CoeAnHEHNE C CETbIO, 3TO
MOXeT ObITb CBA3aHO C HacTpolikol ceteBoro agantepa Intel(R) Ethernet Connection. Ans yctpaHeHus
npo6aemMbl BbINOJHUTE Cesytolne AencTBuUS:

1 Bonagute B Windows nog y4eTHOM 3anuncbio agMUHUCTpaTopa.

2 HaxmuTe 3HauyoKk CeTb = B IEBOM HIKHEM yray naHenu 3agay Windows u WenkHUTe CCblIKy
MapameTpbl cetn U NHTepHeT (LleHTp ynpaBieHMs ceTamu 1 obmm JoCTyrnom).

3 B okHe ynpaBieHus ceTamMm LLeNKHUTE cCblaky HacTtpoiika (MU3meHeHne) napameTpoB aganTtepa.

4 B okHe CeTeBble NOAKNHOUEHUA LLENKHWUTE NPaBOV KHOMKOWM MbILWM 3HAYOK ceTeBOro agantepa Intel
N B KOHTEKCTHOM MeHI0 BblbepuTe nyHKT CBOWUCTBA.

3aTeM B OKHe CBOWCTB ceTeBOro agantepa cHummte dnaxok Intel(R) Technology Access Filter
Driver.

U Ethernet: ceciictea X

Cem Moctyn

Mook nioueHue Yepes:

@ Intel{R) Ethemet Connection [217-V

Q‘IMEHEHHbIE KOMMNOHEHTEI MCNONE3YHOTCA 3TUM NOOKNHOYEHNEM |

IE KrenT anA ceted Microsoft ~
IP OBLWWA aocTyn K aidnam | NpuHTEpam anA ceTel Mi
L ir lightweight Filter (64 edition

O a Intel(R) T Access Fitter Driver

W =T InaHupoBLLIMK nakeTos Lo

4 P sepoum 4 (TCP/IPv4)

[J s MpoTokon mMynsTannexcopa ceTesoro agantepa (Mai ¥

< >
WeTaHOBMTE ... YaanuTe CeoiicTEa

Onmcatmve
Intel(R) Technology Access Filter Driver

oK Omvena

PucyHok 135. Hacmpolika adanmepa Intel 015 pabomel 8 cemu ViPNet

Ecawn BbI ncnoab3syete Apyl’OI7I ceTeBOM aganTtep, TO B KOHTEKCTHOM MEHHO Bbl6epI/ITe NYyHKT OTKNOUNTD,
3ateMm Bkarouunthb. ,ﬂ,O)KAI/ITer, Korga coegnHeHune C CETbHO BOCCTAHOBUTCA.
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ObHapyxeHa owmnbdka B kKoHOUrypaumm ViPNet
CSP

NHdbopmaums pna agmmHuctpatopa cetn ViPNet

Mpwn aBTOMaTMyeckon yctaHoBke 06HoBAeHNN OC Windows B HEKOTOPbIX C/lyYasx BO3SMOXHO
HapyLeHune KoHpurypaumm nporpammsl ViPNet CSP 13 coctasa ViPNet Client.

Ana peleHns 3o Npobaemsl caesyeT 3anyCTTb BOCCTaHOB/EHME NporpaMmMel Yepes MeHto Myck >
ViPNet > Hactpoiika komnoHeHToB ViPNet Client, 3aTem Bbibpath nyHKT BocctaHOBUTE.

Ecan nonuntuka 6e30nacHOCTY Ballelr opraHn3aumny He No3BOASET 3aMyCTUTb QYHKLIMIO BOCCTAaHOBIEHWS
NpPOrpamMmbl Ha KOMMbOTEPE NOJIb30BATENS, Bbl MOXETE BOCCTAaHOBUTL NMPOrpamMMy yAaneHHO OAHUM U3
cnoco6oB:

e OTtnpaBka obHoBNeHMA 13 Nnporpammbl ViPNet LieHTp ynpaBneHus ceTbto B BUge darina *.1zh.
e OrtnpaBka ¥ 3anycK * .bat-Qaiia Ha KOMMNbIOTEPE NONb30BATENA Yepes rPynnoBbie NOAUTUKN UK
BPYUHYHO.

B 3aBMcMMOCTM OT BbIBpaHHOro cnocoba BOCCTaHOBAEHMWS 3anpocuTe B Cy>Kbe TeXHUUeCKoro
conpoBoxaeHus koMmnaHmm «MIHPoTeKC» (cm. ObpaTtHas cBA3b Ha CTP. 28) Hy>XXHbIN Gainn un
BOCCTAHOBUTE KOHOUIypaLuto NporpamMmbl Ha BCEX KOMMbIOTEPAX C OrpaHUYEHHON MNONUTUKON
6e3onacHOCTL.
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[ lpeaynpexaeHna cepsmca

6e30MnacHOCTMH

MpeaynpexgaeHuns ceperca 6e30nacHOCTV NpefHa3HayYeHbl A1 CBOEBPEMEHHOIO MHPOPMUPOBaHMS
noAb30BaTeNs O TakmMx CObbITUAX, KaK CTeUYeHMe CPOKOB AeNCTBUA Napos, TeKyLLero cepTudukara,
KNHOYa 371EKTPOHHOW NOAMMUCK 1 CMINCKa aHHYAMPOBaHHbIX CepTUdMKATOB, a Takxe BBOJ B JeNCTBUE
cepTudumkata, U3gaHHOro No MHULMaTUBE agMmnHUcTpaTopa nporpammsl ViPNet Yaoctosepstowmia n

K/FOUEBOW LLEHTP.

I'IpOBepKa CTaTyCa napond, Tekywero CepTI/ICI)I/IKaTa M KNAKo4a 3]19KTpOHHOI7I noannmcum BbliNONHAETCA

Kaxkable 5 MUHYT.

CpOoK AenCTBMA Mapond ncrek

OkHo ¢ COO6LLI,€HI/I€M 06 ncreueHmmn CpokKa rCl,el\/IICTBMFl napoJia Noab30BaTeIA NOABJAETCA B CNEAYHOLWMNX

cayyasx:

o Ecnn B okHe HacTpoiika napameTpoB 6e3onacHocTn Ha Bkaagke Maponb

(cM. PucyHok 101 Ha cTp. 227) yctaHoBAEH daxkok OrpaHUunTb CPOK AeNCTBUA Naposs 1 3a4aH

CPOK AeMCTBUS Napos.

lMosBneHMe OKHa CBUAETE/IbCTBYET O TOM, UTO yKa3aHHbIIZ CpoK nogowen K KoHUy.

e Ecam ot nporpammsbl ViPNet Ya0CcTOBEPSAIOLWMIA U KAKOYEBON LLEHTP NOJYyUYEHbI KAHOUM MOJb30BaTeNs

C HOBbIM NapoJiEM NONAb30BaTENA.

I'Ipvl 3TOM aBTOMAaTMUECKOM CMEHbI napoJsia He NPoncxoanT, NO3TOMY Napob HeO6XOAI/IMO CMEeHUTb

BPY4YHYto (cM. CMeHa rnaposia nonb3oBaTens Ha cTp. 227).

FICHOULA W NOMMTAGH DE1onacsccTi Bawed VIPNEL-CETH, TesyILMA Napans
NONI0BAT R HESBRCTBHT RN,

LefcTame
@ CresTh Napons
O THpRITY: HACTROMA NAPGNA
HanoeeaTe (4083 wepat
HanossiTe N CRE0 VOmes Sy TeHTHEeamM

.Hpmnpmnu Cepeica GesonacHocTs E
CpoK. QeRcTEMS TEKYIEr e NapoT MOS0 Tens
I scres, Flas Cnen yeT CHEHMTD S0 KAK IOEHD CXOpes.

PucyHok 136. lNpedynpexdeHue 06 ucmedyeHuu cpoka delicmaus napojis Nose308amess

|_|pl/l noABJIEHNN OKHa C TakKnUM rnpeaynpexageHnem:
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1 Bbibepute 0fHO 13 NPEAIONKEHHBIX AENCTBUIA:

o CMeHWUTb Napo/ab — A/19 yKa3aHWA HOBOrO Mapos B COOTBETCTBUM C HACTPOWKaMW, 3ajaHHbIMU
B OkHe HacTpoiika napameTpoB 6e3onacHocTu Ha Bkiagke Maponb
(cm. PucyHok 101 Ha cTp. 227);

o OTKpbITb HAaCTPOWKM Napoas — A1s Bbi30Ba okHa HacTpoiika napameTpoB 6e€30nacHOCTU Ha
Bknazke Maposb (cM. PricyHok 101 Ha cTp. 227), C MOMOLLbIO KOTOPOW MOXHO CHavana 3asaTb
napamMeTpbl Napons, a 3aTeM CMEHUTb ero;

o HanomHuTb cHOBa Yepe3 — A5 NOBTOPHOrO BbI30Ba OKHa NpPeaynpexXaeHns no NncTevyeHmnm
yKa3aHHOro BpeMeHHoro npomexyTka (10 MuHyT, 1 yac, 6 yacos, 1 geHb, 1 Hegens);

o HanomHutb npu cneaytowenn ayteHTUGUKALUM — AN NOBTOPHOrO BbI30OBa OKHa
npeaynpexaeHus npu cnegyrollem 3anycke nporpammbl ViPNet Client.

2 Haxmute kHonky OK.

TekyLmn CepTUOUKAT He HaWaeH UK
HEeAenCTBUTENEH

OKHO ¢ COObLEHMEM O TOM, YTO TEKYLLMIA CepTUDUKAT HE HalAEH MO0 HeAeNCTBUTENEH, NOABASETCS B
cneayrowmx cayydasnx:

e Ecan tekywimii ceptudmkaT He HaliaeH MO0 HeZeNCTBUTENEH, O4HAKO HalAeHbI Apyrue
JEeNCTBUTENIbHBIE JIMYHbIE CepTUdMKaThI.

B 3TOM Cc/lydae Bbl MOXeETEe HasHa4unTb O4NH U3 HUX TEKYLLNM, Bbl6paB Bbl6paTb ApyFOVI CepTVIq)I/IKaT
B Ka4yecTBe TeKyLiero.

e Ecan He HalAeH HU OAVH AeACTBUTENbHBIN NNYHBIA cepTUdUKaT.

B aTom cnyyae obpatuTech K agMuHUCTpaTopy Baluer cetu ViPNet ana nonyyeHnsa HoBoro
ceptudumkara.

g BHumaHwue! MNoka He noayyeH 1 He BBEAEH B AeNCTBUE HOBbIA cepTUdumKar,
NoAnucaHne 31eKTPOHHbIX AOKYMEHTOB HEBO3MOXHO.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens | 296



ﬂpwnpmenuefmna Ge3onacnocTi 3]

Yom?.'c CEPTMOMKAT INCKTPOHHON NOJMMCOA

CPOK ASICTENA ITOCO CEDTININKATA VXS MCTEX B SIe HE HACTYTSAN,

OTCyTCTENOT ASACTEMT AR vt cepTndumarter. Ofpatures x
A2eeCTPATORY YKL N8 nofyHereen mosoco cepTndeata. o
NOMyNEretn E3M1 MOSOCO CEPTHEVIKATS INEXTROMMIR NOAMVCH
KOPDETNON LISt 1 OOMEN JOPMETDVIDIN K04 UNSDOsIetR
NECHIBORMTHCA 1ot GyayT!

Aeicrone
O OTKPOATE HACTPOMGA SNEXTPOHHON NOAMNASE
HINoeeATo 01000 Sepes
Han0meATo NPV CHER YIOUIEH JYTenmisdeacas st

(= ]

PucyHok 137. lpedynpexdeHue o mom, ymo mekywuli cepmugpukam HedelicmeumesieH

Mpv NosBAEHMM OKHa C TaKUM NPeAynpexaeHNem:
1 Bbibepute 0fHO M3 NPEAIONKEHHbIX AENCTBUIA:

o BbibpaTb Apyroi cepTudmKaTt B KauecTBe TeKyLULero — /s HazHauYeH s 4pyroro

AEeNCTBUTE/IBHOTO JIMYHOTO cepTudrKaTa TeKyLMM C MOMOLLbIO OKHa HasHaueHue cepTudmkara
TeKyLUM.

I'Ipwmeanme. [JaHHoe nonoxeHne nepekntoyartena 0T06pa>KaeTc;| B OKHe

npeaynpexaeHua B chyyae, eCay B XpaHWanLe noab3oBaTtenAa Hal;l,ﬂ,eHbI Apyrmne
AeVICTBVITe!'IbeIe JINYHbIE CepTVIqJVIKaTbI.

o OTKpbITb HaCTPOWKM 3NEKTPOHHOM NOANUCK — A1 BbI30Ba OkHa HacTpoiika napameTpoB
6e30onacHOCTU Ha BKNajke INEKTPOHHasA NOAMUCH, C MOMOLLbIO KOTOPOI MOXHO ynpaBasTh
ceptTupuKatamm.

o HanomMmHuTb cHOBa yepe3 — /19 MOBTOPHOIO BbI30Ba OKHa NpeaynpexaeHna no ncTeyeHmnm
yKa3aHHOro spemeHHoro npomexytka (10 MuHyT, 1 yac, 6 yacos, 1 geHb, 1 Hegens).

o HanomHuTb Npu cnepytoweii ayteHTUdUKaALMM — AN MOBTOPHOMO BbI30Ba OKHa
npeaynpexaeHuns npu cnegyrolem 3anycke nporpammbl ViPNet Client.

2 HaxmuTe kHonky OK.
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CpOK AeNCTBMA TEKYLLETO KAHOYA 3/1EKTDOHHOM
MOAMMCK MM COOTBETCTBYHOLLETO CepTndmkaTa
ONM30K K KOHLLY

MpeaynpexaeHne o CKOPOM UCTEUYEHUM CPOKa AeNCTBUA KtoUa SNEKTPOHHOM NoANuCK nan
COOTBETCTBYHOLLIErO eMy cepTudurKaTa NOABAAETCA B CNEAYIOWMNX CayYasnX:

e ECAv CpoK AeNCTBMA KAHOUA 31EKTPOHHOM MOAMUCU UK cepTUdMKaTa BAN3OK K KOHLY, NPV 3TOM He
Hal4eHo 3anpocoB Ha OGHOB/IEHWE TEKYLLETO cepTuduKaTa (MAM NocaeHUI 3anpoc Ha O6HOBAEHME
YAOB/IETBOPEH, OHAKO COOTBETCTBYHOLUIA CEPTUPUKAT HE MOXKET BbITh Ha3HAUYeH TEKYLLUM).

B 3ToM cnyyae Bbl MoxeTe chopMmpoBaTh 3anpoc Ha 06HoBeHWe cepTudumkata (cM. Mpoueaypa
O0BHOBAEHNA KNHOYa NEKTPOHHOM MoANUCK 1 cepTudurkata Ha cTp. 248). [ina aToro:

o eC/Nu UCTeKaeT CPOK AencTBus ceptudukata, Boibepute OTNpaBUTh 3anpoc Ha 06bHOBAEHME
ceptudukara;

o eC/NU UCTEKaeT CPOK AeNCTBUA KNrOYa 3NEKTPOHHONM nognucy, BblbepnTe OTKPbITb HACTPOWMKU
nognucy, 3atem B okHe HacTpolika napameTpoB 6e30MacHOCTU Ha BkaaAke 1eKTpOHHan
NoANUCh HaXMKTe KHOMKy O6HOBUTL cepTUdMKar.

e EC/M CpoK AeNCTBMA KNtOUA 3/1EKTPOHHON MNOANUCH Uan cepTudmKaTa 61M30K K KOHLLY, Mpu 3TOM
nociaeAHu 3anpoc Ha 06HoBAEHWE TeKyLero cepTudurkaTa MO0 OTKAOHEH, MO0 HaXOAUTCA B
cocTosiHMM 0bpaboTkm B nporpamme ViPNet YaocToBepstoLwmnin n K1H0UEBON LEHTP.

B 3ToM cnyyae obpatuTech Kk agMuHUCTpaTopy Bawen cetn ViPNet 1, npu HeobxoaMMocCTw, co3ganTte
eLlle OAMH 3anpocC Ha O6HOB/EHWE TeKyLLEero cepTudmkaTa.

Mpegynpexaenne Cepenca BesonacHocTi @I

CpoK AeACTEMA TEKYIEND CEpTUHMIKATA 3MSKCT POHHOR
4* ' noanwos wcTexaet 08.09.2017.

Cpean MMEoWMXcd ¥ Bac cepTUQMKETOR eCTb AOCTYMHLIE ANA
MIMonb308aHHA. PeroMenayeTc BeIBPaTE 0AMH M3 HUX WAW SaNPOCHTE
oBHOENEHWE TEKYLWETD CcepTUDMKATA.

OencTene
@ Buifipats Apyrof cepTMWKAT B KaYecTBe TEKYILETD
") OTNpaBwTb 3aMpoc Ha obHoBNeHWe cepTudmkaTa
") OTKPEITE HACTPOHKK SNEKTPOHHOA NOANKIY
~) HanoMHUTE CHOBE Yepes | 10 muHyT

") HanoMHUTE NpK cneaywolel ayTeHTduKkam

PucyHok 138. lpedynpexdeHus 0 ckopom ucmeyeHuUU cpoka delicmaus cepmugpukama u Karo4a
aekmpoHHoU nodnucu

I'Ipvl noABAEHNN OKHa C TaknM npegynpexageHnem:

1 B 3aBMCUMOCTM OT BUAa NpesynpexXaeHns BoibepnTe 04HO 13 NPeANOXKEHHbIX 4eNCTBUN:
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o BbibpaTb Apyroi ceptudmKaTt B KauecTBe TEKYLLEro — /s Ha3HauYeH s 4pyroro
AENCTBUTE/IBHOTO JIMYHOTO CcepTudmKaTa TeKyLMM C MOMOLLbIO OKHa HasHaueHuve cepTudukara
TeKyLUM.

o OTnpaBuTb 3anpoc Ha obHoBNeHUe cepTudmkata — Aa1 GOpPMUPOBaHMS 3anpoca Ha
OBHOBJIEHME TekyLLLero cepTudukaTa C MOMOLLBHO MacTepa 0bHOBAEHMA cepTUdUKATOB (CM.
Mpouesypa 06HOBAEHUSA KNtOYA 31EKTPOHHOW NOANMCK 1 cepTudmKaTa Ha CTp. 248).

o OTKpbITb HACTPOWKM 3NEKTPOHHOWN NoANUCK — A4 Bbi30Ba OkHa HacTpoiika napameTpoB
6e3onacHOCTU Ha BKNajKke INEKTPOHHaA NOAMUCH, C MOMOLLbIO KOTOPOM MOXHO ynpaBasaTb
ceptupurkKatamum.

o HanomHuTb cHOBa Yepe3 — A5 NOBTOPHOrO BbI30Ba OKHa NpPeaynpexXaeHns no ncrevyeHmnm
yKa3zaHHoOro BpemMeHHoro npomexyTka (10 muHyT, 1 vac, 6 yacos, 1 geHb, 1 Hegens).

o HanomHutb npu cnegytowien ayteHTUGUKALUM — AN NOBTOPHOrO BbI30OBa OKHa
npeaynpexxaeHus npu cnegyrolem 3anycke nporpammbl ViPNet Client.

2 HaxmuTe kHonky OK.

CpOoK AEUCTBUA TEKYLLIETO KIKOYa 3/1EKTDOHHOM
MOAMUCK YXKe NCTEK

MpeaynpexaeHune o6 ncteyeHM cpoka AeNCTBUA KtoYa NeKTPOHHOM NOoAMNUCK NOABAAETCA B
ClefyroLWnX cyyasx:

e EC/iM cpoK AeNCTBUSA KAtOUA 3/1EKTPOHHON MOANMCH MOAOLLEN K KOHLY, MPY 3TOM He HalJeHo
3aMpoCoB Ha O6HOBEHWE TekyLLero ceptudmrkaTa (v NociefHUIA 3anpoc Ha O6HOBIEHWE
YAOB/NETBOPEH, OAHAKO COOTBETCTBYHOLLMI CepTUDUMKAT HE MOXKET BbITb HazHaUeH TeKYLLM).

B 3TOM C/lyyae Bbl MOXETE OTKPbITb BKJIaZKy NeKTPOHHasA nognuncb okHa Hactpolika napameTtpoB
6e3onacHocTy, Bbibpas OTKPbITL HAaCTpPoKkK nognucy. C NOMOLLbH COOTBETCTBYHOLLEN KHOMKM Ha
BKJIaJke DNeKTPOHHas NoANUCb Bbl MOXeTe 0BHOBUTbL TeKyLLmi cepTudmkaT (cm. Mpoueaypa
06HOBJIEHNA KtOUa 3NEKTPOHHOW NoANUCK 1 cepTudurkaTa Ha cTp. 248). OgHako B nporpamme
ViPNet YaocToBepstowumiia 1 K1roUeBOM LeHTP Takoi 3anpoc He byaeT o6paboTaH aBToMaTUYecky, a
ByseT OXMAaTh peLleHns agMUHUCTpaTopa.

BHumaHue! Co3zaHHbIN 3aNpoc NOANUCLIBAETCA C UCMO/Ib30BaHWEM KrOuUa
3NEKTPOHHOM NOANUCK, COOTBETCTBYHOLLLETO TekyLeMy cepTudukaty. OgHako 3Ta
/./A\ NOAMUCb NCMONb3YeTCA He ANA NOATBEPXKAEHMA aBTOPCTBA, a TO/IbKO A1 MPOBEPKM
© LeNocTHOCTH 3anpoca. Takme 3anpocel nmetot ctatyc He noanucaH (cm. Mpocmotp
3anpoca Ha cepTudukart Ha cTp. 257).

e EC/iv cpoK fencTBUA KNtOYa 3NEKTPOHHON NOANUCK MOAOLIEN K KOHLY, MPW 3TOM NOCAeAHUIN 3anpoc
Ha O6HOB/IEHMe Tekyllero cepTudukaTa MO0 OTKAOHEH, IMBO HaxoaUTCA B COCTOSHMM 06paboTku B
nporpamme ViPNet YaocToBepatoLWwnin 1 KNHoUeBOK LIeHTP.
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B aTom cnyuae obpatmtech Kk agMuHMcTpaTopy Bawwein cetn ViPNet un, npn HeobxoanumocTu, co3ganTe
eLlle OAMH 3aMnpocC Ha O6HOB/IEHWE TekyLLero ceptudmkaTa.

Npeaynpexaenmne Ceponca Gesonacnocti (3]

MCTEX CPOK ACHCTEWS KIBOMA INEKTPOHHON NOATION
l TEXYWEro CepTUdeacaTa NOArMOL.

NOAMAD AJSI € INOMSINEREMEN TEXYILEr0 CEpTIndN AT
HESO 3004 .

OTCyTCTEOT CEpTWEMKATDY, AOCTYTIGIE ANR MCNOND ISR,
OfpaTnTets X a0 eeTRITORY YKL 2NR NOMYSErsta mosdro
CEPTIENKATA. f10 NOMYNEIetR Baet MOBOrO CEPTMEVKATS NS
KOPDETONALIS S NPNIBORHTECR e Gyaer,

Aeicrone
O OTKPRATE HACTPOMGA SNEXTDOHHON NOAMNASE
HIN0eeATD 01003 Hepes
HaNOMATE NOU CHER YIOULEH DY TENTIdvas et

o ]

Pucyrok 139. lpedynpexdeHue 0 mom, 4mo ucmek cpok delicmaus Ka4a 31ekmpoHHoU nodnucu

Mpw NnosBAEHMN OKHa C TakKNM NpeAynpexaeHnem:
1 Bbibepute 0fHO 13 NPEANOXKEHHbIX AENCTBUNA:

o  OTKpbITb HACTPOWKM 3EKTPOHHOWN NoANUCK — A1 Bbi30Ba OkHa HacTpoiika napameTpoB
6e30nacHOCTU Ha BKNajKke INEKTPOHHasA NOAMUCH, C MOMOLLbIO KOTOPOI MOXHO ynpaBasTh
ceptTudurkatamm.

o HanomHuTb cHoBa uepe3 — 15 MOBTOPHOIO BbI30Ba OKHa NpPeAynpexaeHns No ncteyeHun
yKa3aHHOro BpeMeHHoro npomexytka (10 muHyT, 1 yac, 6 yacos, 1 geHb, 1 Hegena).

o HanomHwuTb nNpu cnepytoweii ayteHTMdUKaLMM — A5 TOBTOPHOMO BbI30BA OKHa
npeaynpexaeHns npu ciegyroliem 3anycke nporpammbl ViPNet Client.

2 Haxwmute kHonky OK.

[enCTBUTENbHBIN CMUCOK aHHYIMPOBAHHbIX
CeEPTUPUKATOB HE HaWAEeH

MpeaynpexaeHvie o TOM, YTO AENCTBUTENbHBIV CMUCOK aHHYNPOBAHHbIX CEPTUPMKATOB HE HakaeH,
MOSBAAETCA MPU BbIMOJHEHWUW CNEAYHOLWNX YCAOBUNA:

e edinN CNMCOK aHHYAMPOBAaHHbIX CepTVIq)VIKaTOB He o6Hapy>KeH B XpaHWIuLe nojib3oBatens nan Cpok
ero AEPICTBMH NCTekK;

e ecau B okHe Hactpolika napameTpoB 6e30nacHOCTM Ha Bkaagke AAMUHUCTPATOP CHAT Gaaxok
NrHopupoBaTb OTCyTCTBUE CMINCKOB aHHYIMPOBAaHHbIX CePTUPUKATOB (CM. [JONONAHUTE/IbHbIE
HacTpoWnku napameTpoB He3onacHOCTK Ha cTp. 219).
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' ﬂpwnpmenuefepwa GesonacnocTn %=
HE HAAACH ACACTENT CNLHESE CIMCOK SHHY IMPOSAHHLIX
l L ceprwdwacaros.

Texyanst CepTHEVIKAT INEKTDOMMN NOAMMO CHITACTCR
HALSHCTEMTAMNON, TAK KAK 1 HAIASH ASHCTENMTEMMOE CICOK

By MDOSIEIX CAPTVOUKATOS LEHTDA CEDTINVKALIN, BoMyCTHEWErD
STOY CEpTIdMKAT.

OfpaTHTES X AQMASXTRITOPY YKLL 2NA NONYHEHAR HOSOD CWicka
DHYIPOSIEBIX CEPTUHNKITOS. 20 NONyerets Basst 0Snoonores 13
YXLL INeKTDOMER NOATHICH KOPPEIIMACILIS! 1 O5SMEN JOTMETRV DN
KON LpOBIe R NDOUIBORMTYCS Me ByayT.

AscTene

O HanomeetTo 0003 Seped | 10 eyt e
HAN0EATL NV CAER YIOWEH Ay TexTiadiecas st

-

Pucyrok 140. lpedynpexdeHue o mom, 4ymo delicmeumesibHoll CNUCOK GHHYIUPOBAHHbIX
cepmugukamos He HalideH
Mpw NnosBAEHMN OKHa C TakKM NpeaynpexaeHnem:

e ObpatnTech K agMuHUCTpaTopy Balel cetn ViPNet gna nonyyeHns HOBOro Crnvcka
aHHYJMPOBaHHbIX CEPTUHUKATOB.

e Bbibepute 04HO 13 NPea/IOXKEHHbIX AENCTBUN:

o HanomHuTb cHOBa Yepe3 — /19 NOBTOPHOrO BbI30Ba OKHa NpeAynpexaeHns Nno ncteyeHnm
yKa3aHHOro BpeMeHHoro npomexytka (10 muHyT, 1 yac, 6 yacos, 1 geHb, 1 Hegensa).

o HanomHwuTb nNpu cnepytoweii ayteHTMdUKaLMM — A5 TOBTOPHOTO BbI30Ba OKHa
npeaynpexaeHus npu cnegytroliem 3anycke nporpammbl ViPNet Client.

Mocne atoro HaxmuTe kHonky OK.

Ceptnodukart, n3aaHHbIM MO MHULMATUBE
AAMUHNCTPATOPA, BBEAEH B AENCTBUE

MpepynpexaeHre o0 TOM, YTO BBEAEH B AeNCTBME CepTUMKAT, U34aHHbIN MO MHMLMATVBE
agMuHucTpaTopa nporpammbl ViPNet YaoctoBepstowmii U KAHOUYEBON LEHTP, NOABAAETCA NPy

BbIMNOJHEHUW CEAYOLLNX YCAOBUIA:
e B okHe HacTpolika napametpoB 6e30nacHOCTM Ha BKAajke DNeKTPOHHas Nojnuch
(cm. PucyHok 110 Ha cTp. 248) ycTaHoBAeH dnaxok ABTOMaTMUYeCky BBOAMUTb B AeNCTBUE
cepTudukartbl, U3faHHbIe NO NHMLMaTUBE agMmuHuctpatopa YKL,
e B coctaBe 06HOBNEHWA NONYYEHbI KNHOUN, COOPMUpPOBaHHbIE agMUHUCTpaTopoM nporpammbl ViPNet
Ya0cCToBepsIOWMIA U KNKOYEBOM LIEeHTP 6€e3 3anpoca Co CTOPOHbI NOJ/b30BaTeNs U COAepXKallume
HOBbIN cepTMdUKaT NOAb30BaTENN U KIHOY NEKTPOHHOM MOAMUCH.
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Mpun NosBAEHUN OKHA C TakUM NpPeaynpexaeHNeM:
1 Bbibepute 04HO M3 NPEAIONKEHHBIX AENCTBUIA:

o OTKpbITb HACTPOWKM 3IEKTPOHHOM NoaNnUCK — A1 Bbi3oBa okHa HacTpolika napametpos
6e3onacHOCTU Ha Bk/1agKe DieKTpPOoHHasA noanucb (cM. PucyHok 110 Ha cTp. 248), ¢ noMoLLbto
KOTOPOM MOXHO NPOCMOTPETb CBEAEHMNA O TeKyLleM cepTudukaTe, a TakKe ynpaBaaThb
ceptupurkatamu.

o OTnpaBuWTb 3anpoc Ha obHoBAEHUE cepTUdUKaTa — 415 GOPMUMPOBAHMA 3anNpoca Ha
obHOBNEHMe TekyLLero cepTndukata C NOMOLLbIO MacTepa OBHOBAEHNA cepTUPUKATOB (CM.
Mpoueaypa 06HOBIEHMS KAtOUa 3IEKTPOHHOW MOAMUCK U cepTudmKaTa Ha cTp. 248).

OTtnpaBasTb 3anpoc Ha 06HOBJIEHNE cepTUdUKaTa ClesyeT B TOM Cyyae, ecau NoanTmnka
6e30MacHOCTM Ballel opraHu3aLnm 3anpeLLaeT NCroAb30BaTb KU 31EKTPOHHON Nognucy,
CHOPMUPOBaAHHbIV HE BaMU INUHO, a Ha CETEBOM Y3Ne agMUHUCTpaTopa. B pesynbTate
06HOB/IEHNs BaM ByAeT foCTaB/eH cepTudmMKaT, KOTOPbIV ByAeT COOTBETCTBOBATL KUY
3NEKTPOHHOM NoAnucy, ChoOpPMUPOBAHHOMY Ha BalLeM KOMMbIOTEPE.

2 HaxmuTe kHonky OK.

VIcTekaeT Cpok AenCTBMA TekyLEero ceptnomkara
ayTeEHTUOMKAL MM

Ecnn nonb3oBatens Bbibpan cnocob ayteHtndumkaumm B MO ViPNet Client npn nomowum ceptnudumkarta Ha
YCTPONCTBe, 3a 45 fHen 40 ucTeyeHns cpoka AencTBms 3Toro cepTndukaTta NoOABUTCA COOTBETCTBYIOLLIEE
npeaynpexaeHve ceperca b6esonacHocTn. Bua npegynpexaeHns 3aBUCnUT OT TOTO, XPaHATCA N Ha
BHELLHEM YCTPOWCTBE Apyrve cepTudUKaThl, MOAXOAALLME AN ayTEHTUDUKALMN.

Npeaynpexaenne Cepanca Ge3cnacHocT s Npeaynpexaense Cepanca Gesonackocry
' Cpox ACHCTING TEXYWEr o cepTudwcara CPoK AGACTEMA TEXymero ceprndsxara
ayrerrndrecasm ncrexaer 04.10.2016. ! ayTerrwdvecaiss wcrexaet 04, 10,2016,

Copeam ymedunmc y Bac cepTisdwixaToe ecTo ROCTyMree AN . -
WM ICER, PEXOMEHAYETCR BofPaTh ORI0¢ M retx i 0BPATHTCS K PexomenayeTcs 3anpooiTe B Bawen YU o&wremc cepTdIaTa
ByTerTidualsns, Mo MCTERrH1 CDOKA 2GACTEIM CEpTHEVKATS

assmsswcTpaTopy Bawero YU
ayTermindiacaus SyaeT nesomos!
AeacTmee .
~ AeicTomne
9 SufpaTe AP)TOR CEPTHENMKAT B KAYECTEE TEXYWEro -
O HanotesTs 0088 wepes | 10 ey v

HaNOoMeTD NP CHER YYOULESt 3YTerTHEMKASM

Manoeee(Ty 008D Yepel
HANCARS1TL NPV CNER YOS Y TEHTONKALM

o] (e ]

4

PucyHok 141. lNpedynpexdeHus 0 ckopoMm ucmedeHuUu cpoka delicmeusa cepmugbukama, ucnose3yemMozo
npu  aymeHmugukayuu

BbinosHWTE Cneaytolme AeicTBuIS:
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e Ecnn Ha BHeLWHeM yCTPOICTBE HaAEeHbI Apyrne cepTUdUKaThl, MOAXOAALLMNE AN ayTEHTUDUKALMM, U
COOTBETCTBYHOLLUME UM CMIUCKN aHHYAMPOBAHHBIX CEPTUHMKATOB YCTaHOBIEHbI B XPaHWUANLLE U
ABAAOTCA AENCTBUTENbHBIMY, BbIOEPUTE OAHO U3 NPEAJIOXKEHHbIX AENCTBUN:

o BblbpaTb gpyron ceptudukart B KauecTBe TeKyLero — AN Ha3HavyeHusa Apyroro ceptndmkara
Ans ayTeHTMdMKaL MM € MOMOLLbHO OKHa Bbibop cepTudumkara.

o HanomHuTb cHOBa Yepe3 — A1 NOBTOPHOrO BbI30Ba OKHa NpPeaynpexaeHns no ncrevyeHmnm
yKa3zaHHOro BpemMeHHoro npomexytka (10 MuHyT, 1 vac, 6 yacos, 1 geHb, 1 Hegens).

o HanomHuTb Npu cnepytoweii ayteHTUUKAL MM — AN MOBTOPHOTO BbI30Ba OKHa
npegynpexaeHuns npu cnegytowiem 3anycke MO ViPNet Client.

e EC/in Ha BHeLWHEM YCTPOWCTBE HET APYrMX MNOAXOAALLMX ANA ayTeHTUdUKaLMmM cepTMPnKaTos,
BbIGepuUTE OAHO M3 ABYX AENCTBUIN, UTOObI HACTPOUTL HaNMOMUWHaHWe, 1 3aTeM MoJyYMTE HOBbIN
ceptuukat ana ayTeHTuPmnkaumm (cm. OcobeHHoCTM ayTeHTUdMKaL MM C MOMOLLLIO cepTudukaTa Ha
cTp. 74).

Ecnv Ha BHeLLHEeM yCTPOICTBE eCTb Apyrue NOAXOAsALLME ANs ayTeHTUGMKaLMK cepTndMKaThl, HO
cootBeTcTBytOLWME MM CRL npocpoueHbl aMbo He yCcTaHOBAEHbI, BbibepuTe O4HO 13 ABYX AENCTBUN,
4yTObbI HAaCTPOWTL HaNOMWHaHWe, 1 3aTeM obpaTuTecb K agMUHUCTPaTopy Balen cetn ViPNet ans
MOJIyYEHUs1 COOTBETCTBYHOLLErO CMINCKA aHHYMPOBaHHbIX cepTudurkaToB. Mocne obHoBaeHUs CRL nan
YCTaHOBKW €ro B XpaHW/VWLLE NpU ClejyroLlei NPOBEPKE NMOSBUTCA OKHO MpeaynpexAeHns O CKOPOM
NCTeUeHUN cpoka AencTBus cepTudmKaTa, B KOTOPOM Bbl CMOXKETE BbiOpaTh AelicTBNe BbibpaTb Apyroi
cepTudmKaT B KauecTBe TeKyLLEero.

BHumaHwme! Ecnv Bbl ucnosnibdyete nporpammy ViPNet [lenosas nouta, Heobxoanmo
3aMeHNTb cepTndUKaT, UCMOb3yeMbli AA ayTEHTUOUKALMM, AO NCTEUYEHUA ero Cpoka
/@\ AEeNCTBUA, UTOObI He BbINOHATL NMOBTOPHYH YCTAaHOBKY K/tOYel. B MpoTMBHOM ciyyae
"~ roc/ie NOBTOPHOI YCTaHOBKM KAtouelt ByaeT NoTepsH A0CTyN K 3alindpoBaHHbIM
nucbmam nporpammsbl ViPNet lenosas nouta (B TOM Uncie B apxuBax).
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Tekywmmn ceptTmomkaT ayTeHTUOMKaLMM
HeAenCTBMTENEH

Ecnn cpok gencteus ceptudukata, NCNoib3yemMoro npu ayteHTMdukaumm, Uctek, nosiBuTcs
COOTBETCTBYHOLLIEE MpeaynpeXxAeHve cepBrca 6e3onacHOCTY.

Mpeaynpexaensre Ceperca BesonacHoou XS

! 1 Texywmi cepriwhucar ayTeHTudwcapm
9

HEASACTEMTENEH.

Cpok AEACTENA 3TOr0 CEPTHEMKATE YAHE MCTER MK ELULE HE HACT YT,
OTCYTCTEYIOT ASACTEHMTENEHBIE MMHHEIE cepTHDMKaTElL ObpaTtuTed K
EAMMHUCTRETOPY YL, ANA nonydYeHus HoBoro cepTUdMKETE. [0 nonyYeHna

BaMu HoBOro CEPTHEMKETE ayTEHTHEMKELMA No CepTHMdMKaTaM ByaeT
HEBO3MOMHE!

OeicTene

(@) HanoMHWTE cHoBa yepes |10 MHHYT i

() HanoMHUTE NpK cneayoilel ayTeHTuduKkam

PucyHok 142: MpedynpexdeHus 0b ucmeyeHuu cpoka delicmeus cepmugukama, ucnose3yemMozo npu
aymeHmugukayuu

npl/l noABNEHNN OKHa C TakKnM npegynpexageHnem:
1 Bb|6ep|/|Te O4HO M3 Npeano>XXeHHbIX AEIZCTBI/IIZ, UTOObI HaCTpOUTb HaNnoOMWHaHME.

2 [Monyuute HOBbIV cepTudUKaT ans ayteHTUdMKaumMm (cM. OcobeHHOCTU ayTEHTUGUKALUK C
noMoLbio cepTudrkarta Ha CTp. 74).

Kpome Toro, npegynpexaeHune o HeAeCTBUTENbHOM cepTuduKaTe ayTeHTUPMKaLIMM NOABASETCA B
cnyyae, Korga cepTvdukaTt usgartens He yCTaHOBJIEH B CUCTEMHOE XpaHuavie [loBepeHHble KOPHeBble
cepTndmKaTbl.
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Mpeaynpexaerne Ceperca GE3oNacHOCTH [él

l 1 Texyuwin cepridwacat ayTeHTidwmKapm

HESHACTBUTENeH.

HeaocTaTouH MHGIOPHMELMK ANA MPOBEPKK 3TOr0 CepTHMKETE.
OTCYTCTEYHOT ASACTEMTENEHLIE MMUHEIE CEpTHDMKATEL OBpaTHTe: K
agMuHcTpaTopy YL, AnA nonyYeHus Hosoro cepTudMkaTa. Ao nonyYeHus

BaMu HOBOro CEPTUGMKAETA 3y TEHTUHOMKALMA No cepTHdwkaTamn GyaeT
HeBOo3MoMHE!

OercTene

(@) HanoMHWTE CHOBE yepes | 10 MaHyT -

() HaNOMHMTE MPK CNEAYHOWLENR aYTEHTUMKALIN

L

i

PucyHok 143. lpedynpexdeHue o HedelicmeumebHOM cepmugbukame, UCNOb3yeMoM npu

aymeHmugukayuu

Mpv NosBAEHMM OKHa C TaKUM NPeAynpexaeHNem:

1 Bbibepute 0fHO M3 NPEAIONKEHHBIX AENCTBUIA, YTOObI HACTPOUTL HANMOMUHaHMe.

2 Ob6patntech k agMuHucTpaTopy Bawen cetn ViPNet, utobbl noayuntb ceptudumkat nsgatens u 3atem

yCctaHoBUTE €ro

B CUCTEMHOE XpaHuaunie JloBepeHHble KOpHeBble cepTuduKkathbl. 15 3T0ro

ABaX bl LLENKHUTE MO cepTudUKaTy U CledyinTte ykasaHUAM MacTepa YCTaHOBKU cepTUPUKaToB (CM.

YcTaHOBKa B XpaHWUIVLLE BPYYHYHO Ha CTp. 243).

Tekywmm ceptmdmkaT aytTeHTndrKaumMm He HanaeH

Ecnun ycTpoiicTBO, NCnosib3yeMoe Ans ayTeHTUdUKaALLMK C MOMOLLbIO cepTUdUKaTa, HE MOAKIHOUYEHO,
MOSIBUTCS COOTBETCTBYHOLLLEE NpeayrnpexaeHme.

Mpegynpexaerue Ceperca GesonacHoCTH 29

l L Texyumin cepTuhucaT ayTeHTudwKaLpm He HalgeH.

TeKylwMil CEpTHDMKET ayTEHTHEMKALIKM HeqocTyneH, BosmmkHo, He
rOTOEO YCTPONCTBO &YTEHTHOUKALYM.

Lo ofecreyeHia QOCTYMA K CEBPTUMKATY KOPPEKTHAA NPOBEPKE
CEPTMOMKETOE ayTeHTUdMKaLM ByAET HeBOSMOMHE!

OeicTEne

(@) HanoMHWTE CHOBa yepes | 10 MaHyT -

() HaNoMHMTE NPK CNEAYIOWER aYTEHTUdMKaLIN

PucyHok 144: [MpedynpexdeHue o HeHalideHHOM cepmudgbukame, Ucnob3yeMoM npu aymeHmugukayuu

I'Ipvl noABAEHNN OKHa C TaknM npeaynpexageHnem:

1 Bbibepute 0AHO 13 NPEANOXEHHbIX AENCTBUI, UTOObI HACTPOUTL HaNMOMUHaAHME.,
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2 TloakntoumnTe BHELLHEE YCTPOMUCTBO C CepTMHUKATOM, KOTOPBIM UCMOb3YEeTCs AN ayTeHTUdUKaLUW.
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OobLpme cBeaeHms o
cepTmdmKaTax v Karuax
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OCHOBbI KpUMTOrPaGUM

Kpvntorpadus ncnonb3yercs A peLueHmns Tpex OCHOBHbIX 3ajau:
e obecrneyeHre KOHPUAEHLMNANBHOCTM JaHHbIX;
® KOHTPOJIb LLeJIOCTHOCTU aHHbIX;

e obecneyeHne NOA/NMHHOCTU aBTOPCTBa AaHHbIX.

MepBas 3agaya peLllaeTca C MOMOLLBLHO CUMMETPUYHBIX airopUTMOB WndposaHua. [1ns pelieHns BTOpo
W TpeTbe 3agay TpebyeTca NCNoAb30BaHNE aCUMMETPUYHBIX aArOPUTMOB U 3JIEKTPOHHOMN MOAMMUCH.

B naHHOM pasgesie cogepXXnNTCs YNpPOLLEHHOE OMNMcaHNe afropUTMOB C CUMMETPUYHBIM KJKOUOM, C
aCUMMETPUYHBIM KJTKOUOM, 3/IEKTPOHHOM MOAMMCH, @ TaKKE NMPUBOAATCS MPUMEPBI UCMO/Ib30BAHNSA 3TUX
aAropuTMoB B MHQOPMALMOHHBIX CUCTEMAX (MPVBEAEHHbIE MPUMEPbI HE OTHOCATCS K TEXHOIOTUN
ViPNet).

CUMMETPUYHOE WG POBaHMeE

B cuMMeTpuYHbIX anropuTMax As 3awmndpoBaHms 1 pacludpoBaHns MPUMEHSIETCS OAMH U TOT Xe
KpunTorpapuuecknii kKnrou. [1as Toro 4ytobel U OTRPaBUTENb, U NOAYyYaTENb MOMIW NPOYUTATb UCXOAHBIN
TEKCT (MAKN Apyrve JaHHble, He 0bs3aTeNlbHO TEKCTOBLIE), 00e CTOPOHbI A0/XKHbI 3HATb KAKOY anroputMa.

Ha cxeme Huxe n3obpaxkeH NpoLecc CMMMETPUUYHOTO 3alwndpoBaHms 1 paclimppoBaHus.

JawndposaHue
D
JawwdpoBath
MexoaHbi WHndposaHHBsIRA
TEKCT JT\;% . TeKCT
CUMMMETPHYHBIR KMo
PacwwndpoeaHmne
Iy
PacwmWdpopaTe
g posaHHmi WexonHein

TEKCT %ﬁ . TeKCT

CUMMETPHYHEBIA KO
PucyHok 145. 3awugposaHue u pacwiugposaHue Ha CUMMEMPUYHOM KJoHe

CYMMeTpUYHbIE anropuTMbl LINGPOBaHMA CNocobHbl 0bpabaTbiBaTh 60/bLLIOE KOANYECTBO JaHHbIX 3a
KopoTkoe Bpems Haarogaps NCNOAb30BaHWIO ANS 3alMPPOBaHMA U pacluMPpoBaHMUA OAHOTO M TOTO Xe
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KAtOUa, a TakxKe brarogaps NPOCTOTE CUMMETPUYHbIX aATOPUTMOB MO CPAaBHEHUIO C aCUMMETPUYHBIMM.
Mo3TOMY CMMMETPWYHBIE aJITOPUTMbI HaCTO UCMOAL3YHOT AN WNdPOBaHWS HObLINX MAaCCMBOB AaHHbIX.

ﬂ'}'lﬂ LLII/Iq)pOBaHI/IFl AaHHbIX C MTOMOLWbHO CUMMETPUYHOTO anropmTmMa KpI/II'ITOFpaCbI/ILIeCKaﬂ cnctemMa
ncnosibsyet CI/IMMeTpI/Il—IHbII‘/’I KoY. ,ﬂ,flVIHa KJIro4a (O6bILIHO Bblpa>kaemas B 6I/lTaX) 3aBUCUT OT aaropmTMa
LIJI/ICprBaHI/IFI M NporpamMmmMbl, KOTopasa NCNONb3YET 3TOT aJITOPUTM.

C NOMOLLbHO CUMMETPUUHOTO KJtoUa UCXOAHBIN (OTKPbITBIA) TEKCT NpeobpasyeTcs B WNGPOBAHHbIN
(3aKpbITbIV) TeKCT. 3aTem WNGPOBAHHbIN TEKCT OTNPaBAAETCA nosyyaTtento. Ecav nonyyatento nssecteH
CMMMETPWYHBIN KNFOY, HAa KOTOPOM 3alndpoBaH TEKCT, Moay4vaTenb MoxXeT npeobpazosaTb
WNGPOBAHHbIN TEKCT B UCXOAHBIV BUA,

MpumeyaHue. Ha npakTvike CMMETPUYHBIW KJTHOY HY>KHO MepeaaTtb MosyyaTento

KaknM-1nbo HagexXHbiM cnocobomM. OBbIYHO CO34aETCH CUMMETPUYUHBIA KNHOY NMapHOW

CBSI31, KOTOPbINA NepesaeTcs NoayyaTesto JIMYHO. 3aTeM As WwWrdbpoBaHus

MCMOAb3YIOTCS ClyyaliHble (CECCMOHHBIE) CUMMETPUUHbBIE K/HOUM, KOTOpble

3aWNdPOBBLIBAOTCA Ha KIKOUe MapHOW CBA3W 1 B TaKOM BUAE NepesaroTcs no
Pa3/IMUYHbIM KaHajlaMm BMeCTe C LUNPPOBAHHbLIM TEKCTOM.

HaunbonbLuyto yrposy 6esonacHocT nHdopmaumum npy CUMMETPUYHOM LUMPPOBaHMM
npeAcTaBaseT nepexsaT CUMMETPUYHOrO Karo4Ya NapHou cea3n. Ecam oH byaet
nepexBayeH, 310yMbILLIEHHUKM CMOTYT paclundpoBaTh BCe JaHHbIe, 3alLMPpPOBaHHbIe
Ha 3TOM KatoYe.

ACMMETPUUYHOE WNPPOBaHME

ACYMMETPUYHBIE aNropUTMbl WMGPOBAHNA NCMONL3YIOT ABa MaTEMaTUUYECKN CBA3AHHbIX KAtOYa:
OTKPbITbIN KAOY W 3aKPbITbIA KoY. 5 3awmdpoBaHns NPUMEHAETCA OTKPbITbIN KAOY, A5
pacwndpoBaHNa — 3aKpbITbIA KO,

OTKprTbII7I KN4 pacnpoCTpaHAETCA CBO6OAHO. 3aKprTbIM KNHOYOM BJlageeT TONIbKO NMOoNb30BaTesb,
KOTOprI7I co3jaet napy aCUMMETPUYHbIX KJrOUEn. 3aKprTbIl‘/II KNHOY CiegyeT XpaHUTb B CEKpeTe, yTOObI
NCKNHOYNTb BO3MOXHOCTb €ro nepexsara.

Vicnosnb3oBaHWe ABYX pasfnuHbIX KAtoUen Ans 3awmndpoBaHus 1 paclumdpoBaHus, a Takxke bosee
CNNOXHBIA aNroOpUTM AenaroT NpoLecc WM POBaHNS C MOMOLLbHO aCUMMETPUYHbIX KOYel ropassio
6onee MeANEHHbIM, YeM LWNdPOBAHWE C MOMOLLBH CUMMETPUUHBIX KJTHOYEN.

OTKPbITLIA KAHOU MOXET BbITb MCMONb30BaH JIH06LIMU AMLAMY A8 OTMPABKM 3aMPOBaHHbIX AaHHbIX
B/aJesbLly 3aKpbITOro katoya. Mpw 3ToM Napon kntouen BnaseeTt ToNbKO NoyYaTeb 3alndpoBaHHbIX
AaHHbIX. TaknM 06pa3oM, TONbKO MolyyaTesb MOXET paclindpoBaTh 3TW AaHHble C MOMOLLHO
MIMEIOLLLEroCs Y Hero 3akpbITOro Karoua.
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JawwndposaHue

JawwdpoRath

HMexoaHsIi
TEeKCT JT\E e

COTERPBITEIA KAKY

HudposaHHBIA
TEKCT

nomyuarens
Pacwwdporanme
+ Pacwwdpoeate
Lk poraHHBIA

-
TEKCT %r_—_,,

JaKpLITEIR Koy
nonyJyaTtena

MexonHen
TERCT

PucyHok 146. 3awugpposaHue u pacwiugposaHue Ha acCUMMempuUYHOM KJro4e

MprmeyaHune. Ha npakTke acCMMMETPUYHbIE anrTOPUTMbl B YACTOM BUAE NCMONb3YHOTCA
ouYeHb peako. OBbIYHO AaHHble 3alUMPPOBLIBAOTCA C MOMOLLbH CUMMETPUYHOTO

|i| anAropuTMa, a 3aTem C NMoMOLLbH0 aCMMMETPUYHOIO afropmnTMa 3andpoBbIBaeTCs

. TONIbKO CUMMETPUYHbIN Katod. KoMBUHMpoBaHHbIe (rbpuaHble) kpuntorpaduyeckme
aNropuTMbl paccMaTpuBarotcs Huke (cm. CoyeTaHrie CUMMETPUYHOTO U
aCMMMETPUYHOrO WndpoBaHus Ha cTp. 310).

CoueTaHue CMMMETPNYHOTO N aCMMMETPNHYHOTO

LLINPPOBaAHMA

B 6onblINHCTBE I'IpM]]O)KGHI/IVI CUMMETPUYHbIE N aCUMMETPUYHbIE aNTOPUTMbl MPUMEHAKOTCA COBMECTHO,

UYTO NMO3BOJIAET UCMOJIb30BaThb NpenmMyLllecTea obowux aJropuTMOB.

B cnydae COBMECTHOro ncnosb3oBaHna CUMMETPUYHOTO N aCMMMETPUYHOTO aaropuTMOB!:

e VlcxozHbIn TeKCT NpeobpasyeTcs B LUMPPOBaHHbIV C MOMOLLbH CUMMETPUYHOTO alroputma

LLIVIq)pOBaHVIFI. npeVIMyLLl,eCTBO 3TOro aAropmTMa 3aknro4daeTca B BbICOKOW CKOpOoCTn LIJI/I¢)pOBaHI/IFI.

e [lns nepeAaun noayyaTesto CUMMETPUYHBINA KJIKOY, Ha KOTOPOM 6bi/l 3alnMdpOBaH TEKCT,
3alWNPPOBBLIBAETCS C MOMOLLbHO aCMMMETPUYHOTO anroputMa. MpenmyLLecTBo acMMETPUYHOTO
asropvTMa 3ak/to4aeTcs B TOM, YTO TO/IbKO BAaAe/EeL, 3aKpbITOrO Katoua CMOXeT paclumdpposatb

CVIMMETpI/Il-IHbII‘/JI KJTHOY.

Ha cneaytolem pucyHke nsobpaxkeH npolecc WndpoBaHMsa C MOMOLLbI0 KOMOMHMPOBAHHOIO

anroputma.
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NoeepaHHOe
KpaHNNMLE

OTKPBITEA KoY

@ ®

Moxoonei  Cimmerprddsin IWndpoBaHHbiR Wrppopankblll  Cammerprddbil - MckogHsin
TEKCT KoY TEKCT TEKCT KoY TEKCT

¢4 ¢

CuMMeTpUYHBIl - OTKpBITeIR 3awudposandsd JawkdposadHsil JAKPETHA  CHUMMETDHYHEBIR

KNy KNy CHMMETPHYHBIR CHMMETDHYHBIR KTy KoM
KoY Koy
JawwndpoEadHeR
CHMMETRIY HBIH
K

PucyHok 147. LLlugpposaHue ¢ noMoujbro KOMBUHUPOBAHHO20 As20pUMMA
1 OTnpaBuTtenb 3anpaluvBaeT OTKPbITbIM KJIHOY NOyYaTeNs U3 JOBEPEHHOrO XpaHWumLLa.
2 OTnpaBuTeb CO34aeT CUMMETPUYHbIN KUY U 3alUMPPOBBIBAET C M0 NMOMOLLLI UCXOAHbIN TEKCT.

3 CI/IMMeTpI/ILIHbII\/‘I KN4y 3aLIJI/I¢pOBbIBaeTCFI Ha OTKPbITOM KakKO4e nosyyarens, UYTOObI npeasoTeBpaTnTb
nepexeart KAKo4Ya BO BpeMA nepesadn.

4 3awndpoBaHHbI CUMMETPUYHBINA K4 U WNGPOBaHHbIN TEKCT NEPeAaroTCs NosyyaTento.
5 C nomoLLbro CBOEro 3aKpbITOro kjatoya noayyatenb paclunppoBbIBaET CUMMETPUYHbIN KO,

6 C noMoLb0 CUMMETPUYHOTO KJtOYa NnosyyaTesb paclmdpoBbIBaeT WNPPOBAHHbIN TEKCT, B
pe3y/sbTaTe OH NONy4YaeT NCXOAHBIN TEeKCT.

CoueTaHme xau-PyHKUMM 1 aCMMETPUYHOTO
ANITOPUTMA 3NEKTPOHHOM MOAMUCH

DNeKTPOHHas NOAMMCH 3allMLLaeT daHHble CleAyroLWmM 06pa3om:

. ,ﬂ,ﬂﬂ noanncaHnAa AaHHbIX NCNOb3YETCA X3LIJ-q)yHKLI,I/If-|, C NOMOLWbHO KOTOpOI‘/JI onpeaenaeTca xsul-
CyMMa NCXOAHbIX AaHHbIX. Mo X3W-CyMMe MO>XHO onpeaennTb, UMeroT 1IN MeCTO Kakune-ambo
N3MEHEHNA B 3TUX AaHHbIX.
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L I'IonyquHaﬂ Xaw-cyMMa noannmcbiBaeTca 3ﬂ€KTpOHHOVI noanncbro, NO3BONAA NOATBEPAUTL NTMYHOCTb
nognumcasLiero. Kpome TOro, 3N1eKTPOHHaA NoANMCb He NO3BOJIAET No4NMUCaBLUEMY NLY OTKa3aTbCA
OT aBTOPCTBa, TakK KaK TOJIbKO OHO B/aajeeT KJH4YOM 3J'IEKTpOHHOl7I noanncun, NCNoJib30BaHHbIM ANA
nognuncaHusa. HeBO3MOXHOCTb OTKa3aTbCs OT aBTOPCTBa Ha3bIBaeTCA HEOTPEKAEMOCTbHO.

BONbLUMHCTBO NPUAOXKEHWN, OCYLLECTBASAOLLNX INEKTPOHHYH MNOAMNUCH, UCMOJIb3YOT COYETaHME X3LU -
bYHKUMM M aCMMMETPUYHOTO airoputMa NoANMCK. XL -byHKLMsA NO3BOASET NPOBEPUTL LLENOCTHOCTb
NCXOAHOTO COOBLLEHMS, @ SNEKTPOHHAs MOAMMNCH 3aLLMLLAET MOJYUEHHYHO X3LW-QYHKLMIO OT U3MEHEHNS 1
MO3BOJIAET ONPEAENNTbL IMYHOCTb aBTOPa COOBLLEHUS.

an/IBeAeHHaﬂ HVKEe CXeMa UANHCTPUpYyeT npumMmeHeHne X3LIJ-C|)yHKLI,I/II/1 N aCUMMETPNUYHOTO aaropmntma B
3J'IeKTpOHHOI7I noanncu.

Iy

B — —— . Halw-cymma
! ]
Moo aHBIR Xaw-pyHELMA Koy
TEeKCT @ 1 INEKTPOHHOM NOANMCH
MNepepaua
®
Xaw-cymma . — T::;‘D'HHH
o Xaw-dyHruma  Moxoguei Jawnpposannan
| CpagHeHne @ TEKCT NIW-CYMMa
I
® Jawndpoeznnan

Xaw-cymma |+

N3IL-CY MM

Koy npoeeprm
EHEKTFDHHOI;I NognNMCK

PucyHok 148. MpumeHeHue xaw-@yHKYUU U acCUMMempuUyHO20 a120pumma 8 3J1ekmpoHHol nodnucu
1 OtnpaButenb co3gaet Gaia ¢ UCXOAHbIM COOBLLEHNEM.
2 T[porpammHoe obecrneyeHve OTNPaBUTENS BbIUUCASET X3 -CYMMY UCXOAHOTO COOBLLEHNS.

3 I'IonyquHaﬂ Xaw-cyMmmMa 3aLLIIA¢pOBbIBaeTCFI C NOMOLWbHO KNHKO4Ya 3ﬂeKTpOHHOI\/‘1 noanucu
oTnpasuTenA.

4 WcxoaHoe coobuyeHme v 3alumnbpoBaHHas XaL-OyHKLMA NepesaroTcs noaydatento.

Mpumeyanue. MNpy NCNONL30BaHWUMW 3/IEKTPOHHON NOAMMNCU UCXOAHOE COOBLLEHNE He
3awmopoBbiBaetca. CaMo coobLyeHe MOXET BbITb U3MEHEHO, HO I06ble N3MEHeHUs
CAENatoT X3LU-CYyMMY, NepesaBaeMyto BMeCTe C COOBLLEHNEM, HEAENCTBUTEIbHON.

5 TMMonyuyatens pacluMPpoBbIBAET X3LL-CYMMY COODLLEHNS C MOMOLLBIO KAtOYa NPOBEPKM 3NEKTPOHHOW
noanucu otnpasmtens. Koy npoBepku 31eKTPOHHON NoANUCH MOXKET BbiTh NepesaH BMecTe €
COOBLEHNEM NN NONYYEH U3 JOBEPEHHOTO XPaHWUANLLA.
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MonyuyaTtenb NCMONb3YET TY Xe X3LW-QYHKLMIO, UTO Y OTNPaBUTENb, UTOObI BbIUNCANTDL X3LL-CYyMMY

NoJly4eHHOTo COObLLEHWS.

BbluncneHHas XaLw-cyMMa CPaBHMBAETCA C X3LU-CYMMOM, NMOAYUYEeHHON OT oTnpasuTens. Ecav 3tv xaw-
CYyMMbI pPa3inyaroTcs Mexay cobor, To coobLLeHne NN X3 -CcymMa Bbliv U3MEHeHbI NPy Nepesadve.
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ObLlime cBeaeHnsa O cepTrdmkaTax
K/FOYEN MPOBEPKM 3N1EKTPOHHOM
MOAMNCH

OnpeaeneHme 1 HaszHaueHue

CepTudukat KiroUa NPoOBEPKM INEKTPOHHOM NOAMMUCU ABASETCS OAHUM U3 0OBEKTOB Kpuntorpadum ¢
KJIFOUOM MPOBEPKM 3/IEKTPOHHON MOANUCH, B KOTOPOW A5 MPAMOro 1 06paTHOro npeobpasoBaHul
NCNONB3YIOTCS Pa3Hble KIUM:

e Kntou anekTpoHHOM nognucn — ans GOPMUPOBaHUS INEKTPOHHOM NOAMMUCK (CM. FNOCCapuii,
cTp. 421) n pacwmppoBaHms coobleHms. Kntou a3neKTPOHHOM NOAMUCU XPaHWUTCS B TallHE U He
NOANEXMUT PacnpoCTpaHeHuto.

e Kntou npoBepkM 3NEKTPOHHOW NOANUCU — ANS MPOBEPKU 3NEKTPOHHOW NOANUCK 1 3andpoBaHus
coobueHuns. Knrou npoBepkn 3NeKTPOHHOM NMOAMUCU N3BECTEH BCEM YUYaCTHUKaAM
MHPOPMaLMOHHOrO OBMeHa 1 MOXKET NepeAaBaThCs MO He3alUMLEHHbIM KaHanaMm CBA3MN.

Taknm o6pazom, kpuntorpadus ¢ KJAHUOM NPOBEPKM INEKTPOHHON NOAMNCK NO3BOSET BbINOHATL
cneayrowme onepawmm:

L] rlO,ﬂ,rII/ICaHI/Ie COO6LLI,eHI/1FI — q)OpMI/IpOBaHVIe 3neKTpOHHOI;1 noanncuy, npukpenaeHne ee K
COO6LLI,€HI/II'O M npoBepka 3ﬂeKTp0HHOI7I noAnncu Ha CTOPOHE noJjsiydatend;

o LUlndposaHre — 3awmdpoBaHue JOKYMEHTa C BO3MOXHOCTbIO pacluMPpoBaHnsA Ha CTOPOHe
nosayyarens.

Knroum 3n1eKTpOHHOW NOAMMCH U MPOBEPKM 31EKTPOHHOW MOAMUCYU ABAAIOTCA KOMMIEMEHTapHbLIMMW MO
OTHOLLEHWIO APYT K APYry — TOJIbKO B/aAeel, Katoya 31eKTPOHHON NOANNCK MOXET NOAMNNCaTb JaHHbIE,
a TaKke paclundpoBsaTh AaHHbIe, KOTOpble HbaK 3aWwndpoBaHbl KNHOHYOM MPOBEPKM 3/1EKTPOHHOM
MOAMNCY, COOTBETCTBYOLLMM KAHOUY 3/1eKTPOHHOW nognucn Baagensua. [pocToi aHanormein Moxer
CNY>XMUTb MOYTOBbIN ALLMK: NHOOOIN MOXET KNHYTb MCbMO B MOYTOBbIN ALWMK («3alINPOBaTb»), HO TOJIbKO
BJlajle/leL}, CeKPETHOro Kitoya (Kro4a 31eKTPOHHON NOANNCY) MOXET U3BaeYb MUCbMa U3 ALLMKa
(«pacmndpoBsatb»).

MockobKy KU NPOBEPKY INEKTPOHHOM NMOANUCK pacrnpocTpaHaeTcs Ny6anyYHo, CyLLLecTByeT OnacHOCTb
TOrO, YTO 3/I0YMBbILUNEHHNK, MOAMEHMB KAHOY MPOBEPKM 3NEKTPOHHON MOAMMUCU OJHOTO U3
nonb3oBaTenen, MoXeT BbICTynaTb OT ero uMeHu. [ina obecneyeHns fjoBepus K Kaovam NpoBepku
3NeKTPOHHOW NOANUCK CO3AatoTCA YA0CTOBEPAtOLLME LieHTpbI (cornacHo PeaepanbHomy 3akoHy PO N2 63
«O6 3nekTpoHHON Noanucu» ot 6 anpens 2011 roga), KOTOpble UFParoT POb AOBEPEHHOM TPETbEN
CTOPOHbI 1 3aBEPAIOT KAHOUM NPOBEPKN 3NEKTPOHHOM NOAMUCK KaXK0ro 13 noib3oBaTtesieil CBOUMM
3NeKTPOHHBIMW NOANUCAMU — UHaYe roBOpPs, CEPTUGULIMPYHOT 3TU KAHOUN.

ViPNet Client 4. PykoBoacTBo nosnb3oBatens | 314



CepTudukaT KNtoHa NPOBEPKUN INEKTPOHHOM NoanucK (ganee — ceptudukaT) npeactaBaset cobomn
LUMPPOBOIN AOKYMEHT, 3aBEPEHHBIN SNEKTPOHHOM NOAMUCHIO YAOCTOBEPSAOLLErO LIEHTPa U NPU3BaHHbIN

noATBEPXAaTb NPUHAAIEXHOCTb K/t0UYa NPOBEPKM 3NEKTPOHHON NMOANNCK ONpeseseHHOMY

noab3oBaTento.

an/IMe‘—IaHVIe. HeCMOTpﬂ Ha TO, 4UTO 3alnTa COO6I.I.I.eHVIVI BbIMO/IHAETCA q)aKTI/ILIeCKVI C

MOMOLLbIO K/tOUa MPOBEPKM 3/1EKTPOHHOM NOANMCK, B NPOdECCMOHANIBHOW peyun

NCNONb3YHOTCA BblpaXkeHUs «nognucatb ceptndrkatom (C noMoLLbio ceptudurkara)»,
«3awmndpoBaTb Ha cepTudukare (C noMoLLbro cepTnudurkara)».

CepTtndukaT BKIHOYAET KIHOY MPOBEPKMN 3/1€KTPOHHON MOAMMWCU U CMUCOK AOMOJIHUTENBbHBIX aTPUByTOB,

npuHaaiexallmx noab3oBatento (Bnagensuy ceptupurkara). K Takmum atpmbytam OTHOCATCA: MMeHa
BAaZenbla 1 n3gatens ceptudukata, Homep cepTudukata, Bpems fencteums ceptudumkara,

npesHa3HauyeHWe KJarua NPOBEPKM INEKTPOHHON NOANUCK (/1eKTPOHHAsA NMOANUCH, WdpPOBaHUE) 1 Tak

fanee. CTpyKTypa v MPOTOKOJIbl UCMOAb30BaHNA CepTUHMKATOB ONPeAeNstoTCA MeXAYHapOoAHbIMM
ctaHgapTamu (cm. CTpykTypa Ha cTp. 317).

Pasnunuarotca cnegyrowime BuAbl CepTUPUKaTOB:

CepTndukaTt nonb3osatens — A 3aMGPOBaAHNA NCXOAALLMX COOBLLEHUIA U A8 NPOBEPKU
3/1EKTPOHHOM MOAMMNCK Ha CTOPOHE NoydaTens.

Ceptudukat nsgatens — ceptmdurkat, C NOMOLLbIO KOTOPOro Bbln U3aaH TekyLuii cepTudmkat
nosb3osatens. [TOMMMO OCHOBHbIX BO3MOXHOCTEN, KOTOPble NpesocTaBaseT cepTudukat
noJsb3oBaTens, cepTudurKar ngatens NO3BOJAET TakxKe MPOBEPUTbL BCe CepTUdMKATbI, NOAMMCAHHbIE
C MOMOLLbIO K/KOYa 3/1eKTPOHHOM MOAMNMCKU, COOTBETCTBYIOLLEro 3TOMy cepTudumKary.

KopHeBoli ceptdurKaT — CamMONOANMCaHHbIV cepTUdUKAT N3aaTeNs, ABASIOLLMIACA FIaBHbIM K3
BbILLECTOALLMX cepTUdUKaToB. KOpHEBOW cepTUdMKAT HE MOXKET BbITb MPOBEPEH C MOMOLLLHD
apyroro ceptudukaTa, MO3TOMY MOJIb30BaTeNb JO/KEH HE3YCNOBHO AOBEPATb UCTOUHNUKY, U3
KOTOPOrO MOJyYeH JaHHbIN cepTudUKar.

Kpocc-ceptudukar — 310 cepTudurkaTt agMMHUCTPaTOPa YAOCTOBEPSAIOLLErO LIEHTPA, U3aHHbIN
aAMUHNCTPATOPOM APYroro yAOoCTOBEpPAIOLLEro LeHTpa. Takum obpasom, ana kpocc-cepTudmkarta
3HauyeHusa nonen «M3gatenb» N «Cy6bekT» pasanyHbl U ONPeAENAtOT pa3Hble YAOCTOBEpPsAtOLLne
LeHTpbl. C MOMOLLbIO KPOCC-CepTUdUKATOB YCTaHaBAMBAOTCA AOBEPUTENbHbIE OTHOLLEHMWSA MeXAY
Pa3/IMYyHbIMMN YAOCTOBEPAIOLMMN LeHTpaMu. B 3aBUCMMOCTM OT MOAenn fOBepUTebHbIX
OTHOLLEHWI, YCTAHOBAEHHOM MeXAY YAOCToBepstoWwnMmM ueHTpamum (cM. PKI 1 acummMeTpuryHas
kpunTtorpadus Ha cTp. 319), MOXeT ncnonb3oBaTbca AMH0 Kak cepTudurkat nsgatens (s
nepapxmyeckon Mogenn), NMbo Ans NpoBepkn cepTUdUKaTOB NoAb30BaTeNeN ApYron cetu (B
pacnpeaeneHHOn Mogenn).
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lonoBHblE YAOCTOREPAKLLWE LUEHTR R

MNoguMHeHH e
YAOCTOBEPAKILIAE i
LIEHTRR -

Pabouwe mecta
none3IoEaTENSN

@ — KOPHEBLIE CERTHSHEATEI @ — CEOTHAWKATE WEEETanaR
[xpocc-cepTrdnraTsl]
@ — Kpooo-capThUKaTEl @ — cepTrdukaTh NONbanBATEna

PucyHok 149. Tunel cepmugpukamos

Mcnonb3ys KOpHEBOW cepTUdMKAT, KaXAbIV NMONb30BaTe/Ib MOXET MPOBEPUTL JOCTOBEPHOCTb
cepTudumKaTa, BbiNyLWEHHOrO YAOCTOBEPSIOLLMM LLEHTPOM, 1 BOCMONb30BaThCs €r0 COAEPXUMbIM. Ecan
npoBepka cepTudukaTta no LEenouke cepTMdUKaTOB, HaUMHas C KOPHEBOTO, MOKa3asa, UTo OH SAB/IAETCS
3aKOHHbIM, AEeNCTBYIOLWMM, He Bbll MPOCPOUEH WM aHHYJINPOBaH, TO cepTUdMKaT CUMTaeTcs
LeNCcTBUTE/IbHBIM. [JOKYMEHTBI, MOAMNMCaHHbIE AECTBUTEbHBIM CEPTUOUKATOM 1 HE N3MEHSBLUMNECH C
MOMEHTa VX MOAMMCaHNSA, TaKKe CUMTAOTCS AeACTBUTENbHBIMU.

Takum obpazom, kpunTorpapus ¢ KIFUOM NPOBEPKM INEKTPOHHOM NOAMNUCK N MHPPACTPYKTypa obMeHa
cepTMdmrKaTamMm KAOUeR NPOBEPKUN INEKTPOHHOM nognuck (cM. PKI 1 acummeTpuyHas kpuntorpadus Ha
cTp. 319) NO3BOAAIOT BbIMNOAHATL LWMPPOBaHME COOBLLEHNN, a Tak)Ke NPeAoCTaBsaroT BO3MOXHOCTb
NoANNCHIBATL COOOLLLEHNS C MOMOLLbHO 3NEKTPOHHOM NMOAMMUCH.

MocpeactBom WwrdpoBaHus KoHbUAeHLMaAbHas MHGOPMaLIMS MOXET BbiTb NepegaHa no
He3alMLLEeHHbIM KaHalaM CBA3W. B cBoto ouepesb, 31eKTPOHHas Nognuce No3BoAsSET 0becneumnTsb:

e [oANMHHOCTb (QyTeHTUUKALMSA) — BO3MOXHOCTb O4HO3HAUYHO MAEHTUOULMPOBATL OTNPaBUTENS.
Ecam cpaBHMBaTL ¢ ByMaskHbIM JOKYMEHTOOHOPOTOM, TO 3TO aHANOTMUHO COBCTBEHHOPYYHOMN
noAnNMCKU oTnpaBuTens.

e LlenoctHocTb — 3awmTy MHGoOpMauUmm OT HeECaHKLIMOHMPOBAHHOW MOANDUKALIMN KaK NPU XpaHeHWN,
Tak 1 Npu nepegave.

¢ HeoTpekaeMoCTb — HEBO3MOXHOCTb AN OTMPaBUTENA OTKa3aTbCA OT COBEPLUEHHOrO AENCTBUS.
Ecnn cpaBHMBaTh ¢ HByMaXKHbIM JOKYMEHTOOHOPOTOM, TO 3TO aHaNIOTMYHO MPEeAbABAEHMIO
oTnpaBWTeNeM NnacrnopTa Nnepes BbINOJHEHVEM AEUCTBUS.

ViPNet Client 4. PykoBoacTBo nosnb3oBatens | 316



CTpykTypa

Y106bI CEpTUPMKAT MOXKHO BbINO NCMONB30BAThb, OH AOJKEH 061aaTh AOCTYNHOM YHMBEPCAAbHOM
CTPYKTYPOW, MO3BOJISIOLLEN M3BEYb N3 HEFO HY>KHYIO MHbOPMaLUIO 1 IErKO ee NMoHATb. Hanpumep,
6narogaps TOMy, UYTO NMacnopTa UMEHDT NMPOCTYH OAHOTUMHYH CTPYKTYPY, MOXHO JIErKO MOHATb
NMHGOPMaLNIO, U3NOXEHHYHO B MacnopTe t0b0ro rocysapcTsa, faXxe ecau Bbl HUKOrAa He BUAEN
paHbLLe TakMx NacropToB. Tak >Xe Aeno 06CTounT u ¢ cepTudmrkaTamu: ctTaHgapTusaums Gopmatos
cepTdmMKaTOB NO3BOJSET UMTATb M MOHUMATb UX HE3ABUCMMO OT TOFO, KEM OHU OblAN U3AaHbI.

OpunH n3 dopmatos cepTudukaTa onpegeneH B pekomeHgauumax MexayHapoaHoro Cotosa no

TeslekoMMyHMKaumam (International Telecommuncations Union, ITU) X.509 | ISO/IEC 9594—-8 v gokymeHTe

RFC 3280 Certificate & CRL Profile OpraHuzauun nHxeHepHol noagepxkmn ViHtepHeta (Internet
Engineering Task Force, IETF). B HacToswee Bpems Hanbonee pacnpoctpaHeHHoW Bepcueit X.509

ABNSIETCA BepCUs 3, MO3BOAAIOWLAA 3a4aThb ANs cepTudUKaTa pacliMpeHus, C MOMOLLbHO KOTOPbIX MOXHO

pa3mecTuTb B cepTudmrKaTte JOMNOAHUTENbHYO HOPMaLMIO (O NoanTMKax 6e3omnacHoCTy,
MCMO/Ib30BaHMN KJItOYa, COBMECTVMOCTY U TakK Jasee).

CepTI/Iq)MKaT COAEPXKNT SNEMEHTHI AaHHbIX, CONPOBOXaeMble BJleKTpOHHOI\;I noanuncbro n3gatena
CepTMq)I/IKaTa. B CepTI/Iq)I/IKaTe nmeroTcs obs3aTenbHble K AONOJIHNTENbHbIE NOAA.

K ob6s3aTesibHbIM NOAAM OTHOCATCH:
e HoMep Bepcun ctaHgapTta X.509,
® CepuiiHbI HOMep cepTUduKara,
e vaeHTUOMKATOP anropmTMa NOANUCK nU3aaTtens,
e vaeHTUOMKATOP anropuTMa NOANUCH BaZeNbLLa,
* VIMsA n3gatens,
e Mepuog Aencraus,
e KJIHOY NPOBEPKU 3NEKTPOHHOW NOANUCK BAajenbLa,

* VMA BragenbLa ceptudmkara.

MprMeuaHue. Moy BAagenbLEM NMOHUMAETCH CTOPOHA, KOHTPOAMPYOLLAsA KoY

31eKTPOHHOW MOAMMWCY, COOTBETCTBYHOLLMI JAHHOMY K/IHOUY MPOBEPKM 3JIEKTPOHHON
nognvcv. BnagenbLem ceptidrikata MoXeT bbITb KOHEUHbIV MONb30BaTE/b UM
YAOCTOBEPAIOLLMIA LIEHTP.

K HeobsA3aTeIbHbIM MOAAM OTHOCATCA:
® YHVKaNbHbIN NAEHTUOUKATOP n3jaTens,
® YHVKaNbHbIN NAEHTUOUKATOP BAAZENbLLA,

e paclmpeHuns ceptudukara.
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CepTuUdUKaT KNoYa NpoBepKU 3MEeKTPOHHON NnognucK

Komy ewigan: Client 2
Kem ewigan: Kyzneuoe Bukrop MNetpoeuny
NedctedTensad ¢ 19 wiona 2014 . no 19 voua 2019 .

HazHaueHwe: + Jlognéepxgasn YgaASHHOMY KOMRENIEDY UJSHIUPUKARUN BawSs0 KOMDENMEDS .
* Sayuusen COOSYSHUA SASHMPOHHOU NOUNE .

Bepcua: V3

CephilHelil HoMep: 01 CF 8B 9F 55 CA 35 90 00 00 00 01 15 EA 00 03
Anropntm 3nNeKTPOHHON rocT P 34.10-34 . 11-2001

nognucu:

Maparents: Uma: Kyzweuof Buxmop Iempofuu

JoatHoone . AgMuHucmpanop
Mogpazgeasdue . Ygocmobepamunl U KAwdeRol UsHRD
OpzaHuszavua:. Infotecs

[N eicTeMTENEH C: 19 uwha 2014 =. 13:17:00 {GHT+04:00)
LeficTeuTened no: 19 uwua 2019 = 13:17:00 (GHT+04:00}
CybbekT: Hua: Client 2

CpzadHuzauus: Infotecs
OTKpBITEIA KNHOY: TOCT P 34 .10-2001 (512 Sum)

04 40 4E E4 FF 92 EA CE 7E 67 9C D4 6E E5 5C 68
96 59 F8 FC BY 34 2E B4 86 99 EA 3D 89 10 47 FS
9E 3D 40 ED OF FC 7C 9E 4D 4C 9B 14 55 94 F0O 59
79 11 50 AS FS 9 06 77 1E 94 E3 54 FE ES EA El
03 D3

PacwwupeHna cepticpukara X.509

cnone3oBadve KNwya: BaskmpodHHan nognuck, Heompexaewmocnk, WTugpobBanue kawuel, UugpofaHus gaHHEIE,
CozaacobadHue Kawgeu (F8)

F'aCLLIHpeHHDE Ipofepra nog.auHHOCmMU HaueHma (1.3 .6.1.5.5.7.3.2)
MCTONBI0EAHUE KTHYE® JawuusHHaA SASKEMpOHHas nouma (1.3 .6.1.5.5.7.3.4)

AaenTudukarop knoua Hgenmuduranop kawga=70 F1 CD 44 84 31 14 4F 43 55 59 05 63 77 A8 E4 82 12 G5B
- EE

YeHTpa CepTHIIKaTOR: Hzganeae cepmudurans .

O="Infotecs, Documentation, Prakhova"

OU=YgocnoBepawuyuil 1 kK angsBol USHRD

T=A4gMuHucnpanap

CH=Kyzueucf Bukmop [Iempofuu

Cepuirenl HoMep cepmugurama=01 CE BS 44 20 0A A4 EO 00 00 OO 00 OO0 0O OO0 01

MAeHTUDUEATOR KNHOYa D4 3C 23 13 22 21 FA D4 48 9F 3B E9 SE 05 65 46 C5 CF 64 D2
cybrekra:

Cpok geiicTBMA 3aKpLITOrO C 19 uwma 2014 =. 13:17:00 (GHT+04:00)

Knioua: no 19 uwua 2015 =. 13:17:00 (GMT+04:00)

OCHOBHBIE OTPAHWYEHNA: Tun cyErexmna=[Ioiezobansis

PesynbTaT NpoBepKH cepTUdMKATA

Ceptudukar aefcTEMTENEH.
Mpoeeped 1 aerycta 2014 r. 5:46:03 (GMT+04:00).

Pucyrok 151. lMpumep cepmugpukama ViPNet, coomsemcmsyrowje2o cmaHdapmy X.509 sepcuu 3

PKI 1 acmmeTpuyHaga kpuntorpapus

OaHol 13 peannsaumnin MHGPaCTPYKTypbl, MO3BOAAIOLLEN YNPaBaATb cepTuduKaTamm KnroUer NpoBepKu
3N1EKTPOHHOW noanucy, aeasetca TexHonorna PKl (MHbpacTpykTypa OTKPbIThIX KNtoUel) (CM. raoccapuii,
cTp. 414). PKI 06cny>XmBaeT XXM3HEHHbIN uuka cepTudmkaTa: usgaHue ceptudurkaTos, XpaHeHue,
pe3epBHOE KOMMPOBaHWe, NeyaTtb, B3aMMHYI0 cepTuduKaLmio, BeAeHne CMCKOB aHHYIMPOBaHHbIX
ceptuoukaTtos (CRL), aBToMaTMUeCKOoe O6HOBAEHNE CepTUDNKATOB NOC/IE UCTEUEHNS CPOKa UX AENCTBUS.
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OcHoBow TexHonornn PKI SBAAOTCS OTHOLLEHMA AOBEPUSA, @ TNaBHbIM YNPaBAAIOLLNM KOMMIOHEHTOM —
YAOCTOBEPAIOLLMI LEeHTP. YA0CTOBEPAIOLWMI LEHTP NpeaHa3HavyeH Ana perucTpaLmm nosb3osaTesnen,
BbINycka cepTudurkaToB, nx xpaHeHus, Boeinycka CRL n nogaep>kaHns ero B akTyalbHOM COCTOSIHUN. B

ceTax ViPNet yaoctoBepstowmin LLeHTp n3gaeT cepTudumkaTbl Kak Mo 3anpocam OT NoJsib30BaTeNen,
chopMmnpoBaHHbIM B chelmanbHoW nporpamme (Hanpumep, ViPNet CSP naum ViPNet Client), Tak n 6e3
3anpocoB (B Npovecce co3gaHua nonb3osatenein ViPNet).

Ans ceteli ¢ 6ONbLLIMM KOMYECTBOM MOJb30BaTENEN CO34aETCA HECKObKO YA0CTOBEPAOLLNX LEEHTPOB.

JloBepuTeNbHbIE OTHOLLEHWS MEXAY 3TVMM YAO0CTOBEPSHOLLMMU LLEEHTPAaMU MOTYT BbICTPaMBaTLCS MO
pacnpeseneHHoOn Nan nepapxmyeckon Moaenu.

B nepapxumueckorn mogenn AoBepuUTENbHbIX OTHOLLEHWI YAOCTOBEPSAIOWME LEHTPbI OObEeAUNHAIOTCA B
APEBOBUAHYIO CTPYKTYPY, B OCHOBaHUMN KOTOPOW HaxOAMUTCA rOJIOBHOW YAOCTOBEPAIOLLMIA LIEHTP.
F0NOBHOWM Y0OCTOBEPAIOLLMIA LIEHTP BblAaeT Kpocc-cepTudmKaTbl MOAUYMHEHHBIM eMY LIEHTPaM, TeM
cambIM obecneurBasn fJoBepue K Kitovam NPOBePKM INEKTPOHHOW MNOAMNMNCY 3TUX LIeHTPOB. KaxabIn
YAOCTOBEPAIOLLMI LEHTP BbILLECTOALLETO YPOBHSA aHaNOrM4YHbIM 06pa3om genervpyet npaso
BbINycKa CepTUPUKATOB NOAUYMHEHHBIM eMy LieHTpaMm. B pesyabtate goBepue k ceptudukaty
KaXAoro yAOCTOBEPAIOLWEro LeHTpa OCHOBaHO Ha 3aBEPEHMM €70 KJIHOYOM BbILLIECTOALLErO LieHTpa.
CepTudukaTt ronoBHOro yAOCTOBEPAIOLWErO LieHTpa (KopHeBoW cepTudurKaT (CM. Fnoccapui,

CTp. 417)) ABAAeTCA CamOnoANnCcaHHbIM. B ocTanbHbIX yAOCTOBEPAIOLLMX LIeHTPax agMUHNCTPATOPSI
He UMEIOT COBCTBEHHBIX KOPHEBBIX CEPTUPUKATOB U A5 YCTAHOB/IEHUS fOBEPUTE/IbHBIX OTHOLLIEHUIA
GOpPMUPYHOT 3aNpPOChl HAa KPOCC-CePTUPUKAT K CBOMM BbILLECTOALLMM YAOCTOBEPAIOLLNM LIeHTPaM.

[ORGBHON YOOCTORSEA KK BEHTP

NeaunHeHHER
:.-m-:me»e PAKILLANA LLEHTR

NoguHeHHHR
VROCTOBSEAKILMA LEHTP

j\

NepunHeHHHR NepunHeHHHR NonurHeHHER
YOROCTOBEPAKILMA WSHTR  YROCTOBSPAKILWA LEHTR  YOOCTOBSPAOLMA LUSHTR

i
-'\ CHMONOATACHNE CEOTAiARET

Imopsienof oepmsdra Tl

B SpOCC-TEPTHpEKAT

PucyHok 152. Mlepapxuyeckas modesns dosepumesbHbix OmHoweHul

B pacnpegeneHHon Mogenn foBepUTENbHBIX OTHOLLEHWIA BCE YAOCTOBEPAIOLLME LIeHTPbI
paBHO3HaUHbI: B KaXAOM YA0CTOBEPAIOLLEM LIEHTPE aAMUHNCTPATOP UMEET CBOW KOPHEBOW
(camonoganucaHHbln) cepTndunkaTt. JloBepuTenbHble OTHOLLEHNA MeXAY YA0CTOBEPAIOLL MMM
LeHTpamu B 3TOM MOJeNN YCTaHaBAMBAtOTCA 0BbIYHO MyTeM JBYCTOPOHHEW Kpocc-cepTudurkaumm,
Korga ABa yAOCTOBEPAOLLMX LIeHTPa U34atoT Kpocc-ceptudukatel Apyr aAns gpyra. BsammHas kpocc-
cepTnduUKaLLMa NPOBOAMTCA NMOMAapPHO MeXJy BCEMU YAOCTOBEPAIOLMMN LeHTpamu. B pesyabtaTte B
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KaXkOM YAOCTOBEPSOLWEM LLEHTPE B AOMOJHEHNE K KOPHEBOMY CepTUdMKaTy MMerTCA KpocCc-
cepTudurKaThl, U3JaHHbIE A5 a4MUHUCTPATOPOB B APYTMUX YAOCTOBEPAHOLLMX LIEHTPAX.

Ans nognvcanns cepTMdrKaToB No/Ib30BaTENEN KaX bl YAOCTOBEPSIOLWNIA LEHTP NPOAO/KAET
MoJIb30BaTbCA CBOUM KOPHEBbLIM CEPTUPMKATOM, @ KPOCC-CePTUHUKAT, U3ZaHHbIN AN APYroro
YAOCTOBEPSOLLETO LIeHTPA, NCMONb3YeT A5 MPOBEPKM CEPTUGMNKATOB MOJIb30BATENEN APYrOl CETU.
3TO BO3MOXHO B CUAY TOTO, KPOcC-cepTUdmKaT ANs JOBEPEHHOTO YAOCTOBEPAOLLErO LIeHTpa
n3gaetcs Ha Hase ero KOPHEBOTrO CepPTUPMKATA U COAEPXKUT CBEAEHUS O ero Karue NpoBepku
3NeKTPOHHOM nognucu. NMoaToMy B ceTh, OTNPaBMBLLEN 3anpoc, HET HEOHXOAMMOCTU Nepen3saBaThb
cepTudmKaTbl NoNb30BaTENEN.

YAOCTOBEPRKILMEA LEHTR 1 ¥ASCTOESPARMLHA LeHTD 2

WocTo R pRICUHE Yeatp 3 YRDCToBEpROIEAA yeHTp 4

CRMDNOGNACHGEIA CEDTAieRaT
ImopssenoR cepmadrraT
B SpOCC-CE T Hipis aT

PucyHok 153. PacnpedeneHHas modenb dogepumesibHbix OmHoweHul

3Has nepapxuio U NOAUMHEHHOCTb YAOCTOBEPSOLWMNX LEHTPOB APYT APYTY, MOXHO BCErga TOUHO
YCTaHOBUTb, ABAAETCA IV TOT WA MHOW NMOJ/Ib30BaTe b BAaZebLEM JaHHOMO K/to4a NPOBEPKU
3/1eKTPOHHON NOAMNCH.

ICNONb30BaHWeE CepTUOMKATOB ANA LWMPPOBAHMA
INEKTPOHHbBIX JOKYMEHTOB

OTtnpaBuTesib MOXET 3alLMPPOBaTh JOKYMEHT C MOMOLLbHO OTKPbLITOrO K/atoua nojyyaTens, npu 3ToM
pacwmndpoBaTb AOKYMEHT CMOXET TO/bKO CaM Nnojyyatenb. B gaHHOM ciyyae ans 3awmndposaHms
npuMeHseTcs ceptTndmKaT NonyyaTens coobLeHums.

3awmdpoBaHue

1 Tlonb3oBaTtenb CO3aeT INEKTPOHHbBIA JOKYMEHT.

2 OTKpbITbIA K/IKOY MoNy4YaTens n3snekaetcs ns ceptudukara.
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3 ®dopmupyeTcs CUMMETPUYHbIN CEaHCOBbLIV KHOY, 418 OAHOKPATHOMO MCMO/Ib30BaHUA B paMKax
JAHHOro ceaHca.

4 TloanvcaHHbIN AOKYMEHT 3allMdPOBLIBAETCA C MCMOb30BaHNEM CEAaHCOBOrO Kto4a (B COOTBETCTBUM
¢ anroputmom OCT 28147-89).

5 CeaHCoBbIN KAtOY 3aIMPPOBLIBAETCA Ha KJtOUYe, KOTOPbIV BblpabaTtbiBaeTcs no npoTtokoay Anddn —
XennmaHa c NCNoAb30BaHWEM OTKPbLITOrO Kjtova nojydartens.

6 3awndpoBaHHbIN CeaHCOBbIN KAKOY MPUKPENAAETCA K 3alMPPOBaHHOMY JOKYMEHTY.

7 [okymeHT oTnpasaseTca.

M3EneveHme
CoagaHuve OTEPBITOrD KNKYa Popmupopanne JawundpoeaHue
AORVMEHTA noanyJwarena CEAHOOEOND KNOYa ROEYMEHT

—> ﬁ@—r Q@—PQ%

@ @

v
v é — & — i
\ ® ﬁ ® ﬁ “g

JawndporaHue Mpuepenneqyes Omnpaeka
CEAHCOBOID BNKYa CEAHCOEOrD KNHYa OQORYMEHT

PucyHok 154. 3awugpposaHue 31ekmpoHHO20 OOKyMeHma

PacwmnoposaHme

1 Tonb3oBaTesib NOAYYaET 3EKTPOHHbBIN JOKYMEHT.

2 3awundpoBaHHOE COAEPXKUMOE JOKYMEHTa U 3aMdpPOBaHHbIA CEaHCOBbIN K/IOY U3BIEKatOTCA U3
JAOKYMeHTa.

3aKpbITbIA KKOY NoAyYaTens JOKYMEHTa U3BJEKAETCA U3 KOHTEMHEpPa KJKOYeN.

AW

CeaHcoBbIN KoY paCLLII/ICI)pOBbIBaeTCﬂ C NCNOJIb30BaHMEM 3aKpbITOro Kjiro4a noay4yartend.

(0,1

JloKyMeHT paclimppoBbIBAETCA C UCMO/Ib30BaHMEM PaclLMGPOBaAHHOIO CEaHCOBOrO KAtoua.

6 PacwundpoBaHHbIN JOKYMEHT AOCTYMNEH Noy4aTento.
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MonyyeHue M3sneyerue cogepxmumoro  MzeneueHne 3akpuitoro
AOKYMEeHTa " C2aHCOBOIro Kniova KIHoua nonyvarens
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Pacwunposarue Pacuwwposanue PacwwudposaHHbIN
CeaHCoBOro Knova A0KyMeHTS AOKYMENT

PucyHok 155. PacwugposaHue 3nekmpoHHO20 dokymeHma

ICNONb30BaHMe CepTdUKaToB ANd NOANMCAHMA

INNIEKTPOHHbBIX JOKYMEHTOB

Kor,u,a oTnpaBuTeNb NOAMUCBIBAET AOKYMEHT, OH NCMOJIb3YeT K/H0Y 3ﬂeKTpOHHOI7I noannmcn,

COOTBeTCTBy}OLLI,I/IIz K4y NpoOBEPKN 3J'|eKTpOHHOl7I noanucu, KOTOprI\/’I XpPaHUTCA B CepTVIq)I/IKaTe. Korp,a

nosyyatenb NPOBEPSIET INEKTPOHHYO NMOAMMUCH (CM. r1occapuid, cTp. 421) coobLueHns, oH nssnekaet

KNHOY NpoBepPKn 3}'|€KTpOHHOI7I noanuncm m3 CepTI/Iq)I/IKaTa oTnpaBuTeNA.

MoagnuncaHwue

1 TMonb3oBaTenb CO3AaET INEKTPOHHBIA LOKYMEHT.

2 BblumcaseTcs 3HaveHue Xaw-QyHKLMM JOKYMEHTA.

Xaw-dyHKLMA JOKYMEHTA UCMO/b3yeTcs MPU GOPMUPOBAHNM 31IEKTPOHHON MOAMNCU Ha CTOPOHE

OTNpaBuUTENs, @ TakXKe Npu JaJibHelLlen NpoBepKe INEKTPOHHOM NMOATMNCK Ha CTOPOHE MoJlyyaTens.

3 KAty 3neKTPOHHOM NOAMUCKU OTNPABUTENS U3BJEKAETCA U3 KOHTEMHEpPa KAtOYeln.

4 C ncnonb3oBaHMEM Ktoya 3]'IeKTpOHHOI7I noanncu oTnpasuTena Ha OCHoOBe 3Ha4YeHnA X3LLI-¢)yHKLI,I/|VI

dbopmMUpyeTCa s3NeKTPOHHas NOAMUCH.
5 >SnekTpoHHaa NnoAnucb NPUKPENaaeTca K JOKYMEHTY.

6 3awundpoBaHHbIN JOKYMEHT OTNPaBAAETCA.
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MzenavyeHne Knoua
CoznaHue BuIMWCNEHME 3HAYEHUA  SNEKTPOHHOM NOANMC

AOKYMEHTA HIL-EYHKLMK oTNpaguTens

X
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N
@ @@' ©)

'
IRtk

DopmmpoBaHne Mpuepennesne Ompaeka

FINeXTROH HO# NoaNKWCK  3INexTROH HO# NoanNKCA ACKYEEHTA

Pucyrok 156. lpoyecc nodnucaHus 31ekmpoHH020 00KyMeHma

[MpoBepka nognuncu

A W N

Monb3oBaTeNb MNOMyYaeT INEKTPOHHbIA AOKYMEHT.
DNeKTPOHHas MOAMUCH (3aWNPPOBaHHOE 3HAUYEHME X3 -PYHKLMW) N3BIEKAETCA U3 AOKYMEHTA.

Bbiuncnsetca 3HaueHne X3 -GyHKLUN AOKYMEHTa.

Kntou NpoBepPKU 3neKTpOHHOI\/’I noAnncu oTnpaBuUTeNA N3BNEKAETCA U3 CepTI/Iq)VIKaTa oTnpasuTenA.

3/'IeKTpOHHaFI noanuncb pacmmq)poeblsaeTcn C NCNOJIb3OBaHNEM KaKOYa NPOBEPKU 3J'|eKTpOHHOl\;1
noAanncu oTnpasuTenA.

3HaueHue X3LW-PyHKLMIN 31eKTPOHHON MNOAMUCHU CPAaBHUBAETCA C NMONYUYEHHBIM 3HAYEHUEM X3LL-
OYHKUNN JOKYMEHTa.

Ecam 3HaueHuMs xaW-pyHKLNA COBMaAatoT, SNeKTPOHHas MNOAMNNCh AOKYMEHTA CUMTAETCA
JeACTBUTENbHOMN.

Ecnn 3HaueHuns x3|.u—¢yH|<u.|/||7| He coBnajatroT (TO eCTb ﬂOﬂyHeHHblﬁ AOKYMEHT OblN U3MEHEH C
MOMEHTa nop,nmcava), 3N1EKTPOHHaA NoANnNCb AOKYMEHTa CHUTaeTCA HeAeIZCTBI/ITeﬂbHOI;I.
3ﬂeKTp0HHaﬂ noanuncb CHNTaeETCA HeAeIZCTBMTeﬂbHOIZ TakK>XXe B TOM Ciy4vae, ecnu CepTI/Iq)I/IKaT
oTnpaBuUTeENda NPOCpPOYEH, aHHYJINPOBaH, MCKaXXeH Uin nojgnmcad yaoCctoBepArLWNM LEHTPOM, C
KOTOPbIM He YCTaHOBJIEHbI AOBEPUTEJIbHbIE OTHOLLUEHWA.
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Nonyuenne MzenavueHnE BrlMMCNEHNE IHAUEHWRA HaeneveHne Knoya
AOKYMEHTa FNEXTPOHHOR HIU-GYHELMM NPOBEPEA 3NEKTPOHHOM
naanuc AOKYMEHTA NOGNKHCcH OTN pagnTEnA

®

|

v

R, AR,

Pacwwdposanne CpaBHeH e 3IHAYUEHWA INERTROHHAA NOANKCE
INEHTROHHON AIW-YHELR [OYMEHTA
MOANACKH OERCTRMTENEHA

PucyHok 157. lpoyecc nposepku 31ekmpoHHol nodnucu 0oKymMeHma

ICNONb30BaHMe CepTndmnKaToB And NoANMCaHMA

N

LIMPPOBAHUA INEKTPOHHBIX A0OKYMEHTOB

MNoanuncaHne v 3awmdppoBaHme

v A W N

Mosb30oBaTeNb CO3AaET INEKTPOHHBIA AOKYMEHT.

Bbluncnsetcs 3HaueHve XaL-GyHKLUM JOKYMEHTa.

Kntou 371eKTPOHHOM NOANNCY OTNPaBUTENs U3BEKAETCA U3 KOHTENHepa KtoUel.
OTKpbITbIN KU MOyYaTens n3BAeKaeTcs U3 cepTudukaTa noayyarens.

C MCnonb30BaHMEM KAKOYa INEKTPOHHOM NOAMMUCK OTNPaBUTENA HAa OCHOBE 3HaYeHUs XL -GYHKLUN
bopmMupyeTCs 3N1eKTPOHHAsA MOAMUCH.

3ﬂeKTpOHHaﬂ noanncb NpUKpenaaeTca K JOKyMeHTY.

dopMUpyeTcss CUMMETPUYHbBIV CEAaHCOBbIV KOY, A5 OAHOKPATHOTO UCMOJIb30BaHWs B pamMKax
JaHHOro ceaHca.

MoAnmncaHHbIN JOKYMEHT 3aluMPPOBBLIBAETCA C MCMO/Ib30BAaHNEM CEaHCOBOTO KtoYa (B COOTBETCTBUM
c anroputmom FOCT 28147-89).

CeaHcoBbIV K04 3aLINMPPOBLIBAETCA Ha KAtOYe, KOTOPbIV BbipabaTbiBaeTcs Mo npotokony Andon —
XennmMaHa ¢ OTKpbITOro Kjtoya nojyyarens.

10 3awmndpoBaHHbIN CEaHCOBbIN KAOY NPUKPENAAETCA K 3aMPOBaHHOMY JOKYMEHTY.

1

,ﬂ,OKyMEHT OTrNpaBAAeTCA.
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CoapaHne BtyncneHme MapnoysHne Koy Mapneyaumna QopMupoeaHie Mpukpennadne
OOKYMEHTa AHIYCHHS ANSKTPOHHOA NOAMKCH  OTKPLITOND KMOYa INEKTPOHHORA INSKTPOHHO A
K;UJ-W—IKLIHH oTMpaBWT2nAa MOMYYaTEnA nogn|cK magnHcK
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DOpMHPORIHNE Jawndpopanue JawndpopaHue MpuEpannedue Ompapka
CEAHCOBOrD K3 AOKYMEHT C2AHCOBOND KNKIYA CRAHOOBOND KMoYa QOKYMEHTR

Pucyrok 158. lMpoyecc nodnucaHusa u 3auiupo8aHuUs 31eKmMpoHHbIX OOKYyMeHmMos

PacwmnoposaHue n nposepka

1 [MNosb3oBaTesb NOAYYAET INEKTPOHHbBIA AOKYMEHT.

2 3awundpoBaHHOE COAEPXKUMOE AOKYMEHTA U 3alUMPPOBAHHbIV CEAHCOBBIV KU U3BAEKAOTCA U3
coobLeHus.

3aKpbITbIV KAHOY MOAyYaTeNs JOKYMEHTa U3BJEKAETCA U3 KOHTEMHepa KIYen.

AW

CeaHCOBbIV K/IHOY PacLiMdPOBLIBAETCA C MOMOLLBO 3aKPbITOTO KAKOYa noayyaTens.

[ OKYMEHT pacluMdpoBbIBAETCA C UCMONb30OBaHWEM PACLUMPPOBAHHOTO CEAHCOBOTO KoY.
DNeKTPOHHas NoAMMCh (3alnppoBaHHOE 3HAUYEHME X3LL-PYHKLIMKN) U3BNEKAETCA U3 JOKYMEHTA.
BbluncnseTcs 3HaueHme Xaww-QyHKLUM JOKYMEHTa.

Knarou npoBepKn 3J'IeKTpOHHOI7I noanncK oTnpaBuUTeNna N3BneKaeTca n3 CepTI/Iq)VIKaTa oTnpasBuTena.

© 00 N o v

3J'IEKTpOHHaFI noanuncb paCLLII/IquOBbIBaeTCFI C NCNOJIb30OBaHMEM K/IKOYa NMPOBEPKU 3J'IeKTpOHHOl‘/II
noanncum oTrnpaBunTeNA.

10 3HauyeHMe x3W-QYHKLMMN 3NEKTPOHHOW NMOAMMNCH CPaBHUBAETCA C MONYYEHHBIM 3HAYEHVEM X3LU -
byHKUMM AOKyMeHTa.

1 Eciv 3HaueHus xaw-QyHKLUUA COBMAZatoT, 3/1eKTPOHHAs NMOAMNCh AOKYMEHTa CHMUTAETCS
JeNCTBUTENBHOM.

Ecav 3HaueHmns X.':)UJ-beHKLI,I/II‘/’I He CcoBMaaaroT (TO eCTb I'IOJ'Iy‘-IeHHbII7I AOKYMEHT Obl1 UIBMEHEH C
MOMEHTa I'IOAI'II/IcaHI/IFI), 3N1EKTPOHHaA NoAnncb AOKYMeEHTa CHUTaeTCA HGAEI‘/’ICTBI/ITGJ'IbHOI‘/’I. nO,ﬂ,I’IVICb
CUHNTaEeTCA HeAer/lCTBI/ITeanOVI TakK>Xe B TOM C/iy4vae, eCcnu CepTI/ICI)I/IKaT OTnpaBnTENA MPOCPOUEH,
AHHY/IMPOBAaH, MCKa>XXeH nin noarnuncaH yaoCctoBepAoLWNM LEHTPOM, C KOTOPbIM HE YCTaHOBJIEHbI
AoBepuTENbHbIE OTHOLLEHUA.

12 PacwmndpoBaHHbIN JOKYMEHT AOCTYMNEH Nosy4aTento.
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MonyuaHne HMapneyaune ConepKMUMOro MaeneyeHme Pacwudpopanne Pacwmppopauve
OoKYMEHTa W CEAHCOROrD KNKMA LAKPLITOrD Kmova CEIHCOBOND KMMa AOHYMEHT
nony4aTena
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Wzenevenne BbiuMcneHmne 3HaveHna  MaeneveHne kniova PacwudpoeaHne CpaBHeHe IHIY2HIR
INSKTPOHHOR - YHEL KA MPORSPKW INSKTPOHHO A ANSKTPOHHOR HIW-HYHELMA
MOANIACIA OoKYMEHTa NogMACH CTIRABKTENA Mognac

v

Ty — '
RV@ @

SNeKTPOHHAA MogNuce Paclumd popaHHBIR
DOKYMEHTa JOKYMEHT
OefcTeMTansHa

Pucyrok 159. lMpoyecc pacwiugposaHus u nposepku 31eKkmpoHHOlU hodnucu 0okymMeHma
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Knrouesad cnctema VIPNet

B texHonorum ViPNet ans wndppoBaHus npumMeHseTcs KoMBuHaumsa Kpuntorpaduyecknx aaroputMoB C
CUMMETPUYHBIMW Y aCUMMETPUYHBIMW KNKOUYaMMU.

Tabauya 9. MNpumereHue kpunmoepaguueckux anzopummos 8 10 ViPNet

Kpvntorpadpuueckne anroputmbl

C CUMMETPUYHBIMU KTHOYaMU C ACUMMEeTPUYHbIMU KAroYaMun

e wndpoeaHue IP-tpaduka ® CO3jaHue 1 NPOBEPKA INEKTPOHHOM

e wndpoBaHMe COOBLLEeHMI noanucu

nporpammbl ViPNet [lenoBas nouta e LndpoBaHNE B CTOPOHHUX
MPUNOXEHUAX C MOMOLLbHO

® WNdPOBaHME NPUKIALHBIX U
kpuntonpoBangepa ViPNet CSP

CJ'Iy)KE6HbIX KOHBEPTOB

CnmmeTpuyHble kroum B 10O ViPNet

CUMMeETPpUUHbIE airoOpUTMbl MCMONBL3YHOTCA ANA WNPPOBAHMA MHPOPMALIMN N KOHTPONA ee LeNOCTHOCTU.
Ana kaxaon napebl ceTeBbix y310B ViPNet B nporpamme ViPNet YgocToBepstowmin n K1toueBom LeHTp
nan ViPNet Network Manager co3gaeTtcs CUMMETPUYHBIN KNHOY 06MeHa, NpejHa3HaYeHHbI Ans
wndpoBaHMs obMeHa AaHHbIMU MEXAY 3TUMU ceTeBbIMM y3namu. Taknum obpasoM, dopmupyeTcs
MaTpuLia CUMMETPUYUHbBIX KAHOUeR, cofepiKallias AaHHble 060 BCeX CO3AaHHbIX /1A CETEBbIX Y3/10B
CMMMETPUYHBIX KNto4ax obMeHa. OTa MaTpuLia 3alinmdpoBaHa KAHYaMy 3aluUThl, KOTOPbIe B CBOHO
oyepeb 3alNdpPOBaHbI NEPCOHAAbHBIM KIHOUOM MOb30BaTeNsa, MO3TOMY AOCTYN K 3TOM MaTpuLe nmeet
TOJIbKO MOJIb30BaTe/b Ha ceTeBOM y3/e. CUMMeETPpUYHbIe K04 obMeHa creayeT nepejaBatb Mo
3alMLEHHbIM KaHanam (4UCTprBYTUBLI ANA MEPBOI YCTaHOBKM CMPaBOYHUKOB W KtOYel nepejaroTca
Nn4YHO). Ecan 310yMbILWLNEHHMKN 3aBAAEHOT CUMMETPUYHBIMU KIHOYaMK, BCA CUCTEMA 3aLLMUTbl CETEBOTO
y3na byseT CKOMNpoMeTMpOoBaHa.

CYMMETPUYHBIE KNtoUM 0BMeHa NCNonb3yoTcs Ans WwndposaHus IP-Tpaduka, MOUTOBbIX COOBLLEHWN,
NPVKAAAHBIX N TPaHCMOPTHBLIX KOHBEPTOB.

Knioy o6meHa

PL y
v

KoHeepT CnyxeOHbli

«Jlenosown noYTbi» Rt KOHEEpT
“HaKe

PucyHok 160. lNpumeHeHue karo4el obmeHa
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Ans 3awmnThl KAtOUYen obMeHa NPUMEHSETCA TPU YPOBHS WMbPOBaHUs:
e KoUMW 0bMeHa 3awndpPoBaHbl Ha KAKOYaX 3aLluThl;
e  KJIHOYM 3aLUMTbI 3aWIMPOBaHbI Ha NMePCOHabHbIX KAYaXx;

® B CBOHO o4yepesb, NepCoOHalbHble KAKOYN 3aUJI/Iq)pOBaHbI Ha NapoOabHbIX KJIKO4Yax.

CeTesol y3en

S .

BxogAT B Knsoun
NoNb3CEATENA

[
5 i g‘ Maponk XpaHuTCA Y NoNbI0BATENA
: BxonAT B KNlowK
i ¥ana 2 KMiouM JaHHOro TMNa MOKHO XPaHuTE Ha
| 1 BHEWHEM YCTRORCTEE MAKW CRTEBOM yine

t: ‘ Knloum XpaHATcA Ha CETEBOM y3ne

PucyHok 161. Uepapxusa 3aujumel karodeli obMeHa Ha cemesom y3Je

Mpu cozgannm cTpykTypbl cetn ViPNet agmuHucTpatop coszaet B nporpamme ViPNet Administrator ¢aiin
ANCTpUbYTUBA KIKOUER (*.dst) Af KaXAoro nosib3oBaTtens ceteBoro y3na ViPNet. Gannebi
AncTpnbyTMBOB HEODXOAMMBI ANA YCTAaHOBKWM CMPaBOYHMKOB U KAtOUen Ha ceTeBbIX y3nax. OHW cogepkat
KJItOUM Nosb3oBaTeNs (MepCcoHaNbHbIN KAKOY U KAOUYM INEKTPOHHOM NoANucK), Habop katouve obMeHa ¢
APYTMMW CETEBBIMUN y31aMK, CNPaBOYHNKN, HEOBXOAMMbIE ANA CBA3M C APYTUMUN CETEBBIMU Y31amMu, 1
PerncTpaLoHHbIi Gain infotecs.re. OBHOBNEHME KNFOYEW ANA CETEBLIX Y3N10B NPOU3BOANTCA MO
nHUUMaTUBe agMuHucTpaTopa cetn ViPNet.

MpumeyaHue. Mo cOBCTBEHHON MHULIMATUBE NOJIb30BaTElb MOXET CAe/1aThb 3anpoc Ha

obHOBNIeHWe cepTdMKaTa NeKTPOHHON nognucu. s 3Toro B okHe HacTtpoiika
napameTpos 6e3onacHocTy Ha Bknagke MoAnncb Hy>KHO HaxaTb KHOMKY O6HOBUTbL
cepTudumkar.

B MO ViPNet gna WunppoBaHma NO yMOAYAHUIO UCMONb3yeTCa CUMMeTPUYHbIN anroputm FTOCT 28147-89
(annHa kntoua 256 6uT).
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AcmmeTpuyHble knroum B 110 ViPNet

Mpy MCNOAB30BaHUN CUMMETPUYHOTO anropyTMa 3awndpoBaHme U paclundpoBaHmne BbIMOAHSAIOTCA C
MOMOLLIbIO OAHOTO M TOTO Xe Ktoya. Npu Ncnoab3oBaHWM aCMMETPUYHOTO anropuTMa KoY, C
MOMOLLIbIO KOTOPOTO LWndpyeTcst coobLLeHMe, ABASETCH OTKPbITBIM (M3BECTEH BCEM OTMPABUTENSIM), a
KJIHOY, C MOMOLLbIO KOTOPOro 3TO COObLLEHUE paclindpPOBbIBAETCS, ABASETCA 3aKPbITbIM (M3BECTEH
TOJIbKO MoJlyyaTesto 3amndpoBaHHOIO COObLLLEeHUS).

Kaxabli nosb3oBaTesib UMeeT napy Kitouen WdpPOoBaHNA — OTKPbLITbIA KAKOU U 3aKPbITbIA KAHOY.
3aKpbITbI KNOY HEOHXOAMMO Aep>KaTb B TaliHe, @ OTKPbITbIN KJHOU MOXHO CBOBOAHO pacnpOCTpaHaThb.
Mexay 3TUMU KIro4YaMuy CyLLeCTBYEeT MaTEMaTMUeCcKas CBs3b, OJHAKO Ha NMPaKTUKe HEBO3MOXHO 3a
KOHEYHOE BPeMS MONYUYNTb 3aKPbITbIA KIHOY U3 OTKPLITOTO.

ACMMMETPUYHbIE KNHOUMN NCMOAb3YLoTCA B TexHonornn ViPNet ans nsgaHuns ceptndukaToB 1 Co34aHmns
3NEKTPOHHBIX nognucer (cm. CoyetaHme xaW-GyHKLUN 1 aCUMMETPUYHOTO aropuTMa 371eKTPOHHOW
noanucu Ha ctp. 311). Ecam Ha komnbroTepe yctaHoaeHo MO ViPNet, B coctaB KOTOPOro BXoauT
kpuntonposangep ViPNet CSP, acuMmeTpuyHbIe KUK MOXHO UCMONBb30BaTh A1 WNPPOBaHMUA (CM.
AcMmeTpuryHoe WwudposaHmne Ha cTp. 309). OgHa 1 Ta >ke napa aCMMMETPUYHBIX K/IOYEel MOXET
MCMNOAb30BaTbCA KakK ANA WNPpoBaHMs, Tak 1 aaa noanuncn. OfgHaKo, B OTanumne oT WNPpoBaHUSa, A1
NOAMNMCU NCMONb3YETCA 3aKPbITbIV KU (KNHOY 371eKTPOHHOWM MOAMWCHK), @ AN MPOBEPKY NOANUCK —
cepTMdmMKaT KNKoUa NPOBEPKM 31eKTPOHHON nognuncy. CepTndunkaT COAEPXKUT OTKPbITbIN KoY (KAtoY
NPOBEPKM 3NEKTPOHHOM NOAMNMCK), YAOCTOBEPEHHDbIV (B TOM YMC/Ie NOAMNUCAHHBIA) YNTOAHOMOYEHHbIM
anuom (agmuHuctpatopom YKL, nHpopmaumio o BragenbLe ceptudukata, Cpoke ero JercTema 1
npouvee.

Mapy aCUMMETPUYHbIX KJHOYEN MOXHO HE3aBMCUMO co3zaTh Ha ceTeBoM Yy3se ViPNet. [lns 3Toro B okHe
Hactpolika napameTtpoB 6e3onacHocTu Ha BKaagke Moanunck HYy>KHO cAenaTtb 3anpoc Ha ObHOBEHMe
ceptudukata, BbibpaB B KauecTBe Ha3zHauyeHusa katoua Moanuck n wngpoBaHme.

MpumeuaHne. O6HOBAEHNE cepTUdUKaTa TpebyeTca B TOM Cyyae, ecam UcTekaeT CPoK
[eNcTBMA TekyLlero ceptudmkaTta vam 3aKpbITOro KAo4a, a Takxke ecin TeKyLnin
cepTnduKaT He NpeAHasHaveH A1 WndpoBaHMA.

Kntou 371eKTPOHHON NOANMNCU XPaHUTCA B 3alIMPPOBaHHOM BUAe B dalisie, KOTOPbIV Ha3biBAETCA
KOHTEMHepOM Katouen. Ero cnegyet xpaHuTb B TaliHe OT APYruX NoJjib3oBaTesiei: peKoMeHayeTcs
MCMO/Ib30BaTh CbeMHbIE HOCUTENWN WAIW BHELLHWE YCTPOWCTBa (Ha cTp. 349). Cxema 3aLmTbl KAtOYa
3N1EKTPOHHOV MOAMMUCYK B 3aBMCMMOCTN OT MECTa €ro XpaHeHWs n306paxkeHa Ha ClelytoLem PUCYHKe.

MNMaponbHBIA KNow MNepcoHanbHBIA Knoq

Knwou anekTPoOHHON NoANKCH Kniou anekTpoHHOR NognvcK
NP xpaHeHH Ha NPpH XpaHeHHKW HA HeCTHOM
BHELIHEM YCTPORCTEE AMCKE UnK B darne *.dst

PucyHok 162. Cxema 3aujumel Kr04a 31eKmpoHHolU nodnucu
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Ecnun kntoy anekTpoOHHOM NOAMUCK XPaHUTCA Ha BHELLHEM YCTPOWCTBE, KAOUOM 3aLuTbl (CM. F10CCapuin,
CTp. 416) ANs HEero ABASETCSA NAPOAbHbIA KAtoY. ECM KAKOU 3NEKTPOHHOM MNOANMUCU XPaHUTCA Ha XXeCTKOM
ANCKe UNN B ANCTPUOYTMBE KJIOUEW, KNHOUYOM 3aLlnThbl A1 HEFrO ABASETCA NEPCOHabHbIA KNHOY.

Kntoun nposepku anekTpoHHOW noanucy B cetax ViPNet nepegatotca B coctaBe NognncaHHOro
coobueHuns nporpammel ViPNet lenosas nouta. Takke KAouM NPOBEPKN 3NEKTPOHHOW NOAMUCU MOTYT
XPaHWTbCS B COCTaBe cepTMPUKaTOB B OOLLLEM XpaHUAULLE cepTUPMKATOB, HaNpumep B cayxbe
kaTanoros Active Directory.

AcvMMeTprUHOe WrdpoBaHMe nogpasyMeBaeT OTNpPaBky 3aluMPPOBaHHOIO cOobLLeHUA BAageNbLy
BbIGpaHHOro Npu 3awmdpoBaHun cepTudukata. 3amppoBaHme cOOBLLEHNA MOXKHO BbIMONHATL B TaKUX
npunoxeHusax, kak Microsoft Outlook, Outlook Express u Tak ganee. [ins storo ceptudukat nonyyarens
JOJKEH cofepykaTb B COOTBETCTBYIOLLEM MOJ1e ajpec 31eKTPOHHOMN MOYThI.

CnesyeT NOHMMAaTb, HYTO TEXHOJIOTMA aCMMETPUYHOTO LIMPPOBaHNA OCHOBaHa Ha CTaHAaPTHOM
ncnonb3oBaHun nHTepdenica Microsoft CryptoAPl. ChegoBaTtenbHO, MPU UCMOAb30BaHNN AaHHOM
TexHonornv nonb3osatenn ViPNet MoryT 6biTb He CBA3aHbI MeXay cOBOoM B CMbIC/ie TOMOAOTUN CETH
ViPNet (1x ceTn MOryT He ABNATLCA fOBEepeHHbIMM). [ns paclumdpoBaHmsa COObLLEHNA NOoAyYaTeNto
JOCTaTOYHO 3aKPbITOroO KAtO4a, cepTudukaTta 1 yCTaHOBAEHHOrO Ha KOMMbIOTepe MPOrpPamMMHOro
obecreyeHus, B COCTaB KOTOPOro BXxoauT kpuntonposangep ViPNet CSP.
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CobblTna, otcnexmsaemslie 10

VIPNet

Bce cobbiTvs pasgeneHbl Ha rpynnbl v MOArPYNMbl. Viepapxuyeckas cxema 3TUX rpynn nsobpaxeHa Ha

CNeAyroLLEM PUCYHKE:

CobbITKA, PUKCUpPYeMble CUCTEMON

/\_\

CobbiTiA, CBASAHHLIE
C funbTpaLWel Tpatdnka

(no Tuny IP-nakeTa)

/—\\\

BnoknpoeaHHble Bce nponyiweHHbie
IP-nakeTh IP-nakeThi
DuneTpami Jawwg poBaHHbE
iﬂl.l.l“l.l.ﬂﬂ'loﬁ CETH .
DunbTpamMm HesawwndposaHHoie
OTKPBITON CETH
Mo ppyram
NEHYAHaM
......................... ..

PucyHok 163. Knaccugukayus cobeimuli 8 xypHane IP-nakemos
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b/IOKMPOBaHHbIe |P-nakeTbl

Tabauya 10. Mpynna Bce IP-nakemoi\bnokuposaHHsie IP-nakemei\IP-nakemsl, 6/10kupo8aHHeble
dunempamu 3aujuwyeHHol cemu

Ne HasBaHue cobbiTusa OnucaHue cobbiTns

cobbITuA

He HaligeH kntou ans
ceTeBOro y3na

He Hal‘/ll,ﬂ.eH KNHOY AN1a CBA3U C NOIb30BaTeNIEM, I/IAEHTI/Iq)I/IKaTOp
KOTOpPOro yka3aH B nakete

2 HeBepHoe 3HaueHne mnTo  3aluilaemMble AaHHbIe WM OTKPbITaa nHopmaLma
KpunTocucTeMbl 66111 U3MEHEHbI
3 IP-nakeT 610KMpoBaH CornacHo HacTpoikam ¢GuALTPOB BXOAALLMI 3alLnMdPOBaHHbIN
$VNbTPOM 3alUULLLEHHOM NakeT WAN NCXOAALLMIA NpeHa3HaYeHHbIN 415 LWNndpPOBaHMS
cetn OTKPbITbIV NaKeT 6b1n 3abaokmpoBaH
4 Cnavwkom 6onbluas Bpems oTnpaBku nakeTa OTANYaETCA OT BPEMEHUN NpuemMa Ha
pa3Hu1LUa BO BpemMeHn BE/IMUMHY BONbLUYIO, YeM yKa3aHO B HacTpowike AOMNYCTUMOro
BPEMEeHM OTMNPaBKN MPUHATLIX NakeToB
7 HeunsBecTHbI meToA He nogaep>xwuBaeTcs MeTOA WMPPOBaHMA, KOA KOTOPOro
wndpoBaHus yKasaH BO BXOAALLEM MakeTte
8 WckaxkeHHbI IPLIR HegonyctnmMble napameTphbl B pacluMppoBaHHOM MnakeTte
3aro/IoBOK
9 HeunsBecTHbI NaeHTndurkaTop oTnpaButens B Nnakete HemspecTeH
naeHTMdrKaTop CeTeBoro
y3na
13 MpeBbiweHO Bpems XU3HN  [lakeT yHNUTOXEH M3-3a NPEeBbILEHNA TMMUTA ero HaXOXAeHNs
IP-nakeTa B CeTn
14 MonyueH IP-naket MpuHAT NakeT Ana Apyroro agpecata
ANA APYroro ceTeBoro y3na
15 Cavwkom MHoro MpeBbILEHO AOMNYCTUMOE KOJIMYECTBO OJHOBPEMEHHO
¢dparmeHToB Ans IP-naketa  o6pabaTbiBaeMbix PparMeHTVPOBaHHbIX NaKkeToB
16 WcuepnaHa nvueHsmna Ha 3T0 CObbITE PErncTpPUPYEeTC TONbKO Ha KOOPAMHATOPE,
KONNYecTBo OCYyLLEeCTBAAIOLLEM TYHHENMpPOBaHWe. Ha koopanHaTop
TYHHENMpyeMbiX afpecos OAHOBPEMEHHO MOCTYNUAN NakeTbl OT 6ONbLUEro KoAn4ecTsa
Y3/10B, YUeM pa3peLLeHO ANLEH3MeN
17 HesepHbin IP-agpec MocTynun nakeT ¢ HEKOPPEKTHLIM UN HEM3BECTHbIM |P-

aApecom. Yalue Bcero cobbiTve BO3HWKAET Ha KOOPAMHATOPE B
cllegytolieM cydae: Ha KOOPAMHaTOP NoCTynuA
3alndPOBaHHbIN NaKeT, NpeAHa3HauYeHHbIV 415
TYHHE/IMPYEMOro y3/1a aHHOTO KoopauHaTopa, Ho IP-aapec
3TOrO y3/1a OTCYTCTBYET B CIMCKe TYHHEANPYEeMbIX afpecoB
KoopauHaTopa
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18

19

70

HewusBectHbIN IP-agpec
nonyuyarens

MonbiTka oTnpasutens
nocnaTtb coobuieHne oT
MMEHU Uy>XKOoro y3na

MakeT 3a6s10knpoBaH
TPaH3UTHBIM GUABTPOM
ANA 3aMLLEHHOTO y3/1a

B nakeTte OTCyTCTBYeT Ui yka3aH HensBecTHbIl IP-aapec
noaydarens

MocTynuA NakeT oT y3na, KOTOPbIV He ABASETCA ero
oTnpaBuTENEM

3T0 CObbITVE PErNCTPUPYETCA TONBKO Ha KOOPAMHATOPE C
onepaunoHHon cuctemol Linux. MakeT 3a6s10knpoBaH
dunbTpaMu A8 TPaH3UTHOrO 3awndpoBaHHOro Tpadumka

Tabauya 11. pynna Bce IP-nakemoi\bnokuposaHHsie IP-nakemeoi\IP-nakemsl, 6/10kupo8aHHeble

dunempamu omkpeimoli cemu

Ne Ha3BaHue cobbiTna OnucaHue cobbiTnA

cobbiTuA

22 He3awmndpoBsaHHbIii IP- OT 3aWWLWEHHOro agpecata NpuLLEen OTKPbITbIN nakeT
nakeT OT CeTeBOro y3na

23 He3awwmndppoBaHHbIi OT 3aWyWLWEHHOro agpecata npuLLen OTKPbITbIN
LUMpOKOBelLLaTesbHbIN IP- LUIMPOKOBeLLaTe/IbHbI NakeT
nakeT OT CeTeBOro y3na

24 OTKpbITbIN IP-nakeT ans Cny>xebHbIi Tpadumk ViPNet noctynma B OTKpbITOM BUAe
cnyx®6 ViPNet

30 JlokanbHbll IP-naket MakeT 6NOKMpPYeTCA I0KaNbHBIM GUABTPOM OTKPbITONM CETU UK
610KkMpoBaH GpUILTPOM A5 NakeTa He YAanoCb HalTV NOAXOAALLMA GUALTP
OTKPbITOW CEeTH

31 TpaH3uTHbIN IP-naket 3T0 cOobbITNE perncTpupyeTcs ToNbKO Ha KoopauHaTope. MNakeTt
610KknpoBaH GUALTPOM 610KMpyeTCA TPaH3UTHBIM GUABTPOM OTKPbITON CETU MW AN1S
OTKPbITOW CEeTU nakeTa He yAanocb HalTU NOAXOAALLMI GUALTP

32 LLinpokoBeLyaTenbHbiii IP- MakeT 6aoknpyeTcs GPUALTPOM OTKPBLITOrO
naket 6aoknMpoBaH LUIMPOKOBeLLaTeNIbHOro Tpaduka Uan ANa naketa He yAanochb
$nnbTPOM OTKpPLITOM CeTH HaWTV NoAXoAALMI dUabTP

33 IP-naket 6n10knpoBaH 7O CObbITUE PErNCTPUPYETCA TONBKO Ha KOOPAMHATOPE.
$nnbTpOM aHTMCNYPUHTa HaligeH cooTBeTCTBYHOWMI GUALTP B Tabanue aHTUCNyurHra

35 MpesbiweHo B TeueHue 3agaHHOro neproga spemeru 6bian noayyeHsi IP-
MaKcMMasibHoe Yncno nakeTbl OT 60/IbLLEro KoMYecTBa ajpecoBs, YeM 3aJaHo B
3almLaemMbIX ajpecoB NNLEH3MM

37 MakeT 6510kMpoBaH 370 CObbITUE PErNCTPUPYETCSH TONBKO Ha KOoopauHaTope. MNakeT
dnnbTpom ana 6n0KknpyeTca GUALTPOM Tpaduka TYHHeNMPYeMbIX Y3108 UK
TYHHe/INpyeMbIX y3/10B A/19 NakeTa He yAanocb HaWTV NoAXOAALLMA GUAbTP

39 IP-nakeT 610kupoBaH MakeT 3a610KMpoBaH GMABTPAMM MO YMOAYAHWIO NPW 3arpy3ke

dunbTPaMmM Mo ymonuaHuio
npw 3arpyske KoMmmnbloTepa

KOMMbLOTEPA
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Tabauya 12. pynna Bce IP-nakemesi\bokuposarHsie IP-nakemei\IP-nakemel, 6710kuposaHHbie no

opyaum npuyuHam

Ne HasBaHwue cobbiTna OnwucaHne cobbITnsA
cobbITuA
80 Paswmep IP-naketa MeHbLue Pa3smep IP-nakeTa MeHbLLE MWUHVMaNIbHO BO3MOXHOIO
AONyCcTUMOro
81 Heponyctnmas Bepcus B naHHOM Bepcuun noasepKMBaeTcs TobKO npoTokon IP
npotokona IP Bepcumn 4
82 Heponyctnmas agnvHa [nviHa 3aronoBka npotokona IP MeHblue MUHUManbHO
3aronoska IP BO3MOXHOIO
83 Heponyctumas gavHa IP- [nviHa nakeTa MeHbLUe, YeM yKa3aHO B 3aro/loBKe NpoToKosia
naketa IP
84 HecoBnaaeHue MoacumMTaHHOE 3HaUeHWe KOHTPOIbHON CyMMbl IP-nakeTa He
KOHTPOJIbHOM cymMbl IP COBMajaeT CO 3HaUeHMeM, yKasaHHbIM B MakeTte
85 Pa3mep 3aronoska TCP HezonyctnMo KopoTkuii 3arosoBok npotokona TCP
MeHbLUe MUHUMANbHO
AonycTMMOro
86 Pa3mep 3aronoska UDP Hezonyctnmo kopoTkuii 3aronoBok npotokona UDP
MeHbLUe MUHUMANIbHO
AonycTMMOro
87 Mpoueaypa Owwnbka npun nonbiTke gedparmMeHTaumm Bxoaaiero IP-naketa.
AedparmeHTauum
3aBepLuMaach C own6Kom
88 LLinpokoBeLatenbHbIn AZpec oTnpaBuTens B NakeTe ykasaH LMPOKOBeELLATeNbHbIN
aapec otnpasutens IP-
naketa
89 Mpoueaypa Owwnbka npu nonbiTke gedparmeHTaumm Bxogaiero IP-nakeTa.
AedbparmeHtaumm
3aBepLumnaach ¢ ownbkom
920 HepocraTtouHo pecypcoB HeBo3MOXHO co3aaTb KoY A4 3amndpoBaHna Nan
AnsA KpuntoobpaboTkm pacwndpoBaHMa NakeTa n3-3a HeAOCTaTOUHOCTM CBOBOAHBIX
pecypcoB kpunToapansepa.
Ecnv ata owmnbka ctabunbHo npossasetcs, obpatuTech B
cnyx6y nogaepxkun komnaHuu «IHpoTeKC». BoamoxHo,
notpebyeTcs 06HOBAEHWNE BEPCUM ApaliBepa, NCMONb3YHOLLErO
60/1blUe MaLUMHHBIX PecypcoB, nan Honee coBepLleHHas
MoZzenb KOMMbtoTepa.
91 IP-nakeT nonyueH Bo BroknpoBka Bcex NakeToB BO BPeMs MHULMAAN3aLMM
Bpems MHULManmsaumm ApanBepa
ApanBepa
92 Cavwkom 6onbLuoi Pa3mep naketa orpaHuyeH napameTtpom 48 Kbant

pa3mep IP-naketa
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93

94

95

97

98

100

101

103

104

105

M

12

13

115

116

17

MpeBbiweHo Bpems c6opku

¢parmeHToB IP-naketa

HepoctaTtouHo namaTtun

O6Hapy>xeH ceTeBOW y3en
C TakKUMm
Xe naeHtndunkaTtopom

IP-naket 6noknpoBaH
¢dunnbtpom SQL

HepocraTtouHo pecypcos
ans obpabotkm IP-naketa

IP-nakeT 3a6n10KkMpoBaH B
XoAe UHcnekunm
COCTOAHUA CoefNHEHMNA

He HaligeH mapwpyT ans
TpaH3uTHoro IP-nakeTa

MpesbiweHo

MaKCMMaJZibHOe KOZIn4ecTBo

coeAViHEeHUN

CoeaviHeHune yxxe
cyuiecTByeT

He yaanocb Bbigenutb
AVHaMUUeCcKuii NopT Ana
npasuaa TpaHCAALUU
agpecos

He HalgeH kntou obmeHa

HapyweHa ummToBCTaBKa
OTKPbITOW YacTu
3awmndpoBaHHOro Nakerta
4.2

HewnssectHbin ID
MCTOYHMKA

He yaanock Haiitu
MapLpyT ana IP-naketa

CeTteBoW nHTEpdENC He
HanaeH

He ypanock paspewuntb
MAC-aapec no IP-agpecy

3a gonycTMMoe BpemMsa Noay4veHbl He BCce GparMeHThbl
dparMeHTMPOBaHHOrO NakeTa

[lna BbINoNHeHUs Kakon-nnbo onepaummn Tpebyetcs
BblAe/ieHne NaMATh, HO BblAANTb NaMATb He YAanoch

B ceTn nosBuaca y3en ¢ Takmm e naeHTMGUKaTopom, Ho
ApyruMm IP-agpecom

CoepuHeHue 3abaoknpoBaHo dpunbTpom Microsoft SQL

CobbiTne nHTEpnpeTnpyetcs kak cobbitve 90

IP-nakeT He NPUHAANEXUT TeKyLLel ceccMmn 1 3abnokMpoBaH B

XOZe MHCMEKUMU C XpaHeHneM coctosHms (Stateful Packet
Inspection).

IT0 cobbITHE PErUCTPUPYETCA TONBKO Ha KOOpAMHaTope. He
Hal4eHo NpaBwIO AN TPAH3UTHOrO nakeTa B Tabavue
MapLUpyTOB

KonnuectBo y>ke yCTaHOBAEHHbIX COEAVHEHWNI MPeEBbIIAET
MakcuManbHo gonyctumoe MO ViPNet (He anmueHsmein)

Ecv napameTpbl MCXOAALLMX NaKeTOB ANS CO34aBaeMOoro
COeAMHeHUNsA COBMaAatoT C y>Ke CyLIeCTBYOLMMM, TO Takoe
coesvnHeHune bBaokmpyeTcs

7O CObbITUE PErNCTPUPYETCA TONBKO Ha KOOPAMHATOPE.
KoopaunHaTop He cMOr BblAeNUTb NOPT AN AMHAMUYECKOTO
npasuaa TpaHCAALMM aApecoB (HanpumMep, BCe NOPTLI B Nye
3aKOHUMNUCB)

He Hal7|,£l.eH KJIHOY ANnA CBA3M C CETEBbLIM Y3/10M Nnoay4vatens

HeBepHoe 3HaueHne NMUTO ANA TPaH3UTHOTO
3awmdpoaHHoro Tpaduka

HewnsBecTHbIN I/I,D,EHTI/Iq)VIKaTOp CeTeBOoro y3sia—UCTOYHKMKa
TPAH3UTHOTO 38LIJVIq)pOBaHHOI'O nakeTa

Mo KaknM-11bo NpUUYNHaM He HaZeH MapLIpyT B TabavLe
MapLLpyTV3aLmm

IP-nakeT He MOXET 6bITb OTMPABAEH, Tak Kak He HalgeH
CeTeEBOW UHTEpdec

He yaanock onpeaennts MAC-agpec noayyaTtens nakerta no
ero IP-aapecy
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18

19

120

121

122

He ypanocb npoussectu
wndposaHue IP-nakeTa

HeusBecTHbIn dopmat
IPLIR 3aronoBka

HecornacosaHHas
mHbopmauusa o cnocobe
AOCTyna J0 CeTeBOro y3na

Owwnbka B pabote knacrepa

Hewu3sBecTHbIN npoTokon
KaHa/JIbHOTO YPOBHS

Owwnbka npun wndbposaHum ncxoasiuero IP-naketa gns
3alMLLEHHOrO y3na

MonyueH 3awmdposaHHbIv IP-nakeT HenssectHoro Gpopmata

Owwnbka npun otnpaske IP-naketa Ans 3alMLLEHHOrO y3/1a

3710 cobbITUE perncTpupyetcs Tonbko Ha knactepe ViPNet.
BHyTpeHHss owwmnbka knactepa

MonyyeH IP-nakeT HEM3BECTHOrO NPOTOKO/IA

Mpumeuanue. Ecnum Bbl ncnonbsyete Windows Server 2008 R2 nan 6onee nosgHIo0
Bepcuto Windows, cobbitna 82 1 89 He dukcmpytoTcs B XypHane IP-nakeTos, Tak Kak
ornepaLMoHHas cMcTeMa aBTomMaTnyeckn 6aokmpyeT cooTBeTCTBYtOWMe IP-nakeTs.
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[ lponyuleHHble [P-rakeTbl u
CNyXebHble CObbITA

Tabsuya 13. [pynna Bce IP-nakemeoi\Bce nponyuwieHHble IP-nakemeoi\lponyujeHHbie 3auiugposaHHsie

IP-nakemel

Ne HasBaHwue cobbiTnA OnwucaHve cobbiTUA

cobbITnA

40 MponyLeH 3awmndpoBaHHbIN MponyLeH 3awmndpoBaHHbIA NakeT
IP-naket

41 MponyLueH naker, MponyLeH IP-nakeT, 3aWMPpoBaHHbIV Ha Katode Ans
3aWnPpoBaHHbIN Ha LUIMPOKOBELLATE/IbHbIX NMaKeToB
LUMPOKOBELLaTEbHOM K/to4ye

44 OcyuiecTBieHa MaplipyTusaumsa 370 COObITUE PErMCTPUPYETCS TONbKO Ha KOOPAMHATOpe.
3awWwmndpoBaHHOro TpaH3MTHOro  [lakeT HanpaBieH Ha APYron y3en NyTém noAmeHbl B HEM
IP-naketa ¢ usmeHeHnem ajpeca nonyyarens
ero agpeca

45 3awmngpoBaH (pacwimdppoBaH) 3T0 CObbITUE PEFUCTPUPYETCSA TONBKO Ha KOOPAMHATOPE.

nakeT TYHHeAnpyeMoro y3na

3awmndposaH Uan pacluimppoBaH nakeT Ans
TYHHe/IMpyeMoro y3na

Tabauya 14. [pynna Bce IP-nakemeoi\Bce nponyujeHHbie IP-nakemeoi\lMponyujeHHble

HezawugposaHHble IP-nakemeol

N2

cobbITUA

60

61

62

63

64

Ha3sBaHue cobbiTus

MponyuieH He3awmndpoBaHHbIN
nokanbHbI IP-naket

MponyueH He3alwmndpoBaHHbIN
LMpokoBeLwaTebHbIi IP-nakert

MponyuieH He3awmndpoBaHHbIN
TpaH3uTHbIX IP-nakeT

MakeT nponyLueH GpuabLTPOM
ANA TYHHeNNpYyeMbIX Y3108

IP-nakeT nponyiueH ¢puabTpamm
No yMOJ/YaHMIO Npw 3arpyske
KOMnbloTepa

OnucaHune cobbiTuA

HaingeH paspelatownii GuabTp OTKPLITON ceTh Ans
nokanbHbIx IP-naketos

HangeH paspelatownii GuabTp OTKPbLITON CETU ANA
LMpokKoBeLaTenbHbIX |P-naketos

3T0 CObbITUE PErUCTPUPYETCSH TONBKO Ha KOOPAMHaTOPE.
HangeH paspelatownii GuabTp OTKPbLITON CETU ANA
TpaH3uTHbIX |IP-nakeToB

370 cobbITME PErNCTPUPYETCA TONbKO Ha KOOPAMHATOPE.
HangeH paspewatownii dbuabtp ans IP-naketos ot
TYHHENNPYEMbIX Y3108

MakeT nponyLieH GUAbTPamu, KOTOpbIe AENCTBYHOT NMPW
3arpyske KomrbtoTepa
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Tabauya 15. Npynna Bce IP-nakemui\CnyxxebHble cobbimus (JonosHUMensHas uHgopmayus,

dopmupyemas 011 IP-nakemos, yxe 3ape2ucmpupo8aHHbIx 8 XypHase)

Ne HasBaHue cobbiTusA OnwncaHve cobbITUA
cobbITnA
42 MN3meHwnnca IP-agpec y3na [pansep obHapyxun, uto IP-agpec y3na nam napameTpsl
JOCTyNa K HeMy Yepes BHELUHIOH CeTb M3MEHWUINCD, 1
COOTBETCTBYHOLLMM 06pa3oM CKOPPEKTMPOBaa CBON TabauLibl.
Mpw N3MeHeHMM NapameTpoB JOCTyNa cobbiTne
PerncTpupyeTcs ToabKo A5 CeTeBbIX Y310B, He paboTaroLwmx
yepes MeXCeTeBOMN 3KpPaH C AMHAMUYECKOM UAN CTaTUYecKom
TpaHcaaumen agpecos.
46 MN3meHnnnce napameTpsbl [JpaviBep 0bHapy>u, 4To NapaMeTpbl JOCTYNa K CETeBOMY
AOCTyMa K ceTeBOMYy y3ny y3/ly Yepe3 BHELUHIO CeTb M3MEHWANCh, 1 COOTBETCTBYHOLLUM
0b6pasom ckoppekTMpoBan cBom Tabaunupl. CobbIThe
perncTpupyeTca Ans ceTeBbIX y3/0B, paboTatoLmx Yepes
MEXCETEBOM 3KPaH C AMHAMUNYECKOWN NN CTaTUYECKOWN
TpaHcasumen agpecos. B kauectee IP-agpecos v nopTtos
perncTpupyroTca faHHble n3 IP-nakeTta, NOCTYNMUBLLETO U3 CETH,
A0 ero npeobpasoBaHna JpariBePOM.
47 Uctek Talim-ayT NcTek TalM-ayT NoaAep KN COefUHEHNI Yepes yCTPOMCTBa C
AVHamMuyeckon TpaHciaumel IP-agpecos
48 Appec ceTeBoro ysna 3aperncTpupoBaHo cobbITUe, UTO OT y3/1a NoCTynaroT
3apervcTpvpoBaH LUIMPOKOBeLLaTeNbHble NaKeTbl
U3 LUMPOKOBeELLaTeIbHOrO
naketa
49 MN3meHnnnce napameTpsbl Moctynuna nHdopmaLma 06 N3MEHEHMN NapaMeTPoB A0CTyNa
JAOCTyna K CBoemy y3ny 13 Yepes BHELLHIOO CeTb K CBOeMy ceTeBOMYy y3ny. B kauectse IP-
BHeLUHel ceTn af,pecoB 1 NOPTOB PErncTPUPYOTCA JaHHbIe MO JOCTYNY K
csoemy y3ay (Monyuatenb) 1 K y31y, OT KOTOPOro NoayyeHa
nHpopmaumsa (OTnpaBuTtennb)
110 Ha DNS-cepBepe Moctynuno coobueHmne ot DNS-cepBepa, 4To 414 y3na C
3aperucTpMpoBaH HOBbIN UMeHeM, yKa3aHHbIM B none OTnpaBuTeb, 3aperncTprupoBaH
IP-agpec y3na IP-agpec, ykasaHHbI B none IP-agpec otnpaButens
114 Mmsa Ha DNS- (WINS-) OteT DNS-cepBepa 06 OTCyTCTBYHOLLEM MMEHWN 3a6NOKMPOBaH,
cepBepe He 3anpoc Ha NpeobpazoBaHne 3TOFO UMEHN NepesaH Apyromy
3aperncTpmpoBaHo DNS-cepsepy.
138 3abs10KkMpoOBaH NakeT Ha 3abnoknposaH 3anpoc Ha Ny6anuHbln DNS-cepBep, Tak Kak B

ny6aunuHbin DNS-cepBep

TekyLLemM pexunme paboTbl 3TOT 3anNpocC JOMKEH ObiTb
obpaboTaH 3awmweHHbIM DNS-cepBepom.
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PermoHanbHble HaCTPOWIKM

AN KOPPEKTHOrO OTOBPaXKEHNs PYCCKON NoKanm3aumm nitepdeiica nporpamm ViPNet B
pycnduumposaHHbix OC Microsoft Windows aHravinckoin nokanavsaumm Heobxoa1Mmo yCTaHOBUTb

MOAAEPXKKY KUPUAAWLbI A8 MPOTPaMM, He NoAdepkusatowmnx KOHUKOA. TV HaCcTPOWKU PEKOMEHAYeTCS
MPOU3BOAUTL 40O YCTaHOBKM CaMO Nporpammbl.

[JaHHble HaCTPOWMKM TakxXe NOHaZ0bMTCA caenaTb, eCan YyCTaHOBAEH pycckoasblvHbIi MUl (Multilanguage
User Interface). 310 3HauwnT, UTO AZPO ONEPALIMOHHON CUCTEMbI AHIIMINCKOE, @ PYCCKUI A3bIK 15

nHTEpdeiica 1 daiinoB cnpaBku Bbia yCTaHOBAEH MO3Xe. B 3TOM ciyyae pervoHabHble HACTPOWKM MO
YMONYaHWIO aHTINACKNE U TPeBYHOT N3MeHEeHMs.

BHumaHwme! [1ns n3MeHeHNs permoHanbHbIX HaCTPOEK Bbl JOJKHbI 061a4aTh NpaBaMu
aZiMUHUCTpaTopa OnepaLMoHHON CUCTEMbI.
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PermoHaneHble HacTponkm B OC
Windows 7, Windows Server 2008 R2

[Ans yctaHoBkM noaaepsxxku knpuanumubl Ha OC Windows 7, Windows Server 2008 R2 BbinoaHUTe
cnesyoLLne AencTBus:

1 Ortkpovite naHens ynpasnerus (Control Panel) n B kateropun Yacel, a3bik n pernoH (Clock,

Language, and Region) Bbibepute napameTtp A3bIK U permoHanbHble ctaHgapTbl (Region and
Language).

2 B okHe fI3bik 1 pernoHanbHble cTaHaapTbl (Region and Language) nepenante Ha BKAaaKy
JononHutensHo (Administrative).

# Regicn and Language [
Formats | Locaticn | Keyboards snd Languages | Administrative

Welcome screen and new user accounts

View and copy your intemational settings to the welcome screen, system
BCCaumts s few USET BCCounts.

% Copy settings...

Tell me e about thess sccounts

Language far non-Unicode programs

Thas setting (system locale) controls the language used when displaying
text in programs that do net suppet Unicode,

Current language for non-Unicode programs:

Enghzh (Unrted State<)

& Change system locale.

ok || Coced |

PucyHok 164. [lonosHumesibHoble A3blk08ble napamempeol

3 Ha Bknaake lononHutenbHo (Administrative) HaxxmuTte kHOMKY UN3MeHUTb a3bik cuctembl (Change
system locale).

4 B nossuBLiemcsa okHe B crivcke Current system locale Bbibepute Pycckuii (Poccumsa) (Russian
(Russia)).
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|

Select which language (system locale) to use when displaying ted in programs
that do not support Unicode. Thas setting affects all wser accounts on the
computer,

Current system locale
Russian (Russia) -

4] . Cancel

o Region and Language Settings [

PucyHok 165. Bbibop si3bika cucmemsl

Haxxmute kHonky OK. Mepe3arpy3uTte KoMnbroTep.

JoxanTteck 3aBepLUeHNs nepesarpyskn KOMMbroTepa, OTKpoKTe naHenb ynpasaeHus (Control Panel)
n B Kateropuu Yacel, a3bik u peruoH (Clock, Language, and Region) Bbibepute napametp fA3bik u

pernoHanbHble cTaHgapThl (Region and Language).

B okHe fI3bik 1 pernoHanbHble cTaHaapTbl (Region and Language) nepenante Ha BKiagKy
[AononHutenbHo (Administrative) (cm. PucyHok 163 Ha cTp. 341).

Ha Bknasgke flononHutenbHo (Administrative) HaxxmuTte kHonKy KonupoBatb napametpbl (Copy

settings).

B oTkpbiBlIEMCA OKHe B cnvcke KonnpoBaTtb Tekywme napametpbl B (Copy your current settings

to)yctaHoBMTE Paxxok DKpaH NPUBETCTBMA N cUCTEMHbIe yueTHble 3anncn (Welcome screen and

system accounts) n Haxxmute kHonky OK.

The settings for the curment user, welcome screen (fystem accounts) and new
uter sccounts are desplayed below.

Current user
Display language English
Input language English (United States) - US
Format: English (United States)
Location: United States

Welcome screen
Dizplay languadge Englizh
Input Lsnguage English (United States) - LIS
Fermat: English (United States)
Lecatian: United States

Mew weer accounts

Display language: English

Input language English (United States) - U5
Fermat: English (United States)
Lecation: United States

Cop:,' Wour cument 1:Ettings {=H
| Welcome screen and systern accounts
Mew user accounts

The new user accounts display language is cummently inhented from the

weloome screen display language.
oK | canca |

¥ Welcome screen and new user accounts settings [

|

PucyHok 166. KonuposaHue napamempos
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Tak>ke ANs NCKIOYEH NS MPOBIEM C KOANPOBKOM B HEKOTOPBIX CUCTEMAX Mbl PEKOMEHAYEM BbINOJHUTbL

cnegyroLine AencTBus:

1 B okHe fI3bIk 1 pernoHanbHble ctaHaapTbl (Region and Language) Ha Bknagke ®opmatbl (Formats)
B cnucke ®opmat (Format) Boibepute Pycckmin (Poccumsa) (Russian (Russia)).

*# Regicn and Language =]
Formate | Location | Keyboards and Languages | Adminisirative
Fonmat:
| Russisn (Russis) =
Duaste and time fosrmats
Short date [ddbamMyy ]
Long date: :nMMMH i n’ -
Short time: ?H:mm '-
Lang time | Hemunniss ™
First day of weelk: ?thhHHK v-
What does the notation mean
Examples
Shart date 02.08.2010
Long date: 2 cemtrGpr 2000 r.
Short time: 12:43
Long time 12:43:50
[ Additional settings... ]
G online to lesrn abeut changeng lenguages and regeonal formats
| Concel | [ ooy

PucyHok 167. Hacmpolika gpopmamos

2 B okHe fI3bik 1 pernoHanbHble ctaHAapTbl (Region and Language) Ha Bknagke PacnonoxxeHne

(Location) B cnucke Tekyuwee pacnonoxeHue (Current location) Boibepute Poccusa (Russia).
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Fommats | Locabon | Meyboands snd Languages | Admnistrative |
Some software, ncheding Windows, may provide you with sddtional content
for a paticular lecation, Some services provide local information such as news
and weather.
Current lecation:
Fussia v]
See ako
Default lgcation
ok || Conced || sesty |

PucyHok 168. Beibop mekyuwjezo pacnonoxeHus
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PermoHaneHble HacTponkm B OC
Windows 8, Windows Server 2012,
Windows 8.1, Windows Server 2012
R2, Windows 10

Ans ycraHoBky nogaepxkm knpuaamupel Ha OC Windows 8, Windows Server 2012, Windows 8.1, Windows
Server 2012 R2, Windows 10 BbINnonHUTE cregytoLine AeAcTBUs:

1 Otkpowite naHenb ynpaeneHus (Control Panel) n B kateropumn Yacsl, a3bik n permoH (Clock,
Language, and Region) Bbi6epute napametp MiameHeHue dpopmMaToB gaTbl, BPEMEHU U UMcen
(Change date, time, or number formats).

2 B okHe PernoH (Region) nepenaunte Ha Bkiagky JonoaHutensHo (Administrative).

* Region %
Formats Location  Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts,

| E;Copy settings...

Language for non-Unicode programs

This setting (system lecale) controls the language used when displaying
text in programs that do not support Unicode,

Current language for non-Unicode programs:

English (United States)
E;'Change system locale...

QK Cancel Apply

PucyHok 169. [lonosHumMebHbie A3biko8ble napamempesi

3 Ha Bknagke AononHutensHo (Administrative) HaxxmuTe KHOMKy U3meHnTb s3bik cuctembl (Change

system locale).

4 B nosBuBLUEMCS OKHe B cnucke Bblbepute Pyccknin (Poccus) (Russian (Russia)).
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¥ Region Settings x

Select which language (system locale) to use when displaying text in programs
that do not support Unicede, This setting affects all user accounts on the
computer.

Current system locale:

Russian (Russia) -

PucyHok 170. Beibop s3bika cucmemel
5 Haxmute kHonky OK. MNepe3arpy3nte komnbroTep.

6 Joxautech 3aBepLUeHMs Nepesarpy3ky KOMMbroTepa, OTKpoWTe naHens ynpasaeHus (Control Panel)
n B kateropumn Yacsl, a3bik n pernoH (Clock, Language, and Region) Beibepute napametp
N3meHeHne popmatoB aaTthl, BpeMeHu u uncen (Change date, time, or number formats).

7 B okHe PernoH (Region) neperignte Ha Bkaaaky JononHutesnsHo (Administrative)
(cM. PrucyHok 168 Ha cTp. 345).

8 Ha Bknagke AononHutensHo (Administrative) HaxxmuTe KHonky KonvpoBaTtb napametpsbl (Copy
settings).

9 B oTkpbiBWeMcs OkHe B cnucke KonmvpoBatk Tekywmne napametpbl B (Copy your current settings
to) yctaHoBUTE dhaxkok IKpaH NPUBETCTBMA U cUCTEMHble yueTHble 3annucn (Welcome screen and
system accounts) 1 HaxxmuTe kHonky OK.

£ .
¥ Welcome screen and new user accounts settings X

The settings for the current user, welcome screen (system accounts) and new
user accounts are displayed below,

Current user

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Welcome screen

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Mew user accounts

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Copy your current settings to:
] Welcome screen and system accounts

[ New user accounts

Pucyrok 171. KonuposaHue napamempos
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Takoke Ans NCKAOUEHNS NpobaeM ¢ KOAUPOBKOWN B HEKOTOPbIX CUCTEMAX Mbl PEKOMEHAYEM BbINOAHUTb
cnegyroLine AencTBus:

1 B okHe PernoH (Region) Ha Bkiagke ®opmartbl (Formats) B cnvcke ®opmat (Format) Bbibepute
Pycckmin (Poccumn) (Russian (Russia)).

¥ Region x
Formats  Location  Administrative
Format:

Russian (Russia) w

Language preferences
Date and time formats

Short date: dd MM.yyyy ~
Leng date: d MMMM yyyy ' ~
Short time: H:rmm ~
Leng time: Himmiss ~
First day of weelk: NOHEZENEHHEK w
Examples

Short date: 11.10.2017

Leng date: 11 ckratpa 2017 .

Short time: 14:30

Leng time: 14:30:06

Additional settings...

Cancel Foply

PucyHok 172. Hacmpolika popmamos

2 B okHe PernoH (Region) Ha Bkiagke MectononoxkeHue (Location) B cnvcke OcHOBHOe
pacnonoxeHune (Home location) Bbibepute Poccus (Russia).
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¥ Region *
Fomats Location  Administrative
Some software, including Windews, may provide you with additional content
for a particular location, Some services provide local infermation such as news
and weather,
Home location:
Russia ~
Corca | [ oot

PucyHok 173. Belibop mekyujezo pacnosioxeHus
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BHeLHWe yCTponCTBa
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ObLupme ceeaeHs

BHelUHWe ycTpolicTBa NpesHa3HauveHbl 418 XpaHEHWS KOHTEMHEPOB KAto4Yen (cM. rnoccapuid, cTp. 417),
KOTOpble Bbl MOXETE MUCMOJ/Ib30BaTh A1 ayTeHTUdMKauumn, GopMMpPOBaHNUs 31eKTPOHHON MNOAMUCH (CM.
rnoccapvm, ctp. 421) unv gas ppyrux uenen.

Ha BHelHeM yCTpOMCTBE MOTYT XPaHWUTBCSA KAHOUW, CO3AaHHbIE NO Pa3/IMYHBIM aaropuTMam B
nporpammHom obecrneueHun ViPNet nam B cTOpoHHMX nporpammax. MakcnmanbHOe KOAMUecTBo
KOHTEMHEPOB KItOUEl, KOTOPOe MOXET XPaHUTbCA Ha OZAHOM BHELLHEM YCTPOMCTBE, 3aBUCUT OT ob6bemMa
namsaTu yCTPOMCTBaA.

MporpammHoe obecneuveHune ViPNet MoHuTOp noafep>kmBaeT ABa cnocoba ayTeHTUdMKaumnm ¢
MOMOLLIbIO BHELUHEro YCTPOKCTBa (CM. Cnocobbl ayTeHTUdGMKaL MM noab3osatens Ha ctp. 70):

e [lo nepcoHanbHOMy katouy nosb3osatens ViPNet, KOTOpbIA XpaHUTCA Ha YCTPOMCTBE. ITOT Cnocob
ayTeEHTMOUKALMM UMEET CeayoLne OrpaHNUeHNs:

o OaHO BHelLHee YCTPONCTBO HEBO3MOXHO MCMNO/Ib30BaTh ANS ayTEHTUDMKALMM HECKONBbKMNX
nosab3osaTenen ViPNet.

o OAHO BHellUHee YCTPOMNCTBO HEBO3MOXHO MCMOJ/Ib30BaTh A5 ayTeHTUOMKALUN OAHOTO
nosib3oBaTena Ha Heckoabkux y3nax ViPNet.

o Ecam ncnonbsyetcs 31oT cnocob ayTeHTUdMKALMY, TOF4a KIHOUM 3NEKTPOHHOW NOAMNMUCH
nosib30BaTes, U3aHHble B yA0CTOBepstoLLeM LeHTpe Ha H6a3e MO ViPNet, 0aHbI XpaHWUTbCS
Ha OZlHOM YCTPOWMCTBE C NMEPCOHA/bHbLIM KJHOUYOM.

e [lo cepTudukaTy, KOTOPbI XPaHUTCA Ha YCTPOMCTBE BMECTE C COOTBETCTBYHOLLMM 3aKPbITbIM
knroyoM. TpeboBaHua k cepTudmkaTty cm. B pasgene OcobeHHOCTU ayTeHTUdUKALMM C MOMOLLbHO
ceptudukara (Ha cTp. 74).

Bce onepauun ¢ KoOHTeHepamMu KAOYEeN U BHELWHUMW YCTPOMCTBAMM Bbl MOXETE BbINMONHUTL B
nporpamme ViPNet CSP (cm. Hactpolika napameTpoB kpuntonpoaigepa ViPNet CSP Ha cTp. 233).
Y1066l MCNONBb30BaTh Kakoe-N1Mbo BHELLHEe YCTPOWCTBO, Ha KOMMbOTEp HEOBXOAMMO YCTaHOBUTb
ApariBepbl 3TOro ycTpoiicTaa. MNepes 3anmcbto KAKYer Ha YyCTPOMUCTBO ybeamnTech, UTO OHO
oTdbopmaTnpoBaHo.

Cnncok NoAAepPXMBAEMbIX BHELLHMX YCTPOMCTB

B cnegytowert Tabavie nepeyumncieHbl BHELLHWE YCTPONCTBA, KOTOPble MOTYT 6bITb MCMOb30BaHbI B
nporpammHom obecneueHun ViPNet. [lnsa kaxzoro cemencTea yCTpoUCTB B TabinLe npreeseHo
onuncaHune, ykasaHbl yC10BUA 1 0COBEHHOCTM paboTbl € yCTpOMCTBaMM.
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Tabauya 16. lNModdepxxusaemele sHewHUe ycmpolcmea

Ha3sBaHue
cemMelicTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP

ESMART Token

Infotecs
Software Token

A-Key

ViPNet HSM

MonHble Ha3BaHWUA U TUNbI
YCTPOUCTB

CMapT-KapTbl 1 TOKEHBI
tvnos ESMART Token,
ESMART Token FOCT,
ESMART Token USB 64K

Infotecs Software Token —
nporpaMMHas peanvsauus
cTaHzapTta PKCS#11

CmapTt-KkapTbl

aKey S1000,

aKey S1003,

aKey S1004
NPOV3BOACTBa KOMMNaHUK
Ak Kamal Security

BrpTyanbHbIli TOKeH
ViPNet HSM npowusBoacTBa
OAO «NHpoTeKC»

Heobxoanmble 1 pekomeHAyeMble YcnoBusA paboTbl
C CEMEeICTBOM YCTPOICTB

Ha komnbtoTepe f0nkHO BbiTb ycTaHoBAeHO MO ESMART PKI
Client gns Windows (pekomeHayemas Bepcus — 4.3 R1).

Yctporictea Tvna ESMART Token Heobxoanmo
oTdopmMaTtuposatb ¢ nomousto MO ESMART PKI Client ans
Windows c npodunem ViPNet2.

MepeHoc KtoYelr NoANNCK C YCTPOMCTBA U Ha YCTPOMCTBO
ESMART Token FOCT HeBO3MOXeH, TaK KaK Ha yCTpoincTee
UCNoJb3yeTcs annapaTtHas Kpuntorpadus ¢ Hem3BaeKaeMbIM
K/NHOUOM.

Mpw ncnonb3oBaHuK yctpoictea Tvna ESMART Token TOCT
BO3MOXHa ayTeHTNdUKaLMA TONLKO MO NepcoHalbHOMY
KJIHO4Y Ha YCTPOKCTBE.

Heobxoanmoe MO Bxoaut B noctasky ViPNet CSP.
C nomoLybto nporpammbl token_manager.exe
Ha KOMMbIOTEPE JOJIXKEH BbITb CO34aH BUPTYasbHbIA TOKEH.

MoapobHyto MHPopMaLmMto 0 paboTe ¢ MPorpaMMHbIM
TOKEHOM CM. B JOKyMeHTe «KpunTorpadpuuecknin nutepodeiic
ViPNet PKCS#11 VT. PykoBoacTBO pa3paboTumnka», passgen
«Co3pgaHue n yaaneHune cnoto v TokeHoB B ViPNet PKCS#11
VT».

Ha komnbtoTepe fonxkHa 6bITb ycTaHOBNEHa 6UbMOTEKa
akpkes11.dll, npegoctaBaeHHas kKoMnaHven
Ak Kamal Security.

YctpoiictBo umeet aBa MNMUH-koga: agMmHucTpatopa
1 nonb3osartens. 3HaveHue 3tux MNH-Kof0B MO ymMonyaHuto
— 12345678.

MepeHoc KoYelr NOANNCY C YCTPOWCTB U Ha YCTPOCTBa

[ aHHOrO CeMencTBa HEBO3MOXEH, TaK KaK Ha YCTPOMCTBax
MCMo/Ib3yeTcs annapatHas KpuntTorpadus ¢ Hen3BieKaembim
KNHOUOM.

Mpu MCMNOAB30BaHMM 3TUX YCTPOWCTB BO3MOXHA
ayTeHTUOUKALMSA TONBKO MO NepCcoHaNbHOMY KUY Ha
YCTPOMCTBE.

HeobxoanMo ycTaHOBUTL KiveHTckoe npuaoxeHne ViPNet
HSM 1 npouHnumManu3npoBatb BUPTYanbHbIV TOKEH.
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HasBaHue
cemelncTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP

JaCarta

JCDS

Siemens
CardOS

MonHble Ha3BaHWA M TUMbI

yCTponcTB

[epcoHanbHble
3N1EeKTPOHHbIE KAHOUN U
cmapT-kapTbl JaCarta PKI,

JaCarta Laser npon3BogcTBa

KOMMaHun
«AnagavH P.4.»

CmapTt-kapTbl Gemalto
Optelio Contactless D72,
KONA 131 72K v TokeH
JaCarta LT c annaeTtom
OT KOMMaHuu

«AnagamH P.4.»

CmapT-KapThl
CardOS/M4.01a, CardOS
V4.3B, CardOS V4.2B,
CardOS V4.2B DI, CardOS
V4.2C, CardOS V4.4
NPOWU3BOACTBa KOMMaHWK
Atos (Siemens)

Heobxogunmbie n pekoMeHAyeMble ycioBUs paboTbl
C CEMeWNCTBOM YCTPOICTB

Ha komnbtoTepe gosxkHo 6bITb ycTaHoBAeHO MO «EanHbIn
Knnenrt JaCarta» komnaumn «AnagauH P.A.»
(pekomeHayemble Bepcum — 2.9.0.1531, 2.11.0.1754).

Ycrpoiicta JaCarta PKI/TOCT onpeaenarotcs kak
npvHagaexaluue ogHOBpPEMEHHO K cemelictBaMm JaCarta u
eToken GOST/JaCarta GOST. Bo nsbexaHve BO3HMKHOBEHUA
npobaem pekoMeHAyeTCs 3anpeTnTb onpoc
Hencnoib3yeMoro CEMencTBa yCTPONCTB.

[Jns OC Windows 10 (Bepcus 1803 1 BbiLLE) YCTPOWUCTBO
JaCarta cnegyeT OTKNHOUUTL MM OBPaTUTLCA B CYXOY
noajepXkn Kkomnanun «Anagavd P.J.» 3a nonyyeHnem
natya ans MO «EanHbii KnneHT».,

Mpwn ncnonb3oBaHuK yctpoicTea JaCarta PKI/TOCT Bo
nsbexxaHve nosasaeHnsa oWNBOK He cnegyeT coxpaHaTb MMH-
KOZbl 3TOrO YCTPOWCTBa Ha KOMIMbOTEPE.

Ha kapTy niun TokeH JonKeH BbiTb 3arpy>keH anniet
Datastore, nossoastowwuii mogynto jcpkes11ds.dll
(pekomeHayemas Bepcna — 1.1.3.20) npon3BogacTsa
KomnaHum «AnagavH P..» paboTaTb C KapTOM WM TOKEHOM.

[na agpMnHucTpupoBaHua TokeHoB JaCarta LT

Ha KOMMblOTepe JOAXKHO 6bITb ycTaHOBEHO MO «EgnHbIN
KnneHnt JaCarta» komnanun «AnaganH P.A.»
(pekomeHayemblie Bepcun — 2.9.0.1531, 2.11.0.1754).

Mpw ncnonbsoeaHum JaCarta LT Bo3mMO>XHa ayTeHTUdMKaLmMA
TOJIBKO MO MePCOHaNbLHOMY KUY Ha YCTPOMCTBE.

Ha komnbtoTepe gonxkHo 6biTb ycTaHoBAeHO MO Siemens
CardOS API V5.0.

CMapT-KapTbl ZOIXKHbI 6bITb 0COOLIM 06Pa3OM pasmMeuyeHb.
O6patutechb K MPOV3BOAUTENO YCTPOIACTB.
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HasBaHue
cemelncTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP
eToken GOST/

JaCarta GOST

Rutoken ECP/
Rutoken Lite

Rutoken/
Rutoken S

MonHble Ha3BaHUA U TUMbI
yCTponcTB

[epcoHanbHble
3/IEKTPOHHBIE KAHOUN
eToken F'OCT v JaCarta
FOCT, a Takxe
nepcoHasibHble
3NEKTPOHHbIE KAHOUN U
CMapT-KapTbl

JaCarta PKI/TOCT
NPOWN3BOACTBA KOMMaHUN
«AnagauH P.4.»

DN1eKTPOHHble
naeHtndukatopsl PyTokeH
SLM v PytokeH Lite
NpPOu3BOACTBa KOMMaHMM
«AKTUB»

DNEeKTPOHHbIE
naeHTudunkatTopbl PyTokeH
n PyTtokeH S npon3BogacTBa
KOMMNaHnM «AKTUB»

Heobxogunmbie n pekoMeHAyeMble ycioBUs paboTbl
C CEMeWNCTBOM YCTPOICTB

[ns paboTbl € yKasaHHbIMM YCTPONCTBAMW Ha KOMMbHOTEPE
LOMKHO 6bITb ycTaHoBeHO MO «EamHbii KnmneHt JaCarta»
KoMnaHun «AnagavH P.[.» (pekoMeHayeMble BepCMn —
2.9.0.1531, 2.11.0.1754).

MepeHoc KoYelr NOANNCY C YCTPOMCTB U Ha YCTPOKCTBa
JAHHOTO CEMEeNCTBa HEBO3MOXEH, TaK Kak Ha YCTPOMCTBaX

ncnosb3yeTcs annapatHas Kpuntorpadus ¢ HeM3BaeKaeMbiM

KAHOYOM.

Ycrpoiicta JaCarta PKI/TOCT onpeaensrotcs kak
npuHagnexalle ogHoOBpeMeHHoO K cemelicteam JaCarta v

eToken GOST/JaCarta GOST. Bo n3bexaHne BO3HMKHOBEHUSA

npob/ieM peKOMEeHAYeTCs 3arnpeTnTb ONPoC
HemncnoJib3yemMoro CeMenCcTBa yCTPOMNCTB.

[Jns OC Windows 10 (Bepcus 1803 u BblLLE) YCTPOUCTBO
JaCarta cnegyeT OoTKNHOUUTL MM OBPaTUTLCA B CAYXOY
noajepXKn Komnanun «Anagavd P.[.» 3a nonyyeHnem
natya ans MO «EanHbin KnneHT».

MepeHoC KtOUeW NOAMUCH Ha AaHHbIA TUM YCTPOMNCTB
HEBO3MOXEH.

Ha komnbroTepe f0/1KHbI BbiTb YCTAHOBAEHbI ApaliBepbl
Rutoken (pekomeHayemas Bepcus — 4.2.2.0).

MepeHoc KatOUel NOAMMCH C YCTPOMCTB, a TakxXe Ha
yctpoicTtea PyTokeH 3L HeBO3MOXeH, Tak Kak Ha
YCTPOMCTBAX UCMOAb3yeTcs annapaTtHas Kkpuntorpadpus ¢
HeunsBaeKaeMbIM KJAHOHOM.

Mpun ncnonbzoBaHumn Rutoken Lite Bo3mMoxHa
ayTeHTMdMKaLMA TONbKO NO NePCOHaNbHOMY K/tOUY Ha
yCTpoOWncTBe.

Ha komnbtoTepe f0/KHbI ObITb YCTaHOB/IEHbI ApaliBepsbl
Rutoken (pekomenayemas Bepcnsa — 4.2.2.0).
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HasBaHue
cemelncTBa
yCTponcTB

B Nporpamme
ViPNet CSP

eToken Aladdin

MonHble Ha3BaHUA U TUMbI
yCTponcTB

[epcoHanbHble
3NEKTPOHHbIE KAKOUM
Gemalto SafeNet eToken
5100/5105, 5200/5205, 5110,
7300,

cmapT-kapTta Gemalto
SafeNet eToken 4100
NPOU3BOACTBA KOMMaHWUM
Gemalto (SafeNet)

[MepcoHanbHble
3NEKTPOHHbIE KNHOUM
eToken PRO (Java),
eToken PRO,

CMapT-KapThbl

eToken PRO (Java),
eToken PRO,

JaCarta PRO npow3soactsa
KoMnaHum «Anagavu P.A.»

Heobxogunmbie n pekoMeHAyeMble ycioBUs paboTbl
C CEMeWNCTBOM YCTPOICTB

Ecnn komnbroTep pabotaet nog ynpasneHnem OC Windows
10, Ha HeM Jo/XHO b6bITb ycTaHoBAeHO MO SafeNet
Authentication Client (pekomeHayemas Bepcus — 10.0.43).

Ecan komnbtoTep paboTaet nog ynpasneHvem gpyron OC, Ha
HeM A0/KHO BbITh ycTaHoBneHo anbo MO PKI Client Bepcum
5.1 SP1, nmbo MO SafeNet Authentication Client
(pekomeHayemas Bepcma — 10.0.43).

CmapT-kapTa eToken PRO MOXeT ncnonb3oBatbes € NH06bIM
cTaHgapTHbIM PC/SC-COBMECTUMBIM YCTPOMCTBOM
CUNTbIBaHWA KapT.

[ns pabotsl cmapT-kapTsl JaCarta PRO Ha komnbroTepe
AONKHO 6bIThb ycTaHoBAeHO MO JC-PROClient Bepcun 1.0.6 n
JONMKEH BbITb BK/IOUEH PeXMM coBMeCTUMOCTM ¢ eToken.

MpumeuaHue. Ecan Bam Heobxoanmo paboTaTb €
ycTtpoictBoM 13 cemelictBa eToken Aladdin, a Takxe ¢
ycTpoicTBoM 13 cemelictea JaCarta, JCDS nan eToken
GOST/JaCarta GOST, 10 BO nsbexaHne noseaeHns owmbok
npwv BbINOJIHEHUWN KpUNTOrpaduuecknx onepaumi He
yCTaHaB/IMBaWTe Ha KOMMbIOTEP OA4HOBPEMEHHO MO «EanHbIN
KnnenTt JaCarta» n MO SafeNet Authentication Client.

MpvMeuaHue. CNCOK NOAAEPXKNBAEMbIX OMEPALMOHHBIX CUCTEM Asi KaXA0ro 13
NpuBeAEHHbIX YCTPOWCTB Bbl HaligeTe Ha obuLManbHOM BeH-caliTe NPON3BOAUTENS
3TOro YCTPOCTBA.

ANTOPUTMbI 1 QYHKLMK, NOALEPXMBAEMbIE
BHELLHWMM YCTPOWCTBaMK

B cnepytolenn Tabautie nepeumcieHbl Kpuntorpaduyeckme aaroputmsl, NoAAEPXNBAEMbIE BHELLHVUMM

yCTpOIZCTBaMI/I, npmneeaeHa I/IHCI)OpMaLI,I/Iﬂ O BO3MO>XHOCTWU UCNONb30BaHNA yCTpOI7ICTB B KayecTBe

[AaTUMKOB C/IyYaliHbIX UMcen, a Takxke MHGopMaLuusa o noagepskke ctaHgapta PKCS#11.

Mpumeyvanwue. CtaHgapt PKCS#11 (takxke n3BecTHbIN kak Cryptoki) — oanH 13
ctaHgapToB cemelictBa PKCS (Public Key Cryptography Standards —

KpunTorpadpuyeckme ctaHAapTbl KAoYa NPOBEPKM INEKTPOHHON MNOANUCK),
pa3paboTaHHbIX koMnaHuel RSA Laboratories. CtaHZapT onpeaensieT He3aBUCUMBIA OT

nnatdopmbl MHTepderc APl ans paboTbl ¢ KpUnTorpaduUecknMm ycTpomncTBamm

I/IAEHTVICI)VIKaLI.VIVI N XpaHeHUA AaHHbIX.
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Tabauya 17. Aneopummsi U yHKYUU, hoddepxusaemsie 8HEWUHUMU ycmpolicmeamu

Ha3sBaHue
cemMelicTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP

ESMART Token

Infotecs
Software Token

A-Key

ViPNet HSM

JaCarta

JCDS

Siemens CardOS

eToken GOST/
JaCarta GOST

Rutoken ECP/
Rutoken Lite

AnnapaTtHas noagep>xka
poccuiicknx
KpunTtorpadmnueckmx
aiIropuTMoB (Ha yCTpOoMCTBe)

ESMART Token —
OTCYTCTBYET;

ESMART Token FOCT —
rOCT P 34.10-2001,

rOCT P 34.10-2012

(MOXeT He noazepXXMBaTbCA
Ha cTapblX YCTPOMNCTBaX)

FOCT P 34.10-2001,

FOCT P 34.10-2012
(n30nmpoBaHHas
nporpamMmMHas peanvsauus)

aKey S1000, aKey S1003, aKey
S1004 —
rOCT P 34.10-2012;

aKey S1000, aKey S1003 —
FOCT P 34.10-2001

FOCT P 34.10-2001,
FOCT P 34.10-2012

oTcyTcTBYET

oTcyTCTBYET

OTCyTCTBYET

FOCT P 34.10-2001,
FOCT P 34.10-2012

(KOPOTKMIA K/IHOY)

Pytoken 3LIM —
rOCT P 34.10-2001,
FOCT P 34.10-2012
(KOPOTKUIA KTtOU);

PytokeH Lite — oTcytcTBYyeT

MporpammHas noaaepkka
poccuickmx
Kpuntorpadunuecknx
anroputmos (B ViPNet CSP)

ESMART Token —
FOCT P 34.10-2001,
FOCT P 34.10-2012

ESMART Token FOCT —
OTCyTCTBYET

OTCYTCTBYET

OTCyTCTBYET

OTCYTCTBYET

rOCT P 34.10-2001,
rOCT P 34.10-2012

rOCT P 34.10-2001,
FOCT P 34.10-2012

rOCT P 34.10-2001,
FOCT P 34.10-2012

OTCYTCTBYET

PytokeH SN — oTtcytcTBYeT;
PyTokeH Lite —

FOCT P 34.10-2001,

FOCT P 34.10-2012

Mcnonb3oBaHue

Acy
r ViPNet CSP

T
)
3

Het

Het

Het

Het

Het

Het

Ja

aun —
Ja

Lite —
HeT

Moaaep>xka
PKCS#11

=
Q

Ja

[Ja

Ja

[Ja

[Ja

[Ja

[Ja

Ja
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HasBaHue
cemelncTBa
yCTponcTB

B Nporpamme
ViPNet CSP

Rutoken/
Rutoken S

eToken Aladdin

AnnapaTtHaa nogaepikka
poccuiicknx
Kpuntorpagpuyeckux
aNropuTMOoB (Ha yCTpolicTBe)

OTCYyTCTBYET

oTCyTCTBYET

MporpammHas noaaep>kka
poccuickmx
KpunTorpadpuyeckmx
anroputmos (B ViPNet CSP)

rOCT P 34.10-2001,
FOCT P 34.10-2012

rOCT P 34.10-2001,
rOCT P 34.10-2012

MNcnonb3oBaHune
AcH

T
@
=

Het

r ViPNet CSP

Moaaep>kka
PKCS#11

=
[Y)

Ja

Mpumeuanue. LLinpposaHmne nogaepxrBaeTcs He BCEMU NepeyncieHHbIMU YCTPONCTBaMM.

Ans nonyueHus 6onee NogpobHol nHGOPMaLMKU CM. JOKYMEHTALLMIO MO HEOBXOAMMOMY
YCTPONCTBY.
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[ lpeaycTaHOBNEHHbIE CeTeBbIe
OUABTPDI

B cnegytowmx Tabavuax nepeuncieHsl ceteBble GUAbTPbI, KOTOPBIE, B 3aBUCUMOCTY OT KOHPUIypaLmm

nporpammel ViPNet Client, MoryT 6bITb yCTaHOBJ/IEHbI MO YMOAYAHMWIO.

OunbTPbI NEPEUNCNEHBI B COOTBETCTBMUN C OYEPEAHOCTBIO UX MpUMeHeHus B nporpamme ViPNet Client. B
3TOM XKe NopsAKe OHW 0TOBpPaXkatoTCs Ha MaHes M MPOCMOTPa F1aBHOTO OKHa B pa3sgenax ®uabTpbl

3aI.IJ,VILI.I,eHH017I cetm m ¢VIJIprbI OTKprTOI\/lI cetun.

MoapobHee o ceTeBbIX GUAbTPax cM. pa3gen Obuime cBeseHMsA O ceTeBbIX GuabTpax (Ha cTp. 131).

Tabauya 18. Quaempesi 3aujuujeHHol cemu

[Jewnctene

Nmsa dunbTpa UcTouHmk Ha3sHaueHue
dunbTpa
PunbTpbl crnelmanbHo KoHpurypauumn «OTKpbITbii HTepHeT»

Pazpewnts  CnyxebHbIN InternetGatew  Bce y3nbl
Tpaduk ViPNet ay

Paspewmnts  CnyxebHbIR Bce y3nbl InternetGatewa
Tpaduk ViPNet y

MpoToKobl GpUALTPaLUN NAKETOB
M NX CBOWCTBa

ViPNet: 6a3oBble cnyx6bl (UDP:
2046, c 2048 Ha 2048, ¢ 2050 Ha
2050)

ViPNet StateWatcher (TCP, dst: 2047,
5100, 10092)

ViPNet MFTP (TCP: dst:5000-5003)
ViPNet: 6a3oBble cnyx6b1 (UDP:

2046, c 2048 Ha 2048, c 2050 Ha
2050)

ViPNet StateWatcher (TCP, dst: 2047,
5100, 10092)

ViPNet MFTP (TCP: dst:5000-5003)
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[JenctBue MpoTtokonbl punbTpaLmMm nakeTos
Nmsa dunbtpa NcTouHuk Ha3HnaueHune .
¢éunbTpa M NX CBOWCTBa
Bnokuposa  Bxoaawmi InternetGatew Bce y3nbl Bce
Tb Tpaduk ot ay
KoopauHaTtopa
OTKpbITOrO
MHTepHeTa
Bnokuposa  Ucxopawmia Bce y3nbl InternetGatewa Bce
Tb Tpaduvk Ha y
KoopzmnHaTop
OTkpbITOrO
MHTepHeTa
MpeaycraHoBAEHHbIE HacTpaMBaeMble PpUAbTPbI
Paspewnts  DHCP-tpadpuk Bce y3nbl Bce y3nibl DHCP (UDP: c 67 Ha 68, ¢ 68 Ha 67)
Paspewnts  NetBIOS- un Bce y3nbl Bce y3nibl NetBIOS-DGM (UDP: ¢ 138 Ha 138)
NSRS NetBIOS-NC (UDP: ¢ 137 a 137)
Paspewnts  Cny>xebHbIN Bce y3nbl Bce y3nbl ViPNet: 6a3oBble cnyx6bl (UDP:
Tpaduk ViPNet 2046, c 2048 Ha 2048, ¢ 2050 Ha
2050)
ViPNet StateWatcher (TCP, dst: 2047,
5100, 10092)
ViPNet MFTP (TCP: dst:5000-5003)
Paspewuts  Ping Bce y3ibl Bce y3sibl Ping (ICMP8)
Paspewwnts  RDP-Tpadumk Bce y3nibl Bce y3nibl RDP (TCP, dst:3389)
Paspewnts  IGMP-Tpaduk Bce y3nbl Bce y3nbl IGMP (IP: 2)
Paspewunts  MynbTumeaua- Bce y3nbl Bce y3nbl SIP (TCP/UDP, dst:5060)
TPaguK H323 (TCP, dst:1720)
SCCP (TCP, dst:2000)
Pa3spewnts  Becb Tpadumk Bce y3nbl Bce y3nbl Bce
®unbTp No ymonuaHuto
Bnokuposa  lMpouwnii Tpaduk Bce y3nbl Bce y3nibl Bce
Tb
Tabauya 19. unempsl omkpeimoli cemu
[lenctBue MpoTtokonbl punbTpaLmMm nakeTos
Nma punbTtpa UcTouHuk HasHaueHune .
¢éunbTpa M NX CBOWCTBa

MpepycTaHoBeHHbIe HacTpavBaeMble GpUBTPbI
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[JelictBne
dnnbTpa

Paspewwntb

Paspewntb

Paspewntb
Paspewntb

Pa3pewntb

Nmsa dunbtpa

DHCP-tpaduk
NetBIOS- n
WINS-Tpadmk
Ping
IGMP-Tpaduk

Ncxopsawmn
Tpadumk

MpumeyaHwue.

Hanuune atoro

¢dunbTpa B
crnmcke

npeaycraHoBJieH
HbIX 3aBNCUT OT

YPOBHS
NOJHOMOYUUN
no/ab3oBartens

®unbTp No ymonuaHuto

Bnoknposa
Tb

Mpounii Tpadmk

NcTtouHuk

Bce y3ibl

Bce y3ibl

Bce y3ibl
Bce y3bl

Mown y3en

Bce y3ibl

HasHaueHue

Bce y3ibl

Bce y3bl

Bce y3ibl
Bce y3ibl

Bce y3nbl

Bce y3ibl

MpoTokobl puabTpaLmy NakeTos
M NX CBOWUCTBA

DHCP (UDP: c 67 Ha 68, c 68 Ha 67)

NetBIOS-DGM (UDP: ¢ 138 Ha 138)
NetBIOS-NC (UDP: ¢ 137 Ha 137)

Ping (ICMP8)
IGMP (IP: 2)

Bce

Bce
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CoBmecCTHas paborta 10
VIPNet Client ¢ apyrimm
MPUNOXEHMAMM
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TexHonorna Hyper-V 1 nporpamMma
VIPNet MoHuTOp

Hyper-V — 370 cuctema BUpTyann3aLmm, peanvmsoBaHHas B 64-paspsgHoi BepCcMmM onepaLMoHHON
cuctembl Microsoft Windows Server 2008 R2.

OcobeHHocTbO Hyper-V saBaseTcs 1o, UTo Ans obecneyeHns JOCTyna BUPTYaibHbIX MaLLNH K BHELIHEW
cetn TpebyeTcs BbIAENNTb OANH U3 UBNYECKUX CETEBLIX MHTEPPENCOB KOMMbIOTEPA. DTOT HTEPPENC
6yseT NoAKOYeH K BUPTyasibHOMY KOMMyTaTopy Hyper-V, a BMeCTo Hero B XoCTOBOM OnepaLviOHHON
cucteme ByAeT co3faH BUPTYabHbIN MHTEpPENC C TaKMMU XKe HacTPOKaMu.

17 NpaBWIbHOMO NMOAKAFOYEHUA BUPTYalbHbIX CETEBLIX MHTEPHENCOB (B TOM UMC/IE B XOCTOBOM
onepaumoHHOM C1CTeME) K BHeLLHeN ceTh Ha usmyeckomM uHTepderice, KOTOPbIA UCMOAb3YeTCA ANs
3TOro MOAK/IOUEHNS, AOJIXKHbI ObITh OTK/HOUEHBI BCE CTY>K6bl M MPOTOKO/IbI, KPOME MPOTOKO1a
KOMMyTaLmm BUpTyanbHbix cetert (Virtual Network Switching Protocol).

Mpw yctaHoske nporpammbl ViPNet MoHUTOpP Ha KOMMbLOTEp C 64-paspsafHON ornepaLMoOHHON CMCTEMOM
Ha Bcex ceTeBbIX MHTepdelicax koMnbloTepa BKAroYaeTcsa cnyxba Iplir lightweight Filter (x64 edition), To
ecTb ceteBoli ViPNet-apainsep (cM. HuzkoyposHesbii ViPNet-apaliBep ceTeBoi 3awmnthbl Ha cTp. 15).
JTOT ApaliBep ocyllecTBaseT WndpoBaHMe, paclumdpposaHme 1 dpuabTpauuto IP-nakeToB, NpoxoaaLLmx
yepes ceTeBON MHTEPDENC, N MOXET HapyLWWTb PaboTOCNOCOOHOCTL BUPTYanbHOM ceTn Hyper-V.

Y106b1 06ecneunTb paboTy BUPTyasbHOW CceTM U NporpammHoro obecrnedeHus ViPNet B xoctoBow
onepaumvoHHOM cncTeme, B HacTporkax Gr3nyeckoro ceTeBoro nHtepderica, NOAKAOYEHHOTO K
BMpPTyanbHOW cetn Hyper-V, Tpebyetca otkntoumntb cayxo6y Iplir lightweight Filter (x64 edition).

@ hyper-v NIBC - ceolcTBa E
Cete | Nacryn |

MoaramyeHHE Yepes:

l_-': Broadcom BCMSFOBEC Met=treme |l GigE [MDIS WBD Clier

gTME‘-IEHHbIE E.ORMMADHEHTEI HCAOAEZIYHITCA 3T Q00K ADYEHMER.

[ % Kamer ana ceren Microsoft -
Iplir lightweight Fiter (<64 edition)
O Eﬂnaﬁupoﬁmm nakeTos (oS
O Btngmﬁa QOCTYNA K PaRANar M NPHHTEpaN ceTel Micro
i [pOTOKOA KOMMYTALHH EMPTYaNEHER CeTel [Malikpo
[ -2 Mporokon Murepreta sepond B [TCPAPYE]

[ -2 Mporokon Murepreta sepoia 4 [TCPAP4) _ILI
«| | B

YCTaHOEMTE. .. Yaanme | CeoicTEa |

r— OnmMcaHwe
Iplir lightweight Filter

ok | Ormena |

PucyHok 174. Hacmpoliku pusuyeckozo uHmepgbelica, nook/o4eHHo20 K supmyaneHoli cemu Hyper-V
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Dallas Lock 1 VIPNet MoH1TOP

BHumaHue! PekomeHpaunn, nprBeseHHble B JaHHOM pa3gene, OTHOCATCA K
nporpammHomy obecneyenuto Dallas Lock Bepcun 8.0. MNpexae yem npuctynatb K
HacTtpoike Dallas Lock 8.0 o03HakombTeCh ¢ pyKOBOACTBOM MO 3KCMyaTaLmm

>

nporpaMMmbi.

YTo6bI 06ecneunTb Ha KOMMbIOTEPE COBMECTHYIO paboTy nporpammel ViPNet MoHUTOpP 1 cuctemsl
3alnTbl OT HecaHKLUMOoHUpoBaHHoro goctyna Dallas Lock, B nporpamme ViPNet MoHuTop co3galite
dunbTp (cM. Co3paHme ceTeBbIX GUALTPOB Ha cTp. 145), pazpeluatowmii BXoasLwme U Ncxoaalime

coepvHeHus ¢ cepeepoM besonacHocTtu Dallas Lock no cnepyrowmm noptam TCP: 17490, 17491, 17492.
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ESET NOD32 Smart Security v
nporpamma ViPNet MoHUTOP

Mpun coBmecTHON ycTaHoBke Ha komnbtoTep MO ViPNet Client n ESET NOD32 Smart Security BO3MOXHbI
npobaemMbl C yCTaHOB/JIEHNEM COEAMHEHUS MEXAY 3alULLEHHBIMW Y31aMn 1 AOCTYNOM K pecypcam

MHTepHeTa. YT06bI 06€ecneumnTb Ha KOMNbIOTEPE COBMeCTHOe PYHKLMOHMpOBaHMe nporpamm ViPNet

MoHuTtop 1 ESET NOD32 Smart Security, B nporpamme ESET NOD32 Smart Security co3gaite npasuna,
paspeLlatoLme obMeH AaHHbIMU MO NpoTokoay 241 (cM. [poTOKOIbl COEANHEHWI B 3aLLULLIEHHON CEeTK
Ha cTp. 90) n ncnonb3oBaHME KOMMOHEHTa Ttcsnatproxy.exe.

BbinosHUTE cnepytoLine AeAcTBus:

1
2

OtkpoiTe rnaBHoe okHo nporpammbl ESET NOD32 Smart Security n BbibepuTe Bkiagky Hacrpoiika.

B ﬂpaBOI7I 4YacCTU OKHa WEeNKHUTE CCbINKy CetbuB OTKPbIBLWWEMCA OKHE LWENKHUTE CCbINIKY Hacrpomb
npasuJjia N 30HbI.

B okHe HaCTpOVIKa 30H N NpaBUN HaXXMUTE KHOMKY CO3AaTb.

B okHe HoBoe npaBuno BbibepuTe Bkaaaky O6wume 1 B rpynne Obwas nHdopmaumsa o6 stom
npaBuae yKaxuTe Ha3BaHWe pa3peLuatoLlero npasuia Ans npotokona 241.

C]
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- System Jcoboe
NononHmtensHoe AsAcTEME
[] #ypran [[]Yeenomuite nonssosarens
Qbume: Hanpaenenwe: MoBoe [feidcteve: Paspewnts [MNpoto
Ypanennsiii komnetotep:  [lna kaxaoro
Nokaneubiii komnetoTep: [lna kaxaoro
Cosgath W
£ >
MpumeHnTE
Orere
y

EMNJOY SAFER TECHNOLOGY™

(LU e G RE RS U BECTITIATHAR NMPOBHAR
uepez 15 gH. BEPCHMA

PucyHok 175. Co3daHue npasuna 8 ESET NOD32 Smart Security a3 npomokosa 241
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5 Haxmute kHonKy BbibpaTb npoTokon v Bbibepute npotokon 241.

6 Haxmute kHonky OK, uTo6bl cOXpaHWTb NpaBuIIO.

7 B okHe HacTtpoiika 30H 1 npaBua Haxxmute kHorky Co3paTtb, UTOObI cO34aTb NPaBMaO ANS
KOMIMOHEHTbI Itcsnatproxy.exe.

8 B okHe HoBoe npaBusio Ha Bkiagke O6uwume B rpynne Obwas nipopmaumsa o6 3ToM npasune
yKaxxuTe Ha3BaHMWe pa3pellatoLlero npaswa.

9 MMepeiiauTe Ha BKAaaky JlokanbHbIii v B rpynne MpunoxkeHue ykaxuTe nyTb K Gpaiiny
Itcsnatproxy.exe. Hanpumep,

C:\Program Files (x86)\InfoTeCS\ViPNet Client\Itcsnatproxy.exe

@ ESET Smart Security = B

SMART SECURITY 8 v
Hactpovika 30H 1 npasun = B

Mpaguna | JoHe

/ Mpasuna onpeaensy MU_O00 K OHSEHuaMY, ] ¥ ATH NOOKKOYEHNA
] ana onpeaeneHHD ? 0 0 NPEBMNAX M.
B e Hosoe npaeuno
— [epernoynTECs B
‘ Ofiwme | NokansHsid | ¥ paneHei v
TNoKaneHem nopT
, Mpunoeketve mpa HTEPHET ...
K || o [ m——
. [#-m-|XocT-npo Ocoboe
¥ IE]'I.'ﬁndnws HofaenTs aManasod NopTos. . Ocoboe
Ocoboe
¥Yoanue Dcoboe
% [ | Mporpam Ocoboe
[-System MpunokeHme Ocoboe
€ C:\Program Files £B6)\nfo TeCS'\WiPNet Client'tcsnatproey Exe
Obwme: Hanpaenenue: Moboe [efctewne: 3anpetute [NpoToy
Cosaate ¥nanewusiii komnerotep: [lna kaxgaoro
Nokanbhbii komnetotep: MNopTer Jna kaxaoro
Mpunosenue: C\Program Files (x86)\InfoTeCS\ViPMet N Ty ——
£ >
v
oK Omvera

- [Ty R Erearr- o BECMIATHAA NPOBHAR
ENJOY SAFER TECHNOLOGY T e

PucyHok 176. Co3daHue npasuna 8 ESET NOD32 Smart Security dna komnoHeHme! ltcsnatproxy.exe

10 Haxxmwute kHonky OK, 4Tobbl COXpaHWUTb NpaBuo.

11 B okHe HacTpoiika 30H 1 npaBua HaxmuTe KHOMKy MpumeHnTb. CoeagnHeHne mexay
3alMLWEHHBIMK Y31aMu 1 AOCTYN K pecypcaM VIHTepHeT ByAyT BOCCTaHOBEHBI.
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Avast n nporpamma ViPNet
MoHKTOP

Ecnun Ha ceteBoM y3ne ViPNet BkatoueH MexcceTeBOM akpaH Avast, MOryT BO3HUKHYTb NpobaemMbl ¢
coeAnHeHnemM mexay ceteBbiMn y3namu ViPNet. YTobbl obecneunTb coBMeCTHOE GYHKLMOHMPOBaHUE
nporpamm ViPNet MoHuTOp 1 Avast, so6aBbTe TpU NpaBmaa A5 MEXCETEBOrO 3KpaHa, paspeLuatolme
06MeH AaHHbIMUW MO NPOTOKOAY 241, a TakXKe NPOXoXAeHMe BxoasLlero n ucxogsuero UDP-Tpaduka
yepes nopT 55777 (cM. MNpPOTOKO/bI COeAMHEHNIA B 3alLMLLeHHOM ceTu Ha cTp. 90). s 3TOro BbINOAHWUTE
cnegyroLine AencTBus:

B rnaBHOM OkHe nporpammebl Beibepute pasgen Hactpoikm.

1 B OTKpbIBLUEMCS OKHE BblbepuTe NyHKT AKTUBHAasA 3almTa v psaoM ¢ nyHkToMm BpaHgmayap
LenkHUTe ccbiaky Hactpoiiku.

2 B oTkpbiBWEMCcA OkHe BbibepuTe NyHKT MNonntukm v B rpynne MNpeanoyuteHns yctaHoBuTe dhaaxok
Pe>kum obuero goctyna k nogkatoueHuto MiHtepHerta (ICS).

3 Haxmute kHorky MpaBuna paboTbl ¢ nakeTamMu, oTkpoeTcs okHo MpaBuaa ansA NakeTos.

,@(aunat! MPABUNA A1 NAKETOB

I'IpaBmla ANnd NakeToB

Brnouens Vima Aeticreve Nporoxon Hanpasnenue Aspec Noxanemeit nopT | Yasnewmwii nopr
v P Paspewnre ESP (f opaLyMe
- 33 T e
Y. PINGOUT  Paspeuwn =}
v A3pe )
v ) e . ue
Y > 5 F

v Pas
v 55777 Paspewnre ¥ UDP(17) Y Hoxopawme Y Dpysen ¥ 55777
v SS777 Parpewnto Y UpDP(17) Y Bxoaswue Y Boyson v s

v 241 Pazpewnts v 241 Y | Bxosswme f nexogsume

|
|
|
|
|
|
|
Apyson N ]
i

¢

Aobasuts Yaanmre Beepx BHuns

0] ¢ OTmeHa

PucyHok 177. Co3daHue npasusaa 8 npoepamme Avast
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4 HaxmuTe kHonky Jo6aBuTb, 4TobbI CO34aTh NEPBOE M3 TPEX HOBbLIX NPaBwWa (HanpuMep, NpPaBuao
ans nexogsawero UDP-Tpaduka), n HacTporiTe ero B COOTBETCTBUM CO 3HAYEHUAMM MapaMeTposB,
KOTOpbIE MpeACcTaBieHbI B CieaytoLLen Tabanue:

Tabauya 20. MNapamempel npagusn 018 Mexcemesoz0 3kpaHa Avast

Mpasuno [lenctBue MpoTtokon HanpasnenHne Appec JNlokanbHbliii YpaneHHbIN

nopt nopt
Ucxoaawmin Pazpeluntb UDP Nexopawme Apy3ba 55777
UDP-Tpaduk
BXoaALmii Pazpeluntb UDP Bxoaswme Apy3ba 55777
UDP-Tpadpuk
Mpotokon 241  Pa3spewuts 241 Bxoaawme/ Apy3ba

nexogalume

5 Co3pante ewe ABa NpaBuaa B COOTBETCTBUM CO 3HAYEHUAMMU M3 Tabamubl 1 Haxmute KHonky OK.
6 BepHuTech B rnaBHoe okHO Avast 1 BbibepuTe pasgen MHcTpymeHTsl > BpaHgmayap.

7 B HVKHeW YacTy OTKPbIBLUEroCs OKHa LEeKHWUTE cCbiaky MpaBuia Ans NpuioXeHni v B
OTKpbIBLeMcA okHe MpaBuia AN NPUNOXKEHWI MPOKPYTUTE CMINCOK MPUNOXKEHUI BHU3, UTOObI
HavTtn rpynny InfoTeCS.

8 UYT06bI pazpewunTb BCce coeanHeHusa ansa nporpammbl ViPNet, BbibepuTe nporpamMmy, WenkHUTe
CCbINKY YKa3zaTb NOpThl U B cnucke [insA Bcex ocTanbHbIX COeANHEHMI BbibepuTe NyHKT Onpegenatb
aBTOMaTUYECKM.

w InfaTeCs

P ViPNet moniver eeBll EBcecoegumHerns
b ViPNet swagent eaBBE BeecosgHeHHa (B NPOTUBHOM CYYAE ONPEASANTE AETOMATIAMECKH]
w ViPNet vipnetin suubl  Beecosgunenna (B NPOTHEHDM CAYUSE ONPESLNNTE AETOMATHMELKH)

F’a:ptwn Te COSAMHEHA €0 BOEMIA CETAMIA.
Wcoogawme nopres:  Bee - BrogAwe nopTe: Bee v

J:LI"H BOEX QCTANBMEL COEIMHEHMA; OI'IPE,QEJ"HTB ABTOMATHHYELEN v

PucyHok 178. Hacmpolika paspewieHus coeOuHeHUs ¢ cemsamu 8 npozpamme Avast

9 [MosTopuTe War 9 ana kaxgor nporpammel B rpynne InfoTeCS v 3aTeM HaxxMuTe KHOMKY 3aKpbiThb,
yTObbI 3aBEPLUMTL HACTPOLKY MEXCETEBOTO 3KpaHa Avast Ans coBMecTHoM paboThbl ¢ MO ViPNet
MoHuTop.

Ecnun Ha komnbloTepe ycTaHOB/EH aHTUBUPYC Avast 1 BO3HMKaOT Npobaembl B paboTe 31eKTPOHHOM
MOYTbI, BOCMONb3yNTECH PEKOMEHAALMAMMU U3 pa3gena HeBO3MOXHO MOAYyUNUTb U OTAPaBUTb COOBLLEHMS
3N1EKTPOHHOM NnouThl (Ha cTp. 280).
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AVG Internet Security v nporpamma

VIPNet MoHuTOop

Ecan Ha ceTeBoM y3ne ViPNet BkatoueH mexceteBoli skpaH AVG Internet Security, MOryT BO3HUKHYTb

npobaemsl ¢ coegnHeHeM Mexay ceteBbiMy y3namm ViPNet. Ytobbl obecneumnts coBMecTHOE
¢dyHKUMoHUpoBsaHue nporpamm ViPNet MoHutop 1 AVG Internet Security, Bbl MOXeTe:

e OTKJIOUUTb MexXceTeBOM 3kpaH AVG Internet Security;

e n06aBuTb TpW NpaBuna Ana MexceteBoro akpaHa AVG Internet Security, pa3peluatolime obmeH

JaHHbIMM MO NpoTokKoAy 241, a TakxKe nNpoxoxaeHue Bxogsaulero n ncxogauwero UDP-Tpaduka uepes

nopt 55777 (cM. NMpPOTOKObI COEAMHEHWNI B 3aLUULLEHHOW ceTu Ha cTp. 90).

YTobbI AO6aBMTb npaBuaa, BbINOJHUTE Cegyrolune ,Cl,eI7ICTBI/Iﬂ2

.
1 B rnaBHom okHe AVG Internet Security BoibepuTte Firewall v B OTKpbIBLLEMCA OKHE HaXXMWUTE .

2 B OTKPbIBLUEMCA OKHE Ha>XMUTE KHOMKY Pe>xum gna onbITHbIX noJib3oBaTesen.

3 B pa3zene CucteMHble cy>X6bl HAXXMUTE KHOMKY YNpaB/ieHWe CUCTEMHbIMU NpaBuaaMu
nosib3oBartens.

4 Haxmute kHonky flo6aBuTb, UTOObI CO3AaTb NEPBOE U3 TPEX HOBbIX NPaBWA (Hanpumep, NPaBuIo

ana sxogauwero UDP-Tpaduka), 1 HacTpoinTe ero B COOTBETCTBMM CO 3HAYEHUAMMW NapaMeTpoB,

KOTOpble NpeACcTaBAeHbl B CAeaytoLel Tabanue:

Tabauya 21. MNapamempel npasun 014 mexcemesozo 3kpaHa AVG Internet Security

MpaBuno Mpotokon HanpaBneHn  JlokanbHbI  YjasieHHbIN YpaneHHbin
e nopt nopt agpec

Bxogsawmin UDP-  UDP Bxoaswee 55777 Bce noptbl Bce cetn

Tpaduk

Ncxopawwmii uDP Nexopawee Bce noptsl 55777 Bce cetn

UDP-Tpaduk

Mpotokon 241 241 B 060oux Bce cetu
HanpaBaeHns

X

[JeiictBre
Paspewwur
b

Paspewunt
b

Paspewunt
b

5 Co3ganTe elle ABa NpaBWia B COOTBETCTBMM CO 3HAUEHUAMN 13 TabaumLbl U HaxkmuTe kHonky OK,

yTOObI 3aBEPLUNTL HACTPOWKY MexceTeBoro 3kpaHa AVG Internet Security.

Ecnv Ha KomnbloTepe ycTaHoBAeH aHTUBMpPYC AVG Internet Security 1 Bo3HuKatoT npobsiemsl B pabote

3N1IEKTPOHHOW MOYTbI, BOCMOAb3YNTECh PeKOMEHAALMAMM 13 pa3gena HeBO3MOXHO MoayunThb U
OTNpPaBWUTb COOBLLLEHNS 31EKTPOHHOM NoYThl (Ha cTp. 280).
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Secret Net 1 nporpamma ViPNet
MoHKTOP

Mpw coBmecTHoW ycTtaHoBke Ha komMnbtoTep MO ViPNet Client n Secret Net BO3MO>XHbI Npo6iemMbl npu
06HOBNIEHUN CNPaBOYHMKOB U KtoUe ceTeBoro yana ViPNet. 31o cBazaHo ¢ Haanumem B MO Secret Net
OrpaHWYeHuns JoCTyna noab3oBatesen K KOHOUAEHUMaNbHBIM AaHHbIM, B TOM YMCe K Narkam, B
koTopbIx MO ViPNet Client xpaHWUT cnpaBoYHWKU 1 KOUN. YTOOBI CMPAaBOYHNKM U KNHOUM OBHOBASANCD
npwv 1t0bom ypoBHe goctyna noab3osatenen MO Secret Net, HeO6XOANMO CHATE KOHPUAEHLMANBHOCTb C
COOTBETCTBYHOLLMX Nanok. [ns atoro co3garite Gparin B popmate XML, TEKCT KOTOPOro NpuUBELEH B
pa3zene Hactpoika AocTyna K narnkam CrpaBoOYHUKOB U KAto4Yen (Ha cTp. 369), n BbINoAHUTE
npvBeaeHHble HUXe genctBus. CosgaHHbIn dainn ncnonb3ynte npu Hactpoike MO Secret Net.

g BHumaHue! PekomeHpaunn, nprBeseHHblE B JaHHOM pa3gene, OTHOCATCA K
nporpammHomy obecneuveruto Secret Net Bepcuin 6.5 n 7.0.

Y106b1 06ecneunTb coBmecTHyto paboTy MO ViPNet Client n Secret Net, BbinoaHuTte cnegytowime
[eNCTBMA B yKa3aHHOM MOpAAKe:

1 YcraHoBuTe Ha komnbtoTep MO Secret Net.

2 YcraHosuTe Ha komnbtoTep MO ViPNet Client. Mocne yctaHOBKM He nepesarpyalite KOMMbLOTEp.

B BHumaHme! Ecnm nocne ycraHosku MO ViPNet Client Bbl nepe3arpy3vte KoMnbtoTep, TO
BCe Mnoc/eaytoLLme HacTpoiiku, npoussogumeble B MO Secret Net, He ByAyT NpUMeHeHbI.

3 3anyctute nporpammy «HacTtporika nogcucTeMbl MOJHOMOUYHOTO YMPaBAeHMsA AOCTYNOM», BXOASALLYHO
B cocTaB 10 Secret Net (ganee — «nporpamMmma HacTponku»). [1nsa storo B meHto lMNyck Boibepunte Bee
nporpammsbl > Kog 6e3onacHoctn > Secret Net > HacTtpoiika nogcmcteMbl NONHOMOYHOTO
ynpasJieH1s AOCTYMNOM.

4 B okHe Nporpammbl HaCTPOMKM Ha NaHean HaBuUraumm B pasgene BpyuHyro Bbibepute nogpasgen
Mporpammbi.
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ﬂ HacTpoiikn NogckcTemMbl NOAHOMOYHOIT YNPaBAEHNA 40CTYNOM El
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PucyHok 179. Hacmpolika nodcucmemsl NOJIHOMOYHO20 ynpassieHus 0ocmynom

5 Ha naHenun npocmoTpa HaxmuTe kKHonky [lo6aBuTb NporpaMmbl |:‘:h;:' W B OTKPbIBLUEMCS OKHe
BbIbepuTe darin B dopmate XML, cogep>kalmin HacTpPOMKM AOCTyNa K nankam CnpaBoOYHUKOB U
Karoyen. B cnucke nporpaMm Ha naHenn Haeuraumm nossutca nporpamma ViPNet Client.

6 Ha naHenn npocmoTpa B cnucke nporpamm Boibepute ViPNet Client n HaxxmunTe kHonky HactpouTs.
HauHeTcs npoLiecc HacTpoMKM NapaMeTpPoB, MO OKOHYAHMM KOTOPOTO MOSIBUTCA COOTBETCTBYHOLLEE
coobuieHue.

B pe3synbtate B 10 Secret Net 6yaet yctaHOBeHa kaTeropus «HeKOHOUAEHLMANbHO» ANA TeX Nanok,
koTopsble MO ViPNet Client ncnosnbsyet npu 06HOBAEHUN CNPaBOYHMKOB U Katouei. Mo 3aBepLueHnn
HaCcTpOMKM Nnepesarpysmnte KOMMbIOTEP 1 YCTAHOBWTE CMPaBOYHMKM U KAro4umM ceTeBoro y3na ViPNet.

HacTtporika A0CTyna K nankam CrnpaBoOYHMKOB U
KJIHouem

MpuBeaeHHbIM HUXe TekcT XML-balina npegHa3HayeH Ans yCTaHOBKMW KaTeropun «HeKOHGUAeHLUManbHO»
a5 nanok, ncnonb3yembix MO ViPNet Client npy 06HOBAEHNN CNPaBOYHMKOB U KNHOUENA.

<?xml version="1.0" encoding="windows-1251"7?>
<ProgramList>
<Default>
<Program Name="ViPNet Client" Turn="On" OSVersion="Vista;2008;2008R2;7;">
<Action Name="SetMandatAttr">

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%allusersprofile$\InfoTeCS\</Rule>

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%$ProgramFiles%$\InfoTeCS\ViPNet Client</Rule>

</Action>
</Program>

ViPNet Client 4. PykoBogcTBO nosb3oBatens | 369



<Program Name="ViPNet Client" Turn="On" OSVersion="2003R2;XP;">
<Action Name="SetMandatAttr">

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%ProgramFiles%$\InfoTeCS\ViPNet Client</Rule>

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%allusersprofile$\Application Data\InfoTeCS</Rule>

</Action>
</Program>
</Default>
<Program Name="ViPNet Client" Turn="On" OSVersion="Vista;2008;2008R2;7;">
<Action Name="SetMandatAttr">

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%allusersprofile$\InfoTeCS\</Rule>

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%ProgramFiles%\InfoTeCS\ViPNet Client</Rule>

</Action>

</Program>
<Program Name="ViPNet Client" Turn="On" 0OSVersion="2003R2;XP;">

<Action Name="SetMandatAttr">

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%ProgramFiles%\InfoTeCS\ViPNet Client</Rule>

<Rule Level="0" Flags="4" Recursion="2"
AddMBSDir="yes">%allusersprofile%\Application Data\InfoTeCS</Rule>

</Action>
</Program>
</ProgramList>
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Secret Net Studio 8.x

Mpwn coBmecTHOW ycTaHoBKe Ha komnbroTep MO ViPNet Client n Secret Net Studio BO3MOXHbI npobaemsl
npwn paboTe OAHOrO 13 KOMMOHEHTOB NporpammMbl — Kpuntogparisepa ViPNet CSP. Ytobbl obecneumnTb
coBMecTHyto paboty MO ViPNet Client n Secret Net Studio, BbinonHnTe cnegytowme Aencrems:

1 3anyctute nporpammy «LleHTp ynpaBaeHuns», Bxogawyto B coctas N0 Secret Net Studio.
2 B nporpamme «UeHTp ynpaBneHus» B pasgene Komnbrotep BbibepuTte BKAagKy HacTponkm.

3 Ha Bknaake Hactpoiiku B pasgene Monntnkm > 3awmra noKasbHbIX PpeCYypCcoB BbibepuTe NyHKT
3aTMpaHue AaHHbIX.

4 Ha naHenn npocMoTpa Ans napameTpa Konmuecrso LMKIOB 3aTUpaHusA onepaTMBHOW NaMsaTy
yKaXxuTe 3HaueHue «0», 3aTeM HaxxMuTe KHOMKY MpumMeHuTb.

(l JNokaneHei peskun @ Secret Net Studio - Llentp ynpaeneqna

==
- @

COCTOAHWE HACTPOWKW WNHeOPMALMA NALUEHZKIA

.
Ic
f LWatnatsl =
_B @ nonvvkn 5% 3almTa NoKaNbHbIX PeECYpCoB
bazoBas zawmra
Bxog & cucTemy 3aTMpaHWe AaHHBIX
Hypran

TexeEDE KONMPOESHWE
P Konwuecteo UWKNDE 33TUREHWA Ha NOKaNbHBIX JMCKAX ]

[nrouwn nonssoeaTenn

Onoee WEHWE O TPEBCorax

KDHTPOJ’Ib RODE I'IDAK_I"HO‘-IEHHE Konwuecteo UWKANDE 38TUPEHNA HE CMEHHBIX HOCUTENAX

3alHTa NOKANLHBIK PECYPCOB

JuckpeunorHoe yNpasneHre aocTynom

KoaW4ecTES UMKNGE 38THRAHWA CNEpPaTMEHSH NaMATH 0
Bampa HHE OaHHBIX
MonHOMOYHOE YNPaBAEHWE AOCTYMOM

3aMKHYTaA NPOrpaMMHan Cpeaa

JaHHBIE H3MEHEHEI m OTtmena

{g_ Twun Jata n Bpema /| Coberrne Onncanmne

B 2502.201912:45:15 Ha arente WIN-9H3KK302J7H nsmeHnnmnce Noantikm. ¥BE4OMMEHWE OT areHTa.

Okro cobomii ° | B o=
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Cisco Agent Desktop 1 nporpamma
VIPNet MoHuTOop

Ecnun pernameHT paboTbl KOHTaKT-LEHTPa TpebyeT NpocayLMBaHKs U 3anncu pasroBOpOB OMepaTopoB
CyrnepB130POM U A/ AaHHbIX onepauunin ncnoabsytotcs npunoxeHuns Cisco Agent Desktop (Ha y3nax
onepatopos) u Cisco Supervisor Desktop (Ha y3ne cynepsun3opa), TO Ha KOMMbOTEPax OnepaTopos He
cnepyet ycraHaeamsath MO ViPNet Client. 3awuty Tpaduka, nepesaBaeMoro Mexay y3namv onepatopos
1 CynepBmn30pa, B 3TOM C/lyHae MOXHO OpraH130BaTh C MOMOLLbH TYHHEIMPOBaHHbIX COEANHEHWA.

Mpun coBmecTHoM ncnonb3zosaHum Cisco Agent Desktop n ViPNet Client nepesaya ronocosoro Tpaduka
Ha y3en cynepsu3opa NPOn3BOAUTCA HEKOPPEKTHO MO CaesyHoLmMM NpuynHam. fonocosoin Tpadumk
onepaTtopoB 3epkanupyetca gpansepom Cisco Agent Desktop Ha y3en cynepsusopa, rae
NPOCNYLUIMBAETCA 1 3anncbiBaeTcA Cynepemn3opom ¢ nomolbto Cisco Supervisor Desktop. Ecan Ha yane
onepatopa ycraHosseH ViPNet Client, To Becb ucxogaLwmii Tpaduk nepesaetcs B o6paboTtaHHOM Buae
(IP-nakeTbl MMerOT NPeobpa3oBaHHbIM 3aroNoBOK). Ho 3epkanmpyemMblii ro10COBOW Tpaduk He MPOXOAUT
obpaboTky B ViPNet Client n3-3a toro, uto nepegaerca npunoxennem Cisco Agent Desktop cpasy Ha
y3en cynepsuzopa. MNpu 3ToMm B HeobpaboTaHHOM BUAE FONOCOBON TPAahUK HE MOXKET ObITb MPUHAT Ha
ero ysne.

[JaHHas npobnema BO3HMKaeT 13-3a Toro, 4to Intermediate Ndis-gpansep npunoxenus Cisco Agent
Desktop, oTBeuatoLmii 3a 3epkanmpoBaHue Tpaduka Ha y3en cynepsusopa, n cetesor ViPNet-gparisep,
OCyLLeCcTBAAIOWNIA 06paboTKy Tpaduka, HaXOAATCA Ha pPa3HbIX YPOBHAX cTeka npoTtokona TCP/IP. ViPNet-
apavieep B cteke TCP/IP pacnonaraetcs Ha ceTeBoM ypoBHe. [panBep Cisco BCTpavBaeTCs B CTEK HUXE
— Ha KaHaNbHOM YpPOBHE — 1 3epKaanpyeT roNocoBom Tpadunk Ha y3en cynepBr3opa Hanpsmyto, He
nepega.as ero ViPNet-gpaisepy. Nosatomy IP-nakeTbl OTNpaBAsrOTCA CynepBU3opy B He0bpaboTaHHOM
BUAE.

Ecnn Ha y3nax onepatopoB He 6yget yctaHoBneHo MO ViPNet, To Becb IP-Tpaduk (B TOM uncne
ronocoBoi) byaeT nepesaBaTbCA B OTKPbITOM BUAE M CMOXET 6bITb MPUHAT Ha y3/e CynepBmnsopa npu
HaAN4MN COOTBETCTBYHIOLWMNX GUALTPOB OTKPBLITOro Tpaduka. HTobbl IP-Tpadurk Yepes BHeLLIHWE ceTn
nepegaBanca B 3alINPPOBAHHOM BUAE, MEXAY Y3/1aMu OMepaTopoB 1 Cyrnepsusopa cegyet
OpraHu3oBaTtb TYHHeNpyemble COeJUHEHUS.

Ecan GyHKUMM NpOCAyLIMBaAHUSA 1 3aNUCKU Pa3roBOPOB ONEPaTOPOB HE OCYLLLECTBAAIOTCA B KOHTAKT-
LLEHTpe, TO TOrga Ha y3nax onepaTtopoB BMecTe ¢ npunoxeHnem Cisco Agent Desktop MOXHO ycTaHOBUTb
MO ViPNet Client.
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Ictopma BepCcnm

B AaHHOM NPWIOXEHUN ONMUCAHbI OCHOBHbIE M3MEHEHMWS B NpeablayLmnx Bepcuax nporpammel ViPNet
Client.
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410 HOBOrO B Bepcunmn 4.5.0

B 3TOM pasgene npeacraBieH KpaTknin 063op nameHeHunin B sepcun 4.5.0 no cpaBHeHuto ¢ 4.3.4.
e PeanusosaHa HoBas apxutekTypa MO ViPNet Client

B cocraBe nporpammsl ViPNet Client nossuacs Hosbln koMmnoHeHT — ViPNet CepBuc ynpaBaeHus
ApanBepom 3awwmTel (cM. CepBuc ynpasieHus gpariBepoM 3awmTel ViPNet Ha cTp. 15),
byHKUMOHUPpYoWwmMi Kak cnyxba Windows.

CepBWC ynpaB/ieHWs BbINOJHAET YacTb QYHKLMI, KOTOPbIe B NPeAbIAYLLNX BEPCUAX BbINOIHANA
nporpamma ViPNet MoHWTOp, @ UMEHHO:

o 3arpy3ky B ViPNet-gpanBep cnpaBo4HOW MHPOPMaLUKN O CTPYKTYPE CETH, MpaBua GuabTpaLmnm

N Kntouen WwndpoBaHus;

o MpVeM 1 nepegavy Ha Apyrve cetTeBble y3/bl UHGOPMALMUN O COCTOSHUM Y3112 1 NapameTpax
JocTyna;

o BejeHwue XypHana IP-naketoB (cMm. PaboTa c xxypHanom IP-nakeToB Ha cTp. 187) 1 XXypHana
cobbITniA (cM. [pocMoTp XypHana cobbITUin Ha cTp. 221).

Tenepb ans nonHoueHHon paboTbl MO ViPNet Bam He TpebyeTcs NOCTOAHHO 3anyLLeHHOM

nporpammbl ViPNet MoHutop. JoctaTtouHo BbinoaHUTL BXog B nporpammy ViPNet MoHutop, nocne

yero ee MOXHo 3akpbiTb. ViPNet MoHuTOp noTpebyeTtcs 3anyCcTuTb BHOBb A5 NpvemMa O6HOBEHU

ViPNet nnn n3meHeHusa HacTpoex.

Peanm3au,vm HOBO ApPXUTEKTYPbI MO3BOAKWa NOBbLICUTb 6e30nacHoOCTb U HageXHOCTb NPOrpaMmMHOro

obecrneyeHns ViPNet.

o [lepepaboTaH TpaHcnopTHbIA Mogynb ViPNet MFTP

Mporpamma ViPNet MFTP 6bina 3ameHeHa kpoccnaathopmMeHHOM cay>6oi TpaHCNOPTHBIM MOAY /b

ViPNet MFTP (Ha cTp. 16). Cny><6a nmeeT onTMMasbHble NapaMeTpbl MO YMONYaHUIO 1, Kak NpaBmo,

He HYy>XJaeTcAa B HaCTpOI\/’IKe. YkazaTb HeCTaHAapPTHbIE NapaMeTpbl TPAHCMNOPTHOIO MOAY A Bbl MOXeETE

C NMOMOLLbIO KOHOUIypaLuroHHoro daina.

e Pa3pabotaH HOBBIN ycTaHOBLYMK Nporpamm ViPNet

HoBblIl ycTaHOBLUMK NO3BOASET 06BEAUHNUTL B OAMH dalin ntoboe koamyecTBo nporpamm ViPNet

YCTaHOBWTb WX 3a OA4MH pa3. KpomMe Toro, yctaHoBKOM 1 coctaBom nporpammbl ViPNet CSP tenepb

MO>HO YMpaBAsTh U3 eAMHOro YCTaHOBLIMKA. B npeabliayLmx Bepcmsax nporpammel yctaHoska MO
ViPNet CSP BbinosHAacb aBToMaTU4Yecky, 6€3 BO3MOXHOCTM MOJ/Ib30BATE/IbCKOM HACTPOMKM.

e ABTOMaTUUeECKOe BOCCTaHOBJIEHME nporpamMmbl

B cnyuae aBapwviiHOro 3aBeplueHus paboTbl MporpaMMbl mepesanyck nporpammbl nan cayx6 OC
BbIMOJIHAETCA aBTOMaTYecku. V13 nHtepdeiica yaaneHsl HacTponky nporpaMmbl Mepesanyckatb
MoHuTOp Npw aBapuiiHoM 3aBeplueHumn 1 Nicnonb3oBatb ¢pyHkumio watchdog.
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Hacrpoiika

(- OBwme
i MpeaynpesoeHua

SLUMIWLEHHER CETE
YnpaeneHve Tpadmikom
MpHKNaaHsIe NpOTOKOME!
Hypran IP-nakeTos

i+ Ofimen cooBuermana

- Daiinossiil ofMeH

YO M BBapMAHOE 33

3anyck v aBapniHOE 3aBEPLLIEHNE

Bil3kIBaTE OKHO Bifopa KoHbUrypaLM

[] BrokmpoBaTs KoMmboTEp

TPK ZEMYCKE MPUNOKEHUS

MepesanyckaTs MoHWTOP MPH GESPMIHOM SaBEPLIEHAM

[ cnonssosate dyHkwa WatchDog

Bpema Ao nepesarpysku: 120 ceKyHa

Bepcua 4.3

HacTpoiika

@---Oﬁu.l,me
MpeaynpexaeHua

+ - 3L EHHERA CETh
-¥rpaeneHue TPadbHKoM

-AypHan IP-nakeTos
-Ofmer coofiwennamnm
- Paftnoski obmeH

-MPMKNaaHEI2 NPOTOKOME!

3anyck v 3aBapUIAHOE 3aBEPLUEHME
MpM SEMYCKE MPHNDKEHARA
Bri3bIBaTE OKHO BbIDOPa KoHDMM YDA
[] BrowuposaTs KoMmLoTED
Bepcua 4.5

PucyHok 180. YOaneHue Hacmpoek agapuliHo2o 3agepuieHusi Npo2pammbs!

M3meHnACca BHeWHN BUA 3Ha4kKa nporpamMmmbl

Tenepb Ha pabouem cTosie 1 B 06aacTv yBeAOMIEHMI 3Ha4OK BbizoBa nporpammbl ViPNet Client nmeet

BUA: m

(¢]

ctp. 150).

obHapy>keHnn Bupyca Ha cTp. 218).

[lobaBneH Moaynb paclumpeHHON punbTpaLum

PeannzoBaTb B3aUMOZENCTBME C aHTUBMPYCOM (CM. HacTpoiika 610kmpoBkM Tpaduka npu

N3meHeHns B coBMecTHOM ucnoab3osaHun nporpamm ViPNet Client u ViPNet SafeDisk-V

SafeDisk-V (cM. O6HOBEHME NpKY UCNONb30BaHWK NporpaMmbl SafeDisk-V Ha cTp. 46).

ViPNet Client 4. PykoBoacTBO nosib3oBaTens

B coctaB HOBOW Bepcum nporpaMmMbl obaBaeH MOAYAb pacluMpeHHoN duabTpaumm (Ha cTp. 17),
KOTOpPbIN NO3BOASET:

CozgaBatb GUILTPbI NPUKNAZAHOTO YPOBHS (cM. Co3aaHne GuibTPOB NPUKAAZLHOTO YPOBHS Ha

HauunHas c Bepcum 4.5.0, nporpamma ViPNet Client He noaaep>xvnBaeT coBMecTHyto paboTy ¢ ViPNet
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410 HOBOrO B Bepcnm 4.3.4

B 3TOM pa3gene npeacraBieH KpaTkuin 063op nameHeHun B Bepcnm 4.3.4 no cpaBHeHuto ¢ 4.3.3.
¢ VicnpaBneHue owmnbok

WNcnpaeneHbl ownbky, obHapy>XeHHbIe NP 3KCMyaTauumn NpeAbiayLLmMX BEPCUiA MporpamMmbl.
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410 HOBOrO B Bepcnm 4.3.3

B 3TOM pasgene npeacraBaeH KpaTknMin 0630p M3MEHEHWU 1 HOBbIX BO3MOXHOCTelM Bepcun 4.3.3 no

CpaBHeHUIO C Bepcmen 4.3.2.

Moaaep>xka Windows Server 2016

HauunHas c Bepcum 4.3.3, nporpamma ViPNet Client nogaep>xvBaeT onepaunoHHyo cuctemy
Windows Server 2016.

CoBmecTumocTb ¢ Secure Boot B OC Windows 10

B Bepcmm 4.3.3 ycTpaHeHbl KOHGIMKTbI COBMECTHOW paboThl ¢ GyHKUMen Secure Boot B cucteme
Windows 10. Tenepb ee oTkAtoUeHUe He TpebyeTcs.

Bo3MOXKHOCTb YCTaHOBKU ajpecoB BUANMOCTUN TYHHEeNNpPYeMbIX Y3/10B MO YMOJIYHaHUIO

B Bepcnm 4.3.3 nosBmnaacb BOSMOXKHOCTb aBTOMaTMUYECKOWN YCTaHOBKU aApecoB BUANUMOCTY TyHHENEeN
4151 HOBbIX KOOPAMHATOPOB. A TakXe rpyrnnoBoe M3MEHEHWNE aipecoB BUAUMOCTU TYHHENeR Ans yxe
CYLLIECTBYHOLLMX KOOPAMHATOPOB.

Hactpoiika @

(- Ofume IP-agpeca engumocti
=) 3aUMWEHHEA CETh

i AONONHUTENbHBIE NEPEMET] BMAMMOCTE TYHHENMPYEMBIX Y3N0B
&8 [P-anpeca BUaAnMoCTI
NpaBNEHME TPadUKoM BHOBE CO3A3BaEMEIE KOOPAWHATOP!: Mo peansHeM [P-aapecat v]

PHKNAAHEIE MPOTOKOME
AKypHan IP-nakeTos [ YCTAHOBMTE ANA CYLECTEYIOWMX KOOPAMHATOPOE. .. ]
OfMeH coobLLEHMAMA
i Dalinoesii oGMeH [ TpoBEpMTE KOHQAMKTbI ]

[ OK ]’ OTtmeHa ] MpMEHNTE

PucyHok 181. YemaHoska adpecog sudumMocmu myHHeAupyembix y3/108
HoBble BO3MOXKHOCTM XXypHana cobbITnii

AamuHuctpatop y3na ViPNet npu npocMoTpe >KypHana cobbITUA MOXeT NPUMEHUTb GUALTP ANA
oTobpaxkeHus:

o COBBITWIA, 3apPErNCTPYPOBAHHBIX B 3aaHHbIVi UHTEPBa BPEMEHN;
o COBbITWIA, CBA3AHHbIX C BbIOPaHHbLIM MOJIb30OBaTENEM;

o0 TOJIbKO OAHOTO BMAA COBLITUN.
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gl Kypran cobermuin IEI

Jatam BpE‘MH Wma nones.. CoBuitue (V] Micnonesoeate dunsTp

j 02.05,2017 13:47:56 Client 1-1 CrmeHa KoHbUrypaLmmn MHTEpBan pericTpaLum:

‘". 02.05.2017 13:47:53 Client 1-1 PEMIM AAMAHMCT PUPOBAHUA 2 was 2016r. v - 2 mas 2017r. =
QE 02.05.2017 13:47:53 Client 1-1 CrMeHa nonb3oeaTend

ﬁﬁ, 02.05,2017 13:17:32 Client 1-1 BExoa B cucTemy MMA nonbsoBaTENA:

;’1 02.05.2017 13:17:25 Client 1-1 Bbixon 13 cucTemsl ’Bce e ,]
ﬁﬁ, 06.04.2017 15:01:00 Client 1-1 Bxon B cucTemy

i, 06.04.2017 15:00:54 Client 1-1 BlixoA W3 CHCTEME CofbiThe:

@ 06.04.2017 14:20:04 Client 1-1 MonbITka Bxoaa AAMAHMCTPETOPA B CUCTEMY OTBEPrHYTa [Bce coBRITHA v]
@ 06.04.2017 14:19:54 Client 1-1 MonkITKa BX0AE AAMUMHUCTPATOPA B CUCTEMY OTBEPTHYTE

@ 06.04.2017 14:19:47 Client 1-1 MoneITKa BX0A8 AOMMHUCTRETOPE B CUCTEMY OTBEPrHYTE

ﬁﬁ, 06,04, 2017 14:19:27 Client 1-1 Bxoa B cucTemy

;’1 06.04.2017 14:19:21 Client 1-1 BrIX0a 13 CMCTEMBI

@ 06.04.2017 14:13:54 Client 1-1 MonbITKa BX0Aa AAMMHWCTPETOPE B CUCTEMY OTBEPrHYTE

ﬁﬁ, 06.04.2017 11:08:24 Client 1-1 Bxoa B cucTemy

[ Beixoa ][ Cnpaeka

Sammo: 1 Becero: 14

PucyHok 182. BoamoxHocme npumeHeHuUs ouiempos npu npocMompe XypHasaa cobeimuli
JononHeHa pokymeHTauusa ViPNet Client

B pykoBoACTBO f06aBNeH CLeHapUii aBapUIAHOTO YAaNeHUs NporpamMmbl U3 6e30MacHoro pexmnma
OC Windows.

N3meHeHns B coBMecTHOM ucnoab3osaHun nporpamm ViPNet Client n ViPNet SafeDisk-V

HaunHas c Bepcun 4.3.3, npun cneunanbHOM YpoBHE NOJAHOMOUMIM 3 (MOAPOBHO O MOJHOMOUMSAX CM.

AOKyMeHT «Knaccudumkaums nonHomounia. MpunoxeHue k gokymeHTauum ViPNet») nonb3osatento

npeAocTaBAsieTcs 4OCTyN B VIHTepHeT.
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410 HOBOTIO B Bepcnmn 4.3.2

B 3TOM pasgene npeacraBieH KpaTKnin 0630p M3MEHEHUI M HOBbIX BO3MOXHOCTeN Bepcun 4.3.2 no

CpaBHeHUIO ¢ Bepcmen 4.3.1.

N3meHeH nopsagok obHoBneHus MO ViPNet Client B 3awmwieHHon cetu

Mepea Tem, kak 06HOBUTL O ViPNet Client o Bepcun 4.3.2 Ha ceTeBbIX y31ax 3alLMLLEHHON CETH,
obHosuTe MO ViPNet Client (cm. O6HoBeHne ViPNet Client Ha cTp. 43) Ha ceTeBOM Yy3e C
nporpammoi ViPNet LieHTp ynpaBneHuns ceTbto.

MN3meHeH cnncok noaaep>XmBaeMbixX onepaynoHHbIX CUCTeEM

HauunHas c Bepcum 4.3.2, npekpatyeHa nogaepxxka OC Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008 B cBs131 C NpeKpaLLeHNEM UX NOALEPXKKM NPOU3BOAUTENEM U HAIMUYNEM
yazBmuMocTei B aTmx OC.

N3ameHeHne TpeboBaHUii Kk cepTudmrKaTam, UCNOJb3yeMbIM MpU ayTeHTUdUKaL UK

PaHblue Ana BbINOJAHEHMA ayTEHTUPUKALIMM C MOMOLLbIO cepThdMKaTa HEOBXOANMBIM YCIOBUEM
ABNANOCH HaMUMe Ha3HaveHna «[Tposepka NOAJIMHHOCTU KJIMEHTa» B paclUMpeHnmn cepTudunkara
PaclwmnpeHHoe ncnosib3osaHue knto4va. Tenepb Ana ayTeHTUdUKaLMM Bbl MOXETE UCMO/b30BaThb
ceptudukart ¢ HazHaueHneMm «LLndposaHue katoueli» B pacwmpeHn MicnonbsoBaHme katoya (CM.
OcobeHHOCTM ayTeHTUdMKaLMM C MOMOLLBIO cepTudurkata Ha cTp. 74).

Pexxum «My6anuHbii DNS»

Tenepb npu pabote ¢ 3awmeHHbIMY DNS-cepBepamu Bbl MOXeTe MCMOJ/Ib30BaTh PEXUM
«[My6nnuHbIi DNS» (cM. Vicnonb3osaHue nybanyroro DNS-cepBepa Ha cTp. 126), KOTOpbIN
No3BO/IAET NepekNtoYaThCs Ha BHelHnA DNS-cepBep VIHTepHeT-npoBaigepa B ciyyae
HecTabubHOM CBA3M C 3aLuieHHbIM DNS-cepBepoM KopropaTMBHOMN ceTu.

MpuHyanTenbHoe coeanHeHne ¢ koopamHatopom no TCP-TyHHento

B Bepcum 4.3.2 Bbl MOXeTe HacTPOUTbL MOCTOAHHOE NoAKArYeHne K cepeepy IP-agpecos no TCP-
TYHHENO, YCTaHOBMB COOTBETCTBYHOLLMI G1adkoK B HACTporikax (CM. HacTpoiika noakioueHuns K
3alMLLLEeHHON ceTu Ha cTp. 97). B npeapiaywimnx Bepcusax coegmHeHne no TCP-TyHHento
yCTaHaB/MBaNOCb aBTOMaTUUECKN U TOAbKO NpW HecTabunbHOM cBA3m no npotokosay UDP.

UcnpaBneHne owmnbok

WNcnpaBneHsbl ownbku, obHapy>XeHHbIe MPU 3KCayaTauuy NpeablayLLmx BepPCUiA MporpamMmei.
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470 HOBOrO B Bepchm 4.3

B 3TOM pasgene npeacraBieH KpaTknin 0630p M3MeEHEHUI 1 HOBbIX BO3MOXHOCTeN Bepcun 4.3.1 no

cpaBHeHMIo ¢ Bepcmen 4.3.0.
o TMoaaep>xka Windows 10

HauuHas c Bepcum 4.3.1, MO ViPNet Coordinator nogaepxunBaeT onepaumoHHyto cuctemy Windows
10.

e OrtkatoueHue nogpep>kkn TLS/SSL B nporpamme ViPNet CSP no ymonuaHuio

Tenepb npu yctaHoske nporpammbl ViPNet CSP B coctase 10O ViPNet Client nogaepykka npotokona
TLS/SSL oTkntoueHa. Bbl MOXeTe BKAKOUNTb NOAAEPKKY, 3aMyCTUB YCTAHOBOUHbIN dalin nporpaMmel
ViPNet CSP 1 go6aB1B COOTBETCTBYIOLMNN KOMMOHEHT.

¢ VicnpaBneHue owmnbok

WNcnpaeneHbl ownbky, obHapy>XeHHbIe NP 3KCMyaTauumn NpeAblayLLmX BEPCUiA MporpamMmbi.
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410 HOBOrO B Bepcnmn 4.3.0

BoccraHoB/IeHUE NpeAyCTaHOBIEHHBIX PUIBTPOB U rPynn o6bLEKTOB

B Bepcum 4.3 nosaBmaacb BO3IMOXHOCTb BOCCTAHOBUTb MPeAyCTaHOB/EHHbIe ceTeBble GUALTPLI. ITO
NMO3BO/ISET OTKA3aTbCA OT MPOM3BEAEHHbIX N3MEHEHWIN B HAaCTpanBaemblx GuabTpax N BEPHYTLCA K
NCXOAHOMY COCTOSIHUIO. BMecTe ¢ dunbTpamm Takke HyayT BOCCTaHOBAEHbI NPeayCTaHOBAEHHbIE
rpynmnbl 06bEKTOB.

Moasep>kKka LLeHTPaAN30BaHHOTO YNpPaBJeHUA aAropuTMomM WndpoBaHUA U COXpaHeHUEM
naposisi B peecrpe

Ha ceteBbix y31ax Bepcum 4.3 aBTOMaTUUECKN N3MEHAIOTCA anroputM WndpoBaHMa 1 paspeLleHme
Ha CcoxpaHeHVe Napos B peecTpe B COOTBETCTBUMN CO 3HaYEHUAMMU, KOTOPble NepeaaeT
agMuHucTpatop cetn ViPNet B coctaBe 06HOBAEHMS CMPaBOYHMKOB U Katoyel. LleHTpanm3oBaHHoOe
ynpaBseHue 3TMMK napametpamm Bo3moxHo B O ViPNet Administrator Bepcun 4.4.1 1 Bbiwe.
Monb3oBaTeNb AW aAMUHNCTPATOP CETEBOTO Y3/1a MO-MPEXHEMY MOXET U3MEHWTb YKa3aHHble
napameTpsbl, O4HaKO U3MeHeHMe ByaeT AeCTBUTENbHO A0 CeAyoWwero 06HOBIEHNS CNPaBOYHMKOB
N KNHOYEn.

I'Iop,p,ep>KKa LeHTPan30BaHHOrO ynpaBaieHna COCToAHNEM CeTeBOro 3KpaHa Windows

Ha knneHTax Bepcun 4.3 aBTOMaTUYECKUN YCTaHaBAMBAETCA COCTOAHME ceTeBOro akpaHa Windows,
3agaHHoe agMuHuctpatopom cetn ViPNet B nporpamme ViPNet LieHTp ynpaBaeHuns ceTbio Bepcun
4.4.1 v Bblwe. Ecn ans ynpaBaeHns ceTbro ncnonbsyerca bonee paHHAa Bepcua ViPNet
Administrator, To npu nepeom 3anycke nporpammbl ViPNet MoHuTtop ceteBoi skpaH Windows
aBTOMaTUYeCKM OTK/IOYaeTcA.

ﬂ,OI‘IOﬂHI/ITeﬂbeIe napamMeTpbl YCTAaHOBKN C MOMOLLBbHO FPyNMnoOBbIX MOJINTUK

MosiBUaacb BO3MOXHOCTb 3ajaTb AOMNOAHUTENbHbIE NapamMeTpbl Npu yctaHoske MO ViPNet Client ¢
MOMOLLbIO FPYMNMOBbIX MOAUTUK. Tenepb, CNONb3ys roToBble daribl HacTpoek B dopmate MST, Bbl
MoXeTe BblIbpaTb, HY>XHO An ycTaHaeamBeaTtbk nporpammy ViPNet [lenoBas nouta n JONONHUTENbHbIE
komnoHeHThl ViPNet CSP.
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410 HOBOTIO B Bepcun 4.2

B 3TOM pasgene npeacraBieH KpaTkKnMin 0630p N3MEHEHWA Y HOBbIX BO3MOXHOCTEN Bepcun 4.2,

OnTMMM3aumna MapLpyTusaumm 3awmieHHoro IP-tpadpurka mexxay KineHTamu

¥Y35bl ¢ nporpammHbimM obecneveHnem ViPNet Client Bepcumn 4.2 B oTnume OT NpeabiayLnx BepCui,
Kak B JIOKa/IbHOW CeTW, Tak U BO BHELUHEN, yCTaHaBANBAIOT COEMHEHNS C APYTUMU y31amMun No
NPAMbIM AOCTYMHbIM MapLUpyTaMm, MO BO3MOXHOCTU MUHYA KOOpAMHaTOPbI. [laxke ecan ABa KAneHTa
CTOAT 3@ Pa3HbIMW YCTPOMCTBAMM C ANHAMUYECKOW TPaHCAALMEN apecoB, OHN CMOTYT COeANHUTLCA
Hanpamyro. E4MHCTBEHHOE YCI0BME, NPU KOTOPOM NPAMOE COeANHEHE MeXAy KaneHTaMu byaeTt
HEBO3MOXHO, — ecnn yctporctBa NAT 0b6oumx KAneHTOB nNpun oTrpaske |IP-nakeToB OT HMX NO
pa3HbIM aZpecamM KaxkAbl pa3 BblAENSAoT ciyyalriHbln nopT. Tak paboTtaeT cummetpuuHbii NAT. B
3TOM C/yyae CoeAMHEeHNe MexXay ABYMSA TakKUMW KINEHTaMW YCTaHOBUTCA Yepe3 OAMH U3 KX
CEPBEPOB COEANHEHUN.
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PucyHok 183. OpzaHu3zayus coeduHeHuli mexody cemesoimu y3namu ViPNet
HacTtpoiika nogkntoueHus kaveHToB K cetn ViPNet

KnvneHTbl Bepcnm 4.2 aBTOMaTUUECKM ONPESENstoT TUM NMOAKIOUEHUS K BHELLHEN CETU.
B3aumogelicTBuMe C y31amu BHELLHEW CETU OHUW YCTaHaBAMBAKOT C MOMOLLbHO CEPBEPOB COBAVHEHUIA
(cMm. rnoccapwid, cTp. 419). B cBSi3v € 3TUM Tenepb B HACTPOMNKaxX KJIMEHTCKUX Y3/10B OTCYTCTBYET
HacTpoiKka T1Mna MeXCceTeBOro aKpaHa, HO MMeeTCs BO3MOXHOCTb BbIbOpa cepBepa COeUHEHUI.

Kak npaBuio, U3MeHsTb cepBep COeAMHEHUI He TpebyeTtcs. EAMHCTBEHHBIN Ciyyai, Koraa MoXeT
noTpeboBaThCs BbIGOP MHOMO cepBEpPa COEANHEHWNA, — 3TO MOAKIOUEHME KANEHTA K APYrol
NOKaNbHOW CETW, B KOTOPOW HET AOCTyNa K BalleMy cepBepy COEAUHEHUI, HO eCTb APYro
KOOPAMHATOP, UMEHLLMNIA CBA3b C KNMEHTOM. B HacTporikax KAMEHTCKOro y3na NpucyTCTBYHOT U
Apyrune HaCTpOVIKM, HO OHU CKPbITbl KakK 4OMOJIHUTENbHbIE, N X HE CheAyeT USMEHATb 6e3
HEeobXoANMOCTN.
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PucyHok 184. NameHeHue Hacmpoek nodkrodeHus k cemu ViPNet 8 ViPNet Client
Bo3moxkHocTb noakntoueHus k cetn ViPNet uepes TCP-TyHHenb

Mpw yaaneHHOM NoAKIHUEHUN KNINEHTOB K ceTsM ViPNet MoxeT Bo3HMKaTh Npobaema ¢ nepegayen
IP-naketoB no npotokoay UDP 13-3a TOro, 4to AaHHbI NPOTOKO BJ0KMPYETCs HEKOTOPbIMU
WHTEpHET-NpoBaigepamu. Tenepb KIVEHT MOXET YCTaHaBAMBaTb COEANUHEHUS C APYTUMU Y31aMu
cetn ViPNet uepe3 TCP-TyHHe b, HACTPOEHHBIN Ha ero cepBepPe COEANHEHWNN, B TOM C/lyyae, ecaun
nepegava IP-naketos no nportokony UDP HeBO3MOXHa.

Mpw HacTporike TCP-TyHHENs Ha KOOpAMHATOPe 3a4aeTcsA NOPT, Ha KOTOPbIW AO/XKHbI NOCTYNaTh
nepegaHHble TCP-nakeTbl. Hbopmauma o Homepe nopta TCP-TyHHens aBToMatnyecky paccbliaercs
Ha BCe KJIMEHTbI, A5l KOTOPbIX KOOPAMHATOP ABASETCA CEPBEPOM COeANHEHWI. Ha knineHTe HoMep
nopta AocTyna Kk koopanHatopy vepe3 TCP-TyHHenb oTobpaXkaeTca B CBOMCTBAX AaHHOrO
KoopauHaTtopa. Ecan B cBoicTBax koopamMHaTopa NOPT He yKa3aH, HO Npu 3TOM M3BECTHO, YTO Ha
3TOM KoopanHaTope pa3sepHyT TCP-TyHHeNb, MOPT MOXET BbITb 3a4aH BPYUHYHO.
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PucyHok 185. BoamoxHocme 3adaHus nopma TCP-myHHens
N3meHeHns B MacTepe obHOBNEHMA cepTUdUKaTa

B mactepe o6HOBNEHMsA cepTudumKaTa Bblna yaaneHa HacTpolika cnocoba nepesaun 3anpoca B CBA3N
C TeM, UTO cnocob nepenaum 3anpoca Yepes Gpain ctan HeBocTpeboBaHHbIM. B nporpamme ViPNet
Yaoctosepstowmin n kntoueBow LeHTp (YKLL) Bepcum 4.x 06paboTtka Gpainnos C pacllMpeHneM * . sok,
NOJlyYeHHbIX HaNPAMYHO OT MOJb30BaTes, HEBO3MOXHA. Tenepb CO3AaHHble 3anpockl Ha
obHOBNEHWE cepTUdMKaTOB MOTYT ObITb NepedaHbl B YKL, Tonbko yepe3 TpaHCNOPTHbIA MOAY b
ViPNet MFTP.

Kpome 3toro, B MacTepe 6bi1a UCKArOUYeHa BO3MOXHOCTb BbIBOpa pexrMa OXugaHuns ceptudrkata
n3 YKL, B peanbHOM BpeMeHU 1 NapameTpa BBOAa cepTudukaTta B AeWCTBME CPasy Noc/Ie NOSyUeHus.
WNcnonb3oBaHmWe yka3zaHHbIX HACTPOEK B HEKOTOPbIX Cy4asx MPUBOAMIO K cOOto npoLiecca BBOZAA B
aevictBue nonydyeHHoro m3 YKL, ceptndukaTa. Tenepb BO3MOXHOCTb €605 MU BBOAE B AelCTBME
MoJly4YeHHOro cepTudumkata nckatoueHa. OH aBTOMaTUUECKMN BBOAMWTCSA B AEMCTBUE NP NMOAYYEHMWM,
€C/IN B OKHE HaCTpoek napamMeTpoB 6e30MmacHOCTM Ha Bkiagke Moanuck yctaHoBAEH dhaaxok
ABTOMaTUUYECKU BBOAMUTb B AeNCTBME cepTUdMKATbI, U3jaHHbIe MO MHULMATMBE NOJib30BaTes.

O6HosneHue MO ViPNet Client 6e3 nepesarpy3ku KomnbroTepa

Tenepb npu o6HosneHum MO ViPNet Client 6osbLie He TpebyeTca nepesarpyska KOMMbIOTEPa, 3a
NCKIOYEHNEM CUTYaLMI, Korga 6b1nmn obHoBaeHbl koMnoHeHTbl ViPNet CSP. B 3Tom ciyyae macTtep
YCTaHOBKW MpPeAoXnT nepesarpy3ntb KOMMbLoTep.

M3mMeHeHne NI0rvku onoeelleHnii cncteMbl o6HoBaeHus ViPNet

B Bepcun 4.2, eciv HacTpoeHa aBTOMaTMyeckas ycTaHoBKa OBHOBNEHWIA, TO BCe onepaLmm cucteMa
o6HoBneHUs ViPNet nponsBoanuT B «TUXOM» pexxume 6e3 Bbigaun coobLueHnii Ha akpaH. Ecan
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HaCTpOeHa yCTaHOBKa OBHOBAEHWIA BPYUYHYHO, TO MpW NocTynaeHun Ganios o6HOBAEHMA B 061acTu
yBeAOMAEHMI OTOBpaxkaeTcs COOTBETCTBYHOWas MHGopMaLms.

B npeablgyLimx Bepcusx NporpamMmmbl 3Ha4OK CUCTEMbI OBHOB/IEHUI B 061aCTV yBEAOMIEHW
NpWCyTCTBOBaJ BCerga. B Tekylueli Bepcum 3HaUOK NpUCyTCTBYET TOJILKO TOTAa, Korga Tpebyetcs
BbIMOJIHUTb JOMOJIHUTENbHbIE AECTBUSA, HAaNpPYMep, Nepe3arpy3nTb KOMMbIOTEP MOCAE YCTaHOBKM
O6HOBEHNS AN NPUHATL OOHOBAEHWS, €C/IN HacTPOEeHa yCTaHOBKa OBHOB/IEHNIA BpYYHYtO. Takxke B
TekyLLel BepCUnM OKHO cuctemMbl 06HoBAeHUs ViPNet MOXHO oTKpbITh M3 MeHto Myck.

HoBble BO3MOXXHOCTU npwu obmeHe 3auimieHHbIMU COOGLIJ.eHVIﬂMVI

B nporpamme obmeHa 3alnieHHbIMIN COO6LLI,eHI/IﬂMI/I Bepcumn 4.2 noaABUANCL AOonoJIHUuTeNbHbIE
BO3MOXXHOCTW. Tenepb Bbl MOXXETE:

o  OCYLLEeCTBAATb MOMCK CIOB B COOBLLEHMSAX OTKPbIThIX CEaHCOB;

o  OCYLLECTBAATb Nepexos MexXAy ceaHcamMmu 0bMeHa;

o Y3HaTb AaTy 1 BpeMs nociefHero obMeHa COOBLLEHNAMM C y4aCTHUKOM CeaHca;
o OTNpaBAATb NMCbMa MW daiabl BO BPeMs ceaHca obMeHa coobLeHnsaMy;

o NpoBepATb COeANHEHME C noydaTenem.
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Beero nosee coofenmi: 0 Henpourenseo: O Texywywmi ceanc: 1 Clent 1-2 Tn: Obasen coolugemaa,

PucyHok 186. Hogble 803MoxHOCMU npu 0bMeHe 3aujuyeHHbIMU CoobueHUAMU

Kpome 310ro, Tenepb Npu 3aKpbITUX NPOrpamMmbl 06MeHa 3alLMLLEHHBIMY COOBLLEHMAMM BCE
HauaTble ceaHCbl COXPaHSAOTCA, U KOTAa Bbl B C/IEAYHOLLMIA pa3 3anycKaeTe NPorpaMmMy, OHU
BOCCTaHaBAMBAOTCA. B npeabiaylmx Bepcmsax Npu 3akpbITUM NPOrpaMMbl 3aKpbIBaMCh BCe TeKyLine
ceaHcCbl obMeHa coobLeHnaAMM.

OnoselleHne 06 N3MeHeHUU rpynn o6EKTOB UK ceTeBbIX PUALTPOB

B HoBOW Bepcuu npun gobaBneHnn UM M3MEHEHMMN TPyNn O6BEKTOB U CeTeBbIX QUAbTPOB B CTPOKE
COCTOAHWA NaBHOrO OKHa NPOrpamMmbl NOABAAETCA COODLLEHME O TOM, YTO rpynnbl 06bEKTOB NN
GUAbTPBI BbIIM U3MEHEHbI, HO N3MeHeHUA He NpumeHeHbl. CoobLyeHne B CTPOKe COCTOAHMS byaeT
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PucyHok 187. OnogeujeHue 06 uameHeHuU epynn o66ekmoe u cemessix Puibmpos
N3meHeHns B nporpamme ViPNet [lenosas nouta

B HoBoW Bepcuun nporpammel ViPNet [lenosas noyta npu co3gaHum nucbma Bbl MoXKeTe 0GOPMUTL
€ro, U3MeHMB TUM, pa3mep, HayepTaHue WpudTa, BCTaBMB B TEKCT M306paxkeHue, CrIMCOK U Tak
fanee.
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PucyHok 188. lNaHenb hopmamuposaHus 8 okHe co30aHUs nucem

Takxe B Bepcum 4.2 peannsoBaHa BO3MOXHOCTb CO34aHMNA HOBbIX MPaBna aBTONPOLEeCCUHra Ana
¢dalinoB Bo BHyTpeHHeM popmate nporpammsl ViPNet lenosas nouta (*.bml).

Kporvle TOro, Tenepb Bbl MOXKeTe HAaCTPOWTb NpaBKaa O6pa6OTKI/1 BXOAALWMX NMNUCEM ANA KOHKPETHbIX
no/ib30BaTesiell CeTeBoro y3n1a B Cay4dae, Koraa no/sb3oBaTenen HeCcKoIbKO.

3anucb cobbITMIA, NpoucxoaAmMX Ha 3awmweHHoM y3ne ViPNet, B xxypHan Windows

Peanv3soBaHa BO3MOXHOCTb cb0pa 1 yaaneHHOro aHanm3a nporpamMmmHbiM komniekcom ViPNet
StateWatcher undopmanmmn o 610KkMpoBaHHbIX IP-nakeTax n M3MeHeHWUAX B HacTpOliKax ceTeBbIX
GWAbTPOB 3almLeHHOro y3aa. Tenepb B nporpamme ViPNet MoHuTop agmuHunctpatop y3na ViPNet
MOXET BKJIFOUNTb 3aMmcCb 3TUX cobbITMIA B XXypHan Windows, k kotopomy MK ViPNet StateWatcher
obpatyaetca npu cbope nHdopmaummn o ceteBom ysne ViPNet.
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410 HOBOTO B Bepchn 4.1

B 3TOM pa3gene npeacraBaeH KpaTkKMin 0630p M3MEHEHNIA N HOBbIX BO3MOXHOCTEN Bepcumn 4.1.
e OrtkntoueHue ceTeBoro akpaHa Windows npu nepsom 3anycke nporpamMmbl

Mpw yctaHoBke nporpammebl ViPNet Client Bepcun 4.1 ctaHgapTHbIN ceTeBol 3kpaH Windows
OCTaeTCA BKAOYEHHBIM W BbIK/IHOYAETCA aBTOMaTUUeCKM TONbKO Npu NepBOM 3arnycke NporpaMmel.
Takas norvka no3BosseT obecneunTb HENPEPbLIBHYO 3aLlLMTy Ballero KOMMbroTepa npwu
pa3BepTbiBaHUM ceTh. CoobLLeHne 06 OTKAOUEHNN CETEBOrO 3KpaHa He BbIBOAUTCA. B Bepcumsax 3.2.x
CeTeBOW 3KpaH BbIK/IHOYAETCS NPW YCTaHOBKE NPOrpaMMHOro obecrneyeHus.

e Hosble aAropnTmMmbl noanmcu

B nporpamme ViPNet MoHuTop Bepcum 4.1 peannsoBaHa nogaepKka Katouen 3aN1eKTPOHHOM
noAnuncy, co3gaHHbix no anroputmy FOCT 34.10.2012.

e B03MOXHOCTb UCMOJIL30BaHUSA 3KPAHHOW KJ1aBMaTypbl ANs ayTeHTUbuKaumum

B Bepcum 4.1 Bo Bpems 3arpyskn Windows ans ayteHTndukaumuu B nporpamme ViPNet MoHnTop Bbl

MOXeTe 1CMO/Ib30BaTh IKPaHHYHO KiaBmaTypy. 11 3TOro HaXXMuTe KHOMKyY & “ B MeHI0 BbIbepuTe
MYHKT DKpaHHasA KnaBuaTypa.

e U3meHeHus B nporpamme ViPNet JenoBas nouta

B Bepcuu 4.1 peannsoBaHa BO3IMOXHOCTb COXPaHEHWS BAOXKEHUN B 6a3e JaHHbIX 415 pa3MeLLeHus B
apxuBe BMeCTe C NncbMamu. B aTom ciyuae apxvB npeacraBaset cobor oamH darin. PasmeleHmne
apxviBa MVUCEM ¥ BJIOXEHWI B OAHOM ¢aliie No3BOASET YyNPOCTUTb KOMUPOBAHWE UK NMEPEHOC
apxvBa Ha BHELUHWI HOCUTESb, HamMprMep, C LieJibio pe3epBUPOBaHUS.

B ViPNet [lenoBas nouta ncnonb3yroTcs HOBblE 3HAUKM, a Takke gobaBieHa KonoHka CTaTyc, B
KOTOPOI aTpnbyThl MUCbMa NpPeAcTaB/eHbl rpaduyecku.

i
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PucyHok 189. Hosas ko/s10HKaG 011 0mobpaxkeHus cmamyca nucemMa
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410 HOBOrO B Bepcmm 4.0

B 3TOM pasgene npeacraBieH KPaTknMini 0630p N3MEHEHWN 1 HOBbIX BO3MOXHOCTel Bepcum 4.0.

Moasep>kka LLeHTPaN30BaHHOTO YNpaB/eHUs NoanTukammu 6esonacHocTu

B nporpamme ViPNet MoHUTOp peasn3oBaHa BO3MOXHOCTb NMPUMEHSATb CETEBbIE PUALTPbI U
npasunia TpaHcisumnmn IP-agpecos, co3gaHHble B nporpamme ViPNet Policy Manager.

HoBbili popmaTt ceTeBbix GUALTPOB U NpaBua TpaHcauum IP-agpecos

B Bepcmm 4.0 ncnonbayetca HOBbIN popmaT ceTeBbIX QUABTPOB M NpaBua TpaHcAuuK IP-agpecos
(cM. VIHTerprpoBaHHbIn ceTeBOM 3KpaH Ha CTp. 128), KOTOPbIN NO3BOASET MPUMEHATL NOJAUTUKM
6e3onacHocTH, co3gaHHble B nporpamme ViPNet Policy Manager. Mpu nepexose Ha HOBYHO BEPCUIO
bUAbTPBI M NpaBUia KOHBEPTUPYHOTCA He3 Kakux-NMbo notepb. Takum 06pa3oM, HUKaKUX AENCTBUN
CO CTOPOHbI NO/b30BaTeNsa He TpebyeTcs.

OTKa3 oT peXXumoB 6e30nacHoOCTH

B Bepcuun 4.0 pexxuMbl 6e30nacHOCTH He UCnob3ytoTcs. Heobxoanmbli ypoBeHb 6e30nacHOCTH
MOXHO HaCTPOUTb, CO3AaB ceTeBble GUALTPbI AN HAa3HAUMB COOTBETCTBYHOLLUIA YPOBEHb
NMOJIHOMOYUIA MOJIb30BATENS.

Wcnonb3oBaHue TexHonorun MSI gns yctanoskm MO ViPNet

[Ans nporpammbl ViPNet MoHuTop Bepcum 4.0 paspaboTtaH ycTaHOBOUHbIM nakeT MSI (cM. YcTaHoBKa
ViPNet Client Ha cTp. 30), KOTOpPbIV NO3BOAAET YCTaHaBAMBAaTbL MPOrPamMmMy C UCMONb30BaHNEM
Microsoft System Center, a Tak>ke C MOMOLLbIO NPOrpaMM, 06paLL@OLLMXCA K KOMaHAHON cTpoke
Windows gns 3anycka aBTomaTtunyeckor yctaHoBku ViPNet MoHuTOp (CM. YcTaHoBKa B
HEUHTEPaKTUBHOM pexume Ha CTp. 32).

YcraHoBKka 1 HacTpoiika ViPNet CSP

Mporpamma ViPNet CSP MoxeT 6bITb YCTaHOB/IEHA KaK 13 OTAE/bHOIO YCTaHOBOYHOrO ¢ainia, Tak v
BMecTe ¢ nporpammamu ViPNet Client n ViPNet Coordinator Bepcun 4.0. MNpu ntobom 13 cnocobos
yctaHoBkuM ViPNet CSP ycTtaHaBivBaeTCa Kak OTAeNbHas nporpamma, 4to obecneumsaet yao6cTBO
obHoBneHns ViPNet CSP HezaBucnumo ot nporpamm ViPNet Client n ViPNet Coordinator.

HacTpowka kpunTonpoBaigepa Tenepb BbINOAHAETCS TOAbKO B nporpamme ViPNet CSP. Ha Bknagke
Kpuntonposaigep nporpammbl ViPNet MOHUTOP MOXHO OCYLLLECTBUTb TOJIbKO NMEPEXOA K OKHY
HaCTPOMKMW.
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PucyHok 190. Hacmpolika napamempos kpunmonposatioepa

Macrep ycraHoBku kntoueld ViPNet

B Bepcuu 4.0 macTep nepBUYHON MHMLMaNM3aLIMM BobLle He ncnoab3yeTcs. Mactep ycTaHoBKM
kntoueit ViPNet no3BosseT BbINOAHATL BCE CLLEHApUK, CBA3aHHbIE C YCTaHOBKOM 1 OHBHOB/IEHMEM
Katoue Ha ceteBoM y3ne ViPNet (cMm. YcTaHOBKa CpaBOYHMUKOB U KAtOYEl Ha cTp. 52).

Cnocobbl ayTeHTUbMKaLMn noab3oBartens

B nporpamme ViPNet MoHuTOp Bepcun 4.0 npy CNonb30BaHWUM YCTPOMCTBA ayTeHTUdMKaLmum
(cnocob YcTpolicTBO) A4/ BXOAA B MPOrpamMmy peaan3oBaHa BO3MOXHOCTb BbIMOAHATb
ayTeHTUPMKaLMIO NOIb30BaTENsA HE TONbKO C MOMOLLIO NePCOHaNbHOrO Karoua (Kak B Bepcmm 3.2.x),
HO ¥ ¢ NomolLbto cepTndmkata (cm. Cnocobbl ayTeHTUdbMKaLMKM nonb3oBaTens Ha cTp. 70).
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Bepcua 3.2.x
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PucyHok 191. Ucnone3osaHue ycmpolicmea 0415 aymeHmugbukayuu nosis3oeamens

Cnocob ayteHTMdMKaumm MNapoab Ha yCTPOMCTBE B JafbHelLLeM NOAAEePXKMBaTbCA He Byaer,

nostomy B Bepcuu 4.0 pekoMeHAyeTCA NepenTn Ha Apyrue cnocobbl ayTeHTUdGMKaumm (Cm.

M3ameHeHMne cnocoba ayTeHTMdUKaALUN Noab30oBaTeNs Ha cTp. 220).

Ecan ANna BXo4a B NporpaMMy UCNnosib3dyeTca napojb, TO Npy CMeHe Nnoab30oBaTeNIa 40CTaTOYHO

BbIOpaTh B COOTBETCTBYOLLEM CMMCKE YUYETHYHO 3anuck. [Npu 3ToM He TpebyeTcs yKkasbiBaTb Manky

KJtoUueln nosib3oBaTens.
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PucyHok 192. AymeHmudgpukayus nose3o8amesss C NOMOWbIO NAapos

Cucrema obHoBneHusa ViPNet

B ViPNet MoHuTtop Bepcum 4.0 peannsoBaHa HOBasi cMCTeMa OGHOBEHUS, MO3BOAAIOLLASA
NPVHUMaTb 1 YCTaHaB/MBaTb OOHOBJIEHWS NPOrPaMMHOro obecrneyeHus, CNPaBOYHUKOB U KItOUeN,
a Takxe nNoanTuk 6esonacHocTn, co3gaHHbix B ViPNet Policy Manager. Cuctema o6HoBeHUS
npoayktoB ViPNet npegocTtaBnseT yA0OHbIN rpaduyeckunii MHTepdenc ans paboTbl ¢ MOCTYNMBLUMMU

dbaiinamv o6HOBNEHMS.
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PucyHok 193. Cnucok nosy4deHHbix 06HoseHul

Mpw noctynieHun dpannos 06HOBAEHNSA Bbl MONYYUTE YBEJOMAEHNE.

| COOHOBNEHWA B npouecce YCTaHOBKH. 9 X
= Haopapme AAA APOCRIOTRS CAMCKS ERROAHASRID
ofiHoEAEHER,

PucyHok 194. YeedomneHue o nosydeHuUU U ycmaHoske ¢paliios obHos eHUs

CoszpaHune ¢puabTpos ana IP-naketos

B nporpamme ViPNet MoHutop Bepcum 4.0 peannsoBaHa BO3MOXHOCTb UCMO/b30BaThb XypHan IP-
nakeToB AnA co3jaHnsa GuAbTPOB (Kak paspeLuarownx, Tak u baokmpyrowmx). B ceasm ¢ asTum yaaneH
pasgen baokupoBaHHble IP-nakeTbl 1 Bce AelCTBUSA Hag IP-nakeTaMu BbINMOAHAOTCSA B pa3gene

)KypHan IP-nakeTos.

CmeHa KoHbUrypauuin nporpamMmsl

B nporpamme ViPNet MoHuTOp Bepcum 4.x peanvsoBaHa BO3IMOXHOCTb aBTOMaTUUECKON CMEeHbI

KoHowurypauwmii. Eciv Bbl paboTaete ¢ HECKONbKUMMU KOHOUTYpaLUAMN MPOrpaMMbl, KaxayHo v3

KOTOPbIX HY>XHO yCTaHaBAMBaTb B orpejAeneHHOe BpeMA, Bbl MOXETE HAaCTPOUTb pacnmcaHne CMeHbI

3TUX KOHPUTypaLmiA.

OrpaHuWyYeHHBIN NHTepdec nosb3oBaTens

ViPNet Client 4. PykoBoacTBO nosib3oBaTens
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B Bepcmm 4.0 BO3MOXHOCTb OrpaHnumnBaTth MHTepdenc Nonb3oBaTens npupaBHeEHa K Ha3HaUYEHMIO

YPOBHS noaHoMoumnl 3. Taknum 06pa3oM, eciv Y31y HazHauyeH YypPoBEHb NOJAHOMOUMI 3, TO daaxok

orpaHuyeHus nHTepderica nonb3osaTtens 6yaeT HeJOCTyMNeH.

bnokuposka komnbtoTepa u IP-Tpaduka

B nporpamme ViPNet MoHutop Bepcnmn 4.0 610KMpOBKa KOMMbOTEPA OCYLLECTBAAETCS

CTaHAapTHbIMU CpeacTBaMu OI'IepaLI,I/IOHHOI‘/’I cncrtembl. PeanmsoBaHa BO3MOXHOCTb 6}'IOKI/IpOBKI/I

Bcero IP-Tpaduka (ntobble coeANHEHNS C 3aLLULLEHHBIMU U OTKPbITEIMU y31aMu ByayT 3anpeLueHbl) 1

OTKJ/IOYEHUA 3aLLmMTbl TPpaduka (MpekpaLleHne obpaboTku Tpadurka 1 BegeHUs XXypHana

perncTtpaymnm IP-nakeToB, OTK/IFOYEHNE CUCTEMDI O6Hapy)KeHI/Iﬂ aTaK).

HoBas 6a3a gaHHbIx B nporpamme ViPNet [lenosas nouta

B nporpamme ViPNet [lenosas nouta Bepcun 4.0 ncnosnb3dyetca BcTpoeHHas 6a3a gaHHbix SQLite,
KOTOpas NO3BOJIAET CHATb OrpaHNYeHme Ha KOANYeCTBO N1cem B apxmee 6asbl AaHHbIX, a TakxKe
obecrneunBaeT BO3MOXHOCTb OJHOBPEMEHHOI 06paboTKM BXOAALLMX M UCXOAALLMX MUCEM MNPU

aBTonpoueccunHre.

N3meHeHNs B MHTepdelice U TepMUHOAOTUM

Tabauya 22. OcHoBHble U3MeHeHUs 8 mMepMUHoa02UU U UHmMepdgelice

Y710 N3meHeHo Bepcua 3.2.x Bepcus 4.0
TepMuHbI ABOHEHTCKMNIA NYHKT KnneHt
MpuknagHasa 3agava Ponb

[naBHOE MeHto

3anyck KOMMOHEHTOB
[Jenosas nouta, KoHTponb
npuaoxeHun, ®ainosbiii
obmeH, MFTP

CeteBble GUALTPLI

HacTpoiika ynpaBneHus
Tpapukom

Bbaokmposka komnbroTEpa

Mpaeuna dpunbTpauma Tpadurka
DKCMOPT HacTpoek

MMnopTt HacTpoek

3anyckatoTca No HaxaTuto
COOTBETCTBYHOLLMX KHOMOK B
rNaBHOM OKHe NMpOorpaMmbl
ViPNet MoHutop

OkHo Hactpolika pasgensi

O6wue 1 ObHapy>xeHuWe aTak

KHonka B rnaBHOM OKHe
nporpammbl

CeteBble GUALTPLI
CoxpaHeHve HacTpoek
BocctaHoBAEeHMe HacTpoek
MonHocTbio NnepepaboTaHo

3anycKaroTCcs U3 MeHHo
MpunoxxeHus

MpepcrasnexHne GuUAbLTPOB B
nporpammax ViPNet MoHuTtop 1
ViPNet Policy Manager 6b110
NPVBEAEHO K eNHOMY BUAY

HacTtpolika BbiHeceHa B HOBbIM
pasges, @ UMeHHO OKHO
Hactpoiika pasgen YnpasneHuve
Tpadukom

KHonka 610knMpoBKM yaaneHa

O6HoBIeHNEe AOKYMEHTaLUKN U CnpaBKu

ViPNet Client 4. PykoBoacTBO nosib3oBaTens
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[JokymeHTauums n cnpaska, nocrasasemble BmecTe ¢ 0 ViPNet Client, 6b11m1 cyLiecTBeHHO
OBHOBAEHBI, 47151 TOrO YTO6bI OTPA3UTL NPOM3OLWe LLNE UBMEHEHMS B GYHKLIMOHANBHOCTM
nporpamMmbi.

ViPNet Client 4. PykoBoacTBo nosnb3oBatens | 393



Y470 HOBOrO B BEpCHn 3.2.13

B 3TOM pasgene npeacraBieH KpaTKnMin 0630p N3MEHEHWUA N HOBbIX BO3MOXHOCTEN Bepcum 3.2.13:
o Toaaepxka ViPNet Administrator 4.5

Ob6ecneyeHa coBmectumocTb ViPNet Client ¢ ynpasastowmm nporpaMmmHbiM obecrneyeHmem ViPNet
Administrator Bepcum 4.5.

¢ VicnpaBneHue owmnbok

WNcnpaeneHbl owmnbky, obHapy>XeHHbIe MPU 3KCayaTauuy NpeabiayLLmx BEPCUiA NporpamMmbl.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens | 394



470 HOBOrO B Bepchn 3.2.11

B 3TOM pasgene npeacraBieH KpaTknin 0630p M3MEHEHUI M HOBbIX BO3MOXHOCTeN Bepcun 3.2.11.
¢ VcnpaBneHue ownbok B nporpamme ViPNet Client
B nporpamme ViPNet Client ncnpasneHbl cnegyrowme ownbkm:

o bnokmposka DHCP-Tpaduka npu 3anyweHHorn nporpamme ViPNet Client B cayuyae, korga ns
O/HOrO CerMeHTa CeT Mo LWMPOKOBeLLaTeNbHOW pacchlake nepeaaeTcs 60/bLwoe KoImyecTso
3anpocos kK DHCP-cepBepy.

o HeBo3moxHocTb pernctpuposaTb DNS-cepBepsbl B paisie DNS. TXT Ha KOMMbOTEPE, NMS
KOTOPOTrO COAEPXKUT PyCCKME CUMBOJIbI.

o HeBO3MOXHOCTb yAaseHHOro NOAKAHOUEHMNS C MOMOLLbIO NporpaMmbl Remote Desktop
Connection.

¢ lcnpaBneHune owmnbok B nporpamme ViPNet [lenoBas nouta

MCﬂpaBHEHa owwmbka apxmBaunmn, KoOtopaa npofaesdanacb B npeabiayumnx sepcnax nporpamMmmel.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens |
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4710 HOBOTO B Bepcun 3.2.10

B 3TOM pasgene npeacraBieH KpaTknin 0630p M3MeEHEHUI 1 HOBbIX BO3MOXHOCTeln Bepcun 3.2.10.
o [pepynpexaeHune o baokmpoBaHuu IP-naketos

B nporpamme ViPNet MoHUTOp nosiBMaack BO3MOXHOCTb yBeAOMAeHUS 0 6iokmpoBaHuu IP-
NnakeToB BCTPOEHHbIM CETEBbIM 3KpaHOM. YTOObI BKAOUNTL YBeAOMAEHWE, B OKHe HacTpolika B
pa3agene Obwue > MpeaynpexxaeHns yctaHoBUTe Gpiaxkok BbligaBaTb npegynpexaeHve o
610kupoBaHHbIX IP-naketax.

¢ WcnpaBneHue ownbok B MO ViPNet Client:

o WcnpaBneHa owmnbka, Bbi3biBaBLIAA KPUTUYECKUI CUCTEMHBIV COOM B ONepaLnoHHON cuctemMe
Windows XP SP3.

o WcnpasneHa owmnbka Npu NpoBepKe COEAMHEHUS C y3/1aMW, Ha KOTOPbIX ycTaHoBeHo MO
ViPNet 6osee paHHUX BEPCUIA.

e M3meHeHus, kacatowmecsa paboTbl € cepTduUKaTaMy OTKPLITOrO Kitoua:

o [pekpalleHa nogaepxka anroputMa GOpMMPOBaHNS N MPOBEPKM INEKTPOHHOM noanucn FTOCT
P 34.10-94.

o WcnpaBneHbl ownbkM nNpu onpoce Touek pacnpoCcTpaHeHms CMMCKOB OTO3BaHHbIX
ceptudukartos (COCQC).

o WcnpasneHbl owmnbkm npy GopMmnpoBaHmM 3anpoca Ha KBanndULMpPOBaHHbI cepTudmKar.
¢ lcnpaBneHune owmnbok B nporpamme ViPNet [lenoBas nouta

WcnpaBneHa owmbka npu npoBepKe 3/1eKTPOHHON NOANUCK COOBLLEHWMIA, B KOTOPbLIX OTCYTCTBYET
TEeKCT NUcbMa.

ViPNet Client 4. PykoBoacTBo nosnb3oBatens | 396



410 HOBOrO B Bepcumn 3.2.9

B 3TOM pasgene npeacraBieH KpaTkKMin 0630p N3MEHEHNA 1 HOBbIX BO3MOXHOCTel Bepcun 3.2.9. bonee
noapobHas nHdopmaLma npuseseHa B JokyMeHTe «Hoeble BoamoxHocTh ViPNet Client n ViPNet
Coordinator Bepcum 3.2. MpunoxeHune k gokymeHTaumm ViPNet».

CoBMeCTUMOCTb C MPOrpaMMHbIM obecneyeHnemM gpyrvx NponsBoauTenei

ObecneyeHa COBMECTUMOCTb NporpammHoro obecneyeHms ViPNet ¢ npunoxeHnsamu Lumension
Device Control, Cisco Security Agent, Kaspersky Administration Kit, MSDE 2000.

YnyuweHHas nogaepika MHOrosiiepHbIX NPOL,eccopoB

OnTMMM3MpoBaHa NapannenbHas obpaboTka IP-nakeTtoB B MHOrONPOLECCOPHbIX CUCTEMAX.
Bnarosapsa ceoeBpemeHHON 06paboTke IP-nakeToB 1 OTNpPaBKe NOJYYEHHbIX AaHHbIX B HYXXHOW
nocseA0BaTeIbHOCTN MOBbILIAETCA CKOPOCTb M Ka4eCcTBO nepegayv MyabTuMesma MHGopmaLmm.

YBenunueHune konnyectBa obpabartbiBaeMbiX NPOrpaMmMoin NPUKAagHbIX MPOTOKONIOB

PacwmpeH cnmcok npuknagHbix NPOTOKOJIOB, AN KOTOPbIX B nporpamme ViPNet MoHutop
peanunsoBaHa creunansHas obpabotka IP-nakeTos.

HoBbli1 cnocob npeactaBneHmsa nHdopmaumm o 610knpoBaHHbIX IP-naketax

B pasgene bnokmpoBaHHbIie IP-nakeTbl r1aBHOro OKHa NpegcTaBieHbl IP-nakeTbl, 3ab10kMpoBaHHble
C MOMeHTa 3anycka nporpammsl ViPNet MoHUTOP nan ¢ MOMeHTa nocneaHen ouncTky cnncka.

N3meHeHMe oTobparkeHnsa GpUAbLTPOB 3alLMLLEHHOM CETU U 3ajaHNA NpaBua GUabTpaLUn
3awmieHHoro Tpapumka

Nudopmauma 060 Bcex punbtpax obbvesnHeHa B pasgene CeTeBble GUALTPbLI FNaBHOrO OKHa.

&3 ViPNet Client 48l ViPNet Client
Jaupienn T 3awmugennan cety
Wsbpannoe iy WsBpasioe
Qrepnivan cety Cereprie dunsTpes
Q Pexatmas DunbTpet saLLeHNON CeTH
B Epoxppoearssie [P-nakers DuALTPS! OTKPETOR CETH
Cratucrvxa q P
™) IP-navers & Baoxuposantee IP-naxers
2] Beb-dumtpaums ™M Cramcrmxs
T XypnanP-naxeros T KyeranlP-naxeros
Kongusrypaummn = Kowdurypaymm
Ocnonnan xondurypayms Ocrosnan xondurypaymnsn

IPNat Chent Moswrog 1.x PHNet 1ent Mowwmrog

PucyHok 195. OmobpaxeHue usempos Ha naHenu Hasueayuu 21asHozo okHa 8 N0 ViPNet Client
Mo+umop sepculi 3.1.x u 3.2

MpviBeaeHa K e4MHOMY BUAY CTPYKTYpa GUAbTPOB 3alUWLLLEHHOW U OTKPBLITON CETH, a Takke Habop
BO3MOXHbIX AeNCTBUI C GUAbTPaMM.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens | 397
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PucyHok 196. OmobpaxeHue ¢unempos 3aujuwjeHHol u omkpsimoli cemeti 8 10 ViPNet MoHumop
3.2 u 8o3moxKHble delicmaus ¢ samumu purempamu

AeTtomaTtnuecknin Bxog, B MO ViPNet Client

PeannsoBaHa BO3MOXHOCTb BXOZa B NporpaMmMy 6e3 HeobxoANMOCTU NOATBEPXKAEHUA Napons
nosb3osatens ViPNet B okHe Bxoga B nporpammy. YnpasieHune gaHHOW GyHKLMER BO3MOXHO
TO/IKO B pexumMe agMUHKUCTpaTopa B okHe HacTpoiika napameTpoB 6e30nacHOCTU Ha BKIajke
ApmuHuctpatop. Ecin dnaxxok ABTomatnueckm Bxoautb B ViPNet yctaHoBAeH, npu 3anycke
nNporpamMmbl Ha TEKYLLEM CETEBOM Yy3/1€ OKHO BXOZAa B MPOrpaMmy He nosasasetca v Bxog B 10
ViPNet Client BbinoaHAeTCa aBTOMaTUYECKM.

HacTpodica napameTpon Ge3onacrooms E
NanE3o0aTENE | Mo non | LLApnare e J apane | Ko |
ALMHACTRATOR Kprronposaiiaep YeTpodcTEs
| Bnnonp agMHaCTpaTDRS |

AyTesTIRGLIE

[F] PaspeiiT CoMpaHerse MapoRs B DECTE

__-"' AETOMATIE00 BXGAMTS B ViPNet

Moarsics
Paspeus s HOOREI0eaHAE BHEZHAN DEITIRIETON
7] BosepaTe Tomsko crescxan cepmegemaTon s LY

: :Hl"-lbﬁ'l:ﬂ-BdTb OTEYTCTEHE MeEDE OTOMEHHLIN CEDTINATOR

(4 4 |0'm=||n ]lrhlﬂ'lrﬂ'b: Crpasss

PucyHok 197. Hacmpolika asmomamudyeckozo exoda 8 10 ViPNet Client

ABTOMaTMueckoe nonyyeHue v BBoj B AEVICTBVIe CepTVI(I)I/IKaTOB, n3gaHHbIX N0 MHMNUMaTtuee
agMUWHUCTPaTOpa 6e3 3arpoca CoO CTOPOHbI NoJib3oBaTenda

Peanv3oBaHa BO3MOXHOCTb aBTOMaTMYeCkn Noay4yaTb 1 BBOAWTb B AeNCTBME cepTUdUKaThI,
n3gaHHble agMUHUCTPaTopoM B nporpamme ViPNet YaocToBepstoWMiA U KAKOYEBON LIEHTP MO
CobCTBEHHOW MHMLMaTUBe. Ecin dyHKUMA BKItOUEHa, NoayYeHne Takux cepTdmnKaToB 1 BBOJ VX B
AencTBme He TPeBYIOT HUKAKMX AOMONHWUTE/bHBIX AEACTBUIA CO CTOPOHBI NOJIb30BaTess. [ocie Toro

ViPNet Client 4. PykoBoacTBO nosnb3oBatens | 398



Kak cepTndukar byaeT BBeAeH B AeNCTBUE, NOABUTCA OKHO MNpeaynpexaeHne cepeuca
6e30nmacHOCTU C COOTBETCTBYOWMUM coobuieHneMm (cM. CepTrdukaT, U3gaHHbIM MO MHULMATIBE
aAMWHNCTPaTOpa, BBeAEH B AelicTBMe Ha cTp. 301).
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PucyHok 198. Hoselli anemeHm skiadku «[odnuce» okHa «Hacmpolika napamempos 6e3onacHocmu»

PaspaboTaH HOBbIV MacTep ycTaHOBKM katouel ViPNet

HoBbI MacTep ycTaHOBKYM Ktouel nogaep>KmBaeT paboTty ¢ AUCTpUbyTMBaMU KOYEN, CO3AaHHbIMM
B nporpamme ViPNet YgocToBepsitowmii n knroueBoi LieHTp Bepcuin 2.8 1 3.x 1 B nporpamme ViPNet
Network Manager Bepcuii 2.x 1 3.0. Kpome TOro, HoBbI MacTep obnagaet 6onee 6oratbiMu
bYHKLUMOHaNBbHBIMW BO3MOXHOCTAMMN U YAOBHbBIM MOAb30BaTENbCKUM MHTEPHENCOM.

BHumaHwme! B cetax ViPNet, ynpasasembix ¢ nomoubto MO ViPNet Administrator, He

peKOMEHAYeTCs MCMob30BaTb MacTep YcTaHoBKa kiatouelt cetn ViPNet Ha ceTeBbix
y3N1ax, Ha KOTOPbIX 3apPerncTprpoBaHO HeCKONbKO nonb3osatenel ViPNet uan
YCTaHOBJ/IEHO HECKO/IbKO NMPOrpamm, Ucnonb3yrolmx katoum ViPNet.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens | 399
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MacTep yoTAHOBKM KMioYER

PacunpaFm B (TOAESE ARE SENEAToR) BEpCHA 3.2

[_Monee ] [ Omaena |

PucyHok 199. Hoselli Macmep ycmarosku kiarodeli ViPNet
[JopaboTtka Kpuntonposangepa ViPNet

PeanvsoBaHa ciegytoltas GyHKLMOHANBLHOCTb Ans KoMnoHeHTa Kpuntonposangep ViPNet:
o noaaepxka TLS-npotokona B OC Windows 7;

o COBMECTUMOCTb C 64-pa3psaAHbIMU ONepaLMOHHbIMU CUCTEMaMM;

o wudpoBaHMe 1 3nekTpoHHas noanuce B Microsoft Office 2010.

MosBMAaCb BO3MOXHOCTb YCTaHOBKM cepTudMKaTa B KOHTEMHEP KIHOUEN.

[opa6oTka nporpammsbl ViPNet KoHTposb npunoxeHnia

PeanvsoBaHa cnegytoutas GyHKUMOHaNBHOCTL Ans nporpammbl ViPNet KoHTpob npuaoxeHunia:
o COBMECTUMOCTb C 64-pa3psaAHbIMU ONepaLMOHHbIMU CUCTEMaMM;

o paboTa B HECKONbKNX CECCUSX.

PacwimpeH cnncok noaaepi>kmBaemMbiX YCTPOUCTB ayTeHTUdUKaLUK

Peanv3oBaHa noaaepkka ciefyroLmnx yctponcts ayteHtndukauun: Mifare, Mifare Standard 4K,
eToken I'OCT, JaCarta, ycTporictBa koMnaHum Gemalto ¢ annaetom «AnagaunH P.[.», ycTpoicTBO
Kaztoken c nosaep>Kkoi Kka3axcTaHCKOro CTaHgapTa 3N1eKTPOHHONM nognucu. Ternepb 3TM YCTPOKCTBa
MO>HO MPUMEHATb ANA 3aNNCU N CYUTbIBaHWA NEPCOHaNbHON MHOPMaLUW.
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OrpaHunyYeHo NCno/b30BaHMe YCTapeBLUNX aJropuTMoB WndpoBaHms

B cooTtBeTCTBUMM C TpeboBaHUAMY KOHTPOAUPYHOLLMX OpraHoB B npuaoxeHusx ViPNet BBeseH 3anpet
Ha WwndpoBaHue darnos pasmepom bosee 4 MHalT C UCNONb3OBaHUEM KHOUEN, CO3AaHHbIX B
nporpamme ViPNet YaocToBepsatoLwmnin n K1r04YeBON LeHTp Bepcun 2.8. B ¢BA3M € 3TUM nporpamme
ViPNet [lenoBas nouta byset HEBO3MOXHa OTNpaBka BJIOXEHHbIX GalinoB pasamepom bonee 4
M6aiT B JOBEpPEHHbIE CETU, ANS CBA3M C KOTOPbIMU UCMOABb3YHOTCA KAtOUM Bepcum 2.8.

AaMuHuctpatopy cetn ViPNet pekoMeHAyeTcs 06GHOBUTL MeXXCeTeBble MacTep-Katoun, ecam
nporpammHoe obecneyeHune ViPNet Administrator 66110 06HOBAEHO € Bepcum 2.8 A0 Bepcum 3.X U
noc/e 3TOro He BbIMOJIHANACh CMeHa MeXceTeBbIX MacTep-katoyen. NMogpobHee 06 o6HOBAEHUN
MeXCeTeBbIX MacTep-katouer cM. JokyMeHT «ViPNet Administrator YaocToBepstowmin n karoueBon
LeHTp. PykoBOACTBO agMUHUCTpATOPa».

M3meHeHbl HEeKOTOpbleé TEPMUHbI U Ha3BaHUA 3/1IEMEHTOB MHTepq)el}ica, cojepikaiiume 3Tmn
TePMUHbI

[ns cootBetcTBUA DepepansHomy 3akoHy 06.04.2011 N 63-03 «O6 371eKTPOHHON NoagnuUcK» (TekCT
3akoHa http://www.rg.ru/2011/04/08/podpis-dok.html) TepmnH «anekTpoHHas uupposas NoANNCH>»
(«undpoBas NoANUCH») B MHTEpdElice MporpaMMbl U3MEHEH Ha TEPMUH «3NEKTPOHHAA MOAMUCH>.

CepTiguat
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B neuars

e

EV&M&;TW WA TV,

S| PacumperHon ICNONEI06aH. .,
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d
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Lser Administrator, TECTOBSRA ...
FOCT P 34, 10-2001 (512 Gur)

Pinerrmisdesaamap oua =08 .,
Tun cybwexra=Nonssomarens
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5867 MEEGF4IFIDE 24 9...
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13‘“:1 TOoHES rlm:'ll't_'-u}len TEEAEMOCTE, LLnSpomames isiasn,
. Cornacomarse xmtrass (FE)

Bepcun 3.2

Pucyrok 200. N3ameHeHUue mepmMuHa «yugposas nodnuce» Ha npumepe okHa «Cepmugpukam»

I'Ipoqvle M3MEHEeHNA TEPMUHONOTUN NpUBEAEHDbI B Ta6n|/1u,e HWXe:

Y10 n3meHeHo

B pe3ysbTate n3MeHeHus, B

[o nameHeHus, B Bepcmax 3.1.x

Bepcum 3.2

Has3BaHune okHa

TepMuHbI

MpaBuno gocrtyna (oKHO,
Bbl3blBaEMOe 13 pasjena
3awueHHas ceTb)

MpaBuno gocryna

CeoiicTBa y3na

Mpasuno
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Y10 n3ameHeHo

[o n3meHeHus, B Bepcmax 3.1.x

B pe3ynbrate nsmeHeHus, B
Bepcum 3.2

MyHkT meHto CepBuc

Pa3pen okHa
Hacrpoiika

WHTepdeic ans
HaCcTPOWKM
napameTpoB paboTbl
MPUKNAAHBIX
MPOTOKO/IOB

KoHTekcTHOE MeHto
371eMeHTOB pasgena
bnaokuposaHHble IP-
nakeTbl r1aBHOrO OKHa

®unbTp NPoTOKOIOB

Hactpoiika npuknagHbIx
NpoTOKOOB

bnokuposaHHble IP-nakeTbl

OxHo HacTpoliika npukaagHbix
NpOTOKOJIOB

CoBnagaeT ¢ KOHTEKCTHbIM
MEHIO 3/IEMEHTOB Pa3jesioB
OTKpbITasa ceTb ¥ 3awmuieHHas
ceTb

dunbTp

MyHKT OTCyTCTBYET

Pasgen otcytcTByet

Pasgen Hacrpoiika
NpVKNaAHbIX MPOTOKOJ/IOB B
okHe Hactpoiika

WNHamBuayanbHOe KOHTEKCTHOE
MEH

e OG6HOB/IEHNE AOKYMEHTaLUn 1 CNpaBKn

[JokymeHTauums n cnpaska, noctasasemble BmecTe ¢ O ViPNet Client, 6b11m cyLiecTBeHHO
OBHOBAEHBI, A/151 TOTO YTOObI OTPA3WTb U3MEHEHMS B GYHKLIMOHAE NMPOrpaMMbl.

ViPNet Client 4. PykoBoacTBO nosnb3oBatens | 402



410 HOBOTrO B Bepchn 3.1.5

B 3TOM pa3gene npeacraBieH KpaTkKMin 0630p M3MEHEHNIA N HOBbIX BO3MOXHOCTel Bepcum 3.1.5.

KoHTponb paboTocnocobHOCTU NpUIOXKEHNN, ycTaHOB/IeHHbIX Ha ViPNet-knacrepe

Peanv3soBaHa BO3MOXHOCTb OpraHvn30oBaTh MOCTOAHHOE C/ieXeHVe 3a PaboToCnoCcoOBHOCTbIO
NPUAOXeEHUN, ycTaHOoBeHHbIX Ha ViPNet-knactepe 1 cneunanbHO afanTMpPOBaHHbIX AfA paboTbl Ha
HeM. DTO No3BoAseT 06ecneyYnTb BbICOKMI YPOBEHb OTKA30YCTOMUYMBOCTU U JOCTYNMHOCTU JaHHbIX
NPUIOXKEHUN B NpoLecce Ux paboTbl. HacTpoika napaMeTpoB KOHTPOAS paboToCnoCcobHOCTM
NPUIOXKEHNN N MOHUTOPUHT UX COCTOSIHUA OCYLLECTBAAETCSA ¢ noMoLlbio nporpaMmbl ViPNet Cluster
MoHuTop. MoapobHyto nHpopmaumto cM. B fokymeHTe «ViPNet Cluster. PykoBogacTeo

aZAMUVHWCTpaTopa».

B ViPNet Cluster [Monwrop)
Qaiin  feiicremn  Bua  Cnpaexa

B2

=% ol ==

CnmMcok xAaCTepos
& (MoK y3M08-KABCTEPOE AAR YNPABACHMA
7] @ ViPNet Cluster, Moscow
|4] Ofuwme nacrpoiinm knacrepa

.J\‘ O6uge nacTpodicn xaacTeps

Mogcern | Omcazoycronumeo... w Aocryn x knacrep:

33perncTPMPOSANMDIC NPHACKENHA

3 Coobuyerws xnactepa B Oremouwms chexenme ) %
5 [V) W ViPNet Cluster, Rostov
Axmvenocte  Chewenne Wnen Qain
a v Bumoueno Cepsep SAFETICKET testsafeticket.exe

“

Npunowenne «Cepoep SAFETICKET> C:\Documents and Settings\Adm
Chexerate BNONEND

X Ha3K192168124.1 - negocrynmHo

@ 142 3K 192.168.124.2 - gocTynmo

v NowervTe

Beero xnacrepos: W Texywumit knacrep: ViPNet Cluster, Mozcow

50 AonycTimoe Bpena neaocTyTHOCTH Npinomerest (cex)

Ormerid

Tun: YAanEHH0€ ynipasnesne xaacTepams

PucyHok 201. Hacmpolika napamempos koHmposs npusioxexuli 8 ViPNet Cluster MoHumop

M3meHeHbl HeKOTOpble TEPMUHbI U Ha3BaHUA 3/1IEMEHTOB MHTep¢e|71ca, cojepikawme 3Tm

TePMUHBbI

Crapbiii TepMUH

HoBbiil TepMuH

Pexxum aBTOpUM3aLmn

KoHTelHep ktouel noanmncu, KNtoueBon
KOHTEWHEp, KOHTENHeP 3aKpbITOro Karua,
KOHTEMHEP C 3aKPbITbIM KJIHOUOM, KOHTEAHEP C
OTKPbITbIM K/HOUYOM

AncTprbyTMB CNPaBOYHO-KAOYEBON MHPOPMaLIUK

Cnocob ayTeHTUdMKaLnm

KoHTelHep kntouer

AvctpnbyTns Kntoyen
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Kntoueson anck (K4)

Kntouesoi Habop (KH)

Kntounm nonb3zosatens ViPNet

Kntoun y3na ViPNet

B cBs3u c M3meHeHMaAMU nepepaboTaH nHtepdeic nporpamm ViPNet Client n ViPNet Coordinator.

42 ViPNet [Mormrop] 42 ViPNet [Movwrop]
GE——> = 1| @ = 2
Mapors: | Napoms: |

| mn
3 Coxpaeme napons i Coxpaeme NAPANL
_Omens Hacrowa. [ omes [ Hacrowa.. ]
Bepcua 3.1.4 Bepcun 3.1.5

PucyHok 202. V3meHeHHsIl uHmepgelic okHa esoda naposs

B cooTBeTcTBMM C 3aMeHOW TePMUHOB OHBHOB/IEHA JOKYMEHTaLMA U CpaBka No BCEM NPoAyKTam.

[JlokymeHTauma n cnpaBka Apyrvx nokaansauuni

MNpoBeseHa NpoBepka akTyanbHOCTN JOKYMeHTauun n cnpaBku K npogyktam ViPNet Ha apyrvx

A3blkax (HEMELIKOM, NCMaHCKOM 1 GpaHLy3CKOM) B COOTBETCTBUM C TEKYLLLEN PYyCCKON BEPCUEN.

Tak>ke BbINOJIHEHO OBHOBAEHWE aHTIMACKOMN AOKYMEHTALMN U CrIPaBKM.
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Y410 HOBOTO B Bepcnm 3.1.4

B 3TOM pasgene npeacraBieH KpaTkKMin 0630p N3MEHEHNIA N HOBbIX BO3MOXHOCTEN Bepcumn 3.1.4.

MogaepHN3NpOBaHHbIN MexaHU3M 6J10KMPOBKM KOMMbIOTEPa

N3meHeH MexaHn3M 6J0KMPOBKM KOMMbIOTEPA: TeMepb A5 6JO0KMPOBKM UCMOJb3YeTCs BCTPOEHHas

dyHkumoHanbHocTb OC Windows.
ABTOMaTUUecKas 3alyMTa y3/1a NPy OTKJIOYEHUN YCTPOICTBA ayTeHTUdMKaL MM Nosb3oBaTens

[Jlob6aBneH KOHTPOb OTK/IHOUEHWNA annapaTHbIX CPeACTB ayTeHTMdMKaL MM Nosib3oBaTens. Tenepb npu
OTKJFOUEHWUWN YCTPOMCTBA ayTeHTMMKALMM aBTOMaTUYeckn BarokmpyeTca KoMnbroTep 1 IP-Tpaduk.
PexxvM 610KMPOBKM MOXHO U3MEHWUTb C MOMOLLbHO HaCTpoekK: 3aAaTb HN0KMPOBKY TO/IbKO
KOMMbloTepa, ToAbko IP-Tpaduka AmMbo He ncnosib3oBaTb HAOKMPOBKY.

£ VPt Client [Monrurap] (3 Pesn) [E=%EoR ==
Begoa Cepesc  [Jesicrema  Baa  Cnpasea
- o | 1 . . - B
L — = r.h =
ANMAHRCTPATOP Texyuas ongeaypass: OCHOBHIR KoHEA YPELMA 4]
= VPh ¥
& VPHer Cient . S
= BUNSEHHER CTh .
[+ MsfipasHoa Orparsraims inTephelic NomuI0oaTERS
L Ot T T o e STt e Ty IP-rpadeesa fpw Sarpyase onepaLsmomte
@ ooy e
:? FOacl HH P || PRSpEuRTTE SEMTYOK MOITORE B YA AASHH CEOOeT
S T T -
E - H 3AMTYCKATE HOFMTIE NOCNE BN0OS B OMEDElgstHH D CHCTEHY
] Beb-tuneTpausn
= o MypHan IP-nEkeTos TiAnarET: BAGHS NABG;
C . Apoump mypHanose || ObesaTEEHGR 5800 NAP0TA NPY BX0SE B GNEPELEH0HHYRS CACTENY
=l Kowdsrypagum
= i) TDEC, Stroganova Nataka -
SDBAR AATOMATIRE00rs Bnodponan:
L DewoBnad wokbRTYRaLRE '
o Engemponans IP-rpamw

0 (sl

[OMFCTIROR BEEth HTIDABNM NDVHATND NaKETA:
120 5 (ramaymed)

Tipsd OTHORCA RS YOTDORCTEA AYTEHTH LI
|| Entespcmate IP-rpadus:
[¥] EnosapomaTh KonnsOTER

o M8 sy cofemsi.. |

(% J[e . & ][ 8 J[ & |

PucyHok 203. Hacmpolika 610kupogku npu omk/aroyYeHuUU ycmpolicmea aymeHmugukayuu
OrpaHuuyeHune KoAnYecTBa 3anucen B pasgese 61okMpoBaHHbIX IP-nakeTtos

Peann3oBaH KOHTPO/Ib uncia oTobpaxaemMbix 6aoknpoBaHHbIx IP-nakeTtos. Tenepb oTobpaxkaeTcs He
60nee 300 IP-agpecoB v ans Kaxaoro agpeca He 6osee 30 3anuncein No KaxxAomy fopTy.
Nubopmauma B pasgene 6nokmpoBaHHbIX IP-nakeToB 0B6HOBASETCA NPU KaXAOM OTKPbLITUN NN
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0obHOBAEHUN pa3gena. Eciv npu 3TOM yKa3aHHble OrpaHNUeHMs OKaXKyTCsl MPEBbILLEHBI, TO ByAyT
yAaneHbl caMble cTapble 3anuncu 1 obaBaeHbl HOBbIE.

Bonee HpopmaTUBHbI 3KCMOPTUPOBAHHbIN XYypHan IP-nakeToB

PacwmpeH cnncok napameTpoB IP-nakeToBs, BKAOUaEMbIX B 3KCMOPTUPOBAHHYO BEPCUIO XYpPHana
IP-nakeToB. Tenepb Npu NPoCMOTpe XypHana B Beb-6pay3epe nan B Microsoft Excel otobpaxkaertcs
nosiHas MHbopMaLMsa O NakeTax.

bonee I/IHq)OpMaTVIBHbIe cBeAeHUA O Ynciie 3zIeMeHTOB B NankKax nporpamMmmbl ViPNet ,ﬂ,enoaaﬂ
no4yra

M3MeHeH NpuHLMN oToBpaXeHns Yncia 31eMeHTOB B nankax nporpammesl ViPNet [enosas noura.
Tenepb Npu NepemMeLLEeHNM MO AepeBy Nanok oTobpaxaeTcs obLee YNCIO INEMEHTOB,
COAep>KalmMxcs B TEKyLLEeN narnke 1 Bcex ee nognarnkax. Jas nankv «Bxogawme» 4ONOAHUTENBHO
0TOB6PAXAETCA YNCIO HEMPOUMTAHHbBIX MUCEM, a 415 Nankn «/cxoaalme» — YnCI0 HeAOCTaBIEHHbIX
nvcem.

KoppekTHoe oTobpaxkeHne nociegHen BbigeNeHHOW NO3NLUK B Nanke Npy nepexoge Mexay
nankamu nporpammbl ViPNet [lenosas noura

PeannsoBaHo coxpaHeHWe No3nLMN NOCNeAHErO BbIOPaHHOrO 31eMeHTa Npw nepexoge Mexay
nankamu nporpammbl ViPNet lenoBas nouta. Tenepb Npu nepexose U3 O4HOM Nanku B Apyryto
3aNoMWHAETCs NO3MLMs BbIBPAaHHOMO 3/1eMEHTa, Y MPX BO3BPaTe B Narnky 3TOT 3JIEMEHT OCTaeTcs
BbIOPaHHbIM N HAXOAUTCA B TOW XK€ MO3MLUN 3KPaHa.

[opaboTka noucka B nporpamme ViPNet lenoBas noura

M3meHeHa noruka npu oTKpbITUX OKHa nouvcka B nporpamme ViPNet lenosas nouta. Tenepb B
KauecTtBe nanku nowncka (mose Mckatb B) NOACTaBAAETCA TeKyLLaa Nanka, a Takke He nepemMeLlaeTcs
dokyc (Tekywum Bcerga asasetca nose Apxms).

bonee npo3payHasn 1ormka 06pa60TKVI BXOA4ALWNX NCEM NpaBU1laMK aBTOMpPoOLUeCCUHra

N3meHeHa norvka o6paboTkm BXOAALLMX NUCEM NpaBMaamMmn aBTonpoLieccuHra nporpammbl ViPNet
[Jenosas nouta. B HoBOW Bepcuu:

o €eC/qn B NpaBwuie 3agaH CNMcokK OTI'IpaBI/ITeJ'Iel‘/‘I, TO NOA 3TO NpaBuIO NoAgNaaakoT BXogALllmne
NMnCbMa, OTNPaBUTENb KOTOPbIX BXOAUT B SaAaHHbIl‘/‘I CNncok;

o €eC/qn B NpaBwuie 3agaH CNMcokK noJib30BaTesel ANA NMpoBepKKM noanncu, To nNoj 3T1o NpaBuio
noanajakoT Bxogdwme nncbMa, BJIOXKEHUA KOTOPbIX NOoANMCaHbl O4HUM U3 3aaHHbIX
no/sib3oBaTesnen (I'Ipl/l ycnosun AEVICTBMTeﬂbHOCTM I'IO,CI,I'II/ICI/I);

o BXOAfLLME MMUCbMa C OTCYTCTBYHOLLUM TEKCTOM (TEJIOM MUCbMA) He KOMUPYHOTCA Ha AWCK B BUAE
danna blank.txt.

Bonee noHATHOe ynpaBieHWe BKAOUEHMEM U OTKIoUeHueM kpunTtonpoBaigepa ViPNet CSP

M3meHeH cnocob BkatoueHUs 1 oTkaroueHns kpuntonposanaepa ViPNet CSP B HacTpolikax
napameTpoB 6e3onacHocTn (Ha Bknagke Kpuntonposangep). Tenepb BMecTo dGaaxkka UCMoNb3yeTcs
KHOIMKa, a Tak>Ke oTobpaXkaeTcs NOHATHOE COObLEeHME B Clydae OTCYTCTBUS NpaB Ha U3MEHEHUe
3TOro Napametpa.
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_Momsosarens | Toamcs | Wiéposswe | napoms | Know |
AsmesicTpatop | Kpwnmonposaiisep YcTponcTes

Kownronpoesiiaep VIPNet CSP nossonsey ofimsssarscs sausatrrest
NOMTOBLM! COOBULEHHIEINT SHALIM NDUNCKEHIAN, MENOMBIYIOEIM
nrendeice: Maosoft CryptoAP] (Microsoft Cutiook, Microsoft Outiook
Expressu 2p.)

Noanepwxa paboT: VIPNet C5P wepes MS
Crypto APT prvouera

HONONDI00ATE KOMTEFMEDE: JAKDOITHIX K0Heh:
c:'program fles (x85) Wnfotecs vipnet dent'user_0655key _disk'dom)
¢=\program fles (x85) ¥nfotecs \vipnet clent'user_06855key _disk'dom)

fobasure... |
ADTOMITISOOM YCTIMIMBITD B OATEMHOC XDIVIIL:
V| Texyunst cepTuduat NonbIosaTeNs

V| cepTisdiaaTl YAOCTOBRDROULEND USHTDD CeTi ViPNet

V| w001 OTOBA eI CEDTHVKATOS CoTH VIPNet

PucyHok 204. KHonka ekaoHdeHUs U 0MKIrYeHUs Kpunmonposatidepa

YctpaHeHa npobaema Bxoga B nporpammy ViPNet MoHuTop npu ucnonbsosaHum Network Logon
5.1

ObecneyeHa coBmecTMocTb nporpammbl ViPNet MoHuTop ¢ eToken Network Logon 5.1. Tenepb
BxoZ4 B ViPNet MOHMTOP NPOUCXOANT OAMHAKOBO Kak npu ncnoabzoaHun Network Logon 5.1, Tak 1
6e3 Hero.

YnydiweHHasa cnpaska

I3mMeHeH BHeLWHWI BUA CNPaBKY, yaydlleHa HarAa4HOCTb NpeAoCTaBaaAeMon CrpaBoOYHOM
nHbopmaymu.

[JokymeHTauus 1 cnpaBka Apyrux Jokaavsaumi

BbinyweHa gokymeHTaumsa 1 cnpaeka kK npogyktam ViPNet Ha ncnaHckom a3bike. JJokyMeHTaLms 1
CnpaBKa Ha HeEMeLKOM 1 GppaHLy3CKOM f3blkax OBHOB/IEHbI B COOTBETCTBUN C PYCCKOM BEpCUEN.
Tak>ke BbINOJIHEHO OBHOBAEHWE aHTIMACKON JOKYMEHTALMN U CrPaBKM.
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410 HOBOTO B Bepchm 3.1.3

B 3TOM pa3gene npeacraBieH KpaTkKMin 0630p N3MEHEHNIA N HOBbIX BO3MOXHOCTel Bepcum 3.1.3.

CHATbI OrpaHnyYeHuns Ha yaaneHHbli 3anyck MO ViPNet

V3meHeHO 3HaueHne napameTpa «Pa3pelwnTb 3anyck MOHUTOPaA B YAANEHHOW Ceccum»,
NCrnosib3yemoe Mo ymMmondaHuo. Tenepb yaaneHHbiM nosb3osatensm 3anyck ViPNet MoHuTop no
YMOJYaHWIO paspeLleH.

OnTuMM3npoBaHa MeXy3/ioBas paccbiika

CyLLeCTBEHHO COKpPALLLEHO YMCIIO CY>KEBHbBIX PacCbIOK MeXay CeTEBbIMU y3namu. Tenepb
MHdOpPMaLMS O COCTOSHUU U NMapameTpax y3/10B OTNPAaBAAETCH TONbKO TEM y3/1aM CETU, KOTOPbIM 3Ta
nHdOopMaL s AeNCTBUTENBHO HeobxoaMMA. s CHUXEHUS YMCa PacCbioK JOMONHUTENBHO
MCMOb3YeTCs arpernpoBaHmne COOBLLEHNI B TEYEHNE OMNPEeSEeIeHHOTO NePUOZa BPEMEHN.

MNoppep>xka DHCP-npoTokosa npu pabote B KOHpUrypaumm «OTKpbITbi IHTepHeT»

3meHeHa TexHONOTMA BbIXOAA 3aLUMLLEHHbIX Y310B B OTKPbIThIN IHTepHeT. Tenepb npu paboTe B
KoHUrypauum «OTKpbIThIN NHTEpHET» y3/1bl MOTYT NoayyaTh IP-agpeca oT 3awuweHHoro DHCP-
cepsepa.

Moaaep>kka knacrepa Ha 64-paspagHbix OC

PeanvsoBaHa noaaepxka ¢yHkumoHuposaHus MO ViPNet Cluster Ha koopgurHaTopax, paboTaroLmx
noA ynpasnaeHvem 64-pa3pagHbiX OnepaLmoHHbIX CUCTEM.

PacwmpeHHas nogaepxkka cucteMbl LieHTpaan3oBaHHoro moHuTopuHra ViPNet StateWatcher

Peann3oBaH areHT MOHUTOPWHTA, PacLLUVPSOLWNA c60p MHPOPMAaLMM O COCTOSHNM Y3/10B CETU
ViPNet. Tenepb MOXHO aHann3npoBaTb paboToCcnocobHOCTL TpaHCMOPTHOro Moayasa MFTP u
nporpammbl ViPNet [lenoBas nouta, KOJMYECTBO KOHBEPTOB B OYEPEAN U UX CYMMapHbIN pasmep,
CMNCOK TYHHENNPYEMbIX KOOPAMHATOPOM afpecoB, CYMMapHbIN Tpaduk Ha Kaxi0M CETEBOM
UHTepoelice (OTAENBHO NCXOAALWMIA U BXOAALLMIA), 3arpy3Ky NpoLLeccopa, UCnoib3oBaHMe NaMaTn v
JAMCKOBOrO NMPOCTPAHCTBA, 3anucy 0 COBbITUAX U3 CUCTEMHOTO XYypHasia 1 XypHana npuaoxeHunin OC
Windows.

YcnneHa 3alunTa ot HeKOppeKTHO[/’I YCTAHOBKU U O6HOBJIEHMA KAKOUEN Ha CETEBLIX y3nax

PeannzoBaH KOHTPOJIb COOTBETCTBUS AUCTPUOYTMBA Ktouel (balna *.dst) Tuny ceteBoro y3na
(KNMEHT nan koopamrHatop). Tenepb ycTaHOBKa WiV OBHOBJIEHWE BbIMOJHSAIOTCS, TOJIbKO €C/N
AncTpubyTnB cosgaH ana Toro xe npunoxenuns (ViPNet Client nam ViPNet Coordinator), kotopoe
YCTaHOBJ/IEHO Ha y3/e.

JoKymMeHTaLus 1 cnpasBKa APYrux JoKaavsauuin

MosBWIach OKYMEHTaLUWA U crpaBka K npogyktam ViPNet Ha HemeLKOM 1 ¢paHLLy3CKOM f3bIKax.
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470 HOBOrO B Bepchmn 3.1.7

B 3TOM pasgene npeacraBieH KpaTKnMin 0630p M3MeHEHUI 1 HOBbIX BO3MOXHOCTe Bepcun 3.1.2.

Bonee noHATHbIE Ha3BaHMA cnocoboB ayTeHTUGMKaL NN,

HasBaHus PEXMNMOB, NCNOJIb3yeMbIX ANA aBTOpPU3aunmn no/sib3oBaTenen, neperMMeHoBaHbI

cnefyrowmm obpasom:
o [MMaponek.
o Maponb Ha ycTpoiicTBe.

o Ycrpowcrtso.

[ ViPMet Client [Mormop]

m Pt SETOLSIBSUET

Mapom:

|
(T

[ ViPMet Client [Morurap)

m Pw SETODVIALERE

Mapons:

L

[ omes | [

Bepcua 3.0.x

Pucyrok 205. VIameHeHue munoe asmopu3sayuu

Bepcum 3.1.2-3.1.4

OnTuManbHOe PacnosiodXXeHUe pas/iMuHbIX HacTpoek

HacTporiku, HaxoAMBLIMECH Ha MaHeAN HaBuraLuy, yaaneHbl C Heé 1 06beAVHEHbI C APYTMU

HacTpomnkamu.
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I bhbpannor  CooBuihime  Kondepesuss
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1k Anr dunerpos
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i HacTpoika wypuana!
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| DcHOBHaA KoHbErypaLe
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L& (& JWL& J( & |
Bepcua 3.0.x

PucyHok 206. VI3MeHeHUe MecmonoioxeHUs Hacmpoek 3awulyeHHol cemu

Tenepb BCe HACTPOWMKM COAEPXKATCH B O4HOM OKHE, KOTOPOE BbI3biBAaeTCs Mo KoMaHge CepBuc >
Hacrpotiku.

Hactpoiiea napaserpos SE3onacHBCTH
HacTpodien TpaHEnOpTA..,
HacTpoiies npimtasiHER NPETOKOADE. ..

o | Ot

Janyox o amageict 18 [ OrefipasaTh [P-AAPS B NANKE “SaUUALEHHAR 08TL

- dwinep Microsalt SOL [¥] OrefpamaTe neem e VPHEL-NONLSBETENS

foncrrsmenrme napad [ | OToSDAATE Mess) B QEDEBLAX 1 CTHNAX

(o] Pipst Bascpraotie oo CHOPE-SDATE B OENACTE YBEACHNEHAA H NANEMA JA034
Hypean [P-nadsTon [l OrofpaxaT keonky Gnomaponr [P-TROGEE W KONRETERD NOBERE DXTX CROH

Dhren cocbuiemmrn [#] EnosampanaTe Boe NpoTos, Kpoee 0P, ARF, RARP
‘Dadinoersl oimen
[P MR JEHORLD YRS ACANSHAT MENe s
WAL YATE KRGy SEe”,
“ m v

[ (=3 Ilﬂﬂ-ﬂ]:nﬂﬂﬁnﬁh‘
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PucyHok 207. Hacmpoliku 3aujuujeHHol cemu 8 Hogoli eepcuu
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[ononHuTenbHbIN CNOCO6 NPOBEPKU COEANHEHUSA C Y3/10M

MosiBUAaCb BO3IMOXHOCTb MPOBEPUTL COEAMHEHUE C Y3/I0M B TEUEHME CeaHca obMeHa
3aWMLEHHBIMW COOBLLEHNAMM C 3TUM y3/10M. [l 3TOr0 AOCTAaTOUHO LENKHYTb Y3eN NpaBoy
KHOMKOWM MbILWW U B KOHTEKCTHOM MeHH0 BbibpaTb KoMaHay MpoBepuTtb coegnHeHue.

Bonee ya06HbI cnocob npocMoTpa MHPOpMaLMK O CTaTyce HECKOJIbKUX Y3/10B

I'IpM npoBepke coegnHeHNAa Cpa3y C HECKOJIbKUMUK CeETEBBbIMW Yy31aMM I/IHCI)OpMaLl'I/IFI O CTaTtyce 3Tux
y3n0B 0T06pa>KaeTcn He B OTAEe/IbHbIX OKHaX, a B O4HOM OKHe.

o Server...- Mpasepea coemmesma E=1 EoR ==
Cwitn  Jedcrenn  Bug  Cnpassa
Yen = Cramyc AKTMBHOCTE M KOMIBOTEDE
e AP Adimin Heggerynen 14 cenratipa 2000 r. 15:17:24
iy Server Aocrynen 14 centafipn 20010 r. 16:25:38
Bepcua 3.1.x

PucyHok 208. Nposepka coeduHeHUs ¢ HECKOJbKUMU y31amu cemu

[Aetannsauma nupopmaumm o AOCTYNHOCTN y3/a

K coobuyeHunsiM, BbIBOAMMBIM NpY NPOBEPKE COeAMHEHUS C y3/10M, A0OaBieHO crneLmanbHoe
coobLieHne ansa cuTyaLmm, Koraa ysen foctyneH no cetu, Ho MO ViPNet Ha Hem HeakTMBHO.

Bonee npocras npoueaypa ornpaeku ¢aiinos

COKpaTI/IﬂOCb Konn4yecrteso AelzCTBMIz, HeO6XOAI/IMbIX ANA OTNpaBkn Cl)al\/'MOB noay4yartenam.

2l VPNt Clent [Mewrrop] (3 Peous) = Eon x|
Beoa Cepenc [ledicrema Bua  Cnpasxa

el

) 3aupuenman cero
= b BUMREHHIRA CETh [V U8 <IP-nakersi BCEX afpecaros>
v WbpanHoe @ [ @ <Wwpoxosewarenskue IP-naxerw scex agpecaros>
¢ Habpanwoe
2/
Agpecar
$ T Aapeca; MNonroe wma daiina
| Woopaupe $aitont .
- E;SXH | @ AP Chent 2, C\Program Files\InfoTeCS\ViPNet Client\m... 30194 Noarorosnen
2 -
=l Kow
3.
e -

| Y ] ey — —
Bepcua 3.0.x

PucyHok 209. lMpoyecc ¢alinosozo obmeHa
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Tenepb oTnpaBka $GaiioB OCyLLECTBASETCA Cpa3y Nocae Bblbopa noayyaTtens (CETeBOro y3na).

2 ViPNet Client [Morurop] (3 Pexanm) [= :]?WEJ:_I
Bexoa Cepenc  feficrema Bua  Cnpasxa

v Lol A
“wir ~ .o
« = R

non‘,\‘enuue...
o iiiea B Al L ] &R @ainossi o6er BuiBop ceTesoro yana = |-G |
aa YiPNet Client M 3
= DLVTS AR CCT) L |
e !
) Qaitnossist obmen
DQatn Bna Cnpasxa 3apeiTe
Ornpaeure., Nomyuesmese...
Ounerp: | 21 Bee aian b
T.. Agpecar : Dastn Hara Cocr
Aarrsiit CNncox He cogepwmnt oOnexton 308 NpoimoTpa..
P " »
Nomywernnsie: 0 Ompasnennsie: 0
il = - &
% ) 2 0 & (o @

Bepcua 3.1.x
PucyHok 210. M3meHeHHsIl npoyecc alinogozo obmeHa
Bo3mokHOCTb gobaBneHUsA npaBua GuabTpauum npm npocMmotpe 6a0knposBaHHbIx IP-naketoB

MosBMAacb BO3IMOXHOCTb A406aBAATL NpaBuia GUAbTPaALMM A5 OTKPLITOM CETU U TYHHENMPYEMbIX
Y3/10B 13 OKHa 610kMpoBaHHbIX IP-nakeTos.

PaCLUVIpeHHbIe BO3MO>XHOCTU NMOUNCKa

PacLumpeH cnncok napameTpoB, Mo KOTOPbIM BbINOJAHAETCA NOUCK CETEBbIX Y3/10B. Tenepb y3/bl
MOXHO MUCKaTb MO UMEHU NN MAEHTUOUKATOPY Y313, UMEHWN KOMMNbIOTEPa, NceBAoHMMY, DNS-
VMeHW, Mo BUPTyanbHbIM U peanbHbIM IP-agpecam.

ﬂ,OI‘IOﬂHVITEﬂbeIe Crnocob6bl BXOJAa B pe>XXnM agMUHUCTPaTOopa

MosBuAacb BO3MOXHOCTb BbICTPO BOUTH B PEXMM aAMUHUCTPATOPa OAHUM U3 CeAYHOLLMUX
cnoco6oB: 13 obnactv yBegomaennii Windows mam no komaHge Cepeuc > Bxog agmuHuctpatopa.

YHudurkKauma normkun aoctyna K >xypHany IP-nakeros

Mepexos K NPOCMOTPY XypHana IP-nakeToB, BbINOAHAEMbIN U3 Pa3HbIX TOUEK UHTepdelica, Tenepb
NPOUCXOANT OANHAKOBbLIM 0BpPa30oM: CHauasa OTKPbIBAETCA OKHO MoUCKa ANS 3a4aHusA NapamMeTpoB
oTbopa 3anucen 13 XypHana, 3aTeM — OKHO NPOCMOTPa OTOBPaHHbIX 3anucei.

BO3MO>XHOCTb HacTPOWKN HEKOTOPLIX MapaMeTPOB NpuY BXoAe B NporpamMmmy

MosiBMIaCh BO3MOXHOCTb yKa3aTb TPAHCMOPTHBIV KaTalor 1 KaTasor KAroYel nosib3oBaTtens npwu
BXOZ€ B NMporpammy.

HoBbli1 MexaHU3M BKIOUEHMSA aHTI/ICI'Iyq)I/IHFa Ha KoopAauHaTtope

MI3aMeHeH MexaHW3M BKIKOYEHWNA aHTVICI'IbeVIHFa Ha KOOpAunHaTope: Tenepb aHTI/ICI'IyCI)I/IHI' BKJIKOYaEeTCA
OoTAEeNbHO ANA KaXA0ro cetesoro MHTep¢el7|ca.

ﬂ,OI‘IOﬂHVITe.ﬂbeIe NoJIHOMOUUA NOJIb30BaTeNemn
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[JobaBneHa noaaep>kka HOBbIX MOJHOMOUNIA «h» Ans NpuknagHon 3agaun «3awmTa Tpaduka». Mpu
3TOM YPOBHE NMOJIHOMOUYMNIA Ha y3/1e BCeraa npucyTCTBYHOT ABe GUKCMPOBaHHbIe KOHOUIypaLum
«BHyTpeHHss ceTb» U «/HTepHeT». B kKOHdUrypaumm «BHyTpeHHss ceTb» paspeLleHa paboTa ¢
pecypcamum 3allMLLEHHOM CETU U 3anpeLleH goctyn B VIHTepHeT, B koHduUrypauum «NHTepHeT»
pa3pelueHa paboTa B VIHTepHeTe 1 3anpeLleH JOCTyN B 3alWULLEHHYIO CETb.

HezaBucumocTb yctaHoBkm MO ViPNet ot Tekyuiein nokanusauum

Y6paHbl oTanuuns B permnctpauum MO ViPNet pa3nnuHbix nokanusaumia. Tenepb npu obHoBaeHumn MO
ViPNet MOXHO yCTaHOBWTb MNOBEPX UCMONb3YEMON BEPCUM BEPCUIO APYTOi JOKanmn3aLum.

PacwumpeHHas nogpeprkka npotokona SIP

PeannsoBaHa noggep>kka npotokona SIP B cayyae, korga Ha KOMMbrOTepe YCTaHOBAEHO HECKONbKO
ceTeBbIX UHTEpOECOB. Tenepb B 3TOM C/lyYae eCTb BO3IMOXHOCTb NMoJb30BaThcs IP-TenedoHmen,
3almLeHHon TexHonornamm ViPNet.

ABTOMaTUUYecKas HacTpolika JOCTyna K KoprnopaTtuBHbIM 3awmiuieHHbIM DNS- 1 WINS-cepeepam

PeannzoBaHa perncrpaumsa 3awmiieHHbix DNS- n WINS-cepsepos cpeacteamm MO ViPNet (cm.
CozpaHue cnmcka DNS (WINS) cepsepoBs BpyuHyto Ha cTp. 123). Tenepb AOCTaTOYHO BHECTU
nHdopMaLMto O cepBepax B creumansHbli dann, n nx IP-agpeca aBTomatnydeckn byayTt gobasneHsl B
HacTpOMKu ceTeBbIX MHTEPdECOB. ABTOMaTUUECKasn HacTpoika yao6Ha AN MOBUAbHBIX
noJsb3oBaTenen, a Takxxe B ciyyae, ecnm DNS- 1 WINS-cepBepbl 4OCTYMHbI MO BUPTYaabHbIM
agpecam.

yCOBepLIJeHCTBOBaHHaﬂ AOKyMeHTauua 1 cnpaBka

MonHoCTbO NepepaboTaHbl JOKYMEHTaLUMs U CMpaBKa, YAy4LleHo UX kauecTBo. [Npu nepepaboTtke
JOKYMEHTaLUMW aKLLEHT CAeNaH Ha CLLeHapHbI/ NMoAXOoA.
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[ noccapui

PKI (MHbpacTpykTypa OTKPbITbIX KNHOYEW)

NHdpacTpyKkTypa OTKPbITBIX KAFOYEN — KOMMJIEKC annapaTHbIX ¥ MPOrpPamMMHbIX CPEACTB, MONUTUK U
npoueayp, obecneunBatoLmnX PacnpoCTpPaHeHNe JOBEPUTENBHOTO OTHOLLEHUA K OTKPbITbIM KroYaM (B
TOM YmnC/e KItoYaM MPOBEPKM 31EKTPOHHOM MOANUCK) B pacrpeAeneHHbIX CUCTEMaX Yepes co3aaHve
cepTndUKATOB K/ItOUER NPOBEPKMN 3EKTPOHHOW NMOAMMCA 1 MOAAEPXKAHME UX XXM3HEHHOTO LMKAA.

TCP-TyHHenb

Cnocob coegunHeHns kaneHToB ViPNet, HaxoAALLMXCA BO BHELIHMX CETAX, CO CBOUM CEPBEPOM
COeANHEHNN, a 3aTeM U ¢ apyrumu y3namu cetu ViPNet no npotokony TCP. Vicnosnb3yeTcs B TOM caydae,
ecnv coeguHerne no npotokony UDP 3abnokvpoBaHo npoBaigepamun ycayr MHTepHeTa.

TCP-TyHHesb HacTpanBaeTCa Ha KOOPAMHATOPE, KOTOPbIA ABAAETCA A4 KINEHTA CEPBEPOM COeAMHEHWUN.

ViPNet Administrator

Habop nporpammHoro obecneyeHus ans agMMHUCTpupoBaHusa cetn ViPNet, Bkatovatowmii B cebs
cepBepHoe 1 kaneHTckoe npunoxenns ViPNet LleHTp ynpaBaeHus ceTbro, a Takxe nporpammy ViPNet
YA0CTOBEPSIOLWMNIA U KNHOUEBOW LIEHTP.

ViPNet YaoctoBepstowmi n kntoueson ueHTtp (YKL)

Mporpamma, BxoAdLlas B coCTaB nporpaMmmMmHoro obecneuveruns ViPNet Administrator. AgMuHUCTpaTop
YKL, popmumpyeT n obHoBAAET katoun ana cetesbix Y3108 ViPNet, a Takke ynpaBaseT ceptudumkatamu n
CNNCKaMMN aHHYIMPOBaHHbIX cepTUdUKaTOB.
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ViPNet LleHTp ynpasnenus cetbio (LLYC)

ViPNet LleHTp ynpaBaeHus ceTbto — 3TO NpOrpamma, BXoasLlas B COCTaB NporpamMmmMHoro obecneyeHus
ViPNet Administrator. MpeaHa3zHaueHa Ana cO34aHNsA U ynpaBaeHns KoHGUrypaLnen ceTm 1 no3Boaset
peLwunTb CeaytoLme OCHOBHbIE 3a4aym:

e OCTPOEHWEe BUPTYyasIbHOW CETU (CeTeBble OBBEKTbI U CBA3U MEXAY HUMMW, BKIHOUAs MEXCETEBLIE);
e V3MeHeHWe KOHdUrypaunm ceTy;

e dopmMMpoBaHME 1 paccblika CNPaBOYHUKOB;

e paccblika KJIKUel y310B 1 KIoUeln nosb3oBaTenel;

e dopmMupoBaHmne MHPOPMaLMK O CBA3AX Nosb3oBaTtenen ana YKL

e 33jaHune NoJHOMOUNI Nosb3oBaTenel ceTeBbIx y3n0B ViPNet.

AyTeHTndumKaums

Mpouecc naeHTdMKaLMmM NOAb30BaTENS, KakK NPaBMIO, Ha OCHOBaHWM €ro y4eTHOM 3anmcu.
AyTeHTUOMKaLNA CAYXUT AN NOATBEPXKAEHNSA TOTO, UTO BXOAALLUA B CUCTEMY MOb30BaTe b ABAAETCA
TeMm, 3a Koro cebs BblgaeT, HO NpoLecc ayTeHTUGUKaLMM He 3aTparmBaeT nNpaea 40CTyna Noab3oBaTens (B
OT/INYME OT aBTOpMU3aLUW).

BupTtyanbHbin IP-agpec

IP-agpec, KOTOpbI NpuaoXeHns Ha ceTeBoM y3ne ViPNet (A) ncnonb3yrot ans obpalleHns K pecypcam
ceteBoro y3na ViPNet (b) nan TyHHennpyembix UM y3/710B BMECTO peasnbHoro IP-agpeca y3na.
BuptyanbHble IP-agpeca y3ny ViPNet (b) Ha3zHauatoTca HenocpeacTBeHHO Ha y3ne A. Ha apyrux y3nax
y3ny ViPNet (B) MmoryT 6bITb Ha3HaueHbl Apyrue BupTyanbHble agpeca. Y3y ViPNet (b) HazHauaeTcs
CTONIbKO BUPTYasbHbIX afpeCcoB, CKOJIbKO peasbHbIX afpecoB MMeET AaHHbIN y3en. MNpu n3mMeHeHUm
peanbHbIX afpecoB Y y3na b BbligeneHHble eMy BUPTYyanbHble ajpeca He N3MeHAOTCA. BupTyanbHble
afpeca TYHHeAnpyeMmblX y3710B NPMBA3bIBAIOTCA K peasibHbIM ajpecam 3TUX y3/10B U CYLLLeCTBYHOT, MoOKa
CYLLLeCTBYET flaHHbI peanbHblin agpec. icnonb3oBaHne BUPTyaibHbIX ajpecoB NO3BOAsSET U3bexaTb
KOHPANKTa peanbHbix IP-agpecos B cayvae, eciv y3nbl paboTatoT B 1OKaAbHbIX CETAX C NepeceKaroLLMMCs
afpecHbIM NPOCTPaHCTBOM, a Tak>Ke UCMOo/b30BaTh 3T ajpeca A/1a ayTeHTUPMUKaLMmn yaaneHHblx y310B B
npunoxeHuax ViPNet.

BHewHwne IP-agpeca

AZpeca BHeLUHEN ceTu.

BHelwHAA ceTb

CeTb, oTaeneHHaa ot BHyTpeHHeI‘/'I CeTn MeXXCeTeBbIM 3KPaHOM.

AncTpnbyTnB KArouen

®ann c paclwumpeHmem *.dst, co3gaBaemblvi B nporpamme ViPNet YaocToBeparOLWwmMin n K1HoUYeBOn LEHTP
[/ Kaxaoro nosib3oBatenis ceteBoro y3na ViPNet. Cogep>xuT crnpaBoYHUKY, KatoUn 1 Gaiia anueH3uu,
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HeobxoanMble ans obecneyeHns NepPBUYHOrO 3anycka 1 nocaeayrowen pabotbl nporpammel ViPNet Ha
ceteBOM y3ne. [na obecnevenns pabotbl nporpammbl ViPNet anctpunbytme kntouein HeobxoamMmo
YCTaHOBWTb Ha CETEBOW y3e.

3anpoc Ha ceptudukaT

3allmLLeHHOE NEKTPOHHOM NOAMUCHIO COObLLEHME, CcoAepXKalllee UMS MONb30BaTeNs, KUY NPOBEPKM
3/1eKTPOHHOW MOAMUCK 1 ero NapamMeTpbl, XXeNaeMblli CPOK AeNCTBUsA cepTudmKata, npesnonaraemblie
Ha3HaueHWs cepTUdMKaTa U Apyrue napameTpsl (MOJHbIA Habop NapameTpoB 3aBUCUT OT popMaTa
3anpoca v NporpaMMHOro obecrneyeHuns, B KOTOPOM OH 6bia chOpMUpPOBaH).

3alniLeHHoe coeagnHeHne

CoeaunHeHve Mexay yanamu, 3awmndpoBaHHOE C MOMOLLbH nporpaMmmHoro obecneverus ViPNet.

3almiLeHHble NpuKaajHble cepBepbl

MpuknagHble cepBepbl (Beb-cepBep, No4uToBbIN cepBep, FTP-cepBep v Tak fanee), pa3MeLleHHble Ha
3aLUMLLEHHbIX Yy3NaX.

3awmueHHbI DNS nan WINS cepsep

Cepsep DNS nan WINS, pasmeLLeHHbI Ha 3aLLMLLIEHHOM Yy3he.

3alWMLLEHHbIN y3en

CeTeBoW y3es, Ha KOTOPOM yCTaHOBJ/IEHO nporpaMmmHoe obecneveHue ViPNet ¢ dyHkumen wndpposaHms
Tpaduka Ha CeTEBOM ypOBHE.

KnueHnt (ViPNet-kaneHT)

CeteBoin y3en ViPNet, koTopbIi ABASETCA HaUYaNbHOM UAN KOHEYHOW TOUKOW Nepegaumn gaHHbix. KnneHt
B0/KeH BbITb 3aperncTpupoBaH Ha KoopAnHaTtope. B oTanumne ot koopamMHaTopa KANEHT He BbIMOAHAET
byHKUMM MapLupyTu3aLmmn Tpadurka u cayxebHol nHdopmMaLmn.

Kntou 3awmThl

Kntou, Ha KOTOPOM LWMPYETCs APYron Kitou.

Kntou npoBepku 31€KTPOHHOM NOANNCH

B cootBetcTBMM € pesepanbHbiM 3akOHOM N 63-O3 «O6 31eKTPOHHOM noanucK» oT 6 anpens 2011 r.
KJIFOUOM NPOBEPKM 3/1€KTPOHHOWN MOAMUCK Ha3blBAaETCA OTKPbLITLIA KA, KOTOPbIN ABAAETCA He
CeKPETHOW YacCTbto Mapbl aCMMETPUUHBIX KNHOUEN W NPeACTaBaseT cCOB0M YHUKaNbHYHO
nocnefoBaTeNbHOCTb CMBOJIOB, OAHO3HAUYHO CBA3AHHYHO C 3aKPbITbIM KJHOUYOM U MpefHa3HauyeHHyo ana
NpoBepPKM NOANMHHOCTU IEKTPOHHOW MOAMMNCH.
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Kntou anekTpoHHOW noanuncu

B cootBetcTBUM C desepanbHbiM 3akoHOM N 63-03 «O6 3nekTpoHHON nognucu» ot 6 anpens 2011 r.
KJIFOUOM 3IEKTPOHHOW MOAMMCK Ha3bIBAETCA 3aKPbIThINA KNHOY, KOTOPbIV ABASETCA CEKPETHOMN YacTbio
napbl aCUMMETPUYHbIX KJOYer 1 NpeAcTaBaseT cO60M YHMKaNbHYHO NOCAeA0BaTeNbHOCTb CMBOJIOB,
npeAHa3HauYeHHYH ANS CO3A4aHUNA NEKTPOHHON NOAMUCH.

Kntoum nonb3osatensa ViPNet

CoBOKYMNHOCTb KJHOUEl, KOTOpble HEOHX0AMMbI NOJIb30BaTENO ANs ayTeHTUdMKauum B cetn ViPNet u
LWUNPPOBAHMS APYTUX KJIHOUER, Y K KOTOPbIM MMEET JOCTYM TONbKO AaHHbIA MNOb30BaTENb.

Kntoun nonb3oBatens MOryT cofepkaTb:
® [IeMCTBYHOLLMIA NepPCOHaNbHbIA KAOY MNOAb30BaTeNS;

e KJIHOY JIEKTPOHHON MOAMMNCU Y COOTBETCTBYHOLLMI eMy cepTUdUKAT KatoUa NPOBEPKN 3NEKTPOHHOW
noanucy;

e X3UW napoJia noab3oBaTens.

Copepxvmoe katouern nosibzoBatens GopM1pyeTcs B 3aBUCMMOCTM OT TUMa ayTeHTUdMKaLMM
roJib3oBaTens.

KoHTenHep karouen

®aiin unn ycTpomncTBo, B KOTOPOM XPaHATCS KJItOY 3EKTPOHHOW MOAMMUCK U COOTBETCTBYHOLLMI eMY
cepTmdmKaT KaroUa NPOBEPKM INEKTPOHHOW MOAMUCH.

Koopgunnatop (ViPNet-koopaunHatop)

CeTeBOW y3e/, NPeACTaBAAIOLLMIA COOON KOMMNBIOTEP C YCTAHOBAEHHbIM NPOrpaMMHbIM obecneyeHnem
koopanHaTopa (ViPNet Coordinator) unu cnewumanbHbii NporpaMMHo-annapaTtHbI komnaekc. B pamkax
cetn ViPNet koopanHaTOp BbINONHAET cepBepHble QYHKLIMM, a TakKe MapLupyTM3auuio Tpadurka um
cny>xxebHon nHdopmaumu.

KopHeBou ceptndukat

CepTudukat agMUHUCTPATOPa YAOCTOBEPAIOLWErO LEHTPA, ABAAIOLLMIACA NOCAeAHUM cepTUdUKaToM B
Lenoyke gosepua. Jpyrmmun cnoBamu, 48 KOPHeEBOro ceptudukarta HeT cepTudurkaTa, C MOMOLLbHO
KOTOPOro MOXHO 6b1710 66l NPOBEPUTL €ro AOCTOBEPHOCTb. C MOMOLLBIO KOPHEBOTO cepTudukata
NPOBEPAETCA JOCTOBEPHOCTb CepTUdMKATOB (NOb30BaTENEN U U3jaTenell), 3aBEPEHHbIX 3TUM
ceptudunkaTom.

JInueHs3nsa Ha ceTb

PazpelueHune Ha Nonb3oBaHWe onpegeneHHbiM Habopom GyHKLMIN NpoaykToBon anHenkn ViPNet. B
YacTHOCTU, AnLeH3ns Ha ceTb ViPNet onpegenset chegytolee: HOMep CeTW, MakKCMMalbHOE KONNYECTBO
KOOPAUNHATOPOB N KIMEHTOB, MakKCMalbHOE CyMMapHOe KOINYeCTBO agpecoB, TYHHE/INPYyeMbIX
KOOpAMHaTOpaMu CETW, MakCMMabHOe KOJNNYECTBO Y3108, Ha KOTOPble MOXHO A06aBUTb Ty UK UHYHO
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pOJib, MaKCMMaJIbHYHO pa3peLLeHHYH0 BepCcuto nporpammMHoro obecneuerus ViPNet, cpok gencteus
JNLLEeH3UN 1 Apyre napaMeTpbl.
O6HOBIEHWE CMPAaBOYHNKOB W1 KIHOYEN

®aiinbl, opmupyemble agMmuHucTpatopom cetn ViPNet B ynpaeastowem npunoxkeHmn (ViPNet LeHtp
ynpaeneHus ceTbto, ViPNet YaocToBepatoLwumii 1 K1toUeBOW LIeHTP) NPy U3MeHeHWUN CrIPaBOYHWKOB U
knrouen ansa ceteBbix y310B ViPNet, To ecTb, B ciyyae gobaBneHus, yaaneHus ceteBoro y3na ViPNet,
fobaBneHna nonb3oBaTens, n3jaHus HOBOro cepTudukata n Tak ganee. AaMmHuctpartop cetn ViPNet
LileHTpasM30BaHHO BbICbLIAeT Ha CeTeBOW y3e CHOPMUPOBaHHbIE HOBbIE KOUMN U CNPaBOYHUKM 13
LYyCa.

OTKpbITbIN VIHTEpHET (3alMLLEeHHbIV MHTePHET-LLM3)

TexHonOrUsA, peannsoBaHHas B NnporpaMMHoM obecneverunm ViPNet. Mpu nogkntouennmn k MHTepHety
y3/1bl IOKaNbHOW ceTu usonunpytotca ot cetn ViPNet, a npu pabote B cetn ViPNet — ot ViHTepHeTa, uTo
obecneumnBaet 3alMTy OT BO3MOXHbIX CETEBbIX aTak U3BHE 6€3 PU3MUYeCcKoro OTKAOUEHMA KOMMbIOTEPOB
OT JIOKa/NIbHOW CeTu.

HauuHas c Bepcun MO ViPNet Administrator LLYC 4.6.3, TexHonorus «OTKpbITbIi IHTEpHET» Ha3biBaeTCs
«3aWNLLEHHBIA NHTEPHET-LLIIIO3».
OTtkpbITbin cepBep DNS mnam WINS

Cepsep DNS nan WINS Ha OTKpbITOM y3/e.

OTKpbITbIN y3en

¥Y3en, Ha KOTOPOM He YCTaHOBAEHO NporpammHoe obecneueHume ViPNet ¢ pyHkumen wmndpposaHms
Tpaduka Ha CeTEBOM ypOBHe.

Manka kntouer nosib3oBaTens

Manka, B KOTOPOW HaxoaaTca katoum nonb3osatens ViPNet.

Manka Kar4en ceTeBoro ysna

Manka, B KOTOPOW HaxoAATca katoum ceteBoro y3na ViPNet u cnpaBouHumKy.

MNMaponb agmuHMcTpaTopa ceteBoro y3na ViPNet

Maponb ana Bxoga Ha ceTeBoM y3ne ViPNet B peXvM agMUHNCTPATOPa, B pamKax KOTOPOro CTaHOBATCA
JOCTYMHbI AOMONHUTENbHbBIE BO3MOXHOCTW HacTporky npunoxenuii ViPNet. Maposib agMuH1cTpaTopa
ceTeBoro y3na ViPNet moxeT 6bITb co3aaH agMmHuncTpatopoM cetn ViPNet B nporpamme ViPNet
YA0CTOBEPSAIOWUIA U KNHOUEBOW LIEHTP.
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Mapoab Nosb3oBaTeNs Ha OCHOBE NapoJibHON ¢pa3bl

Maponb nonb3oBatens HeobxoaMM Ass Bxoza B Ato6yto nporpammy ViPNet. CayyaiiHblin naponb
CO3/aeTcs Ha OCHOBE MapoJIbHON $pasbl, KOTOPYH MOXHO UCMOJb30BaTh A/ 3aNOMVUHaHUA Napos.
MaponbHble Gpaszbl MOTYT 6bITb CO3AaHbI HA HECKOJIbKMX A3blkax. Ppasbl NpeACTaBAsAOT CO6OM
rpaMMaTnyeckn KOPpPEKTHbIE KOHCTPYKLMK, OAHAKO C/1I0Ba, cocTaBastoLme dpasy, BbibrpatoTcs
C/ly4anHbIM 0Bpa3zom 13 bonblioro no obvemMy cnosaps. MNaponbHas Gpasa MOXeT cogep>katb 3 nam 4
CN0Ba, NPV XeNaHUW Naposib MOXET ObITb CO3aH M3 ABYX NaposibHbIX $pas.

YT06bI MONYUNTL NAPOb M3 NapOabHOM dpasbl, JOCTaTOYHO HabpaTtb 6e3 NpobesoB B packnaske
natvHuLeln nepeble X ByKB 13 KaXka0ro ¢ioBa naposibHon ¢pasbl, cogepkallen Y cnos. MNonb3oBatenb
caM 3agaet napameTpbl X 1Y, a Tak>Ke A3blK NapoibHOW dpasbl.

Hanpvmep, npu ncnonb3oBaHum Tpex Nnepsbix BYKB U3 KaXAOro c/10Ba NaposibHON ¢pasbl «3aTelnnBbIi
roBeNUp yTalwma caoby» noayunm naponb «pfn.dtenfclj».
MonnTtnka 6e3onacHoCTL

Habop napameTpos, peryanpytoLmx 6esonacHocTb ceTeBoro y3na. B texHonorum ViPNet 6esonacHoctb
CeTeBbIX y3/10B 0becrneyrBaeTcs C MOMOLLbLIO CETEBLIX GUALTPOB 1 NpaBua TpaHcaauun IP-agpecos.

[MonHOMOUMA Nonb3oBaTens

PazpelueHuns Ha onpegeneHHble JelCTBUA NOAb30BaTeNen Ha ceTeBoM y3ne ViPNet no nameHeHunto
HacTpoek HekoTopbIx nporpamm ViPNet.

AamuHuctpatop LYCa 3agaet nonHoMouns Ans Bcex Nonb3oBaTeneli ceteBoro y3na ViPNet B cBolcTBax
posen.
Pe3epBHbIV Habop nepcoHanbHbIX Karouen (PHIK)

Habop 13 HecKobKUX 3aMacHbIX NepPCOHasbHbIX KatoUel, koTopble agMuHucTpatop YKL, cozgaet ans
nosb3oBatens. Vims atoro daina MMeeT Macky AAAA.pk, F4e AAAA — UAEHTUUKATOP NONb30BaTENS
ViPNet B pamkax cBoei cetu. Micnosb3yeTcs Ans yaaneHHOro 06HOB/EHWs KAKOUEN Nob30BaTeNs npu nx
KOMMPOMETaLUN 1 NPU CMEHE MacTep-KatoUa NEPCOHabHbIX KNHOUEN.

Cepsep IP-agpecos
CDyHKLI,I/IOHaJ'IbHOCTb KOOopAauHaTopa, O6€CI'I€‘-II/IBaPOLLI,aFI perncrpaunto, paccbliky U rpegocraBsjieHne
I/IHqJOpMaLI,I/II/I O COCTOAHUMN 3alUMLLEHHDbIX Y3/10B.

CepBep coeanHeHNM

®YHKLIMOHaNBHOCTb KOOpAMHaTOPa, obecneynBatoLLas CoeAnHEHNE KINEHTOB APYT C APYroM B Ciy4ae,
€C/I OHW HaXOAATCA B Pa3HbIX NMOACETAX U HE MOTYT COeMHUTLCSA Hanpamyto. [lns Kaxgoro KaveHTa
MOXHO BblbpaTb CBOW cepBep CoeAnHeHU. Mo yMonUYaHNIO cepBep COeAVMHEHUI ANA KANEHTa Takxe
ABAseTca cepsepom IP-agpecos.
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CepTudukar kitoua NpoBepKN 3NEKTPOHHON NOAMUCH

DNEeKTPOHHbIN JOKYMEHT NN AOKYMEHT Ha ByMaXkHOM HOCWTenNe, BblJaHHbIV YAOCTOBEPAIOLWMM LIEHTPOM
6o fOBEpPEeHHbIM LIOM YAO0CTOBEPAIOLLErO LIeHTPa U MOATBEPXKAAOLLMI MPUHAANEXHOCTb KatoYya
NPOBEPKM 3N1eKTPOHHOM NOAMNNCY BAajenbLy cepTudurKaTa Kaova NPoBepKN 31eKTPOHHOW MOAMMNCH.
CeteBou y3en ViPNet

Y3en, Ha KOTOPOM YCTaHOBJIEHO NporpammHoe obecneveHmne ViPNet, 3apernctpupoBaHHbIl B
nporpamme ViPNet LleHTp ynpasaeHus ceTbto.

Cetb ViPNet

Jlornyeckas ceTb, OpraHn3oBaHHas C MOMOLLbIO NporpammMHoro obecneyexus ViPNet n
npeacTaBstoLas cobon coBOKynHOCTb ceTeBbIx y310B ViPNet.

Cetb ViPNet nmeet cBOIO agpecaLimio, NO3BOAAIOLLYIO HaNaAUTb 06MeH MHbOPMaLMen Mexay ee y3namu.
Kaxpas ceTb ViPNet umeeT cBOW yHMKaNbHbIA HOMep (MAeHTUGUKaTOP).
Cnuncok aHHynnpoBaHHbIX ceptugumkartos (CRL)

Cnncok cepTMdrKaToB, KOTOPbIE 40 UCTEUEHNS CPOKA UX AEWCTBUA ObIIN aHHYIMPOBaHbI AN
MPVOCTaHOB/IEHbI aAMVHUCTPATOPOM Y0CTOBEPSAIOLLENO LIEHTPa Y MOTOMY HEAENCTBUTE/IbHBI Ha
MOMEHT, yKa3aHHbI B JaHHOM CMUCKe aHHY/IMPOBaHHbIX CEPTUPHMKATOB.

CnpaBo4HMKMK

Habop ¢ainos, cogepxalumx uHpopmaumo o6 obbekTax cetn ViPNet, B Tom uncne o6 nx umeHax,
naeHtTnduUKaTopax, agpecax, cazsax. 31 darnasl popmupyrotcs B nporpamme ViPNet LleHTp ynpasneHus
CeTbto, NPeAHa3HAYEHHOM ANS CO3JaHus CTPYKTYPbl U KOHOUrypuposaHus cetu ViPNet.

Crpyktypa cetun ViPNet

Ynopsgo4yeHHas COBOKYMHOCTb CBA3EM MexXAy KoMNoHeHTamu ceTu ViPNet, Takumm kak:
e pabouee MecTo agMuHUcTpaTopa cetn ViPNet;
® KOOpAMHaTOpSI;

® K/INEHTHbI.

Kaxxabli KIMEHT JO/IKEH BbITb 3apPErncTprMpoBaH Ha koopanHatope. CBA3WN MexXay KoopaMHaTopamm u
pabouyrM MeCcToM aZMUHUCTPATOPA, a TakxkKe MeXAy KOOPANHATOPOM U ero KAneHTamu obs3aTesibHbI.
OcTanbHble CBA3M CO3aKOTCA B COOTBETCTBUM C KOPNOPATUBHOMW NOANTUKOM 6e30MmacHoCTH.

TpaHcnauua ceteBbix agpecos (NAT)

TexHosorus, No3BosstoLLas NpeobpazosbiBaTh IP-agpeca 1 MOpPThI, NCMO/b3YOLWMECS B OAHON CETH, B
aApeca v MopTbl, NCMOJIb3YIOLWMNECS B APYTOW.
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TyHHennpoBaHue

TexHONOTUA, NO3BOAAOLWAS 3aLLNTUTb COEANHEHNA MEXAY Y3N1aMM JIOKaNbHbIX CETEN, KOTOPbIe
obmeHunBatoTca nHPopmaumer Yepes VIHTepHeT uaun gpyrve nybanyHblie ceTu, NyTeM UHKaNCcyaaumm vn
wndposaHus Tpadrka 3TMX Y310B HE CAMUMM Y31aMK, @ KOOPAMHATOPaMU, KOTOPble YCTaHOBAEHbI Ha
rpaHuLe nx nokanbHbIx ceTer. Mpun 3ToM ycTaHoBKa nporpaMmHoro obecrnieyeHms ViPNet Ha 3T y3nbl
Heobs3aTesIbHa, TO eCTb TYHHepPYeMble Y3bl MOTYT BbiTb KaK 3alLMLLEHHBIMY, TaK M OTKPbITbIMU.

TyHHenvpyembi y3en

¥Y3en, Ha KOTOPOM He YCTaHOBAEHO NporpammHoe obecneveHme ViPNet ¢ yHkUmen wndposaHus
TpadurkKa Ha ceTeBOM ypOBHe, HO ero Tpadurk Ha NOTEHLMaNbHO ONAacHOM y4acTke CeTu
3aWwndpoBbIBaEeTCA U pacluMPpPOBbIBaeTCA Ha KOOPANHATOPE, 3@ KOTOPbIM OH CTOUT.

dann KoHTenHepa

CneunanbHbli daiin, B KOTOPOM XPaHUTCA 3aluLeHHas MHbopMauma. IToT dain NoAKkAtoYHaeTca B
KauyecTBe HOBOTO JIOTMYECKOro A1CKa B Balllei onepauoHHON cucteme. Bbl MoxxeTe paboTaTtb € 3TUM
ANCKOM, Kak € 0bbl4HbIM anckom Windows: nepetackmBaTb, KOMMPOBaTb, BCTaBAATb, YAanaTb Gannbl 1 Tak
Janee.

®aiin KoHTelHEPa MMEET pacLlUMpeHmne * . sdc U MO YMOJIYAHUIO ABASETCS CKPbITbIM. YTOObI YBUAETH 3TOT
dann, Ha MaHenu ynpaBneHus oTkponTe CBOMCTBA Nanku, Ha Bkaagke Bug Bitounte onuumio
MokasbiBaTh CKpbIThIE daitibl U NaNKu.

Llenouka ceptndumkaymm

yl'lOpFI,ﬂ,O‘—leHHaﬂ nocneaoBaTte/ibHOCTb CepTMq)I/IKaTOB, COOTBETCTBYHOLWaa nepapxmm M3,u,aTene|7| TNX
CepTMq)I/IKaTOB. CepTI/Iq)I/IKaT cynTaeTca AelzCTBMTeﬂbeIM, ec/in uenoyka CepTI/Iq)MKaLI,I/II/I nosiHa (To ecTb
3aBeplaeTca KOpHeBbIM CepTI/Iq)I/IKaTOM) n BCe BXoJALine B Hee CepTM(I)I/IKaTbI TakKXxXe AeIZCTBMTeﬂbeI.

YacTHbIN agpec

[Ans cetelr Ha H6a3e npoTokona IP, He TpebytoLmx HENOCPEACTBEHHOIO NOAKAOUEHNA K NHTepHeTY,
BblAeNeHO Tpu AnanaloHa IP-agpecos: 10.0.0.0-10.255.255.255; 172.16.0.0-172.31.255.255; 192.168.0.0-
192.168.255.255, koTOpble HMKOrAa He Ucnoab3yroTca B ViHTepHeTe. YToBbI BbINTK B VIHTEPHET C agpecom
13 TaKoro AunanasoHa, HeobXOAMMO UCNOIb30BaTb MEXCETEBOW 3KpaH ¢ GyHkumen NAT nam TexHonoruto
NPOKCK.

Jobas opraHmsauuna MOXeT UCNoJib30BaTb Nobble Ha60pbl ajpecoB U3 3TX AnanasoHOB ANA y310B
CBOEW NIOKaNbHOW CeTu.
DIeKTPOHHasA NoANuch

NHdopmauns B 31eKTPOHHON GopMe, KOTopas NpUCoeanHeHa K Apyroi MHGOPMaLMmn B 31EKTPOHHOWM
dopme (MoanmncbiBaemMor nHbOpMaLMM) AN MHBIM 06Pa3oM CBA3aHa C Takon MHPopMaLmMen n KoTopas
Mcrnosb3yeTcs 417 onpeAeneHns auLa, MoANUCbIBatoLLero HbopMaLmio.
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