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O AokymeHTe

[1ng KOro npeaHasHaydeH A0KYMEHT

[aHHbI JOKYMEHT npesHasHaueH Ans TexHnuecknx cneumanmcros, naptHepoB OAO «NHPoTeKC» n
aagMuHuctpaTopoB ceten ViPNet, nnaHmpyrowmx obHosneHune MO ViPNet go Bepcumn 4.x.

CornaueHma 10KyMeHTa

Huxe nepeyncneHbl cornaleHna, NpruHATble B 3TOM JOKYMEHTE 414 BblAeNeHUA VIHq)OpMaLI,VIVI.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSX

O603HaueHue OnucaHue

/\g BHuMaHue! Yka3biBaeT Ha 0643aTesibHOe ANS UCMONIHEHVSA AW CNe0BaHNA AelCTBUe
AN nHOPMaLUIO.

MpuMeuaHue. Yka3biBaeT Ha Heobs3aTeNlbHOe, HO XenaTelbHOe /1S UCMONHEHNS NN
CnefioBaHUA AencTBue N MHPopMaLuto.

CoBeT. COeP>XXUT JOMONHUTENBHYH MHDOPMaLMIo 0bLLero xapaktepa.

Tabauya 2. O6o3HaveHus, ucnosb3yemole 0415 8bideseHUs UHHopMayuu 8 mekcme

O603HaueHune OnucaHue

Ha3sBaHue Ha3BaHwne anemeHTa I/IHTequEI‘/’ICa. Hanpvlmep, 3aros10BOK OKHa, Ha3BaHWe
nonda, KHONKW nam KnaBuLlin.

Knasnwa+Knasuiua CoueTaHue knaBuLl. YTo6bI MCNONBb30BaTb COYETAHME KAaBULL, caesyeT
HaXkaTb NEPBYIO KNaBULLY U, He OTMYCKas ee, HaxkaTb BTOPYHO KJaBuLLy.

Metto > MogmeHto > WNepapxunueckas nocnefoBaTesbHOCTb 3/1eMEHTOB. HanpuMep, NyHKTbl MeHIo
KomaHaa WAW pasgenbl Ha NaHesn HaBUraLumu.
Kon Nms daiina, nyTs, dparmeHT TekcToBOro daiina (Koga) am KoMaHaa,

BblinoJsiHAEMaA U3 KOMaHAHOVI CTPOKMW.
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ObpatHasa CBA3b

fononHuntenbHaa nHpopmauma

CBeseHus o npogyktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOCh! U Apyras nojesHas
MHPopmMaums cobpaHbl Ha cainte OAO «NHPoTeKC»:

Be6-noptan gokymeHntaumnm ViPNet http://docs.infotecs.ru.

OnucaHue npoayktoB ViPNet http://www.infotecs.ru/products/line/.

Nudbopmauma o pewenusx ViPNet http://www.infotecs.ru/solutions/.

C6opHuk yacTo 3agaBaeMblix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.
®opym nonb3osatenen npogykrtos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6a3a B chepe 3awmTbl nHGopmaumm http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmauma

C BOMpOCamMu Mo 1crnosb3oBaHuto NpoaykTos ViPNet, noxenaHnaMn nav NpeanoxXeHnaMm CBAXNUTECh CO
cneumannctamm OAO «MHdoTeKC». Ina pelueHns BO3HMKaOWMX Npobaem obpatntech B ciyxby
TEXHUYECKON NOAAEPXKKM.

TexHunueckas noaaep>ka ana nonb3oBatenei npogykrtos ViPNet: hotline@infotecs.ru.
®opma 3anpoca B ciyxby TexHuueckor noaaepxkn http://www.infotecs.ru/support/request/.

PeFMCTpaLI'MFI NPOAYKTOB N KOHCY/NbTaLUK MO TenquOHy ANna KINEHTOB, UMeRLWNX paCLIJI/IpeHHbIIz
YPOBEHb TEXHNYECKOTO CONMPOBOXAEHMNA!

8 (495) 737-6196,

8 (800) 250-0260 — 6ecnnaTHbIN 3BOHOK 13 Nt0boro permoHa Poccum (kpome Mockabl).

PacnpoctpaHeHne nHbopmaumm 06 yassumoctax npogyktoB OAO «NHPoTeKC» peryampyetcs

MOANTMKOM OTBETCTBEHHOTrO pa3rnaweHus http://infotecs.ru/products/disclosure.php. Ecau Bbl
06HapPYXUAK yA3BMMOCTM B NPOAYKTaX KOMMaHUK, COOBLLUTE O HUX MO agpecy security-
notifications@infotecs.ru.

Otanums ViPNet Client n ViPNet Coordinator Bepcuii 4.x oT 3.x. MNpunoxeHue K gokymeHTauum ViPNet | 7
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YCTaHOBKa NporpamMmHoro
obecnevenmsa ViPNet

Ans nporpamm ViPNet Client n ViPNet Coordinator Bepcumn 4.x gopabotaHa nporpaMmmMa yCTaHOBKM, a
NMEHHO:

e pa3paboTaH ycTaHOBOYHbIA nakeT MSI, KOTOpbIA NO3BOAAET yCTaHaBAUBATb NPOrpaMMmy C
ucnonbsoBaHuem Microsoft System Center (cm. «YctaHoBka MO ¢ ncnonb3osannem Microsoft
System Center» Ha cTp. 9) nam cueHapus Bxoga B cuctemy logon script (cm. «YcraHoska MO ¢
MCNoJIb30BaHWEM CLieHapua BXoja B cMCTeMy» Ha cTp. 9);

®  V3MEHEH CLeHapuii YCTaHOBKM MPOrpaMMbl U3 KOMaHAHOW CTPOKM (CM. «HenHTepakTUBHbIN PeXxXrmM
yCTaHOBKM» Ha cTp. 10).

YctaHoBka 1O ¢ ncnonb3soBaHvem Microsoft
System Center

Ans nporpamm ViPNet Client, ViPNet Coordinator, ViPNet CSP Bepcun 4.x paspaboTaHbl yCTaHOBOYHbIE
nakeTbl MSI. icnonb3osaHune TexHonornn Windows Installer o6ecneuvBaeT BO3MOXHOCTb rpyrnnoBoiA
yCTaHOBKM MporpaMmmHoro obecnevenus ViPNet Ha komnbroTepax B gomeHe Windows. AAMUHKUCTpaTop
cetn ViPNet c nomowpto cpegcts Windows MoxeT popmMmnpoBaThb NakeTbl, cogepkalyme B cebe
yCTaHOBOYHble Paiibl MSI, n ny6imkoBaTh UX Ha cepBepe OOHOBAEHWI A/ PACChINKMA Ha KOMMbIOTEpDI
AoMeHa. MNonb3oBatesnv nosyyatoT yBegomienus LieHtpa obHosneHns Windows v MOFyT BbINOJHUTb
YCTaHOBKY MPOrpaMMHOro obecrneyeHus.

YcrtaHoBka [10 ¢ Mcnonb3oBaHMeM CLUeHapuA
BXO/la B CUCTEMY

bnarogaps pa3paboTke yctaHoBOUYHOro naketa MSI Bbl MOXeTe BbINOJHUTb FPYMNMNOBYH YCTaHOBKY
nporpamMmmHoro obecrneyeHus ViPNet c nomoubto cueHapus Bxoga B cuctemy (logon script). Takum
obpasom, yctaHoBUTb 1O MOXHO OJHOBPEMEHHO Ha Nt060e KOAMYeCTBO KOMMbHOTEPOB B AOMEHe
Windows. [1ns BbINONHEHWA TaKOW YCTaHOBKMW:

1 TlomecTuTe ycTaHOBOYHBIM dann MSI B nanky, AOCTYNHYH BCEM MOJIb30BaTENAM, Ha YbM
KoMMbtOTEepbl TpebyeTcs yctaHoBUTL [10.

2 HactpowTe rpynnoByt NOJUTUKY, CO34aB YCTAaHOBOUHbIV MaKeT U CLLeHapuii BXoga B CUCTEMY,
COracHO KOTOPOMY Ha KOMMbIOTepax noJib3oBaTtenel byeT BbinosHeHa yctaHoBKa 0.

Otanums ViPNet Client n ViPNet Coordinator Bepcuit 4.x ot 3.x. MNpunosxeHue K gokymeHTaumm ViPNet | 9



HeHTEPaKTUBHbBIN PEXMM YCTaHOBKM

Ans Bepcum 4.X U3MeHeH NpuHLUUN yctaHoBKW nporpammbl ViPNet MoHUTOP B HEMHTEpPAKTMBHOM
pexume. B Bepcun 3.2.x ycTaHOBOUHbIV daisi 3anyckaeTcs M3 KOMaHAHOM CTPOKM, a napameTpsl
YCTaHOBKMW CUYUTBIBAKOTCA U3 cneumanbHoro dana silent.ini. B Bepcmm 4.x Bbl MOXeTe 3anyCTuTb
YCTaHOBOUHbIV daiin 1 3asaTb NapaMeTpbl yCTaHOBKM B KOMaHAHOWN cTpoke. Hanpumep, MOXHO yka3aTb,
HY>XHa I NPUHYAWTENbHas Mepe3arpy3ka KOMMbOTepa Nocie yCTaHOBKM NPOrpamMMbl, 1 3aZaTb CUCOK
yCTaHaB/IMBaEMbIX KOMMOHEHTOB.

MNcnonb3oBaHWe HEMHTEPaKTMBHOMO pexxnMma No3BoNseT:
e BbIMNOJIHATb YAaNEHHYH YCTaHOBKY;

e CO3jaBaTb NporpamMMbl, obpalyatowmecs K komaHaHou ctpoke Windows v 3anyckatowime
aBTOMaTMyeckyto yctaHoBky [0 ViPNet Client nam ViPNet Coordinator ¢ 3agaHHbIMW napaMeTpamu.

YCTaHoBKa M HacTpouka nporpammel ViPNet CSP

[Ans pabotbl nporpamm ViPNet Client n ViPNet Coordinator Ha komnbroTepe L0XKEH ObITb YCTaHOB/EH
kpuntonposangep ViPNet CSP, KOTOpbIA MOXeT NCNOoNb30BaTbCA AN peannsaLmm Kpuntorpapuyeckux
byHKUMI B onepaumoHHon cucteme Windows.

Mpumeuanue. Mporpammel ViPNet Client n ViPNet Coordinator Bepcum 4.x
coBMecTUMbI ¢ nporpammoli ViPNet CSP Tonbko Bepcum 4.x.

Mporpamma ViPNet CSP Tenepb MOXeT 6bITb YCTaHOBAEHA KaK U3 OTAENbHOIO YCTaHOBOUHOrO ¢alina, Tak
n Bmecte ¢ nporpammamu ViPNet Client n ViPNet Coordinator. lNMpwu aro6om 13 cnocobos ViPNet CSP
yCTaHaB/IMBAETCA KaK OTAe/IbHas Nporpamma, 4to obecneunsaet yao6ctBo o6HoBAeHNA ViPNet CSP
He3aBucumo ot nporpamm ViPNet Client n ViPNet Coordinator.

Mpw 3anycke yctaHoBouHoro naketa ans ViPNet Client unm ViPNet Coordinator nporpamma yctaHoOBKM
npoBsepseT Hainymne Ha komnbroTepe nporpammbl ViPNet CSP 1 aBTomMaTnueckun yctaHaBaVBaEeT ee B
cly4ae OTCyTCTBUA.

. MearoToeka & yCTaRoske NpAAcseHni YiFMet @
r% j MosnnyAcTo, NOOOXOMTE, WIET NOAroTDEKA
E K YCTAHODBEE NpuaoxeHdn ViPMet
by~

Yeranosra ViFblet L5F,

PucyHok 1. Aemomamudyeckasa ycmaHoska ViPNet CSP

B Bepcunu 3.2.x HacTpolika kpunTtonpoBaingepa ViPNet CSP BeinonHseTca B nporpamme ViPNet MoHuTop
B okHe HacTpoiika napameTpoB 6e3onacHocTn Ha Bkiagke Kpuntonposaingep. B Bepcnmn 4.x HacTpoiika
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KpunTonpoBanaepa BbINosHAETCA B oTaesbHON nporpamme ViPNet CSP. Ha Bknaske KpuntonpoBaingep
nporpammebl ViPNet MoHUTOp A0CTyneH TOIbKO Nepexod K HacTpoike KpunTonpoBangepa (KHomnka
Hacrtpowka ViPNet CSP).

44 ViPNet CSP =
Qe KoHreiinepe
Cocvan
= VCTpoRACTES h .
HECTDONA CrMcka onpaw FEmoNsS0SaTE KOHT SFHEDE! KRS
"'PNe‘[ r ||:| o Daman: CAp4StHe WACEs
v VIO HWT f
P [Korreirepn | | ——————
HH'I'F*:I napaMeTpos GespnacHocm E maragerkey £ fusers fovk appdats rosming infotecs hipnet sdmrestrat...
T T T gt ] £ fusers hovk mppds s rosming infotecs vipnet adminstrat...
Tamcsarem | | . | Kpwar | Anen ATV SN £ fprogramdats finfobess fipret adeministraned ke iy mana, ..
I — ¥ sgn_conk £ fprogramdata finfobecs fpret administrator ko fempfuss, ,

Epermanpossns ep ViPHet CSP nassansst obeermBaTo0s 180 sHH-se
AOUTOSEMH C300USE e BRI NPNTEEHAER, BNOMa Yo
wrTenthetices Mioosoft CrypftodP] (Mo osoft Outlook w gp.).

E | Debamime FompoaaTe FiRAmTe | | CaoicTea
ADTORATHHEIKH YITaNAMMDATE B CACTENHDE Kpanime:
o | TER AN CEpTRGRERAT NOREIOBATENS FCTEROBITE CEPTIANRGT 12 Gaiina |
o | c=pTiadiecaTE ¥ oocToesneouyEro werTpa o=Ti ViPhet
¥ crwioon oTooBasem; cepTHdwsaTOD CeTH VIPNe [E [ PrE— ] p— T
ViEket CEF

PucyHok 2. Hacmpolika napamempos kpunmonpoeatiidepa

CoBmMectumocTb ¢ OC Windows

Mporpammbl ViPNet Client n ViPNet Coordinator Bepcun 4.x MOryT 6bITb YCTaHOBJ/IEHbI Ha KOMMbHOTEP
nog ynpasaeHnem OC Windows 8 (32/64-pa3psagHoi), Windows 8.1 (32/64 pa3psgHoi), Server 2012 (64
pa3pagHon), Server 2012 R2 (64-pa3pagHoit), Windows 10 (32/64-pa3psagHoli), Server 2016 (64-
pa3pagHON).

HauwnHas c Bepcum 4.x, nporpammy ViPNet Policy Manager HeBO3MO>XHO YCTaHOBUTb Ha KOMMbIOTEP NOZ
yrnpaB/eHeM onepaLoHHon cuctembl Windows 6onee paHHen Bepcun, uem Windows 7.

Jlornka otkarodeHmnsa Windows Firewall

Mpw yctaHoeke nporpamm ViPNet Client n ViPNet Coordinator Bepcum 4.x cTaHAAPTHbIV CETEBON 3KpaH
Windows ocTaeTtcs BKIFOUEHHBIM U BbIK/IKOYAETCS aBTOMATUUYECKM TOJIbKO NMPW NEPBOM 3anycke
nporpammebl. Takas JiorMka no3BosiseT 06ecneunTb HEMPEPbLIBHYHO 3aLLUMTY BaLllero KOMMbroTepa npu

Otaunums ViPNet Client n ViPNet Coordinator Bepcuii 4.x oT 3.x. MpunoxeHue K gokymenTtauum ViPNet | 11



pa3BepTbiBaHMM ceTU. CoobLLeHne 06 OTKNHOUEHNIN CETEBOrO 3KpaHa He BbiBOAMTCA. B Bepcumsax 3.2.x
CeTEeBOW 3KpaH BbIK/IHOYAETCA NPW YCTaHOBKE NPOrpamMMHOro obecrneyeHums.

Otanuums ViPNet Client n ViPNet Coordinator Bepcuid 4.x ot 3.x. MpunoxeHue k gokymerTauum ViPNet | 12



YcTtaHoBka karoden ViPNet

B nporpamme ViPNet MoHUTOp Bepcumn 4.x MacTep NepPBUUYHON MHULMaNN3aLMM BobLUe He
ncnonbsyetcs. Mactep ycTaHOBKM K/HOUEN MO3BOSET BbIMOJHATL BCE CLIEHAPWM, CBAI3aHHbIE C
YCTaHOBKOW WM 3aMeHOW Katouel Ha ceTeBoM y3ne ViPNet, a umeHHo:

e YctaHOBKa CnpaBoYHUKOB U katoven ViPNet (cM. «CnipaBoYHMKN 1 KHOUM» Ha cTp. 71) Ha ceTeBOM

y3ne.
e [lobaBneHune nonb3oBaTens Ha CETEBOW y3e.
e CMeHa CeTeBOrO y3/1a, Pa3BEPHYTOro Ha KOMMbIOTEPE.
e [loBTOpHasA yCTaHOBKA KAOYEN.

e Ypanenuve CMpaBOYHUKOB U KJHOYEN 13 nanku Kato4Yer ceTeBoro y3na.

=

) 74 Yeranomen knrosed cemn ViPMet
Yeaxmmre gana ﬂ.umpr.l_'t}meua EARIUEA

ITA NEGFEAHE NOMSANAST YITAHOBMTE Kitret ViPNel, KoTopee neofuatssn: ana paloTe coTesors yina e
COCTARE Rl CETI VPR, DacToeliyTons ki (™. d81) chi veT mafyverTs. ¥ Blmero
ASMmTMCTRATORS CaTr ViFTek,

Cofisop,..

Frarwens dailn COQBDNOIT KB CETEROMD YANA "Coordnator 17 nonslosaTens "Coondinator 17,

Feoupenredl peom (Tomsso ans snepTos)

[ YCTAHOBMTE KAHIMH OTaiera

PucyHok 3. Macmep ycmarosku kirodeli 8 sepcuu 4.x

B MO ViPNet Bepcum 4.x mactep yctaHoBku katodert ViPNet nponssoant 60s1ee NOAHbINM aHann3 JaHHbIX,
cogep>Kalmnxcsa B anctpnbytmnae karouen (cm. «Anctpmnbytns karoyer» Ha cTp. 71), a Takke pannos,
HaXOoAALLMXCA B Nanke KAtoUen ceTeBoro ysna.

Otanums ViPNet Client n ViPNet Coordinator Bepcuii 4.x oT 3.x. Mpunoxexue K gokymeHtauum ViPNet | 13



Cucrtema obHoseHMa ViIPNet

B ViPNet MoHuTOop Bepcun 3.2.x MHbopMaLms o nocTynaeHnn Ganios 06HOBAEHNS NPOTrPaMMHOIo
obecrneyeHns NaM CNPaBOYHUKOB M KIHOUYEN oTobpaXkaeTcs B BMAe CoobLLeHMI. B okHe coobLieHus
MOXHO MPUHATb WM OTKJIOHUTL NOJlyYeHHOe OBHOBEHME.

& ViPMet Client [Kowmpons npuncsenisi] =

9 Macryninnm afine gna obrosnens: Nporpanmnoe obecnederne

Haox e knoney OF, ecam Bei mensene nausme npouscc obmossemns
cedivar.

Hammure knoney Cancel (Oruens), ecan Bo mensere sta caenate
NCLEHEE,

[ o ][ Onen

PucyHok 4. CoobuwyeHue o nocmynaeHuu ¢alinos 045 obHosneHus 10 ViPNet

B ViPNet MoHuTOp Bepcmmn 4.x NpremM 1 ycTaHoBKa OBHOBAEHWI OCYLLECTBAAETCA C MOMOLLbIO CUCTEMDI
obHoBneHus ViPNet. Mpu coBmecTHom paboTe ¢ ViPNet Policy Manager ctoga Takxxe nocTynaroT u
06HOBAEHUA NOANTMK He3onacHOCTW.

..ﬂpnymtodﬂmmm npodyeros YiPMet | = E

Oectymsn obsoanemit 2,
Pt BT EH ETBHOETE AECT o obuoaness,

Tin  COfewnpnosme Craryc obeosneris HaTa nomyemsa
“‘ CimpEnenie CpASIEIT00S ¥ K0 Fenewmn 200113 1340
¢ o DfoERSmE CRPABMHT0E 1 KRS K= 1T 22012013 1114
M &l Cfomnsue mpasseanns i ke 05022013 11:13
A DfspEnesse NDOTPasMieor D obameysersm ViFtet 05022013 11:36
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PucyHok 5. Cucmema obHoeneHus ViPNet

YcTaHOBKa OBHOB/IEHMIA MOXKET OCYLLEeCTB/IATbCA KaK B aBTOMAaTU4YECKOM pPeXMME, TaK U BPYUHYHO.

Otanums ViPNet Client n ViPNet Coordinator Bepcuii 4.x ot 3.x. MNpunoxexue K gokymertauum ViPNet | 14



Ecan HacTpoeHa aBTOMaTU4eckas ycTaHOBKa OGHOB/IEHM, TO BCe onepaLmmn cucteMa obHOBAEHNS
ViPNet npon3BoguT B «TUXOM» pexunme 6e3 Bbljaum coobLleHni Ha 3kpaH. Ecam HacTpoeHa ycTtaHoBKa
OBHOBJ/IEHNI BPYYHYIO, TO NpW NocTynaeHnn Gpannos o6HOBAEHNS B 061aCTV YBEAOMIEHWNI
oTO6paXkaeTcs COOTBETCTBYHOLLAA UHGOPMALMS.

lg-,qj [ocTynHel HoBbIE 06HOBNEHMA NpoaykTos ViPNet, * *

= HE)KMMTE,\’J,J'IH NpoCMOTPa CNMCKE 40CTYNHB oBHOBAEHWI.

PucyHok 6: OmobpaxeHue Haau4us 0bHoseHul 8 obacmu ysedomaeHul
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3alpMTa Tpadmka

®unbtpauma Tpadmka

Mpynnbl 06beKTOB

AHTUCNYDUHT

HacTpolika napameTpoB ceTeBbIX MHTepdEencoB
Bnoknposka komnbtoTepa v IP-Tpadpuka
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OunbTpauma Tpadmka

B saHHOM pa3gene onuncaHbl gopabotkun nporpamm ViPNet Client n ViPNet Coordinator, kacatowmecs
dunbTpaymm Tpaduka, TpaHcaauun IP-agpecos, a Takxxe coBMectMmocTy ¢ nporpammoint ViPNet Policy
Manager Ans LieHTpaan30BaHHOrO yrnpaBaeHus NoaMTMkaMm 6e30nacHoCTy.

[lonyyeHne 1 npuMeHeHmne NoanTHK
bezonacHoct 13 ViPNet Policy Manager

B nporpamme ViPNet MoHWTOp peanv3oBaHa BO3MOXHOCTb MPUMEHATb ceTeBble PuabTpbl (CM. «CeTeBOWA
bunbTp» Ha cTp. 71) 1 NpaBuna TpaHcaauum IP-agpecos, co3gaHHble B nporpamme ViPNet Policy
Manager. MNMporpamma ViPNet Policy Manager npegHa3sHaueHa A5 LEHTPaAN30BaHHOrO yrpaBaeHus
noantukamm 6esonacHocTn (cMm. «[MonnTrka 6esonacHoCcTM» Ha cTp. 71) y3n0B 3awmiieHHon cetn ViPNet.
Mporpamma ViPNet Policy Manager no3sBosisieT 3afjaBaTb pa3/ivyHble NOAUTUKM 6€30NacHOCTH Kak ANs
OTAENbHbIX CETEBbIX Y3/10B, TaK U A/ rPYMn Y3/0B U LLEeHTPaIM30BaHHO paccbinaTb MX Ha CETEBbIE Y3/ibl.

ViPNet Policy Manager

CeTeebie y3nsl
PucyHok 7. Paccelnika noaumuk 6esonacHocmu

Korga nonntmkm 6e3onacHoctn u3 ViPNet Policy Manager noctynatoT Ha ceTeBo y3en, nosib3oBaTenb
nosyyaeT yBesoMaeHne cucteMbl obHoBaeHns ViPNet.

Ecnn nonb3oBatens noaTBepxAaeT 06HOBEHWE NOANTMKM 6E30MacHOCTM Ha CETEBOM Y3/1e, TO
nporpamma ViPNet MoHUTOp nepe3anyckaetcs, Mocie Yero noamTnka 6e3onacHoOCTVM NPUMEHSAETCA Ha
y3ne. [NonyyeHHble B cocTaBe NOAUTUKU GUABTPbI U MpaBuaa HEJOCTYMNHbI ANA peAakTUPOBaHUS.

Otanums ViPNet Client n ViPNet Coordinator Bepcuii 4.x oT 3.x. MNpunoxeHue K gokymeHtauum ViPNet | 17



A Cooiictea nokansioro dMAsTpS omcpeal cern: SunsTp 1 o= ]

OcHoBHEE NapaMeTpel GUNLTpa
Hcrourmem
Hamauennz Hra SuneTpa; | SneTp |
Mpotokaam EMNGTR IR0
Pacnucanian

DeAcTese: -
W I &
[ox ][ omew |[ cpoma |

PucyHok 8. Ceolicmea cemegozo ¢unempa, cosdaHHozo 8 npozpamme ViPNet Policy Manager

Ecnun Bo3HMKNA HEOBXOAMMOCTb OTMEHUTL AEUCTBUE BCEX MPUMEHEHHbIX NOANTUK 6e3onacHocTh ViPNet
Policy Manager, B nporpamme ViPNet MoHWTOp npu paboTte OT UMEHW agMUHUCTPaATOpa CETEBOTO y3/1a B
pasgene AamMuHucTpaTop cHUMUTE daaxok MNMprumeHAaTb NoanTuky 6esonacHoCTU.

El viPtet Coordinator
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PucyHok 9. Hacmpolika npumeHeHuUs noaumuk 6esonacHocmu Policy Manager

B atom cnyyae AEVICTBME Y>XKe NPUHATbIX NOANTUK 6e3onacHoOCTL 6yp,eT npekpaweHo (CETeBbIe CI)I/IﬂprbI,
KOTOpble 6bln noay4yeHbl B COCTaBe NOANTUK, 6yAyT CKPbITbl N NepecTtaHyT VICI'IOﬂbBOBaTbCﬂ), Ha y3en

ViPNet Policy Manager 6yseT oTnpaBaeHa nHpopmaLma O TOM, YTO HOBblE MOAUTUKM He30MacHOCTM Ha
JAaHHOM y3/1e MPUHUMATLCA He ByayT.
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Ecan dnaxok MpumeHATb NOANTUKM 6€30MacHOCTM BNOCIEACTBUN ByAeT MOBTOPHO YCTaHOBJIEH, TO
AEVICTBME y>KEe MPUHATBIX NOJNTMK 1N NONYYeHNEe HOBbIX NOANTMK 13 nporpammel ViPNet Policy Manager
6yseT BO306HOBAEHO.

HOBbIM GOpPMAT CETEBLIX GUILTPOB, COBMECTUMbIM
¢ ViPNet Policy Manager

YTt0bbI NPYMeHeHWe NoANTUK 6e3omnacHoCTH, co3aaHHbix B nporpamme ViPNet Policy Manager, ctano
BO3MOXHbIM, pa3paboTaH HOBbIN 0bLWMI popMaT ceTeBbiX GUABTPOB M NpPaBuA TpaHcaALmMK IP-agpecos
ans nporpamm ViPNet MoHuTop 1 ViPNet Policy Manager. MNoapobHee 06 0co6eHHOCTSAX CETEBbIX
dunbTpOB 1 Npasua TpaHcaauum IP-agpecos Bepcnmn 4.x cM. B pasgene OcobeHHoCTM popmaTa GUILTPOB
B Bepcum 4.X No cpaBHeHUIO ¢ Bepcurelt 3.2.x (Ha cTp. 20). Ans yaobctBa npocMoTpa U paboThi ¢
duabTpamMun 1 NpaBuaaMu TPAHCAALUN NpeacTaBaeHne puabTpos B nporpammax ViPNet MoHuTop 1
ViPNet Policy Manager npvBeaeHO K eAHOMY BUAY.
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Pucyrok 10. OmobpaxeHue cemesbix punempos 8 npozpamme ViPNet MoHumop
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PucyHok 11. OmobpaxeHue unsmpos 8 npozpamme ViPNet Policy Manager

B cBA3M C ncnosb3oBaHveM NoanTuK 6esonacHocTy, co3gaHHbix B nporpamme ViPNet Policy Manager,
M3MEHUNCA MOPAAOK NPUMEHEHWS CeTeBbIX PUALTPOB W NpaBu TpaHcaauumn IP-agpecos. MNogpobHee cm.
pa3gen [Mpuoputet ceteBbix GUabLTPOB (Ha cTp. 25).

Mpw co3gaHnm ceTeBbiX GUABTPOB 1 NpaBuA TpaHCaALMK B nporpammax ViPNet Monutop u ViPNet
Policy Manager napameTpbl MOXHO 3asaBaTb, MCNOJb3ys rpynnbl 06bekTOB (Ha cTp. 28), Hanpumep,
MCTOYHMK WM Ha3HaYeHne MOXHO 3ajaBaTb rpynmnon ceTeBbIX Y3108 Uan IP-agpecos.

OcobeHHOCTM popmaTa GUABTPOB B BEPCMN 4.X
MO CPABHEHWIO C Bepcuen 3.2.x

B cBA3M C cnosnb3oBaHvem HoBoro popmata duabTpoB nNpu obHoBaeHMn nporpamm ViPNet Client
ViPNet Coordinator 1o Bepcvu 4.x BbINONHAETCS KOHBepTaLWs Npasui duibTpaumm Tpadrika Bepcmm
3.2.x B ceTeBble GUALTPLI 1 NpaBwia TpaHcasauun IP-agpecos Bepcun 4.x. KoHBepTaLms npasun
bunbTpaL MM NpUBOANT K NpeobpazoBaHuto nx popmMata, HO He 3aTparmBaeT cojepkaHue, MO3TOMy
HMKaKWX JOMOAHUTENbHBIX AeNCTBUIA CO CTOPOHbI MOJIb30BaTeNs NOC/e Nepexoa Ha HOBbIN dopMmaT He
TpebyeTcs.

OcobeHHOCTM HOBOTO popMaTa CeTeBbIX GUABTPOB U NMPaBuUA TpaHcaALumK IP-agpecos:
e HoBas KoHUenuMA 3agaHnsA NpaBua N GUALTPOB

B nporpamme ViPNet MoHutop Bepcumn 3.2.x ana duabtpaumm Tpadmrka Hy>KHO 3ajaBaTb NpaBmaa
dunbTpaummn Tpadurka 1 B pamkax npasuna 3agasatb GUALTPLI.
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PucyHok 12. Co3daHue npasus u ¢unempos 8 sepcuu 3.2.x

B Bepcuun 4.x npaBuna 1 GuabTpbl 06bEAMHEHBI U NpeacTaBaeHbl Kak ceTeBble GuAbTPbI. [oHATNE
npasun GUAbTPaLMK He ncnonb3yetca. B obenx Bepcmnax MOXHO 3agaTb NpaBuaa TpaHcaaumm IP-

aApecos.
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PucyHok 13. Co30aHue npasus u ¢puiempos 8 sepcuu 4.x

HanpaBneHue coegnHeHuns

B nporpamme ViPNet MoHuTop 3.2.x B NnpaBuiax GuabTpaumm Tpaduka HanpaBaeHne CoOegnHeHNS

MOXKET ObITb BXOAALLMM, UCXOAALLUM U ABYHAMPABAEHHbIM.
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B nporpamme ViPNet MoHuWTOp 4.X Npu co3aaHnmn GuAbTPOB UCTOUHMK (y3en nan agpec
OTNpaBuUTeNA) U Ha3HaueHue (y3en Uan agpec noay4varens) MOXHO 3asaBaTb rpynnamm o6bLekToB
VAN CUCTEMHBIMW 06beKTaMu, MO KOTOPbIM OMNpPesenseTca HanpasieHne coeagmHermsa. Hanpumep,
€C/IM B KayecTBe NCTOYHMKa BbibpaH 0b6bekT MoW y3en, 3HaunT, dunbTp ByseT felicTBOBaTb Ha
ncxoasalme coeanHeHns. Ecam B kauectse NCTouHMKa BbibpaH 06bekT Jpyrue y3nbl, 3HauuT,
bunbTp ByaeT AeCTBOBaTb Ha BXOAALLME COEANHEHUSI.
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PucyHok 14. OnpedeneHue HanpassieHua punempa
MpaBuna TpaHcnsaumm IP-agpecos

B nporpamme ViPNet MoHuWTOp 3.2.X NpU HacTpoWKe NpaBua TPaHCAALUN B paMKax OLHOro
npasuaa MOXHO 3aiaBaTb TPAHCAALMIO MO0 TONIbKO afpeca UCTOYHMKA (CTaTu4eckoe NpaBuso),
Nnbo TONbKO agpeca HasHauveHus IP-nakeToB (AnHaMmnyeckoe NpaBuo).
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PucyHok 15. Co3daHue npasun mpaHcaayuu IP-adpecos e sepcuu 3.2.x

B nporpamme ViPNet MoHunTOp 4.X Npu co3aaHunm npaswia TpaHcaauum IP-agpecos (Ha cTp. 26)
MOXHO 33/aTb TPAHCAALMIO OJHOBPEMEHHO W UCTOUYHMKA, N Ha3HauveHus IP-nakeTos.
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PucyHok 16. Co3daHue npasun mpaHcasyuu IP-adpecos e sepcuu 4.x
PacnucaHue

B nporpamme ViPNet MoHuTOp 3.2.X Npu co3gaHnmn pacnucaHns 4ecTBUS GuabTpa MOXHO yKasaTb
Bpewms, korga ¢unbTp byaeT aelictBoBaTh (B ykaszaHHOe BpeMs), a TakxKe 3ajaTb UCKNKOUYEHME,
APYTMMU CNOBaMu pacnucaHmne, CornacHoO KOTopomy GuabTp NpUMeHATbCA He byaeT (Bce Bpems
KpoMe yKa3aHHOro).

B nporpamme ViPNet MoHuTOp 4.X 3aaBaTh MCKAOUYEHUA HYXXHO He B CBOMCTBaX CETEBbIX
buUNbTPOB, a B CBOWCTBAX rpynnbl pacnncaHui.
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PucyHok 17. 3adaHue uckroueHUsa U3 pacnucaHus

LLinpokoBelatenbHbie GUABLTPDI

B nporpamme ViPNet MoHuTOp 3.2.X lWWMpOKOBeLLaTesibHble GUALTPbI BbIHECEHBI B OTAE/bHbIE
CNNCKKM B pa3genax GUabTPOB 3alMLLEHHON N OTKPLITOM CeTel.
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PucyHok 18. OmobpaxkeHue wupokosewjamesbHeix uibmpos 8 sepcuu 3.2.x

B nporpamme ViPNet MoHuTOp 4.X WnpoKoBeLaTebHble GUALTPLI HE BblAENAHOTCA B OTAE/bHYHO
rpynny, a oTobpaxarotcs B 06LeM cnvcke GuabTPOB 3alLMLLIEHHON UAW OTKPLITON ceTw. Mpu
CO3/,aHUN WNPOKOBELLATENbHbIX PUALTPOB B KaYecTBe HazHauYeHNs HY>KHO yKa3blBaTb
LLinpokoBelatenbHble agpeca.

Otanums ViPNet Client n ViPNet Coordinator Bepcuii 4.x ot 3.x. MNpunoxexue K gokymeHtauum ViPNet | 24



P "
4 ViPNet Client =0 R 5=
Sl Npwroxewmn Cepswc Buy  Cnpaska
i ¢ 4 .
Guierme  Mscum mpanuTe  TIPUMATHE 1PoBepUT Kypran 06305 e6-pecy esktog £
gl ViPNet Client ® 2
: TPSI 3¢ H
o ‘,‘“ JaLPLLEHHAR COTH MNLTPGI 3alUULIEHHOM CeTrn
L Wsbpanroce Ban.  Mus Wcrowmn  Hamaverme Nporoson Aesicrame Pacnmcan *
4 58 Ceressie punerpel | Gunnpm naneTee Besonacwoctn
] DuABTPL J2LpLEHMON ceTh B <Boe supmienmnee yiow>  Boe I Bce v Np.. Bke
=4 A cer P ¢ 67+
N ‘D".ﬂbfp-bl OTEPBITON CeTh RO AT iy
B pynne: obvexros B $wmrpu<bice Bee pommeuene e v Np.. Bee
- 4 SAUDILLE RS AN Sk
. Cramecrvxa u xypHans O 08
Kondurypausmu Py
J Parpewmny DeeCP Bee e Capnfalr o MNp Boe
v Paspewmns NetS305 w WL, Bee Bee Capute e o Np.. Bee
v Caynnlone VPNt naee.. Bee WhotoasusTenene Nansty Capnla Wl o Mp Bce
v Bnccnpossty uamporsee.. Bee pormnustensae naaty  Ece @ Bro_ Bee
v PaIpeusTy coeRMmerIn Bce e fce Vv Np.. Bee -
v Cospars... | BONCTE aa - v
| CereNRS535 IP.agpeca: 19216823 OHoEnan KOHOMIYPALMA
i

PucyHok 19. OmobpakeHue wiupokosewjamesbHoeix uibmpos 8 sepcuu 4.x

[IpropuTeT CETEBBLIX GUIBTPOB

B nporpamme ViPNet MoHuTOp Bepcun 4.x ceTeBble GUALTPLI 1 NpaBuaa TpaHcaauum IP-agpecos
NPUMEHAIOTCA CBEPXY BHM3 COMIacHO CrMCKaMm ceTeBbIX QUALTPOB, KOTOPbIE MOXHO NPOCMOTPETL B
rnaBHOM OKHe nporpammbl B pasgene CeteBble GUALTPDI.

®unbTpbl, 3aBUCALLME OT CeLManbHbIX KOHOUIypaLmin NporpamMmel, UMeroT Hosiee BbICOKWI MPUOPUTET,
YyeM BCe OCTa/ibHble GUILTPLI M MPUMEHSAOTCA B MepByto odepesb. OHM MOTyT NCNO/1b30BaTbHCA TOLKO B
nporpamme ViPNet Client MoHuTOp. VX Henb3s pepakTnpoBath Uau yaansiTe. PUabTpbl, NOCTYNMBLUNE U3
nporpammebl ViPNet Policy Manager, nayt nocne ¢uabTpoB KOHOUIypaLmin n HeAOoCTyMNHb! ANs
pesakTnpoBaHua. [lanee pasmMeLLaroTca npedycraHoBAeHHble GUALTPbI U GUALTPbI, 3ajaHHble
nosb3oBaTesnem B nporpamme ViPNet MoHutop. Mpun onpeseneHHbIX MOJHOMOUMAX UX MOXKHO U3MEHUTb
nav yaannte. MNocnegHMmn No npuoputeTy aBaatoTca GuUabTpbl MO ymMoavaHuto. [laHHasa kateropuma
npeacraBieHa O4HUM ceTeBbIM GUABTPOM, BiokMpyrow M IP-Tpaduk, KOTOPbLIA HE COOTBETCTBYET HU
OAHOMY 13 ceTeBbIX QUAbTPOB U3 KaTErOpui BbILLE.

MocnefoBaTeNbHOCTb NPYMEHEHNSA CeTeBbIX GUABTPOB coracHo npuopuTeTy B nporpamme ViPNet Client
MoHUTOp n306paxkeHa Ha CXEME HUXe.
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Pucyrok 20. lMpuopumem npumeHeHuUs cemessix puibmpos

Mpumeuanue. B nporpamme ViPNet Coordinator MoHuTOp GuabTpbIl, onpeseneHHble
KoHbUrypaumamu, He ucnonbsytotcs. Moantukn 6ezonacHoctn ViPNet Policy Manager

¥ GWIBLTPbI, 3aAaHHbIE MOJIb30BaTE/IeM, MPUMEHSAIOTCA COTAaCcHO NMPUOPUTETY,
13006pakeHHOMY Ha cxeme.

[ 1paBwna TpaHcaaumm IP-aapecos

B nporpamme ViPNet MoHUTOp Bepcum 4.X Bbl MOXETe 3asaBaTb TPAHCAALMIO UCTOYHUKA U TPaHCAALMIO
Ha3HaueHWs B OAHOM npaBwue. Takas BO3MOXHOCTb obecrieumBaeT y4006CTBO Npw OpraHun3saumnm
B3aVIMOZENCTBUA MEXAY CEerMeHTaMU CETU Yepe3 KOOPANHATOP, BbIMOAHAOWMIA TpaHcaauuto IP-
afpecos, nNpu 3Tom obecneunsas N30JMPOBAHHOCTb 3TUX CErMEHTOB ApYr OT Apyra. Takum obpasom,
nHdopmauua ob IP-agpecax, NCNOAb3yeMbIX B 3TUX CErMEHTax, MMeeTCs TO/IbKO Ha KoopAmnHaTope. JTa
YHKLMOHANbHOCTb NPUMeEHMMa, Hanpumep, B cxeme DMZ (cM. «DMZ (pemunntapmsosaHHas 30Ha)» Ha
cTp. 70).
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PucyHok 21. Bsaumodelicmsue cezmeHmos cemu 8 cxeme DMZ

[Jonyctum, ceTeBble y3/bl 3aLLMLLEHHOTO CErMEHTa YCTaHaBANBAKOT COeMHEHMe ¢ y3nammn cermeHta DMZ
no IP-agpecy KoopAanHaTopa CO CTOPOHbI 3alLMLLEHHOro cermeHTa. CornacHo npaeuay TpaHcaaumm, 1P-
a/ipeca CeTeBbIX Y3/10B 3allmLLEeHHOro cermenTa (IP-agpeca ncrouHmka) 6yayT npeobpasoBaHsbl B IP-agpec
KoopZAuMHaTopa Co CTOPOHbI cermeHTa DMZ. IP-agpec koopanHaTopa co CTOPOHbI 3aLUMLLEHHOTO
CerMeHTa, yKasaHHbIN B KauecTBe Ha3HaueHus, byaeT npeobpasoBaH B IP-agpec HYy>KHOro y3/1a B
cermenTte DMZ.
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[pynnbl 0OBbEKTOB

B Bepcuu 4.x peannzoBaHa BO3MOXHOCTb CO3aHUsA rpynn o6beKTOB. [Ppynnbl 06bEKTOB — 3TO CPEACTBO,
MO3BOJIALOLLLEE YIPOCTUTL CO3AaHNe ceTeBbIX GUILTPOB M NPaBUA TPAHCIALMM aZpPecoB B MporpaMmMe
ViPNet MoHuTOp. OHWN 06bEAMHAIOT HECKONBKO 3HAYEHUN OAHOTO TUMa U MOTYT ObITb 3aZaHbl NP
HacTpolke napameTpoB GWAbTPa UM NpPaBuIa BMECTO OTAE/bHbIX 06beKTOB. [pynnbl 06BEKTOB MOTyT
MCNONb30BaThCsA MPU CO3aHUM APYTUX TPy O6bEKTOB, a TakKe MPU CO34aHUN CETEBLIX GUALTPOB U
npasun TpaHcaaumm B nporpamme ViPNet Policy Manager.
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PucyHok 22. Ipynnsi 06vekmos e npoepammax ViPNet MoHumop u ViPNet Policy Manager

CyLLecTBYyOT CeAytoLLme BUAbl rpynn 06beKTOB:
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PucyHok 23. Budel 2pynn obvekmos

e CucremHble rpynnbl o6bekToB. BetpoeHsl B MO ViPNet Policy Manager, ViPNet Client MoHuTOp 1
ViPNet Coordinator MoHUTOp 1 He MOTYT 6bITb M3MEHEHBI.

e [pynnbl 06bEKTOB, CO3saBaemble Nnonab3oBatensaMu nporpammel ViPNet Policy Manager.
Paccbinatotcs BMeCTe C NOANTUKAMM 6€30MacHOCTM U HEJOCTYMHbI ANA PefakTUPOBaHNA Ha CETEBOM
y3ne.

e [pynnbl 06beKTOB, co3saBaemble noab3osatensmm nporpamm ViPNet Client MoHuTop n ViPNet
Coordinator MoHuTOp, a Tak)Xe HeKOTOopble rpynmbl, 3afaHHble Mo yMoa4YaHuto. Moryt
peAakTMpoBaThCa Noib30BaTeNeM Ha y3ne.

CUCTeMHbIE TPYMMbl OOBEKTOB

CucteMHble rpynnbl 06bekToB — 3T0 BCTpoeHHble B 10 ViPNet rpynnbl 06beKTOB ¢ GUKCMPOBaHHbLIMY
MMeHaMM, KOTOpble MOTYT MCMO/Ib30BaTbCA NPW CO34aHNM CeTEBbIX PUALTPOB W rpynn oH6beKTOoB.

an/IMeLIaHVIe. CucrtemHsble rpynnbl 06BbEKTOB HENb3A UBMEHUTb UM Y4anuTb.

Ka)K,D,aﬂ CUCTeMHadA rpynmna 06bEKTOB MMeEEeT CBO 06a1acTb NPUMEHEHUNA:

-_

Ipynna Bce kKAneHTbI COAEPXUT BCE KINEHTbI U3 CMIPaBOYHWNKOB Yy3/1a.
2 Tpynna Bce KoOpANHATOPbI COAEPXKUT BCE KOOPANHATOPbI M3 CMPAaBOYHMKOB y3a.

3 Tpynna Bce 06beKTbI COfEPXKMT BCe 06bEKTBI B TPYMNMbl KOHKPETHOrO TUMa. 3Ta rpynna 3ajaercs
TOJIbKO B COCTaBe rpynrbl O6bEeKTOB 1 MpeAHa3HaueHa ANs CO34aHns rPynm, COCTOALLMX U3 BCEX
06BEKTOB, KPOME HEKOTOPbLIX UCK/OUEHN.

4 Tpynna lUnpokoBelyaTtenbHble agpeca COAEPXMT BCe LUMPOKOBeLLaTe/bHbIe agpeca v
MCNoAb3yeTcs Npu co3gaHnn GUAbTPOB LUIMPOKOBELLATE/IbHbIX MNaKeToB.

5 Tpynna Mow y3en coaep>XuT CBOW y3en, 1 3Ty rpynny MOXHO yKa3aTb B KauecTBe UCTOYHMKa IP-
NakeToB ANA NCXOAALLMX COEANHEHUI y31a AN B KaYeCTBe Ha3HaYeHUs ANs BXOAALLMX COEANHEHWNN.
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Mpynna Apyrue y3nbl COAEPXNUT NtOOble CETEBBIE Y3/1bl, KPOME CBOErO. DTy rpynny MOXHO yKa3aTb B
KauyecTBe NCTOYHMKA IP-MakeToB /1A BXOAALLMX COEAVHEHWI Y31a UK B KaYeCTBe HasHauveHus ans
VNCXOAALLUX COEAUHEHWN.

lpynna TyHHenupyemble IP-agpeca coaepxuT Bce IP-agpeca, TyHHeAMpyemblie KOOPANHATOPOM.

lpynna pynnoBble agpeca coAep>XUT AMana3oH ajpecoB A8 rpynnoBon paccbiiku (224.0.0.0—
239.255.255.255). 3Ty rpynny MO>XHO yKa3aTb TOJbKO B Ka4eCTBe Ha3Ha4yeHa AN JOKaAbHbIX
OTKPbITbIX COEANHEHWNIA.

lpynna KoopanHatopbl OTKPbITOro VIHTepHeTa CoAep>XNT MHOXECTBO KOOPANHATOPOB OTKPLITOrO
WnTepHeta, npucytctaytowunx B cetn ViPNet. 3ta rpynna ncnonb3yercs Tonbko B nporpamme ViPNet
Client 1 Tonbko duabTpax, onpeseneHHbix kKoHdurypaumen «OTKpbIThIN VIHTepHeT». B co3gaBaembix
dWIbTPax ee yKasaTb HeJslb34.

[1o1b30BaTEIbCKME TPYMMNbI OOBEKTOB

Monb3oBatesnbckue rpynnbl 06BEKTOB — 3TO rpynmbl, KOTOpble Nosib3oBatenu nporpamm ViPNet Policy

Manager, ViPNet MoHuTOp MOryT co3aaBaTh ANs onpeaeneHHbIX Lenei. ViMeHa co3gaBaembix rpynn

obbekTOoB AOIDKHbI ObITb YHUKaNAbHbIMU N OT/INYaTbCA OT UMEH CUCTEMHbBIX rpynn 0b61BEKTOB.

I'Iop,,a,epxmsarOTc;l caiegyrouimne Tmnel rpynn 06BbEKTOB:

¥Y3nbl ViPNet — rpynna y3n0B 3awmuieHHoM ceTu. Micnonb3yeTtca B duabTpax 3allmLLEeHHOW CETU 1
TYHHENUPYyeMbIX Y3/10B.

IP-appeca — ntobas koMbuHaLma oTaenbHbix IP-agpecos n gnanasoHos IP-agpecos nan DNS-
nMeH. icnonb3syeTcsa B npaBuaax TpaHcaaumm IP-agpecoB 1 ceTeBbIX GuabTpax (3a NCKNtOUEHEM
bUAbTPOB 3awWwmLLeHHON ceTu). Mo ymMonuaHuio 3aaaHbl rpynnsl My6anuHble IP-agpeca n YacTHble
IP-appeca.

NHTepdelicbl — ntobas kKombrHaumsa ceTeBbIx MHTEPdencoB nan IP-agpecos HTepdencos.
Vicnonb3yeTca B ceTeBbIX GUAbTPaAxX TONbKO Ha KOOpAMHaTope (3a nckaroyeHnem bunbtpos
3alMLLEHHON ceTn).

MpoTokonbl — ntobas KOMOMHaLMA NPOTOKOAOB 1 MOPTOB. Vicnosb3yeTca BO Bcex GuabTpax u
npasunax TpaHcaauum IP-agpecos. 1o yMonvaHuio aHHas rpynna cogep>ut 6onblioe KoanYecTBo
Hanbosee pacnpocTpaHeHHbIX MPOTOKONOB.

Pacnucanuna — nto6as KoMbMHaLMA yCNOBUA NPUMEHEHNA CeTEBbIX GUIBTPOB MO BPEMEHU U AHAM
Hegenu. Vicnonb3yetca Bo Bcex uabTpax. 1o ymonvaHuto 3agaHbl rpynnel Pabouve gun n
BbixoaHble AHW.
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AHTUCIYQUHT

[ns obecneyeHns BbICOKOrO ypoBHs 6e30MacHOCTN CeTU pekoMeHayeTcs, YTobbl Ha KoopanHaTope bbiia
BKJAKOUYEHa QYyHKLMA aHTUCNYydUMHra (CM. «AHTUCIYDUHT» Ha cTp. 71). B nporpamme ViPNet Coordinator
Bepcumn 3.2.x TpebyeTcs BbINOAHATL HACTPOMKY aHTUCTYDUHTa BPYUHYHO.
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PucyHok 24: BkatoveHue yHkyuu aHmucnyguHea e sepcuu 3.2.x

B Bepcvm 4.x HacTpoiika aHTUCNyduHra He Tpebyetcs. Mpu BKAOYEHUW aHTUCTYdUHTa COOTBETCTBYOLLME
dunbTPLl GOPMUPYIOTCA aBTOMATMUECKN Ha OCHOBE Tab/iLbl MapLUpyT3aLMmn JaHHOTO CETEBOTO y3/1a.
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PucyHok 25. BknroueHue ¢pyHkyuu aHmucnyguHza 8 sepcuu 4.x
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HacTpomka napaMeTpoB CETEBbLIX
MHTEPDENCOB

B nporpamme ViPNet Coordinator MoHutop Bepcum 3.2.x B pasgene CeTeBble MHTepdecbl MOXHO
BbINONHWUTL HAaCTPOWKY NapamMeTpoB ceTeBbIX MHTepdENncoB, a UMEHHO 3agaTb NCeBAOHUM NHTepdelica,
pexxum H6e30nacHOCTU 1 NapameTpbl NPOMycKaHWa Uan 610KMpPOBaHWA NakeToB (aHTUCNYPUHT). B Bepcumn
4.x B pa3gene CeteBble UHTePPENChI Bbl MOXETE TOIbKO NMPOCMOTPETh CMUCOK CETEBLIX MHTEPPENCOB Ha
fAaHHOM KomnbtoTepe. [4s HacTPOKM HEOHXOAMMOTrO YPOBHSA 6€30MacHOCTMN (CM. «PexKMMbl
6e3omacHOCTU» Ha CTp. 46) HYXXHO CO3aTb COOTBETCTBYIOLLME QUILTPBI U yKa3aTb B HUX HY>KHble
nHTEpdeNChI.
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b/IOKMPOBKa KOMMbHOTEPA M [P-
TPapUKa

B nporpamme ViPNet MoHuTop Bepcumn 4.x 13 rn1aBHOrO OKHa NpPorpammebl yaaneHa KHoMKa 6J10KMpoBKu
KomMnbtoTepa. baokrMpoBka KOMMNbIOTEPa OCYLLLECTBASETCA CTaHAAPTHLIMWU CPeACTBaMU OrnepaLoHHON
CUCTeMBI.

C nomoubto nporpammbl ViPNet MoHutop Bepcum 4.x Bbl MOXeTe 3abaoknpoBaTb Becb IP-Tpaduk
KOMMbtoTepa. B aTom cnyuae ntobble coeanHEHUNSA C 3aLUMLLEHHBIMU U OTKPLITBIMW y31amun ByayT
3anpeLueHbl.

Mpv HEO6XOAMMOCTM Bbl MOXETe OTK/IOUNTB 3aWmTy Tpaduka. B aTom ciyyae bygeT npekpalleHa ntobas
obpaboTka Tpaduka 1 BegeHne XypHana pernctpauun IP-naketos. CoegnHeHne C 3alLMLLEHHBIMM
y3namu ViPNet 6yaet HEBO3MOXHO.

[ns 61OKMPOBKM MW OTKAKOUYEHWSA 3awWwuThl IP-Tpadurka BoibepnTe COOTBETCTBYIOLLME MYHKThI
(Bnokuposartb IP-Tpaduk nan OTKAOUMTE 3awuTy) B MeHto Pain > KoHpurypauum.

o

epeun3.2.x

) r) L)) Bnoxmporats xomnssorep u IP-Tpagux
9, Broxupoears xomnbiotep CtrisAlt+L
%) Bnoxuposars IP-Tpagux

Ba \
Bepcua 4 x
Qawn ‘ Npunoxernnas Cepenc Bug  Cnpasxa
KOMSuIypayus » OCHOBMAR KOWDWUIYPILLE
CMEHMTE NOALIOBITEAR. ., OTKAMOSHTE JDUMTY
BifTH M3 DEXGIMA AAMUHNCTPATOPA Bsocmposars IP.rpadnc..,
Bewos

PucyHok 26. Hacmpolika 610kuposku komnetomepa u IP-mpaguka

ObpaTnTe TakKe BHUMaHWe, 4TO ANS yNpoLeHns npoLueaypbl 610kmpoBku IP-Tpaduka 13 okHa
HaCcTPOWKM OT UMEHW afMUHNCTPaTOpPa YAaseHa BO3MOXHOCTb 6i10kmpoBku IP-Tpaduka npu
OTK/IFOYEHUWN YCTPOKCTBA ayTeHTUdMKaumn. baokunpywte IP-Tpaduk BpyUHYHO, KOrga 3T0 Heo6xoaMMO.

Mpw paboTe OT MMeHW aZMUHMCTPaTOPa CETEBOIO y3/1a B Bepcusx 3.2.X 1 4.X MOXHO HacTpoUTb
aBTOMaTUYEeCKyo BAOKMPOBKY KOMMbIOTEPa NpW 6e34eMCTBUM NOJIb30BaTeNs, a TakxKe NPW OTKAHOUEHUN
ycTponcTBa ayteHTUdMKaumm. [ns yaobctea B Bepcum 4.x HacTporika 610KMPOBKM KOMMbIOTEPa
npeAcTaB/JeHa No-HOBOMY.
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Bepcun 3.2.x
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PucyHok 27. bnokuposka komnstomepa npu pabome om umeHU adMuHUCMpamopa
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HOBble arOPUTMbI 31EKTPOHHOW
MOAMNCH

B nporpamme ViPNet MoHuTop Bepcum 4.x NosBmunacs BO3IMOXHOCTb CO3AaBaTb KHOUM 31eKTPOHHOM

nognucu no anropmMtmam Hosoro craHgapta FOCT P 34.10-2012.
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PucyHok 28. Hoselili anzopumm nodnucu
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[ ToaknrodeHme k cetn ViPNet

HaCTpOIZKa NoAK/IFOYEHNA KOOpAMHaATOPa K BHELLHEeN cetn yepes MeXXCEeTEBOW 3KpaH

CO CTaTUYeCKOW UM AMHAMUNUECKOWN TpaHCAsaLMen ajpecos 37
HacTporika noakNtOUeHUs KAMEHTOB 39
Hactpoika TCP-TyHHens 41
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HacTporka noakaryeHmd
KOOPAMHATOPA K BHELLHEWN CeTH
4yepes MeXCEeTeBOM 3KpaH CO
CTaTUYECKOM UM ANHAMMNYECKOWU
TPAHCAALMEN aApeCOB

B nporpamme ViPNet Coordinator MoHuTOp Bepcuun 3.2.x Npu HacTpolike noakatoueHmns ViPNet-
KOOpANHaTOpa K BHELLUHEN CeTU Yepe3 MeXCETEBOW 3KPaH CO CTaTUYECKON AW ANHAMUYECKOM
TpaHcasaumen agpecoB TpebyeTca yka3aTb ceTeBOM MHTepdeNC, Yepes KOTOPbIA ByaeT OCyLLeCcTBAATLCA
nogkaroueHue (B cnncke Agantep, CO CTOPOHbI KOTOPOTro YCTaHOBEH MEXCETEBOM IKPaH).
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PucyHok 29. Hacmpolika mexcemegozo 3KpaHa co cmamuyeckoli mpaHcasyuel adpecos 8 sepcuu 3.2.x

B Bepcuun 4.x ans yaobcTBa nosib3oBaTens faHHas HacTporika ybpaHa, a nHtepderic onpesensercs
aBTOMaTMuecku npu otnpaske IP-naketa. Tenepb BaM HY>XHO YKa3biBaTb MHTEPDENC, TONBKO €CN Bbl
XOTWTE, UTOObI BCE BXOAALLME NakeTbl ObIN HanpaB/eHbl Yepe3 onpeaeneHHbIN apec MeXXCETEBOTO
akpaHa. Mpexzae ueM ykasaTb MHTepdENC MEXCETEBOrO 3KpaHa TpebyeTcs yCTaHOBUTbL G1adkok
3adukcupoBaTb BHelnHMI IP-agpec AocTyna yepes MeXCeTeBOW 3KpaH.
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PucyHok 30. YkaszaHue uHmepgetica Mexcemegozo 3KpaHa 8 eepcuu 4.x
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HacTpomka NoOAKMOUEHMA KANEHTOB

¥35bl ¢ nporpammMHbiM obecriedeHnem ViPNet Client Bepcum 4.2 aBTOMaTUYECKN ONPEENstoT TUN
NOAKAFOUEHUA K BHELLUHEN CeTW. B3aumoaencTBme € y3namm BHELIHEW CETV OHW YCTaHaBAWBALOT C
NMOMOLLbO CEpPBEPOB coeAMHeHUN (cM. «CepBep coeAnHeHN» Ha cTp. 71). B ¢BA3M € 3TUM Tenepb B
HacTpoWKax KNMEHTCKMX Y3/10B OTCYTCTBYeT HaCTPOWKa TUMNa MeXCeTEBOro 3KpaHa, HO UMeeTca
BO3MOXHOCTb BbibOpa cepBepa coeguHeHnn. 1o yMoa4aH1o KOOPANHATOP, Ha KOTOPOM
3apernctpupoBaH kaneHT B nporpammax ViPNet LleHTp ynpasneHus cetbto nam ViPNet Network
Manager, cepsep IP-agpecoB 1 cepBep COEAMHEHNA KIAVEHTA — OAMH U TOT XK€ KOOpAMHaTop. JTa
KOHPUrypauma pabotocnocobHa NpakTMyYeckn Bo BCeX Cydasax NOAKAOUEHUSA KANEHTA K CETU, MO3TOMY
N3MEeHATb CepBep COeANHEHNN He TpebyeTcA. E4MHCTBEHHDBIV CyYald, KOrAa MoXeT notTpeboBaTtbes
BbIBOp MHOrO cepBepa CoOeANHEHNN, — 3TO MOAK/IIOUEHME KNNEHTA K APYrOW IOKabHOW CETH, B KOTOPOWA
HeT AOCTyna K BalleMy cepBepy COefMHEHWNN, HO eCTb APYron KOOPAMHATOP, UMEIOLLMNIA CBA3b C

KAMEHTOM. Torga KOOpAMHATOP M3 3TOW CETU MOXHO BblbpaTh B KaYeCTBE CEPBEPA COEAVHEHN ANs
3TOro KAMeHTa.
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PucyHok 31. MiameHeHue Hacmpoek nodkarodveHus k cemu ViPNet e ViPNet Client

B HacTpolikax KAMEHTCKOro y31a NPUCYTCTBYHOT M APYrve HacTPOMKM, HO OHW CKPbITbl Kak
[OMONIHUTENbHbIE, U UX He CedyeT U3MeHATb 6e3 He0HX0ANMOCTU. B AOMONHNTENBHBIX HACTPOKaX eCTb
HoBbIN NapameTp 3adpumkcupoBatb nopT UDP npu pabote uepes ycrpoiictBo co ctatuueckum NAT. B
HOBOW BEPCUWN KANEHTOB NOpPT UHKancyaauum UDP-nakeToB MOXET M3MEHSATHCS, eC/IN KINEHTY He
Y/AlaeTcs CBA3aTbCA C CEPBEPOM COEAMHEHWI. B Tex cnyuasx, korga nosasaseTcs noTpebHOCTb YCTaHOBUTb
KJVMEHTCKMI y3en 3a YCTPOMCTBO CO CTaTMUYECKOWN TpaHCAsALMEN ajpecoB B IOKaAbHOW ceTn 6e3
KoopaMHaTopa, cneAyeT BKAKOUNTb 3Ty HaCTPOUKY.

KpOMe 3TOrO, Tenepb HOBbIW KJIVEHT B OT/IMUYME OT npeabiaywmx Bepcvu7|, KaK B OKa/IbHOW cetn, Tak n BO
BHeLIJHeI‘/II, yCTaHaBAMBaeT coegunHeHne ¢ Apyrumu yanamMmum no npAamMbiM AOCTYMNMHbIM MapLlipyTaMm, no
BO3MOXHOCTN MUHYA KOOPANHATOPbI. ,£I,a>Ke eC/n ABa KJIneHTa CTOAT 3a pa3HbIMU yCTpOI?ICTBaMI/I C
AVIHaMI/NeCKOI?I TpaHCIIFILI,VIel)’I ajpecoB, OHUN CMOTYT COeANHUTBCA HanpPAMYH. E,CI,I/IHCTBEHHOG ycnosue,
npun KOTOPOM nNpAMoe coegnHeHNE MeXay KineHtaMmm 6yAeT HEBO3MOXHO, — eC/nn yCTpOI‘/’ICTBa NAT
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060X KNMEHTOB MNpu oTrnpaske |P-NakeToB OT HNX MO pPa3HbIM ajpecam KaXAbl pa3 BbigensoT
cnyyarHbii nopt. Tak paboTtaeT cummeTpuuHbii NAT. B aTOM ciyyae coeguHeHne Mexay ABYMA TaKumu
KAVEHTaMW YCTaHOBUTCS Yepes OANH U3 CEPBEPOB COEAMHEHWN.
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PucyHok 32. OpzaHu3zayus coeduHeHuUl mexdy cemegoimu y3namu ViPNet
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Hactpounka TCP-TyHHen

B nporpammHom o6ecneyeHmmn ViPNet Coordinator Bepcun 4.x MoxkHO HacTpouTb TCP-TyHHenb (Ha cTp.
70), uepes KOTOPLIN BYAYT OCYLLECTBAATLCA COEANHEHNS KIMEHTOB, HAXOAALLMXCA BO BHELLIHUX CETAX, C
apyrvmu y3namu cetu ViPNet, B TOM ciyyae, eCiv npy NOAKAOYEHUN KIVEHTOB K BHELLHWM CETAM
NHTEpPHeT-NpoBargepoM 6aokupyetca UDP-npoTtoko.
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TCP-TyHHEND
YIS NHTEepHeT
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UDP-nporvoxony TCP-nporokony

PucyHok 33. @yHkyua TCP-myHHens

Mpwn yaaneHHOM NoAKAHUYEHUN KNMEHTOB K ceTam ViPNet nHorza BosHuKaeT npobiema c nepesavent IP-
nakeToB no npotokoay UDP n3-3a TOro, 4to AaHHbIA NPOTOKOA HAOKMPYETCS HEKOTOPLIMU MHTEPHET-
npoBangepamu. Hanpvmep, npu NoaKIHOYEHUN K CETU U3 FTOCTUHUIL, UK APYIMX OBLLECTBEHHbIX MECT.
[ns pelweHns nogobHoM Npobaembl MOXHO OpraHM3oBaTh B3anmMogencTeue y3nos ViPNet uepes TCP-
TYHHENb Ha KOOPAMHATOPE, KOTOPbIV ABASETCA A/ 3TUX Y3/10B CEPBEPOM coefnHeHMI (cM. «CepBep
CoeAnHeHWI» Ha cTp. 71). B 3TOM ciydae, eCiv yAaneHHbIA KINEHT HE MOXET CBSA3aTbCs C APYTUMU
y3namu no npotokony UDP, oH aBTOMaTnyeckn HaumHaeT ycTaHaBAMBaTh C HUMWN COeAMHeHMe Yepes
TCP-TyHHesnb CBOEro cepBepa coeanHeHnn. Ha cepeepe coeanHeHW nonyyeHHble |P-nakeTsi
nssnekatotcs n3 TCP-TyHHeNa n nepeparoTca ganblue Ha y3abl HasHayeHus no UDP-npoTokony.

Ons HacTpovikn TCP-TyHHEeNs Ha KoopauHaTope TpebyeTcs yCTaHOBUTL COOTBETCTBYHOLLMIA (GaxOK v
3afaTb MOPT, Ha KOTOPbIN A0MKHbI nocTyrnate TCP-nakeTbl. CTOUT yyecTb, 4to TCP-TyHHEIb MOXHO
HaCTPOWTb TOJIBKO Ha KOOPAWHATOPE C TUMOM MOAKAOUEHWSA K CETU «He3 UCMOIb30BaHNA MEXCETEBOTO
3KpaHa» Win «4yepes MeXCETEBOM 3KpaH CO CTaTUYeCKON TPaHCALMEN ajpecoB.
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PucyHok 34. BoamoxHocme Hacmpoliku TCP-myHHens e ViPNet Coordinator

MHdbopmauwmsa o HacTpolike TCP-TyHHens ¢ HomepoMm nopTa ansa nepegaym TCP-nakeToB paccbinaeTcs Ha
BCE CeTeBble Y3/bl, A/ KOTOPbIX KOOPANHATOP ABNAETCA CEPBEPOM COeAMHEHNIN. Ha kaneHTe Homep
nopTa AocTyna Kk koopanHatopy vepe3 TCP-TyHHenb oTobpaXkaeTcs B CBOMCTBaX JaHHOro KOopAMHaTopa.
Ecnun B cBOMCTBaX KOOpAMHATOPa MNOPT He yKa3aH, HO NPW 3TOM M3BECTHO, YTO Ha 3TOM KOOpAMHaTope
pa3BepHyT TCP-TyHHEeNb, NOPT MOXET 6bITb 3aZaH BPYUHY!HO.
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PucyHok 35. BoamoxHocme 3adaHus nopma TCP-myHHens
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Cnocobbl ayTeHTMOMKALIMM

B nporpamme ViPNet MoHUTOp Bepcumn 4.X Npu NCNONb30BaHUKN YCTPOMCTBa ayTeHTUdMKaLmm (cnocob
YcTpoicTBO) AN5 BXOAA B NPOrpaMmMy peanv3oBaHa BO3MOXHOCTb BbIMNOAHATL ayTeHTUdMKaLMIo
No/ab30BaTeNA HEe TO/bKO C MOMOLLbIO NMEPCOHANBHOIO KAK4a (Kak B BEPCUMM 3.2.X), HO U C MOMOLLbO

ceptndukara.
Bepcua 3.2.x Bepcua 4.x
ﬂ ViPMet Mewwtop S5 ViPMet Mownwtop ===
@' Crocod syTermadcame; :r’nm'-v:rm v: m Chocod ayTenmiadiscuset: | FeTpecTae -:
Napass: I'_;:-mm:
E M| S

fonomrTENsHas IHEODMALIMA ANR XPAHERAR KM NoNs J08aTENA:

HononsTEnsHER MHSOPHaLIE QN KPSHERT K-S NONSI0eaTERA:

BolepiTe FCTRRCTE! :t,rm Maddn(p0617315 ) =) Bebepie yOTpORCTBS!  |eToken Aladdn{D0617327 ) =

SpeguTe MH-=0E: ERARRRE R Beenime MAH=0! ERREEE
= | Coopareims MVH-=0a
o | Coneparerme MHH =00

[ o | Ormena

Mpoveng MTs 2y TEHTIAERSCALIS0 NES NOMOWMA;

& CepTudwacaTac :mnmr (a0 25 amr 2013) -

% [ omesa | [ Hecwoma. [

PucyHok 36. Mcnone3zosaHue ycmpolicmea 014 aymeHmugukayuu nose3osamens

Vicnonb3yemblin ans ayTeHTUOUKALMM cepTUdUMKAT LOAXKEH ObITb N34aH CTOPOHHUM YAOCTOBEPSA UM
LEHTPOM (CM. «Y40CTOBEPSOWMNI LLeHTP» Ha cTp. 71). Ha ycTpolicTBe TakKe J0/KEH BbITb U 3aKPbITbIN
KJIOY, COOTBETCTBYHOLNIA cepTUdUKaTy.

ﬂ'flﬂ ayTEHTI/Iq)I/IKaLI,I/II/I nosab3oBartenda C NOMOLLbIO CepTVIq)I/IKaTa AOJIKHbI ObITb BbIMOJIHEHDI aieaywouime
ycnoBusa:

e BHelHee yCTPONCTBO XpaHeHWa AaHHbIX nogaepxxunsaet ctaHgapT PKCS#11, B Tom uncne onepaumm
NOANUCK M LWINGPOBaHUSA. B TeKyLLMA MOMEHT BHELLHWE YCTPONCTBa C noaaepyxkon anropmutma FOCT
34.10-2001 ncnonb3oBaTbCA He MOTYT, MOCKONbKY OHW MOAAEPXUBAIOT TONLKO onepaumio
BbIUNCNEHMA NOAMUCH.

o Ceptudwukar sencreuTeneH (Cpok Aenctems ceptmdurkaTa He UCTEK).
o CepTtudmkaT He OTO3BaH.

e Ceptndukat umeeT HazHaveHune «[1poBepkKa NOANMHHOCTN KANEHTa». ITO Ha3HaYeHne
oTobpaxaetca B okHe CepTudukar, Ha Bkiagke CocTaB, B nosie PaclumpeHHoe ncnonb3oBaHue
K/roya.

o CepTudwukar nsgarens yCTaHOB/EH B CMCTEMHOE XpaHuavLle JloBepeHHble KOPHEBbIE LLEHTPbI
ceptudukaumm.
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Takmm obpasom, ana ayteHTudmkaumm B nporpamme ViPNet MoHutop 1 ayTeHTMdUMKaLMK B ApYrmxX
NPUAOXEHNAX N CUCTEMAX Bbl MOXETE MCMOb30BaTbh OAHO U TO XKe YCTPOMCTBO, YTO obecneymnsaert
yA06CTBO U YHMBEPCANIbHOCTb €r0 UCMOJb30BaHUA.

Ecan B nporpamme ViPNet MoHuTop Bepcum 3.2.x B kKavecTBe cnocoba ayteHTndmKaummn BoibpaH Maponb
Ha yCTpOWCTBe, TO Noc/e OOHOBNEHUA Ha BEPCUIO 4.X Mbl HACTOATENbHO PEKOMEHyeM BaM nepenTn Ha
Apyrov cnocob ayteHTudukaumm. B nocneayrowmx sepcusax nporpammel ViPNet MoHuTop cnoco6b
ayTeHTMdukauun Maposb Ha yCTPOCTBE Nojaep>KnBaTbcs He Byaer.

BHumaHue! Mpu pabote B nporpamme ViPNet MoHuUTOp Bepcun 4.x agMUHUCTPATOP
CeTeBOro y3/1a He MOXeT 3ajaTb cnocob ayTeHTUdMKaLmm Maponb Ha ycTpoiicTBe.
Ncnonb3oBaHue gaHHOro cnocoba BO3MOXHO, TONbKO ecan OH 6bln BbibpaH eLue npu
paboTe B Bepcun 3.2.x.

>

Cnocob ayteHTUdUKaLMM Maposb Ha ycTpoiicTBe He OTBeyaeT TpeboBaHNAM
6e30MacHOCTH, M BO3MOXHOCTb €r0 UCMOJIb30BaHWSA OCTaBeHa UCKAOUNTENBHO AN
COBMECTUMOCTU € NporpaMmMHbiM obecnieveHnem ViPNet 6onee paHHUX BepCuii.

Flp|/| ayTeHTI/Iq)I/IKaU,I/II/I noJsib3oBaTtenda C NOMOLWbHO Napoas (CI'IOCO6 I'Iaponb) Tenepb HY>XHO Bbl6l/IpaTb
noJsib30BaTeNs, OT MMEHU KOTOPOIO BbIMOJIHAETCA BXO4 B NMpOrpamMmy. B cnucke OTO6pa)Ka}OTCﬂ MMEHa
BCexX I'IO]]b3OB3T€fI€I;1, UbW KJHOYN YCTaHOBJIEHbI Ha AaHHOM CETEBOM Yy3ne. Mo yMOA4aHMIO nNpeaniaraeTca
MMA NoJsib3oBaTend, YbW KNHOYN YCTaHOBIEHbI NOCAeAHUMWN.

Bepcwa 3.2.x Bepcwa &.x
e ol
2 viPMet Morwrop == | | & viPNet Mowwrop =
@' Cocof ayTenmedease: | Nlapons - @' CroceS syTemniecases | Mapome -
Mapane: 'I'I'I'l-ll Fima iEanon 1.1 =
EM MeamceMlt |
- Mapane: Cizopos £.C
§ ) § E NeTpoa NN
ok | | omess HacTpoda =
Omens | [ Hecrooma.. |~

Pucyrok 37. AymeHmugukayus nose308amesisi C NOMOWbIO NAPOJIs
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PexxMbl 6@30MacHOCTU

B nporpammax ViPNet Client n ViPNet Coordinator Bepcun 3.2.x NpesyCMOTPEHO NATb PEXXMMOB
6e30nacHOCTW, KOTOpble NpeaAcTaBAsOT cObon Habopbl NpaBma Ans 06paboTkn OTKPbITLIX IP-nakeToB.

B Bepcnu 4.x pexkumbl 6€30MacHOCTA He UCNob3yroTCA. [N HaCTPONKM HEOBXOAUMOrO YPOBHSA
6e30nacHOCTN HYXXKHO CO3aTb COOTBETCTBYIOLLME GUABTPBI MW HazHaUNTb CETEBOMY Y3y
onpegeneHHble MOAHOMOYKA (CM. «[TosTHOMOuUMA Nonb3oBaTens» Ha cTp. 71). Mpumepsbl HacTporiku
npvBegeHbl B Tabaunue Huxe.

Tabauya 3. Coomsemcmaue pexumos bezonacHocmu 8 gepcuu 3.2.x NOJHOMOYUAM U pusempam 8

esepcuu 4.x

Pe>xnm 6e3onacHoctn

1 bnokmpoBaTb IP-nakeTbl Bcex coeanHeHNN

2 bnoknpoBaTtb Bce coefuHEHNs Kpome
pa3peLUeHHbIX

3 npOI'IyCKaTb BCe ncxogawme coeamHeHna Kpome
3anpeweHHbIX

4 MponyckaTb BCe COeANHEHMA

5 MponyckaTb IP-nakeTbl 6€3 06paboTkn

OnucaHue

B pasgene JlokanbHble ¢puAbTPbI OTKPLITON ceTU
co3gaiite 6aokmpyrowmin GuabTp ans Beex IP-
aApecos.

[ns knmeHTa HazHaubTe ypoBeHb nosiHomoumii 0.

[ns koopanHaTopa HasHaubTe YPOBEHb
noaHomoumn 0, 1, 2, 3.

ByayT aeiicTBOBaTL NpesycTaHOBNEHHbIE
dunbTpSI.

[lna kameHTa Ha3HaubTe ypoBeHb NoJAHOMOUNIA 1,
2, 3.

ByayT feiicTBOBaTH NpesycTaHOBAEHHbIE
GUALTPBI.

B pazgene JlokanbHble GUALTPbI OTKPbITON CETH
(Ha KoopavHaTope) U PUNBTPbI OTKPbITOM
ceTu (Ha KiMeHTe) co3jaiiTe pa3peLuaroLLmin
dunbTp Ana Bcex IP-agpecos.

Otkntounte 3awumty IP-Tpaduka (MeHto ®ain >
KoHpurypaumm > OTkaOUNTb 3almTy ).
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OrpaHnyeHHbIN MHTEPdENC
MOJ/Ib30BaTENA

Mpun paboTte OT UMeHM agMUHUCTPaTOpa ceTeBOro y3a B nporpammax ViPNet Client n ViPNet
Coordinator Bepcuin 3.2.x 1 4.X €CTb BO3MOXHOCTb OFPaHNUNTL MHTEPENC NOb30BaTENS, TEM CaMbIM
3anpelLlas NoAb30BaTeNtO CO34aBaTh, U3MEHATb WM YAANATb ceTeBble PUAbLTPBLI. B pesyabtate npu
paboTe OT MMEHW NO/Ib30BaTENA B [TaBHOM OKHe NporpaMmbl 0TOHpaXaeTcs TONbKO CMINCOK Y3/10B CETU
ViPNet, c KOTOpbIMY YCTaHOBAEHA CBA3b.

22 ViPhet Client fo | = )
dudia  Mpusosesua  Bug  Cnpasea
. +
s - = -
R LT N CINRARHTD I'Ipldl-limt SEI0p S tE-pEypL CEEL O E

JawMweHHan CeTe

N GaniHisernan CETh
[r Wabparrce

B Cearun Anexced Meonngoany

Xi Kooparratop Nepadepsn

Mgesc -

Coere N2 S610  [P-agpeca 17216342144  Oeronmaa Kor$UrypaLme

PucyHok 38. [nasHoe 0kHO NpozpaMmsl 8 pexume 02paHudeHHo20 UHmepdgelica 8 sepcuu 4.x

B pexwumMe orpaHu4eHHOro nHTepdelica Noab30BaTENHO TakKe HEAOCTYNMHA BO3MOXHOCTb HAaCTPONKH
nporpamMmel U NapaMeTpoB 6€30MacHOCTU.

B Bepcuin 4.x BO3MOXHOCTb OrpaHnuMBaTh MHTepdenc noab3oBaTens NpMpaBHEHa K Ha3HaYeHWO YPOBHSA
nosHomounin 3. Takum obpa3om, ecan Nosib3oBaTeNH0 CETEBOrO Y3/1a Ha3HaueH YPOBEHb NMOJIHOMOUNNI 3,
TO GNaxXOK OrpaHuyeHns nHTepdenca Noab3oBaTena B pasgene AAMUHNCTPATOP CTAHET HEJOCTYMHbIM.

Mpumeuanwue. B cetax ViPNet VPN Ha knneHTCkMx y3nax nHTepdeinc nporpammel
ViPNet Client no ymonuaHuto orpaHuyeH. HacTpoiiku nporpaMmbl MOXHO BbIMOJAHUTb
TONIbKO B pexxnMme agMUHUCTpaTopa CeTeBoro y3a.
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Conaugemme g% {3 MU LA] DTN anETh w MpoBeprTe Aypraa D&mop EeG-prcypc !

E ViPMet Client

I g SaLgEHsaR CeTh AgmunncTpatop

1 B Ceresmie dunsrpes -

¢ [l Tpynne ofeesron MapameTp pectapra:
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PucyHok 39. OepaHuueHue uHmepgelica nosnwzosamens U yposeHs cneyuasibHbix NoJaHoMouul 3
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CMeHa KoHOUIypaumm nporpamMmb
MO PaACNMCaHMIo

B nporpamme ViPNet MoHuTop Bepcumn 4.x peasnsoBaHa BO3IMOXHOCTb aBTOMATUYECKOM CMeHbI
KoHbUrypauwmii. Ecam Bbl paboTaete ¢ HECKONbKUMW KOHPUTYpaLMAMN MPOrpamMMbl, KaXKayto 13 KOTOPbIX
HY>XHO yCTaHaB/iMBaTb B onpejeneHHoe BpeMs, Bbl MOXETe HaCTPOUTb pacnmncaHne CMeHbl 3TuX
KoHbUrypaumii. Hactpoiika pacnuncaHus, a Takke ONnoBeLLLeHNA O CMeHe KOHPUIypaLMm BbINOJHAETCA B
pa3zene KoHpurypauum.

f
) ViPNet Client [F=S fcl "<~ |
Saia  Npwsoxenns Cepowc Bna  Cnpasca
< P y - & "
w = 8 i ™ | | 8 ©
Coobugerane  Muesmo Ompaswte Npnmatue Bn TR RSP @
&3l ViPNet Client T
L gu Sauprueronss cets €CTOBAA K Koedorypasa it 8pema AECTEM
+ B Ceresvie $unerpes Komdurypasts: [YMMWW 1 'j
: ! rp?“""w“‘"o' KOM¢MI’YN ,’7—7‘ = T"""'i pe :1
7] Crammcruxs u xypHans: npunoxeny|  HaWANO aeicTena: {\w:oo v Amenomoce:  (09:00 v
41D Konpueypaiom S pazaene
4 5 Client1-1 acnonkuted  Noavopese
2 Oc urypauna | ToeSyenyo
Exenresno
3 Tec1omaa KondNOVPOWAAL | s ak s ann
S NprMEnnT KOHONIYPILMO... 0 Exerencnm
-
o Aumny COXPINITD TEKYRD0 KOMOMIYPILMD) -
| Norsenenoren J Seroepe | CySbora
CozaaTe KONGUIYPILMNK. . Q V) Bropeesc 7iNamees Boopecone
Nepenmenosars Cpena
Yaanure..,
Lmapom patnucante... ] Exenecien “na
1
Kondurypa -
" APYIHA.IX [ ][ omes |
JAMUHKCTEY -
KNIy po oot IR T l

PucyHok 40. Co30aHue pacnucaHusi CMeHsl KoHguypayuli
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[1poume 0paboTKK

[lobaBneHne TyHHeMpPyeMbIX Y3108

OnpeaeneHne n nposepka IP-agpecos

XKypHan IP-naketos

NHTerpauus c nporpammoi SafeDisk-V

MNepesaya koHBepTOB MFTP Yepes nouToBble cepBepbl
N3meHeHnsa B MacTepe 0b6HOBAeHMA cepTudmKaTa
N3meHeHus B nporpamme ViPNet [lenoBas nouta
O6MeH 3aWmLEeHHbIMY COOBLLLEHNAMM

N3meHeHuns B nHTepdeiice

VI3ameHeHusA B TepMmHoOnormm
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[lobaBneHmne TyHHeNMpPYyeMbIX Y3/10B

B nporpamme ViPNet MoHuTOp 3.2.X Ans 3agaHusa IP-agpecoB TyHHeMpyeMbiX Y3/10B B
COOTBETCTBYIOLLEM pa3fenie HY>XHO HaxaTb kHornky IP-agpeca n fobaBuTtb agpeca. B Bepcun 4.x IP-
afpeca TYHHeAnpyeMblX y3/10B MOXHO A006aB/ATb B OKHE HACTPOWMKMN TYHHENNPYHOLLLEro KOOpAMHaTopa B
pasgene TyHHennpoBaHue. B 3ToM pa3gene Takxe oTobpaxkaercs paspeLlleHHoe KOANYeCTBO
OAHOBPEMEHHO TYHHENNPYEMbIX Y310B.

Bepcua 3.2.x
r T e
G Vi et e Mo | cls'a
ace Cepowe [mdcws e (rpmes
3 [ 8 - }
Thamysemmsmen A ypear
IV y e - o
Yibte Coouseatar Himeraton, § pavet sarp. Aedc. Nper. WMo, Ham. Pac
| At (O N Owsntpes mew Ty mepySumLs pieon
. ¥ 1 M2AE8 1M 20 <2 Chent O 1
tiztrs frtals
g B Gwwrpn AR ¥ Boe nparestow 1»‘: v N ke
5 Ownipe e =¥ d::«vy—-w’«u-u»u lfun:w:--,u--
=mm~3m a - =

‘ . '
. " N | — b toese 4 . v » Vi
CE S m®-1Y 8 JL_ &
Bepcus d.x
i Ofuwe Tysnenupossmne
1 IBdueeas ey
Teenpieeue KameecTE0 aanosD ™" yoos: )
rosssewe sty
TR &8 OOT 'Q‘gﬂm'w
Kypwar P ramevon 192 168, 195, 10
Ofmen coobusremen “
2 92 >
192,158, 135.20-192. 368.135.25

Mengie [P azper a8 ~oexa X

=) LI (vsane ]

(o ]| omew | [ fomown | | cosa

PucyHok 41. 3adaHue adpeco8 myHHeAupyembix y3/108
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OnpeaeneHne 1 nposepka IP-
a/1pECOB

B Bepcuu 4.x npu gobasneHum IP-agpecos Bel MOXeTe onpeaennts IP-agpec ceTeBOro y3ia no MMeHu

A
KOMMbOTEPA, HaXXaB KHOMKY @

Mpun pobasneHnm IP-agpeca B Bepcun 3.2.x BbINONHAETCA NPOBepKa Ha nepeceveHue Bcex IP-agpecos 13
cnmncka ¢ agpecamu, 3agaHHbiMn aasa apyrux y3nos cetn ViPNet. [laHHas npoBepka NO3BOASET UCKAOUNTD
BO3MOXHOCTb 3aflaHnsA OANHaKoBbIX |IP-agpecoB. B pesynbTate npoBepky Nonb3oBaTe/b Nosy4aeTt
coobueHnsa 060 Bcex KoOHPAMKTax IP-agpecos, obHapy>keHHbIX B ceTn ViPNet.

Mpu gobaeneHnn IP-agpeca B Bepcum 4.X BbINONHAETCSA NPOBEpPKa TOJ/IbKO 3TOrO ajpeca Ha nepeceyeHune
¢ IP-appecamum, yxe 3asaHHbIMU B Crncke, U IP-agpecamu apyrux ceTeBbix y310B. Eciv o6HapyskeH
KOH®IVKT, TO NoNb30BaTeNb NosyvaeT coobLLeHme, KacatoLeecs ToNbko gobasasemoro IP-agpeca. Mpwu
HeobHX0AMMOCTIN Bbl MOXETE BbINOJIHUTL MPOBEpPKY Bcex IP-agpecoB B BepcumM 4.X BPYUHYHO, HaxaB

KHOMKY
. Crodictea yana (Koopgusatop LlesTpansmbid oduc) E
Dfaine | P-a00eca MeosceTenod mpan
IP-anpeca:
PeanpHme [P-anpeca BepTyanshbie IF-agpeca
192 168.42. 3 11.000.1
89, 147.25.18 11.0.0.3 [
L
Beapwte IP-aApe 808 AGHO0LE ®
=) |.H | AafamTe... | Hr-ne-m'b | ¥aanTe
[F-AAPECa BIIMHOCTH Y3Na: ;Brp-rgaruu IP-anpeca - '_

Hone308aTe DS me

DS -4#A

(54 Dmru|_rhlﬂmb_|0'puﬂm

PucyHok 42. lobasneHue u nposepka IP-adpecos 8 sepcuu 4.x
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XypHan IP-naketos

B nporpamme ViPNet MoHuTOp Bepcum 3.2.X XXypHan 610KnpoBaHHbIX |IP-nakeToB BbIHECEH B OTAE/bHbIV
pasgen, rae Ha OCHOBE NapaMeTpoB 3ab/10KMPOBaHHbIX MAaKeTOB MOXHO CO3/aBaTb pa3peLuatroLme
npasuna ¢uasTpaymm. Npun 3Tom B XXypHase |P-nakeToB BO3MOXHOCTM CO34aBaTb NpaBuaa HeT.

2l Viptiet Chent (Movarrop) G Pems) E=3 fon = |
Booxog Cepewc fleficrema Bua  Cnpaexa
> o & s & ]
i Nomyueromie... | b

ENOKVPOBAHHEIE IPTTAKETH Texywas xonewypaisen. Ooioernan

& ViPNet Client ™ b posarmsie [P ¢ 14 mapra 2012 r. 13:01:07
S b Zauunucieas cety = W 192168135131
L VisBpamnoe % (Bxogawee] UDP <S5S1045> <5355>
= Seregmie $unsrpn: % [Broasuiee] UDP <56618> <5355
1. Ounerpes suaeod cemr % (Bxogawee] ICMP <8-Echo> <0>
L. Ounsrpet OTKPEITOR CeTH = M 192163135145
& Pooium % [Broagsuee] ICMP <8-Echo> <0>
Rl Baoxuposarmpie IP-naxern: % [Bxopawee] TCP <0> <139-netbios-ssn>
A Cramscrwce 3 [Bxoaauiee] TCP <0> <445-microsoft-ds>
2 XypranP-nascios
= = Koudurypaym
= Ocrnosnan xonurypaymns
(2 owcme | [& Obmams | /) Beesire crpoxy noves -

(Z)le )& I8 ][ & )

PucyHok 43. Cnucok 610kuposaHHslx IP-nakemos

B nporpamme ViPNet MoHuTOp Bepcun 4.x peanvsoBaHa BO3IMOXHOCTb CO3/aBaTb B XXypHane |[P-nakeTtos
Kak pa3peluatollme, Tak 1 6aokupytoLme GuabTpbl. B cBA3M € 3TM HET HEOHXOANMOCTU BbIHOCUTb

610KMpoBaHHble IP-nakeTbl B OTAENbHbIN pa3gen, v Bce AelcTBUA Hag IP-nakeTamun BbINOAHANOTCA B
pa3gene XXypHan IP-nakeTos.
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PucyHok 44. Paboma c xypHasnom IP-nakemos 8 sepcuu 4.x
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IHTerpaumsa ¢ nporpamMmmMon
SafeDisk-V

B nporpamme ViPNet MoHuTop Bepcum 3.2.x obecneyeHa noajep>kka COBMeCTHOW paboTsl ¢
nporpammoi ViPNet SafeDisk-V 4.1. Tenepb obecneyeHa nHterpaumsa nporpammsbl ViPNet Client Bepcun
4.x c nporpammoit ViPNet SafeDisk-V Bepcun 4.2.

MpUHUMN B3anMogeicTBUA HOBbIX Bepchit nporpamm ViPNet SafeDisk-V u ViPNet MoHWUTOp M3meHuAcs.
Mporpammy ViPNet SafeDisk-V Tenepb MOXHO MCMO/Ib30BaTb TOJIbKO NPV BKIKOYEHHON 3alymTe IP-
Tpadwmka. Mpu 3anycke ViPNet SafeDisk-V B nporpamme ViPNet Client MoHUTOp 60/1bLLIMHCTBO HaCTpoek
CTAHOBATCA HEJOCTYMNHbIMU ANA peAakTMPOBaHWA, B TOM Yncae B Liensx 6e30nacHoCTM HEBO3MOXHO
CMEHWTb MOoJIb30BaTeNs, OTKAOUUTb 3awwuTy IP-Tpaduka nav BeiliTM U3 Nnporpammel ViPNet MoHwuTop.

BMmecTo 3almLLeHHbIX U He3alMLLeHHbIX KoHburypaumii nporpammel ViPNet MoHutop Tenepb
aBTOMAaTMYECKM CO3Aat0TCA AOMONHUTE/bHbIE CeTeBble PUALTPbI, KOTOPbIE 3anpeLLatoT OTKPbITbIe
coeguHeHua. MapameTpbl 3awWwmThl TPadumka 3a4at0TCA B CNeLManbHOM OKHE, KOTOPOEe OTKPbIBAETCA Npu
3anycke ViPNet SafeDisk-V.

 ViPhiet SafeDisk-V =

L BiiffepuiTe NapareTpe) 3aUIATE ToadwE 1A paloTs: ViPhet
i Chenit (Coordinator)

PabSoTa B 3ausmyerH0l cETH
FaNpETHTE: BECk JMUHLLEHHLE Tpadws:
JANDETHTE BEC B0 AL JalIALEsEE TRaS

B He 3aNDEULITE: IAUIALIEHMEE TR

PaSoTa B OTEPEITON CETH
@ JANDETHTE BR0s OTHDEITEE TDAEM
JanpeTeTe pAloTy B MHTEDMET 1 BEGs BNOALHR OTHDETEE TRadi

HE NoMmaTEETs 570 DKHO 5 5 ENEHSHLEY

PucyHok 45. Mapamempei 3auumel mpaguka npu pabome ¢ npoepammoti ViPNet SafeDisk-V
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[lepenaya koHBepTOB MFTP Yepes
MOUTOBbIE CEPBEPSLI

B ViPNet MoHuTop Bepcumn 4.x npu nepegaye KoHBepTOB NO KaHany SMTP/POP3 nossunach
BO3MOXHOCTb pa3buBaTb KOHBEPTbI Ha GparMeHTbl. 3Ta BO3MOXHOCTb MO3BOANT BaM OTMNPaBAATb
60/1bLUMe KOHBEPTbI, JaxKe eC/in Ha MOYTOBOM CepBepe CyLLecTByeT OrpaHUYeHne Ha pasmep
nepegaBaeMbIX KOHBEPTOB.

e Hacrpation E
K,a..;a,.b,] Mooroson | Dnosewesse| SMTF/POPI Transpoit
Cappep weroarwie cootiuemi [SMTR] Capeep exonAwie cooduenad [POF3)
Appec c=pespa Agpec cepeepa:
Smip. COMmparT. Com popd
Mopr: 5 = Mogr; 110 E
Nepuion, cnpocs 1 = pa
Agper 3 NEKTHORHGN NONTES UysrHam 2amHcE:
DBl RN, COM peticn
Napome:
Capesp wcnonsayer T
F
aeTopics | Haorpodna... |
) PaatuBaTe Mucia Ha - =l
¥
R T T 30 S ME [ Jancrariare napose
[ Dmens |

PucyHok 46. Hacmpolika ppazmeHmayuu KkoHsepmos
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I3MeHeHMs B MacTepe OOHOBEHWS
ceptTmoukaTa

B npeabligyLmx Bepcuax Nporpammbl Oblia BO3MOXHOCTb Nepejayun 3anpoca Ha obHoBeHMe
ceptudukata B nporpammy ViPNet Yaoctosepstowumii n kntodesoin LeHTp (YKL) kak ¢ nomoLLso
TpaHcnopTHoro Moayns MFTP, Tak 1 otgensHo B BuAe dalina C pacluMpeHnem * . sok.

Mactep ofimornering cepTRGHEITE (]
Cnocob nepepaun cep TidEkaTa. P
JArDOC MEET BeiTo OTNDAMNEH SETORNTIME0M W COXDAREN B YAKIS0E ﬁ

HEIT G,

B MEpa A NTE WEeS THBHTISOTHEL ALY
Mepeaate wepes dudin

He OTOSDARATE B LANGHSTLEN 3TY CTDAHSALLY

dmml.ﬁan!eb&nﬂ-u

PucyHok 47. Beibop cnocoba nepedayu 3anpoca Ha obHoseHue cepmugukama

B cBs3n ¢ Tem, uto B YKL, Bepcum 4.x o6paboTka dainnos ¢ pacliMpeHmemM * . sok, MOJNYYEHHbIX
HanpAMyo OT NoJib30BaTeNs, HEBO3MOXHa, cnocob nepegaumn 3anpoca vepes dakin ctan
HeBOCTPebOBaHHbIM. B cBA3M € 3TUM B MacTepe obHOBAeHUA cepTudmKaTa Bblna ybpaHa HacTpoika
cnocoba nepegaum 3anpoca. Tenepb co3gaHHble 3anpockl Ha 0bHOBNEHME cepTUPUKATOB MOTYT BbITb
nepegaHbl B YKL, TonbKO Yepe3 TpaHcnopTHbI Moaynb ViPNet MFTP.

Kpome 3T1oro, B Mactepe 6bls1a UCKIHOUEHA BO3MOXHOCTb Bbibopa pexunma oxuaaHusa ceptudurkara ms
YKL, B peasbHOM BpeMeHU 1 napameTpa BBoja cepTndukata B AeNCTBUE Cpa3y NOCae NONYYEHNA — Ha
nocnesHen ctpaHuLe mactepa yopaHbl Giaxxkn Oxugatb oTBeTa Ha 3anpoc 1 BBectn nsgaHHbin
cepTndukar B geiicTBue.
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'—Mmepmm” e <qm'¢u' XaTa (ot
S . 3asepwenne paboTbl MacTepa
06HOBNEHNS cepTH(MKATA

PASOTE MACTEDS O5MONEratR CEPTINOVKATS YINEUNO
TP,

38ND0C M3 CEDTININKAT OTNDABAEM B YAOCTOBLDROULS
LAHTD.

V] Onongars oreera na sanpoc

V] Beecru iaaareesst cepTidvear 8 asicTone

PucyHok 48. BoamoxHocme 8bibopa pexxuma oxudaHus omeema Ha 3anpoc U 88oda cepmugukama e
Odelicmsue

Mcnonb3oBaHWe yKkasaHHbIX HAaCTPOEK B HEKOTOPbIX Clyyasx NPUBoAnNaO K cboto npoLiecca BBOAA B
aencreme nonyyerHHoro us YKL, ceptudukata (Kak npaBuao, eCinm KOHTEMHEP C 3aKPbITbIM KJIHOUYOM, B
KOTOPbIA A0XKeEH BbITb MOMeLLEH cepTUdMKaT, Pa3MeLLaiCcs Ha BHELIHEM YCTPOWCTBE). B pesynbTaTe
c60s npouecc BBOAA B AeNCTBME CepTUdMKaTa He MOT BbiTb 3aBEpLLEH.

Tenepb BO3MOXHOCTb €604 MNPV BBOAE B AeNCTBUE NOJYyHEHHOro cepTudukaTa nckatodeHa. Ceptmdpunkar
aBTOMaTUYeCkN BBOAUTCA B AEMCTBME NPW NONYUYEHMM, eCN B OKHE HAaCcTpoek NapameTpoB 6e3onacHoCTH
Ha Bknagke Moanuck yctaHoBAeH paaxkok ABTOMaTUUeCKN BBOAUTD B lelcTBME cepTUdUKaThbl,
n3gaHHble MO MHULMaTMBE Nnosb3oBatensa. OfHako B Ciiyvae pa3meLleHNs KOHTeHepa € 3aKpbITbiM
KNHOUYOM Ha YCTPOMCTBE ANA aBTOMaTMYeCKOro BBOAA B AelCTBMe cepTudmKaTa HEOBXOANMO He TONbKO
Hannume ykasaHHoro dnaxka, Ho u coxpaHeHHoro MNH-koaa ans yctpoictea. B npoTMBHOM Cyvae
BBOZJ cepTudukara B JelCTBME AOKEH MPON3BOAUTLCA MOJIb30BaTENEM BPYUHYIO.
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I3mMeHeHnd B nporpamme ViPNet
/lenoBas rnouta

B nporpamme ViPNet [lenosas nouta Bepcun 4.x peannsosaHbl CaeAytolme N3MeHeHUs:

HOBasA agpecHas KHura (cM. «AgpecHasa kHura» Ha cTp. 59);

ncnosib3oBaHme BCTPOEHHON B6a3bl gaHHbIX SQLite (cM. «BcTpoeHHas 6a3a gaHHbix SQLite» Ha cTp.
60);

XpaHeHVe BAOXEHUN B Ha3e faHHbIX (CM. «XpaHeHne BAOXEHUI B 6a3e AaHHbIX U apxvBaLMsa» Ha
cTp. 60);

rpaduyeckoe npeacTaBieHme ctatyca coobuieHms (cm. «[TpocmoTp cTaTyca coobLLIeHMs» Ha CTp.
61);

BO3MO>HOCTb popMaTUpOBaHunA TekcTa nmucem (cm. «PopmatnpoBaHme TekcTa nucem» Ha cTp. 61);

BbIOOp nosyyaTenelt NMCbMa 1 BKAKOYEHWE yaaneHnsa NoANMCeElN NPW HaCTPOWMKe nNpasBuaa
aBTOMPOLLECCMHIa AN BXOAALLMX NnceM (CM. «/I3MeHeHre B NpaBuiax aBTOMPOLLECCUHTa ANS
BXOZALLMX MMCEM» Ha CTp. 62);

HOBbIE Manku Ans NpobaeMHbIx nucem (cM. «[lanku 4is NpobeMHbIX MMceM» Ha CTp. 64).

Takoke 6bl1 M3MEHEH BHEWHWUIA BUA nporpammbl ViPNet lenoBasi nouTa, 1 6biav BINOJHEHBI CieaytoLne

M3MeHeHUs B MHTepdelice NporpaMmbi:

YT0 n3meHeHo Bepcuna 4.3.1 Bepcuna 4.3.2

Ha3BaHWe OKHa, Bbl3bIBaEMOro A,qpeCHaﬂ KHUra Bbl6paTb KOHTaKTbI
npun co3gaHnu nncbmMa
Ha>aTnemM KHOMKU

Monyuartenn

MyHkT MeHto Moanucatb BbibpaHHbIM cepTUdUKaTOoM Apyrvm ceptudukatom
®naxok B okHe HacTpolika PaspelwnTb ncnonb3oaHue PaspelwmnTb ncnonb3oaHue
napameTpoB 6€30MacHOCTM Ha  BHELUHWUX cepTUpMKaToB cepTMeMKaToOB U3 XpaHUAULIA
BKJ1aAKke AAMUHUCTpaTOp ocC

AZpeCHan KHW1ra

B nporpamme ViPNet [lenoBas nouta Bepcum 4.x NONHOCTbIO NepepaboTaHa agpecHas kKHura. Tenepb Bbl

MOXXeTe ynpaBaAaTb CNMMCKaMW KOHTAKTOB, CO34aBad NO/b30BaTE/IbCKME apPECHbIE KHUTU 1 Tpynnbl
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PaccCblsIKK, a TakK>Xe XPaHUTb B CO34aHHbIX agpPeCHbIX KHUrax 4OMNOAHUTENIbHbIE CBEAEHUNA O CBOUX

KOHTaKTax.
Appecnan Khura EI@
@ -
+) - | od
Cozgate - AjpecHan KHWra - KoHTakT - KHUra No yMonYaHu o
P DCHOBHAA 3APECHaR KHAM3 ma KoHTaKTa OnucaHwe  TUN KOHTaKTa DA
-
Mos aapecran kHnra a userl Monezceatens leanoe WMean MeaHoeuny

:_'. userl 5675 MNonesoeatens

Ipynna paccelnkm 1 -
o userl(.5675 Monezceatens
-
an userl? MNonesoeatens
-
an uzerl3 Monezceatens
e userld Monbsoeatens Cugopoe MNerp Metpos...
:. userd MNonezceatents
-
as userd Monezoearens
-
am Users MNonesoeatens
:. userd. 5675@AMN2(2).5675 Monezoearens
:_'. userd 5675@AMN3(2).5675 Monb3oeatens
:. userd. 5675 Monezceatens
:. user_SM1 MNonesoeatens
:. uszer_SM2.5675 Monezceatens
B anL Y3en

PucyHok 49: AdpecHasa kHuza npozpammel ViPNet [lenosas nouma

BcTpoeHHaa ba3a aaHHbIx SQLite

B nporpamme ViPNet [lenoBas nouta Bepcun 4.x MCNonb3yeTca BCTpoeHHas 6a3a gaHHbix SQLite.
KoHBepTauwma faHHbIX B HOBbI GOpMaT OCYLLLECTBAAETCA aBTOMAaTUUECKN NPW NEPBOM Mocae
obHoBneHus 3anycke nporpammbl ViPNet lenoas nouta. Micnonb3oBaHuve 6a3bl gaHHbIx SQLite
MO3BO/AET CHATb OFPaHMYEHMe Ha KONMYECTBO NUCEM B apxmBe (B Bepcum 3.2.X B apXmBe MOXHO XPaHUTb
He 601ee 120000 nucem), a Takxke obecneymBaeT BO3MOXHOCTb OAHOBPEMEHHOM 0OPaboTKM BXOASALLMX
N NCXOAALLMX MUCEM NPU aBTOMPOLLECCUHTE.

XpaHeHue BNOXeHWM B Ba3e AaHHbIX 1 apxMBaLIyA

B 6onee paHHux Bepcusax nporpammbl ViPNet [lenoBas noyrta NMcbMa XpPaHATCA OTAENbHO OT BAOXEHUN.
B 3TOM Ciiyyae npu apxmBaLMM CO34aETCA apxuB, codepxKalumin B cebe darin ¢ 6a3oi gaHHbIX MUCEM U
Habop manok, B KOTOPbIX pa3MeLLeHbl OTaeNbHble dalinbl BAOXKEHWI. B Bepcmm 4.x peannsosaHa
JAOMONHUTENbHAA BO3MOXHOCTb MepeHoca BAOXKEHUN B 6a3y AaHHbIX 411 pa3MeLLeHMs B apXmMBe BMecTe
C NucbMamu. B aTom ciyyae apxvB npeactaBaset cobor oguH darn. PasmelleHre apxmsa nncem u
BJIOXEHWI B OAHOM daiine No3BONAET YyNPOCTUTb KOMMPOBaHWE AN NEPEHOC apXMBa Ha BHELLHWUIA
HOCUTEeNb, HanpuMep, C LieSiblo pe3epBUPOBaHUS.
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Pucyrok 50. Hacmpolika apxusayuu nucem u 810xeHuli

[TpoCMOTP CTaTyCa COOBLLEHMS

B nporpamme ViPNet [lenoBas nouta Bepcun 4.x Bbl MOXeTe BblbpaTbh Hanbonee yao6HbIN A Bac
cnocob npocmoTpa aTpmMbyTOB COOBLLEHNS, @ UMEHHO, B BYKBEHHOM MPeACTaBAEHMNN B KOJIOHKE
ATpunbyThI (AaHHas BO3MOXHOCTb bbla AOCTyMHa 1 B 6osee paHHMX BEPCUMAX MPOrpamMmmel) 1 B
rpapuyeckom B HOBOW konoHke CraTyc.

% ViPMet Client [Jencean nosma] E=R(E=R ==
Tadn  Mueesse  Mucrpyusenme  Congame By Cnpascs
T B [ A, A =X L
=3 = £ X & i e e e
Mstcwtac D'rnp.l'l'lu.rry\a W ! 5

"? Sencean nauta 0| Crarye Tewsa ArpanyTe Momyuatens Jara congamma T Pasuep
) Broaniyie TR B | Npweer Ny Kniser 4.1 19.07.2013 1442 2 Kéaiir
i Mooozmume
3 Ayt
[ Hanopr

0@ Yaanenmne
1| Wakae s ST NKMCEMD JBWKGPOEAHD. Ona NPOCHOTRA &8N0 HEOSK0OMHAD OTEDHTE.

Boero sneisenmon: 1 14:14

PucyHok 51. Hosas kosoHka 0415 omobpaxkeHusa cmamyca nuceMa

DopmaTnpoBaHMe TekcTa NMcem

B 6onee paHHUx Bepcusax nporpammbl ViPNet [lenosasi nouTa Bbl He MOMAM GOPMaTUPOBATh TEKCT MUCEM.
B Bepcun 4.x npu co3gaHnmn nncbMa Bbl MOXeTe 0GOPMUTb €ro, U3IMEHMB TUM, pa3Mep, HauepTaHue
WpundTa, BCTaBMB B TEKCT N300OpaXkeHne, HYMePOBaHHbI WM MapKUPOBaHHbIA CIMCOK U Tak danee. [ns
3TOro B OKHO cO3ZaHus nucemM gobasneHa naHesb GopMaTMpoBaHus.

Otaunums ViPNet Client n ViPNet Coordinator Bepcuii 4.x oT 3.x. MpunoxeHue K gokymenTtauum ViPNet | 61



[ Mczogauyee: Tess niscemus EI.
Mucspe Bug  Pepacrwposaswe  Coggame  Dognece  Plzeewsedmn
4 ] = = - ; £ "
- B Cw e & D wia i
Ompasste  ConpandTe Mesan Namyqatenn  Bacokesus | Wngposate

I Nomyuarenn I Bacwermn | B Cooficren |

I"bnwmnb EITrpennEH:! r'h.Hnm Fep MpHAT
& [Clent 110 1-1]

Tesam Terda rmcema

Adial = 10 = DA AAIEESE | EE
Oobpeii geme!

TexcT nMcEMa;
1. nyHKT Crncea
2. MyHKT COMCKa
3 nyHKET cncka

 yeawsHUBM

PucyHok 52. MNaHens hopmamuposaHus 8 okHe c030aHuUs nucem

Mo ymonyaHuro naHenb GopmMaTMpoBaHUs He 0TObpaXkaeTcs, U MUCbMO co3gaeTcs 6e3 bopmaTpoBaHums.
YTtobbl popmMaTnpoBaTh TEKCT MUCbMA, HEOBXOAUMO BKAKOUNTL BO3MOXHOCTb HOPMaTMPOBaHNs B
HacTpolikax obLMx napameTpoB NporpamMmbl.

Ecnv Bbl oTNpaBuTe NUCbMO ¢ GOpMaTUPOBAHUEM NOAYYATENIO, MCMOAb3YHOLWEMY Boee paHHHOH
Bepcuto nporpammsl ViPNet [lenoBas nouta, OH NOAYYmMT Balle NMUCbMO B BuAe dalina BAOXKEHUS,
cofiep>Kallero TeKCT Ballero nucbMa ¢ GopmMaTvpoBaHUEM.

I3MeHeHWe B NpaBmiax aBTOMPOLIECCUHTa AN
BXOAALLMX MNCEM

Tenepb B OKHe HaCTPOWKM NpaBuaa aBTONPOLLECCHHTa /18 BXOAALLMX NMNCEM, MOMUMO OTNpaBUTENEN,
MOXHO BblbpaTbh OZHOrO MAN HECKObKUX Nojy4vatenen nucbMa.
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PucyHok 53. Beibop nosydyameneli npu Hacmpolike npasusia obpabomku exo0auux nucem

3TO NO3BOJIAET BaM HaCcTPOWTb NpaBu/ia 06paboTKM BXOAALLMX MUCEM fJ/17 KOHKPETHbBIX MOJb30BaTeIEeN
CeTeBOrO y3/1a B C/1y4ae, KorAa noJib3oBatesiell HeCKOJIbKO.
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[Tankun ana NpobAeMHbIX NMMceM

B paHHUMx Bepcuax nporpammebl ViPNet [lesnoBas nouta, ecam npu o6paboTke BXOASALLMX NNCEM
npouncxoamna owmnbka, OHM He oTobpaxkannce B okHe nporpammebl ViPNet Jenosas nouta. Tenepb ans
TakMxX MMCEM B OCHOBHOW nanke AyAuT npefycMoTpeHbl nognanku MospexxgeHHbie 1 MpobaemHble, 1
Bbl MOXETe OTC/eXMBaTb NoJyYeHre NPobaeMHbIx Nncem. Takxke B 3aBMCMMOCTU OT Npou3oLLesLLei
OLIMBKM Bbl MOXETE BOCCTAaHOBUTb HEKOTOPbIE MUCbMA.

ViPMNet Client [Jenosas noura] E'IEI
Qaiin  Muecemo  WHetpymentsr  Cosgate Buag  Cnpaska
. o = »
> = O ' . - -
Mucemo OTnp/Mony4
. Jencean nouta Tema OtnpaeuTens Monyyatens fata nony.. © [ata cozgaHus
: E;‘W”-‘”e v 0003 0000 01.08.201516:4... 16.09.2014 11:0...
e CHOARLLNE v 0003 0000 1106.201516:2... 16.09.2014 11:0...
a0 Ayaut

MoBpexgeHHEIE

----- MpoénemHele

Wranopt

0 YAanenrsie MHpopmauna o nuceme
WaBnoHe! PerncTpauunonHsiii Homep: Ne 212
Tema: wv
Ot koro: [162A000C0/000E/0003]
MHtopmaymna ob ownbke
Kopn, owwbrm: 32 ( Knwou He Haliged )
NononHutensHas mhpopmauma: C:/Program Files/InfoTeCS/ViPNet Client/in/
@JQHDOJLNSW

Bcero 3nementos: 2 10:18 NUM

PucyHok 54: lpocmomp nucema e nanke [NpobiemHsle
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ObMeH 3alUuLLEHHBIMA
COODOLLEHVAMM

B Bepcuu 3.2.x Npw 3aKpbITUM NPOrpaMMbl 06MeHa 3aLLMLLEHHBIMU COOBLLEHNAMMN 3aKPbIBAOTCA BCE
CeaHCbl C BO3MOXHOCTbHO COXPaHEeHMs KaXxA0ro 13 ceaHCoB B OTAE/NbHOM TEKCTOBOM daiine. B Bepcum 4.x
Npw 3aKpbITUW NporpaMMbl 06MeHa 3alyMLLEeHHbIMU COOBLLEHNAMMN BCE HAaYaTble CeaHChl COXPaHAOTCA, U
Korga Bbl B C/lefytoLLniA pa3 3anyckaeTe NporpaMMy, OHW BOCCTaHaB/MBatoTCA. [pu XenaHum, Tak Xe Kak
1 B NpeAbIAYLLMX BEPCUAX MPOrPamMMBbl, Bbl MOXETE 3aKpblTb OTAE/bHbIE CeaHChbl OOMeHa coOobLLEeHNAMM
1 COXPaHUTb VX B TEKCTOBBIX paiiaax.

KpOMe 3TOro, B nporpamme obmeHa 3alneHHbIMU COO6IJ.|,€HI/IF|MI/I BeEpCcUn 4.X NoABUANCH
AONOJIHUTENIbHblE BO3MO>XXHOCTW:

e Ortnpaeka nNucbma nan daiina BO BpeMs ceaHca obmeHa coobeHnammn. OTnpaska nucem
BO3MOXHA, TO/IbKO €C/I BalLeMy Y31y HasHaveHa posb «/lenosas noyta» U Ha HeM yCcTaHOBJ/IeHa
nporpamma ViPNet [lenoBas nouta.

e [loucK CNOB B COOBLLEHMAX OTKPbITbIX CEAHCOB Ha NaHenn MPOToKoA ceaHca C MOMOLLbIO CTPOKM
noucka. B Bepcum 3.x cTpoka noucka npeaHasHayanacb ToNbKO Ans GUAbTPALMK CNInCKa
nonyuateneit Ha naHenn CeaHcbl.

e [lepexos K NpeablaywemMy Uam K ciefyroemy NpoCMOTPEHHOMY CeaHCy C MOMOLLbH KHOMOK "

Ha naHenun CeaHcobl. B NCTopunM nepexosoB Mexay ceaHCaMn 3anoMnHaeTca 10 nocnegHnx
CeaHCOoB, MPOCMOTP KOTOPbIX NPOAO0/I>Kanca 6onee 5 CeKyHA.

. rlpOCMOTp AaTbl N BpeMeHW nociegHero obmeHa COO6LLI,eHVIF|MI/I C y4aCTHMKOM CeaHca.

3 Onepatnsrmi ofen Saupuy ooy [ = " =i ]
Ceanc  [Opasea Buwg  Cnpasea
e a.- H ﬂ |1 =i =- | el - |
Aebapwme  Coxpanume  Jaxpute Badn Mucwase  Mposepus = -
Momysarenn :nnaqmnﬁ 1 ;
| ) Clieng1-2 7] - Nt [lomuatean H.. H.. | Bpéma nocnegnero obmens
1 Client1-2 02062014 12:42:12

Client 1-1 (WMex. N1, 02.06.2014 13:40:34)

npaepiT! =
Clent 1-2 (Bx N1, 02062014 13:42:112)

npegat! kak gena?

€

Beero nosen coobwernik: 0 Henpoutenseo: O Texywmi ceanc: 1 Client 1-2 Tuin: Gfasen coobugeniean

PUCyHOK 55. Hosble so3amoxHocmu npu obmeHe 3awuujeHHeIMu COO6LL{€HUFIMU
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I3MeHeHMA B MHTepdence

B cBA3M C M3MeHeHMAMHK B paboTe ¢ HekoTopbIMU GYyHKUMAMMK nporpaMmbl ViPNet MoHuTOp 6bin
nepepaboTaH nHTepdenc. Bce gopaboTkn HanpaBaeHbl Ha ynpoLyeHre paboTbl C NPOrpaMMOoMn, a Takxe
yao6cTBO paboThl € ceTeBbIMM GUAbTPaMU 1 NpaBUAaMu TpaHcaaumMK IP-agpecoB, Noay4YeHHbIMW OT
nporpammebl ViPNet Policy Manager. OcHoBHble n3meHeHus B nHTepdeince nporpammsl ViPNet MoHuTOop
onuncaHbl HUXe.

KHonku BbI30Ba NporpaMMHbIX KOMMOHEHTOB «/lesoBas noyta», «KOHTPO/Ib NPUAOXKEHWN», «PaNNOBbIN
06MeH» W TPaHCMOPTHbIN Mogynb MFTP yaaneHbl 3 CTPOKN COCTOAHMSA TNaBHOTO OKHa NporpamMmbl
ViPNet MoHuTop. Mepexos k Nto6OMY 13 3TUX KOMIMOHEHTOB, a TakXe K nporpamme obmeHa
3aLMLLEHHBIMU COOBLLEHNAMM Tenepb MOXHO OCYLLLECTBUTL C MOMOLLbIO MeHto MpuaoxxeHus. B ctpoke
cocTosAHWA Tenepb oTobpaxaeTtca Homep cetn ViPNet, IP-agpec ceTeBoro y3saa, Ha KOTOPOM 3anyLueHa
nporpamma ViPNet MoHuTOp 1 TekyLas KoH$urypaumsa nporpaMmmsl.

, . ViPNet Monitor 4.x
ViPNet Monitor 3.2 x

<
= - &3 ViPNet Client = oy ==
= Coun {Momsmop} (37! ) evun || Cepsic  Bua  Cnpaexa
Bexog Cepemc [edicrema Bug  Cnpasxa . :
KONTPOAD NPUAOKEHHI 3 ; - *
= v, o o o
nd Aesoean noura -
Coobuy MATHE Nposepum XypHan O630p i
CETEBLIE PNLTPH Teryans sovmerpeses O I 15 RGNS :
B \VioNet Ci & Oaitnossii o6Men lient
= Zaupmuesas cety % ¢ TPaMCNOPTHHIA MOAYAS .
- — - e N 5585, Infotecs, Release Control,
1 WsBpannoe B pynnes obvexvos
T Crawucruca wxypranst | yien: Knmewr 4.1 |
SV Ssupnimah cur i Konpurypaunw Momssosatens VPNet: Knment 4.1 1
DunsTpel OTKPLITON CeTH "
G Pesow & Amasiucrpsrop Ceroans: 11:33:51 2 asrycra 2013 r.
# Bnox p- Bpews sanyoa nporparen: 19:37:34 31 wons 2013,
) Cramecruca Baw IP-anpec:
4 XypranIP-naxerog OBULEE AN SHUHALEHHSIX YIN0S, AOCT YIHOIX
Kondurypauu Ban: 2 K
= Oc¢ : Yy 4 - n ’
Cere N2 5585 IP-agpeca: 169,254.128.87 OvoBEMan xondurypaums
& |leo Ml & /[ O J[ & )

PucyHok 56. lNepexod k komnoHeHmam 10 ViPNet

B BEpPCUn 4.x BCe ,qel7|CTBVIF| Haj ceTeBbIMU Yy3/1aMU, C KOTOPbIMW €CTb CBA3b, paHee AO0CTYMNMHblIe U3 MEHHO
ﬂ,ei;lCTBVIFI, Tenepb AOCTYMHbI TO/1bKO N3 KOHTEKCTHOIO MEHH. nyHKT ﬂ,ei;lCTBVIﬂ YAaneH U3 rnaBHoro
MEHHO.
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PucyHok 57. BoamoxHeie delicmaus
B pa3gene 3awmuieHHas ceTb r1aBHOroO OKHa Nporpammbl Tenepb He oTobpaxaeTca ceoit y3en ViPNet.

YaaneHa kHomnka 610KMPOBKM KOMMbOTepa (CM. «broknpoBska komnbroTepa u IP-Tpaduka» Ha cTp. 33). B
Bepcun 4.x HNOKMPOBKa KOMMbOTEPa OCYLLECTBAAETCA TOIbKO CTaHAAPTHBIMU CPeACTBaMMU
onepaumoHHOM CUCTEMBI.

Vi3ameHunoch npeacraBaeHmne ceteBbix PuabTpoB. YTobbl 0becneunTts ya06CTBO NpocMoTpa 1 paboThi ¢
bunbTpaMun 1 NpaBuUIaMu TpaHCAALWWY, NpeAcTaBaeHne uabTpos B nporpammax ViPNet MoHutop u
ViPNet Policy Manager npuBeaeHo K eaAnHOMY BUgy (CM. «PunbTpauma Tpaduka» Ha cTp. 17).

B Bepcuun 4.x BkAtOUeHUE aHTUCIYPUHTa (CM. «AHTUCNYOUHT» Ha cTp. 31) n 61OKMpPOBKa NPOTOKONOB,
kpome IP 1 ARP, BbinosHAOTCA B OKHe HacTpoiika B pasgene YnpaeneHuve Tpapukom.
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PucyHok 58. BknrodeHue gpyHKyuu aHmucnyguHea 8 sepcuu 4.x

B Bepcuu 4.x Bo Bpems 3arpy3kun Windows ans ayteHTudurkaumm B nporpamme ViPNet MoHWTOp Bbl

N
MOXeTe MCMOoAb30BaTb 3KPaHHYHO KaaBumaTypy. s 3TOro HaxkKMmTe KHOMKY @ N B MeHIO Bbibepute
NYHKT DKpaHHasA KJaBuaTtypa.
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I3MeHeHVd B TEPMNHOJIOTNI

VIamMeHeHus B TepMUHOAOrMK, NnpousoLealine B nporpammax ViPNet Client MoHutop 1 ViPNet
Coordinator MoHuTOp Bepcumn 4.x, nepeuncineHsl B TabaumLe HUXe.

Tabauya 4. MameHeHus 8 mepMuHoao2uu U uHmepdgelice

TepmuH B Bepcum 3.2.x TepmuH B Bepcum 4.x
ABOHEHTCKUIA NyHKT Knnent

MpwknagHaa 3agava Ponb

Mpaeuna dpunbTpaumm Tpadurka CeteBble GUAbTPLI

DKCMOPT HacTpoek CoxpaHeHune HacTpoek

MiMnopTt HacTpoek BoccraHoBneHme HacTpoek
Monuntnka 6esonacHoctn (B nporpamme ViPNet MpaBnaa KOHTPOAS MPUNOXKEHNI

KoHTponb npuaoxeHuit)

Otanums ViPNet Client n ViPNet Coordinator Bepcuii 4.x oT 3.x. MNpunoxeHue K gokymeHtauum ViPNet | 69



[ noccapui

DMZ (aemnnantapmsoBaHHas 30Ha)

®ursmyeckas nav nornyeckas noaceTb, NPejOCTaBAAOWan A4OCTYN K BHELHUM KOPMOPaTUBHBIM CyXX6am
13 6oAbLUeR ceTh, C KOTOPOWN HET OTHOLLEHWU AOBepUA, Kak NpaBuao, U3 ViHTepHeTa. MNpwn 3ToM cepBepb,
OTBevatoLLMe Ha 3aMpocChl U3 BHELLHEN CeTV WAN HanpaBAaroLWw e TyAa 3anpockl, HAXOAATCA B 3TOM
MOACeTH 1N OrpaHNyYeHbl B JOCTYMe K OCHOBHbIM CErMEHTaM CeTU C MOMOLLbIO MEXCETEBOrO 3KpaHa.
MpAMBIX COeAMHEHNA MeXAY BHYTPEHHEN CeTbo N BHeLLHeRn HeT: Ntobble coenHeHN BO3MOXHbI TONbKO
¢ cepBepamu B DMZ, koTopble obpabaTbiBatoT 3anpockl 1 GOpMUPYIOT CBOW, BO3BpalLlas OTBET
noJlyyaTesto yxxe OT CBOEro MMeHW.

TCP-TyHHENb

Cnocob coesnHeHNs KINEHTOB, HaXOAALLIMXCA BO BHELLHMX CETAX, C Apyrumu y3namm cetn ViPNet.
Wcnonb3yeTca B TOM cyyae, eciv coeauHerme no UDP-npoTtokony 6aokmpyeTcs nposanigepamu ycayr
VHTepHerTa.

TCP-TyHHenb pa3BopayvmBaEeTCs Ha KOOPANHATOPE, KOTOPbIA ABASETCA A/1f KANEHTA CEPBEPOM
coesHeHnn. OCHOBHOM NPUHLUMM coeanHeHus yepe3 TCP-TyHHenb 3aK/ioyaeTcs B CieytoLem: ot
KAMeHTa JO KoopauHaTopa nepeadva IP-naketoB ocylectBasetca no npotokony TCP, Ha koopauHaTope
nonydeHHble IP-nakeTbl n3Bnekatotca n3 TCP-TyHHeNA 1 nepeAaroTca fanblue Ha Y3/bl HA3Ha4YeHNa No
npotokoay UDP.

ViPNet SafeDisk-V

MporpaMmMHoe obecneveHre, NpegHazHaYeHHoe A5 3alnTbl KOHOUAEHUMaANbHOW MHbOopMaLmK. BxoanT
B cocTaB nporpammMHbix komnnekcos ViPNet 1 ViPNet VPN. s xpaHeHus KoHPuUaeHLManbHOMN
nHdopmauun B nporpamme ViPNet SafeDisk-V co3paerca koHTeliHep, KOTOPbIV NpeACTaBaseT coboin
3aWndpPoBaHHbIN Gaiin Ha XXeCTKOM AMCKE AN Ha CbeMHOM HocuTene.
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AHTUCOYDUHT

3awmTa ot cnydurHr-aTak, Npu KOTOPbIX 310YMbILLAEHHUK NOAAE/bIBAET aAPec UCTOYHMKA 418 06xoAa
MEXCeTEBbIX 3KPaHOB U opraHmsaummn DoS-atak (o1 aHr. Denial of Service, oTka3 B 06cny>xnBaHun).
AnctpnbyTne Kntouen

®aiin ¢ paclmpeHunem .dst, co3gaBaemMblii B nporpamme ViPNet YaocToBepstowmii U KNKOUYEeBORN LIeHTP
415 Kaxgoro nosb3oBatens ceteBoro y3na ViPNet. CogepxuT cnpaBouHMKK, KNOUU 1 Gain anueH3uny,
HeobxoanMble aAns obecneyeHns NepPBUYHOrO 3anycka v nocaeaytowen pabotbl nporpammel ViPNet Ha
ceteBOM y3ne. [na obecneyenns pabotsl nporpammbl ViPNet anctpunbytme kntouein HeobxoamMmo
YCTaHOBWUTb Ha CETEBOW y3en.

Monntrka 6e3onacHoOCTK

Habop napameTpos, peryanpytoLmx 6esonacHocTb ceTeBoro y3na. B texHonorum ViPNet 6e3onacHoctb
CeTeBbIX y3/10B 0becrneyrBaeTcs C MOMOLLbIO CETEBLIX GUALTPOB 1 NpaBua TpaHcaauun IP-agpecos.

MonHOMOUMA Nnonb30BaTeNs

PaspelueHuns Ha onpeseneHHble AeNCTBUSA NOJb30BaTeNeln Ha ceTeBoM y3ne ViPNet no nsmereHuto
HacTpoek HekoTopbIx nporpamm ViPNet.

AamuHuctpatop LYCa 3agaet nonHoMouus Ans Bcex Nonb3oBaTeneli ceteBoro y3na ViPNet B cBolcTBax
posien.
CepBep coeanHeHwU

®YHKLIMOHaNBHOCTb KOOPAMHaTOPa, obecneynBatoLLas CoeAnHEHNE KINEHTOB APYT C APYrOM B Cyuae,
€C/IV OHWN HaxOoAATCA B Pa3HbIX MOACETAX M HEe MOTYT COEANHUTLCA HanpAMYHO. 18 KaXaoro kaneHTa
MO>HO BblbpaTh CBOI cepBep CoeAnHEHMWA. [0 yMOAYaHUIO CEPBEPOM COEAMHEHWNI AN KNNEHTa
Ha3HaueH cepsep IP-agpecos.

CeteBo GpuabTp

COBOKYNHOCTb NapamMeTpoB, Ha OCHOBaHWWN KOTOPbIX CETEBOW 3KpaH NporpamMmmHoro obecneyeHuns
ViPNet nponyckaet uau 6a1okmpyer IP-naker.

CnpaBoOYHMNKM N KNHOUM

CnpaBOYHMKM, KNHOUM Y312 U KNKOUM NOJIb3OBaTeNs.

YA0CTOBEPAOLWMNI LIEHTP

B WMpOKOM CMbICe, YAOCTOBEPAIOLLMIA LLIeHTP — OpraHu3aLms, ocyLLecTBAAOLAsA BbINyCK cepTudMKaToB
KNtOUen NPoBepPKM 3NeKTPOHHOM NOAMNMCH, a TakxKe cepTUdMKaTOB Apyroro HasHaueHus. B cetax ViPNet
cepTudmkaThl Beinyckatotca B nporpamme ViPNet Ygoctosepatowmin n katouesor LeHtp (YKLL).
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B koHTekcTe cetn ViPNet, TepMMHOM «YA0CTOBEPSIOWMI LIEHTP» Takxke 0603HaYvaeTcs CeTeBOM y3en ¢
ycTaHoBAeHHOW nporpammoi ViPNet Y40cToBepsoWwmiA 1 KNHOYEBOM LIEHTP.
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